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E.O. 12958: N/A 

TAGS: EPET, ENERG, ASEC, PTER, CASC, NI 

SUBJECT: 60 SHELL HOSTAGES RELEASED, 7 EXPATS STILL HELD IN 
AKWA IBOM 


REF: LAGOS 1272 


1. The seven expatriate employees of ExxonMobil contractors 
kidnapped October 3 in Akwa Ibom remain hostages; no American 
citizens are involved in this incident. On October 12 the 

British Deputy High Commission confirmed that all 60 oil 

workers taken hostage October 10 at a Shell logistics base in 
Bayelsa State were released. (Note: lt has been confirmed 

that 60 individuals, not 10-20 as previously reported (ref), 

were held at a Shell facility adjacent to a small naval base, 

both of which were attacked by youths on October 10. End 

Note.) No Americans were involved in this incident. 
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E.O. 12958: DECL: 10/11/2016 

TAGS: PGOV, PHUM, SU, AU-1, UN 

SUBJECT: ABDULWAHID ALONE; FUR LOOKING FOR ALTERNATIVES TO 
SLA 


REF: A. KHARTOUM 1539 
B. KHARTOUM 1460 
Classified By: Charge dW Affaires Cameron Hume; Reason: 1.4(b) and (d) 


1. (C) Support for SLM/A leader Abdulwahid Nur has eroded so 
much in the five months since he refused to sign the Darfur 
Peace Agreement that his own family no longer backs his 
leadership, prominent Fur National Assembly member 
Abdulgassem Seif al-Din told Poloffs on October 11. \"First 

he lost Minni Minawi, then he lost the G-19, and now he\'s 

lost Mohammed Abdulshafie, who used to be his best friend. 

He has no one. Even Abdulgassem -- a longtime friend of 
Abdulwahid\'s father, and until recently, Abdulwahid\'s own 
father-in-law -- has lost faith in Abdulwahid\'s ability to 

lead. Despite Abdulwahid\'s late September declaration that 

he would join the DPA if provisions were added on disarmament 
and wealth sharing, Abdulgassem doubted that Abdulwahid would 
ever sign the agreement. \"He\'s not reasonable. If he can\'t 

be Vice President, he just wants to stay in Asmara, drink 

beer, and talk to his commanders on the telephone.\" 


2. (C) Abdulgassem himself returned from Asmara only a few 
days ago. He went to Eritrea in July to convince Abdulwahid 
to sign the DPA (Ref A), and planned to stay only a week; he 
later decided he had to stay longer, to help reconcile 
Abdulwahid and Abdulshafie. In the end, he admits, he failed 
on both counts, and was ready to return to Khartoum in late 
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September -- only to be detained for two days by Eritrean 
police. Abdulgassem does not understand why authorities 
stopped him from returning; they told him only that they were 
acting on orders. Abdulgassem believes Eritrea\'s best 
interests lie in convincing non-signatories to join the DPA, 
because Eritrea needs better relations with Sudan. But he 
also acknowledges that Eritrea\'s continued willingness to 
host Nur and Shafie may have made it harder to bring them 
into the peace process. 


3. (C) Abdulgassem confessed to also be disillusioned with 

the SLM as a \"top down\" movement. \"It has completely 
splintered between different leaders,\" he said, and has no 
support across tribal or clan lines. A SLA leadership 
conference would likely fail, because \"there was no consensus 
among the leaders that there needed to be consensus. He now 
believes Darfuri civil society leaders must create a new 
political movement from the \"bottom up,\" starting with the 

Fur, and then reaching out to other African and Arab tribes. 

A loose group of Fur leaders in Nyala, headed by former South 
Darfur Minister of Health Dr. Mohamed Ahmed (Ref B), are 
already working to form such a movement; a similar effort is 
underway in El Fasher, he said. Abdulgassem hopes to visit 
both in coming weeks, and help them establish an 
organizational structure. 

HUME 
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DEPT. FOR AF A/S FRAZER, AF/SE ENVOY NATSIOS, AF/SPG 

E.O. 12958: DECL: 10/12/2016 

TAGS: PGOV, PREL, SU 

SUBJECT: DARFUR: AU AMBASSADOR SAM IBOK ON A CEASEFIRE 
PROPOSAL 

REF: A. KHARTOUM 2479 


B. KHARTOUM 2489 


Column 3 
Classified By: Charge dW Affaires Cameron Hume; Reason: 1.4(b) and (d) 


1. (U) This is an action request. See para 6. 


2. (U) Summary: CDA Cameron Hume met with African Union 
Ambassador Sam Ibok at the DPA Implementation office in 
Khartoum October 18. lbok indicated that the GOS is desperate 
for a ceasefire, and that he supports concrete initiatives 

which can be implemented in the near future to change the 
situation on the ground. The CDA flagged the imminent visit 

of Special Envoy Andrew Natsios, and Ibok welcomed Natsios\' 
interest in possible meetings with the AU both in Khartoum 

and El Fasher. End Summary. 


3. (C) Ibok is skeptical of the effectiveness of the 

multitude of non-signatory conference proposals from the 
international community (reftel a) and various Sudanese 
groups. Ibok also cited an SPLM proposal to hold a 
non-signatory conference in Rumbek and a third agreement 
apparently drafted in part by Alex de Waal, adding wryly, 
\"everyone is desperate to go to Addis." He discussed his 
recent trip to Jebel Marra where he met with Abdul Gassim, 
representing a splinter group of SLM/ Abdulshafie. Gassim 
presented Ibok with a new agreement to have SLM/ Abdulshafie 
sign up to the DPA. Ibok termed the document \"crude\" and was 
suspicious of its origins; suspecting the hand of Maghzoub al 
Khalifa. He said the Sudanese government is desperate and 
\"wants something signed before Eid.\" 


4. (C) Following on the GOS\' possible interest in an 

immediate ceasefire, Ibok stated that he had discussed with 
AU Force Commander General Luke Aprezi (reftel b) how to 
revive the Ceasefire Commission (CFC) and said Aprezi was in 
favor of bringing the non-signatories back to the table. 
However, he noted the SAF generals are opposed to any 
non-signatory representation on the CFC. Ibok supported a 
ceasefire agreement, and requested Embassy assistance on 
creating a ceasefire framework for South Darfur as a first 

step to stability in the South and reviving the CFC. 


5. (U) With regard to violations, Ibok said that SLM Minni 
Minawi was very concerned about attacks on his forces in 
Gereida, and that he had advised him to raise such violations 
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before the Ceasefire Commission. 


6. (U) ACTION REQUEST: Ibok asked for technical assistance 
from a legal advisor to assist in preparatory work on the 
Darfur-Darfur Dialogue and Consultation. He requested Melanie 
Khanna who he commended for her work at Abuja. 

HUME 
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E.O. 12958: DECL: 10/12/2016 

TAGS: ECON, EFIN, SENV, EAID, EAIR, ETRD, FR 

SUBJECT: FRENCH MFA DIRECTOR GENERAL ON CLIMATE CHANGE, 
LEBANON, UNITAID 


Classified By: Economic Minister-Counselor Thomas White for reasons 1.4 
(b) and (d) 


1.(SBU) Summary: MFA Director General for Economic and 
Financial Affairs Jacques Lapouge listed global warming, 
Lebanon reconstruction and UNITAID as priority issues during 
a 10/11 tour d,horizon with EMIN. Efforts to curb financing 

of proliferation, G8 anti-piracy efforts and Russian capital 

in EADS also figured in the discussion. End summary. 
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Environment 

2.(SBU) At an October 11 luncheon MFA DG Jacques Lapouge 
pressed for further U.S. commitments on climate change. EMIN 
said the issue had high level USG attention and noted the 
substantial USG investments in renewable energy and other 
technologies critical to combating global warming. Lapouge 
accepted that U.S. steps were important, but insisted on the 
need to impose hard constraints on global CO2 emissions. 
France would continue to champion market-based mechanisms to 
getthere. Lapouge said President Chirac would likely 

continue to campaign for an international conference on the 
environment (raised at UNGA), which could take place in 
February 2007. 


UNITAID 

3. (SBU) Lapouge noted that the first UNITAID Board of 
Governors meeting had taken place in Geneva on October 9. 
Saying he understood the U.S. had reservations about 
France,s preferred financing mechanism (a tax on airline 
tickets), Lapouge asked nonetheless that the U.S. refrain 
from discouraging third parties from joining the initiative. 

In response to probing, Lapouge said air tax proceeds would 
be paid into UNITAID,s drug purchasing facility under the 
auspices of the WHO. The organization would work with a 
variety of partners, including the Global Fund, in purchasing 
-- and ensuring appropriate distribution of -- drugs to treat 
HIV/AIDS, malaria and tuberculosis. 


Lebanon 

4. (SBU) Lapouge asked about U.S. plans for the Beirut | 

(&or Paris 1118) donors conference, which he understood was 
tentatively planned for late November. Given Lebanon,s 

public debt of roughly 180% of GDP, support from the 
international community would be critical to the country,s 
recovery (though Lapouge acknowledged that much of the debt 
was held by Lebanese banks). The U.S. role would be 
particularly important in setting the stage for a successful 
outcome. 


5. (C) On other topics Lapouge: 


-- said that more robust efforts to curb financing related to 
WMD proliferation would require formal legal authorities. 
France did not have the equivalent of a U.S. Executive Order, 
and so prohibitions or requirements for enhanced due 
diligence would have to be based on sanctions (or similar 
authority). 


Column 3 


-- understood the U.S. was joining with Japan in work on an 
Anti-Counterfeiting Trade Agreement, raised by the Japanese 
within the G8. France shared U.S. anti-piracy concerns, but 
it would be important to include the EU and other partners at 
an early stage of such discussions; 


-- said with respect to Russian participation in EADS that 
the French would continue to insist that corporate governance 
structures remain unchanged; 


-- expressed interest in U.S. plans for development of new 
nuclear power plants. 


6. (C) Comment: Lapouge,s top three issues ) climate 
change, UNITAID and Lebanon ) are clear priorities of the 
Elysee. We can expect French diplomacy to remain active on 
these issues in the months to come. 

Please visit Paris\' Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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E.O. 12958: DECL: 10/11/2016 

TAGS: PGOV, KDEM, PHUM, PREL, RS 

SUBJECT: PUTIN REACTS TO POLITKOVSKAYA ASSASSINATION 
REF: MOSCOW 11313 


Classified By: Charge Daniel A. Russell. Reasons: 1.4 (b) and (d). 


1. (C) President Putin, three days after the murder of 
outspoken investigative journalist Anna Politkovskaya, issued 
his definitive public statement that everything would be done 
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to find the killers and bring them to trial. Russia\'s 
Prosecutor General, in fact, has already assumed charge of 
the investigation. The same Putin statement, however, 
downplayed Politkovskaya\'s influence, calling it politically 
insignificant. Human rights activists and liberals have 
criticized the slowness of Putin\'s public reaction to 
Politkovskaya\'s killing and his characterization of her work. 
The real test of Putin's commitment will be the vigor of the 
investigation and the results it produces. End Summary. 


2. (U) In the wake of the October 7 assassination of 
investigative journalist Anna Politkovskaya, (reftel), 

President Putin has made two statements that have been 
reported in the media. One stemmed from an October 9 
telephone conversation with President Bush, where Putin 
assured the President that Russian law enforcement \"would 
take all necessary measures for the objective investigation 

of the tragic death...\". The second set of comments was made 
in Dresden during a press conference with Chancellor Merkel 
and in an October 10 interview with the Suddeutsche Zeitung 
(SZ). As transcribed in Russian on the presidential 
administration website, the SZ interview excerpt reads: 


Begin informal translation: 


\"First of all, | would like to say that the murder of a 

person is considered a very serious crime, both by society 
and by God. The criminals must be found and stand trial. 
Unfortunately, this is not the only such crime in Russia. 
And we are going to do everything so that the criminals are 
identified. 


As far as the political side of this matter is concerned, the 
investigation is examining all possible motives. And of 
course one of those, one of the main ones, is the (nature of 
the ) professional activities of the journalist. She was a 

critic of the powers-that-be, like all members of the press, 

but she was quite radical. She had recently concentrated her 
attention on criticizing officials in Chechnya. 


| must say that her political influence (I think experts will 
agree with me) was insignificant in Russia and, she was 
probably better known in human rights circles and among the 
western mass media. In that regard | think --as one of our 
newspapers today correctly pointed out --that the murder of 
Politkovskaya did greater damage to the current 
powers-that-be and especially to the administration of 
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Chechnya than her publications. 


In any event, | repeat that it is absolutely unacceptable. 

This horrible crime is damaging to Russia and must be solved. 
It is damaging both morally and politically. It is damaging 

to the political system which we are building, in which there 
must be a place for all people whatever their views; on the 
contrary they must be given the possibility to --unhindered-- 

to express their views in the mass media. As you know, 
several years ago an American journalist of Russian 
background Paul Khlebnikov was murdered in Russia. He also 
was involved in Chechnya and wrote a book, which he called 
\"Conversation with a Barbarian.\" According to the 
investigation, the main characters of the book were not 
pleased with the way that Khlebnikov portrayed them, and they 
destroyed him.\" End informal translation. 


3. (U) In response to a follow-up question, Putin 

emphatically rejected speculation that Chechnya\'s Prime 
Minister Ramzan Kadyrov was responsible for Politkovskaya\'s 
murder. Politkovskaya\'s reporting had not harmed Kadyrov\'s 
political activities and had not hindered the development of 

his political career, Putin said and, in concluding his 

answer, asserted: WI cannot imagine that a government 
official could have dreamed up such a serious crime.\" 


MOSCOW 00011490 002 OF 002 


4. (C) Many commentators have noted -- citing as examples the 
Kursk submarine disaster and the recent assassination of 
banker Andrey Kozlov -- that the time lag before the 
President comments is standard operating procedure in the 
Putin administration. When quicker off the mark -- mentioned 
are Putin\'s congratulatory telephone calls in the wake of the 
contested December 2004 elections in Ukraine and a call to 
Yabloko\'s Grigoriy Yavlinskiy congratulating him on what 
later turned out to be unrealistically high election returns 

-- the comments have occasionally proved embarrassing. 
Gorbachev Foundation\'s Valeriy Solovey did not impute 
anything political or personal to the delayed reaction. 
Standard operating procedure, combined with Putin\'s 
misreading of the intensity of international reaction, caused 
the Kremlin to stumble. 


5. (C) In contrast to the Presidential Administration, the 
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Kremlin\'s United Russia (YR) political party on October 8 
posted statements of condolence by General Council Presidium 
member Andrey Isayev, General Council member Valeriy 
Komissarov, and faction member Aleksandr Lebedev. Lebedev 
may have been responsible for the alacrity with which the 
statements were posted. He is co-owner of the newspaper, 
Novaya Gazeta, where Politkovskaya had worked since 1999 


6. (U) Duma Deputy Vladimir Ryzhkov in an October 10 

interview told Radio Svoboda that he was disturbed that Putin 
made his statements only \"under pressure from the West." The 
fact that Putin termed Politikovskaya\'s journalistic 

contributions insignificant, Ryzhkov said, meant that \"for 

our head of state, freedom of the press...is not a serious 

theme and is not an important problem.\" Leader of the human 
rights organization \"For the Peoples\' Rights\" Lev Ponomarev 
termed Putin\'s comments \"inhuman\" and the President\'s several 
day silence before making them \"incomprehensible.\" 


7. (C) Aleksey Simonov of the Foundation for the Defense of 
Glasnost described the SZ interview to Embassy as \"not 
Putin\'s best moment. He had a very ordinary reaction to an 
extraordinary situation.\" Simonov, noted that channel One 
had reported that only 500 people attended Politkovskaya\'s 
funeral when in fact \"thousands were there,\" and suggested 
that the media were attempting to support Putin\'s contention 
that Politkovskaya\'s political influence was insignificant. 

Per Simonov, other politicians had gotten Putin\'s message. 
He noted that Moscow Mayor Yuriy Luzhkov had sent his press 
secretary to the funeral. The only chief newspaper editor 
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present at the grave was Novaya Gazeta\'s Dmitriy Muratov, 
Simonov said. 


8. (C) Moscow Helsinki Group\'s Lyudmila Alekseyeva agreed 
with Putin\'s description of Politkovskaya\'s political 

influence was \"insignificant,\" but termed that fact an 
indictment of the Russian regime, where journalists who \"tell 
the truth have no influence on political life A" 


9. (C) IMEMOVs Andrey Ryabov thought that Putin simply did 
not understand why Politkovskaya\'s assassination was 
significant, and was likely to see the European and U.S. 
reaction as \"just another pretext to put pressure on Russia.\" 
Putin, Ryabov said, \"lacks a feel for the necessary public 
gesture\" in such situations, and does not respond 
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appropriately. 


10. (C) Whatever the reservations expressed about Putin\'s 
timing and the context of his comments, the President did in 
the end stress the importance of finding the instigators and 
bringing them to justice. While the Prosecutor General\'s 
immediate decision to take personal control of the 
investigation is an indication of the GOR\'s resolve, the real 
test will be how actively and thoroughly the authorities 
follow through on PutinYs commitment to find and prosecute 
the killers. 

RUSSELL 
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E.O. 12958: DECL: 10/11/2016 

TAGS: PGOV, KDEM, PHUM, BA, POL 

SUBJECT: ELECTION HIGHLIGHTS NO. 2: KING AND CLERICS MEET, 
CANDIDATES REGISTER 


REF: A. MANAMA 1756 
B. MANAMA 1728 


Classified By: CDA Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (SBU) KING HAMAD MEETS WITH SHIVA CLERICS: King Hamad 
Bin Isa Al Khalifa met October 8 with members of the Islamic 

Scholars Council (ShiVa), made up of many of Bahrain\'s most 
influential ShiVa clerics, to discuss issues of concern, 

including the elections. King Hamad reportedly reassured the 

clerics that the government will guard against attempts to 

influence the elections. Following the meeting, the council 

released a statement saying that although many unjust 

provisions exist in the political process, we believe that 
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the best action is to participate heavily in both the 

municipal and parliamentary elections. Vice chairman of the 
council Sayed Abdulla Al Ghuraifi reported that the King said 
he had suspended some of those individuals whose names were 
mentioned in the Al Bandar report (Ref B) from having a role 
in the elections process. He said that the King promised the 
clerics that the judiciary would investigate the Al Bandar 

case thoroughly and make the results public. Al Ghuraifi 

also confirmed that the council would meet with the King 
again soon to follow up on the issues discussed in the first 
meeting. 


2. (SBU) CANDIDATE REGISTRATION: Official registration for 
prospective candidates for parliamentary elections began 
October 12 and will extend through October 16. Similarly, 
candidates for municipal council elections will register 

between October 20 and 24. The Executive Committee for the 
elections has set up one registration center in each of 
Bahrain\'s five governorates and will collect registration 
packages along with the 200 Bahraini Dinar ($530) 

registration fee. (Note: Similar centers in each 

governorate were set up for one week in September to enable 
voters to verify their personal information on the voter 

rolls. End note.) A candidate for parliament must be 

Bahraini, at least 30 years of age, and have his or her name 
listed on the voter rolls for the district in which s/he is 

running. 


3. (SBU) MONITORING: Developments in election monitoring 
will be addressed septel. 


4. (SBU) BANDARGATE: The editors of six newspapers sent a 
joint letter to the High Criminal Court following its October 

4 decision banning reporting on the Al Bandar case 
investigation. The letter appealed to the court to 

reconsider its decision, saying that the ban will \"prompt 

other media sources, including the foreign media, to look for 
information from irresponsible and biased sources.\" On 
October 10 the court provided a written response saying that 

the decision was made to protect court procedures, and 
although it might be reviewed later, for now it will stand. 


5. (SBU) SUNNIS COORDINATE: Al Asala (Salafi) and Al Minbar 
(Muslim Brotherhood) political societies announced a plan of 
mutual cooperation and support October 10 saying that they 

would present a unified candidates list. They pledged to 

join forces in 12 districts supporting each others\' 

candidates and said that the two societies\' candidates would 
directly compete against each other in only one district in 
Muharraq Governorate. Al Asala president and Council of 
Representatives (COR) member Ghanem Al Buainain said in a 
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press interview that the societies will sign a memorandum of 
understanding and form a six-member committee both to monitor 
the implementation of the agreement and to prevent any 
violations. The societies specified that they would not form 

a unified campaign platform nor would they share financial 
resources. (Note: The two societies currently have 12 

members in the COR. End note.) 


6. (SBU) CANDIDATE LISTS: Seven political societies have 
publicly announced their slates of candidates. Leading the 
way was ShiVa opposition political society Al Wifaq 
announcing 16 candidates on October 5 and three more on 
October 10. Al Wifaq president Shaikh Ali Salman also 
announced that the society would actively support three other 
candidates who are not running under the Al Wifaq banner. 
The following day, the National Progressive Tribune Society, 
which currently has three members in the COR, revealed its 
slate of nine candidates. Next, liberal, secular WaVad 
society declared five candidates with two additional 
candidates to be added at a later date. On October 11 both 
Al Asala, which currently has five COR members, and Al 
Minbar, with seven in the COR, announced their six and eight 
candidates, respectively. National Charter Society (Al 
Meethaq) also announced its 7 candidates. Finally, newcomer 
to the political scene Al Ikha\' (National Brotherhood), made 
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up of Bahrainis of Iranian origin, announced that it would 
field two candidates and support two additional candidates 
from the (also new) Free Thought Society. 


7. (SBU) AL WIFAQ\S CLERICS: Al Wifag\'s list of 19 
candidates for the parliamentary elections includes six 
clerics. Shaikh Ali, who regularly delivers Friday sermons, 
said October 6 that his last sermon prior to the election 
would be October 13. Ministry of Islamic Affairs regulations 
prohibit candidates from delivering Friday sermons during the 
election campaign season. 


8. (C) WOMEN CANDIDATES: Discussing Al Wifaq\'s slate and 
the lack of women, Al Wifaq Shura Council chairman Dr. Abdali 
Mohamed Hassan stated for the press that Al Wifaq had been 
supporting the candidacy of Sakina Al Ekri, from the Al Wifaq 
general secretariat, but that she had dropped her candidacy 
when her request to change her residency district was denied. 
Dr. Hassan did reaffirm, however, that Al Wifaq would openly 
support WaVad society candidate and University of Bahrain 
professor Dr. Munira Fakhro. Latifa Al Qo\'ud, who forced a 

run off in the second round with independent Salafi Jasim Al 
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Saeedi in the 2002 elections, was permitted to change her 
residency to district six of the Southern Governorate, one of 

the least populated election districts in Bahrain. A list 

obtained by Poloff from the Supreme Council for Women\'s (SCW) 
election program listed 19 women candidates for the 
parliamentary elections and four for the municipal council 
elections. SCW announced October 10 that the UNDP had 
provided 50,000 BD ($133,000) for technical support for women 
candidates. 


9. (SBU) NATURALIZED BAHRAINIS: Member of the High 
Commission for Elections Abdul Rahman Al Sayed announced 
October 8 that all naturalized Bahrainis are welcome to 
participate in the upcoming elections. The 1963 Nationality 
Law stipulates that naturalized citizens must wait ten years 
before being permitted to vote or run in elections. However, 
Al Sayed declared that the 2002 Political Rights Law 
supersedes the earlier legislation and therefore nullifies 

the relevant article. Many political societies protested the 
decision, accusing the GOB of using newly naturalized 
citizens to influence the outcome of individual election 
races. The following day Al Sayed said that any citizen who 
was naturalized after the voter lists were announced would 
not be eligible to vote in this years election, but he did 

not address legal arguments against waiving the ten-year 
waiting period. 


10. (SBU) VOTER APATHY, EXPECTATIONS: Arabic daily Akhbar 
Al Khaleej conducted an election survey of 400 

randomly-selected individuals, approximately two-thirds of 

whom were male, one-third female. Thirty-nine percent of 
respondents said they did not intend to vote in the 

elections. Eighty percent believe that Islamists will win 

the majority of seats in the next parliament. 


11. (C) COMMENT: King Hamad\'s meeting with members of the 
Islamic Scholars Council was a significant event in restoring 
some public confidence in the election process for the ShiVa 
community. The King\'s assurances were warmly welcomed and 
resulted in the statement from the council encouraging 

heavy" participation. The matter is not over however, and 

the council will hold the King to his word to deliver on his 
promises regarding Bandargate. With the start of candidate 
registration and the announcements of political society 

slates, the field is becoming more defined, the months of 
speculation coming to an end. All sides are gearing up for 

what promises to be an exciting electoral season. 
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Visit Embassy Manamals Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 
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INFO RUEHZK/ECOWAS COLLECTIVE PRIORITY","UNCLAS SECTION 01 OF 02 DAKAR 002459 


SIPDIS 
SIPDIS 


DEPT PLEASE PASS USTR FOR CONNIE HAMILTON 
DEPT FOR AF/W AND AF/EPS - JANET POTASH 


E.O. 12958: N/A 
TAGS: ETRD, ECON, AGOA, PU 
SUBJECT: AGOA ELIGIBILITY REVIEW - GUINEA-BISSAU 


REF: STATE 163056 


Embassy Dakar is pleased to provide information for Guinea-Bissau\'s 
AGOA eligibility review. The following information is based on the 
template provided and has also been provided via e-mail to AF/EPS. 


Country: GUINEA-BISSAU 
Current AGOA Status: Eligible 


Country Background Summary: Guinea-Bissau\'s population in 2005 was 
1.6 million. 2005 GNI was USD 283 million and GNl/capita was USD 
180. Following legislative elections in 2004, the United States 

lifted FAAA Section 508 sanctions against Guinea-Bissau. Following 
free and fair presidential elections in 2005, Joao Bernardo \"Nino\" 
Vieira was inaugurated as President. That concluded Guinea-Bissau\'s 
transition back to democratic rule. The Government is actively 
pursuing austerity measures and fiscal control in hopes of 

attracting donor and investor attention. However, the economy 
remains very weak. Guinea-Bissau has not yet had much success 
attracting foreign investment and has not yet taken advantage of its 
AGOA membership to increase exports to the U.S. However, the 
Government is beginning to take some positive steps. In September 
2006, USAID launched an AGOA Resource Center to the Chamber of 
Commerce. In the long-term, with key infrastructure and sectoral 
improvements, Guinea-Bissau has the potential to export products, 
including processed cashews, fish and seafood, fruits, and even 

rice. AGOA eligibility remains an important symbol of U.S. 
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engagement with this post-conflict state and offers an incentive to 
encourage the Government to enact market enhancements, continue 
security sector reform, economic development in key sectors, and 
institutionalize recent democratic advances. 


Comments on Eligibility Requirements 
|. Market-based Economy 


A. Major Strengths Identified 

Before the 1998-99 civil war, trade reform and price liberalization 
were the most successful features of the country's structural 
adjustment program under IMF sponsorship. Privatization has 
nominally continued under IMF auspices since the war, but progress 
remains slow due primarily to lack of private sector response. 
Guinea-Bissau remains open to foreign private investment, but 
minimal infrastructure remains a significant disincentive. 


Under the enhanced HIPC initiative Guinea-Bissau could be eligible, 
upon completion of arrears and fulfillment of other obligations, for 
up to USD 790 million in debt relief. According to GOGB officials, 
the country owes USD 481 million in multilateral debt and USD 511 
million in bilateral debt (none owed directly to the United States). 
The GOGB will need to negotiate a new PRGF program to become 
eligible for further debt relief. For the moment, donor priority is 
focused on assisting the GOGB to cover immediate operational 
expenditures. 


Guinea-Bissau joined the West African Economic and Monetary Union 
(WAEMU) in 1997, and has made efforts to harmonize its policies with 
the standards of the WAEMU, including a switch to a single 
value-added tax (VAT) rate. As of April 2006, the World Bank had 
disbursed USD 293 million of a USD 309 million program to support 
sectors like transport, energy, the economic recovery plan, 

agriculture, health, education, and private sector rehabilitation. 


Notably, in 2006, the government initiated a privatization program 
for 14 companies with an estimated total market value of 
approximately USD 51 million, including two hotels. 


B. Major Issues/Problems Identified 

A post-conflict society, with an economy devastated by a 1998-99 

civil war, Guinea-Bissau is ranked 172 out of 177 among countries on 

the 2005 UNDP Human Development Index. Misappropriation of funds by 
earlier regimes led the IMF to suspend its assistance and in turn 

triggered a similar suspension by most bilateral donors. The 

suspension of almost all aid deepened the country\'s economic 

paralysis. By late 2006 there was some renewed interest by the 

World Bank, IMF, and bilateral donors to support Guinea-Bissau\'s 

reform efforts and development needs. 
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II. Political Reforms/Rule of Law/Anti-Corruption 


A. Major Strengths Identified 

The democratically elected government is improving the rule of law. 
Evidence includes: the court system is functioning, though with 
serious resource constraints; customs receipts are channeled 
directly into state coffers; and the Ministry of Finance must clear 

on all disbursements to ministries and public bodies. 


B. Major Issues/Problems Identified 
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The Government has difficulty paying civil sector and military 
personnel on time. The Government must move rapidly to reform and 
downsize the bloated and outdated military, including creating a 
military retirement system which will be costly and difficult to 
implement without significant outside assistance. 


Ill. Poverty Reduction 


A. Major Strengths Identified 
The new government is expected to resubmit the National Poverty 
Reduction Strategy Paper (DENARP) for further review. 


B. Major Issues/Problems Identified 

During 2003, the dismissal of the Assembly and the increasingly 
autocratic behavior of ex-President Kumba Yala led to World Bank and 
IMF rejection of Guinea-Bissau\'s Poverty Reduction Strategy Paper 
(PRSP). The GOGB is working on a draft renewed PRSP and plans to 
submit this document to the WB/IMF Executive Boards in late 2006 or 
early 2007. 


Of 1.6 million people, 58.9 percent of the men and 82 percent of the 
women are illiterate, including a majority of members of the 
National Popular Assembly (ANP). 


IV. Workers\' Rights/Child Labor/Human Rights 


A. Major Strengths Identified 

In March 2001, with U.N. support, a tri-partite National Council for 
Social Consultation (CNCS) was legally established and began 
functioning. The Council conducts collective consultations on 
salary issues and on draft legislation related to labor issues. The 
ANP ratified Convention 182 on the worst forms of child labor in 
July 2002. The Constitution grants all civilian workers the right 

to form and join trade unions. 


The right to strike and protection against retribution is 
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guaranteed. 


Guinea-Bissau does not engage in gross violations of internationally 
recognized human rights. 


B. Major Issues/Problems Identified 

Female genital mutilation (FGM) is practiced widely. Child labor, 
including some forced child labor, is a problem. Institutions 
created to work for the elimination of the worst forms of child 
labor are not effective because of a continuing severe economic 
crisis. 


V. International Terrorism/U.S. National Security 


A. Major Strengths Identified 

Guinea-Bissau has been a vocal supporter of U.S. anti-terrorist 
actions, and does not engage in activities that undermine U.S. 
national security or foreign policy interests. 


B. Major Issues/Problems Identified 

In 2006 there were credible, public reports of significant 
quantities of cocaine transiting Guinea-Bissau en route to Europe. 
Guinea-Bissau is a preferred transit point in West Africa for 
traffickers because of the government\'s inability to monitor and 
control its borders and the corruptibility of officials who do not 
receive regular salaries. 
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SIPDIS 
SIPDIS 
EUR/NCE FOR ERIC FICHTE 


E.O. 12958: DECL: 10/11/2016 


Column 3 
TAGS: PREL, PGOV, UN, EUN, SR, LE, IS, KPAL, RU, EZ 
SUBJECT: CZECHS ON OCTOBER 12 GAERC 


REF: STATE 170214 


Classified By: Classified By: Political-Economic Counselor Mike Dodman 
for reasons 1.4 (b) and (d). 


1. (C) Summary. At the October 12 GAERC, the EU will focus on 
the Middle East, the Russia-Georgia conflict, the Balkans, 
Sudan, and North Korea. On the Middle East, the EU will 
likely support sanctions for Iran, support President Abbas in 
Palestine, and address the security situation in Lebanon. The 
EU will caution Georgia and Russia to moderate their 
behavior. In the Balkans, the position of the EU will closely 
track that of the U.S. However, on Serbia, the conclusions 
will not mention ICTY compliance because the EU has 
repeatedly stated its position that full compliance is 

required. On Kosovo, EU members increasingly believe that 
final status will need to be imposed. On Sudan, the EU will 
support continued AMIS funding. On North Korea, the EU will 
likely support UNSC recommendations for a Chapter VII 
resolution with sanctions. End summary. 


2. (SBU) Poloff met October 12 with the Director of the Czech 
MFA\'s CFSP Department Vaclav Balek to discuss the October 12 
GAERC and deliver ref A talking points. Balek said the Czech 
position remains unchanged on the Middle East, the Balkans, 

and Sudan, and they do not expect controversy at GAERC. 


3. (C) On Iran, Balek expects the text will be tough. EU 
member states think that diplomatic options have been 
exhausted, and therefore support the start of consultations 
on sanctions. However, the text will likely leave wiggle room 
in the event that Iran changes its position. 


4. (C) On the Middle East Peace Process, Balek said the EU 
will issue conclusions supporting President Abbas and 
expressing optimism for the prospect of a Unity government. 
The EU will also welcome a three-month extension of the 
financial mechanism for humanitarian aid. 


5. (C) On Lebanon, Balek said the Czechs support EU troop 
contributions to UNIFIL. In addition, the results of a 
fact-finding mission sent to Lebanon to assess the 
feasibility of deploying a separate EU mission along the 
Syrian border is expected this week. Balek said the Czechs 


Column 3 

are debating the feasibility of contributing up to ten 

experts (the most likely number is three) to clear unexploded 
ordinance in 2007. 


6. (C) Balek said the Czechs advocated putting the recent 
Georgia-Russia conflict on the agenda. They are happy with 
the draft conclusions, which urge both sides to moderate 
their behavior, and signal to Russia that its actions 

vis-a-vis Georgia have not been well-received in the EU. 


7. (C) Balek said the Czech position remains unchanged on the 
Balkans. On the conclusions for Kosovo, the Czechs stressed 
language that supports the contact group and UN SE Ahtisaari. 


8. (C) On Serbia, the conclusions will not include reference 

to full compliance with ICTY, although the EU and the Czechs 
still support ICTY compliance. Balek said the member states 
determined that reference to ICTY compliance was unnecessary 
because the June and September GAERC conclusions clearly 
state the EU position. 


9. (C) On Bosnia, the EU will welcome the result of the 
elections. 
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10. (C) Balek reiterated the Czechs do not plan to be active 

on Africa issues because they lack the necessary historical 
relationships and expertise. On Sudan, the Czechs will not 
participate directly, but will support the EU consensus. The 
Czechs agree that international cooperation is needed to 
\"pressure\" the Sudanese government to accept UN involvement. 


11. (C) Balek said the EU will wait to issue final 
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conclusions on North Korea until the UNSC proposes a response 
to the North Korean nuclear test. The final text will likely 

support the expected UNSC proposal for a Chapter VII 
resolution, and be consistent with the U.S. position. 

GRABER 
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E.O. 12958: N/A 

TAGS: AORC, KUNR, UNGA/C-5 

SUBJECT: UN OVERSIGHT: OIOS RECOMMENDS IMPROVEMENTS TO 
MANAGEMENT OF REGIONAL COMMISSION IN WESTERN ASIA 


1. SUMMARY: The Office of Internal Oversight Services (OIOS) 
has conducted a review (A/61/61) of the program and 
administrative management of the Economic and Social 
Commission for Western Asia (ESCWA). OIOS notes that ESCWA 
consistently uses results-based management, and is one of the 
most advanced entities in the UN Secretariat in that regard. 

OIOS also highlights five challenges that impact ESCWA\'s 

ability to be more effective and makes 20 recommendations to 
address these challenges. The five challenges are: a) the 
organizational structure has to be normalized; b) the 

Statistical Division needs to be reestablished; c) the 

comparative advantages of ESCWA have to be reassessed and its 
collaborative networking with regional partners strengthened; 

d) information and knowledge management must be advanced to a 
qualitatively new level commensurate with the regional role 

of ESCWA; and e) it is necessary to make the executive 
management culture more consistent, objective, and 

transparent. ESCWA management only agrees with two of these 
five challenges and none related to the management of the 
commission. END SUMMARY. 


2. The OIOS report states that ESCWA management has 
introduced a \"team\" concept to promote multidisciplinary 
collaboration and in doing so, replaced the conventional 
structure of \"branches,\" \"sections,\" and \"units.\" OIOS 
recalls that in established management practices, 
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multidisciplinary teams are created to deliver a concrete 
output and are disbanded once the objective has been 
achieved. In addition, normal reporting and organizational 
structures remain to ensure clear reporting lines and 
accountability. In the case of ESCWA, there is a blurred 
line due to the discontinuation of normal structures and 
authority is often unclear. OIOS believes that it is time to 
reconsider the organizational structure. 


3. OIOS notes that ESCWA disbanded the Statistics Division 
in 2003 and redeployed the staff to the substantive 

divisions, in order to bring the statisticians and experts 

closer together. OIOS found that the experts and 
statisticians were working more closely, but the synergy 
between statisticians had been lost. While a Statistical 
Coordination Unit does exist, OIOS notes that there has been 
uneven staffing and an unclear mandate for the Unit. The 
result has been some duplication of efforts and the lack of 
timely and comprehensive collaboration with the Statistics 
Division of the Department of Economic and Social Affairs and 
other statistical entities. OIOS recommends that a 

Statistics Division should be reestablished. ESCWA notes its 
intent to review the situation. 


4. With regard to staff capacity and training, OIOS observes 
that the training plans did not reflect any meaningful 

efforts to adjust the knowledge base and skills of staff that 

had been redeployed during the previous restructuring. Also, 
there was poor planning with regard to training opportunities 
and not enough thought was given to group training vs. 
individual training, where the former could be more 

productive and less costly. In addition, actual expenses for 
training often exceeded allocations and proper internal 
consultations did not occur with regard to reallocation of 

funds. This leads to a question as to how overspending for 
training was accommodated within the approved budget for 
ESCWA. 

5. With regard to ESCWA\'s regional role, OIOS found that the 
Regional Coordination Group, which ESCWA chairs and is meant 
to serve as a way for all of the regional commissions to 
coordinate, does not meet expectations. The Group has not 
led to better collaboration and there is still no reliable 

method to monitor and organize implementation of joint 
programs. In addition, the Group\'s page on the ESCWA website 
is out of date and does not offer much valuable information. 


6. ESCWA has made improvements to its website overall, 
though, OIOS reports. The website has enhanced its 
visibility and outreach, though information sharing via the 
Intranet is still a work in progress. On information and 
communication technology (ICT) overall, OIOS observes that 
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there is not an overall ICT strategy focused on return for 
investment. For example, ESCWA has nine systems in place and 
fragmented ICT reporting lines, resulting in duplication and 
dilution of resources. OIOS therefore recommends the hiring 
of an information master. OIOS also believes that ESCWA\'s 
ICT resources must be increased, as the standard for ICT 
staff resources in the UN Secretariat is five percent and 
ESCWA is at four percent. ESCWA agrees with the 
recommendation, but notes that it is difficult to implement 

the recommendations under a zero growth budget. 


7. OIOS also comments on knowledge management, noting that 
information voids exist and there is a need to fully realize 

the potential of the Intranet for organizing and sharing 

internal information. OIOS notes with concern that there are 
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not yet fully developed shared local area network folders. 

OIOS also sees that other resources for information, such as 

the UNDP National Human Development Report, are not fully 
utilized. OIOS recommends the creation of a dedicated post 

of knowledge manager. ESCWA agrees with this recommendation, 
but again points out that it is nearly impossible to 

implement without additional resources. 


8. OIOS states that ESCWA\'s administrative procedures need 
to be streamlined and modernized (for example, hard copy 
formats are still used for many items, such as phone billing 

and travel approval). OIOS also raises concerns regarding 
human resource management and recalls instances where 
established policies and procedures were not followed by 
management, such as with contract renewal. OIOS praises the 
Executive Secretary for enhancing ESCWA\'s regional profile 
and for his active support of staff. They suggest, however, 

that more effective advisory mechanisms are needed, as the 
current Cabinet is too large to do this job effectively. 

They also suggest better utilizing the post of Deputy 

Executive Secretary. ESCWA does not agree with any of the 
recommendations in this area and actually rejects the 
recommendation to \"ensure that the norms of transparent and 
effective oversight are adhered to by observing established 
reporting lines and addressing accountability issues in a 
consistent and fair manner.\" 


9. In conclusion, OIOS notes that the strength of ESCWA is 
its multidisciplinary experience and knowledge of the 
specificities of the region. Its weaknesses are 
micromanagement and lapses in transparency, insufficient 
information sharing and difficulties in mobilizing 
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extrabudgetary resources. 


10. COMMENT: USUN recommends that the U.S. follow established 
practice and join consensus in a resolution that \"takes note\" 

of the inspection report. Many of the management issues that 

OIOS raises should be addressed in the context of the 

2008-2009 biennium budget and after further information is 

provided by ESCWA with regard to its implementation of the 

OIOS recommendations. END COMMENT. 
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SECSTATE FOR WHA/CAR 
SECSTATE DEPT PASS TO HHS FOR STEIGER OGHA 
SECSTATE FOR RUEHPH/CDC ATLANTA GA 


E.O. 12958: N/A 
TAGS: EAID KSCA OTRA ASEC BB XL 
SUBJECT: COUNTRY CLEARANCE GRANTED TO LLOYD TO TRAVEL TO BARBADOS 


REF: ATLANTA GA 003786 AND ATD 43582 


1. Embassy Bridgetown grants country clearance to Ms. Ethleen Lloyd, 
Chief of Global AIDS Program, NCHSTP, HHS/CDC to travel to Barbados 
on or about November 11 - 18, 2006 to attend workshop with Caribbean 
HIV/AIDS training coordinators. 


2. Post understands traveler has reservations at the Accra Beach 
Hotel and Resort and that no further Embassy assistance is required. 
Embassy point of contact is USAID Officer James Goggin, Phone: 
1(246) 228-8070, Fax: 1(246)228-8589. 


3. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. In Barbados the taxi rate from the 
airport to the hotel is approximately BDS$30 (US$15). The exchange 
rate is approximately 2 Barbados Dollars for 1 U.S. Dollar. You 
should bring enough U.S. Dollar bills to pay the taxi. U.S. 
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currency, traveler's checks, and credit cards are routinely and 
widely accepted here. 


4. Entry/departure requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. Visas 
are not required for short visits. Visitors are granted up to 28 
days upon entry, which can be extended through the Barbados 
immigration Department for up to six months. Barbados has a 
departure tax for Barbados $25.00 BDS or $13.00 USD. 


5. The following general information pertains to transportation, 
security and health considerations in the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended 
especially at night. Be vigilant when using public telephones or 
ATM facilities near roadsides or quiet areas. As in many U.S. 
metropolitan areas, wearing expensive jewelry, carrying expensive 
objects, or carrying large amounts of cash should be avoided. 
Visitors should also safeguard valuables while at the beach. While 
hotels are generally safe, many visitors have experienced loss of 
unattended items. Hotel burglaries are not uncommon, and all 
valuables should be locked in room safes. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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TO RUEHC/SECSTATE WASHDC PRIORITY 4083 
INFO RUEHGV/USMISSION GENEVA PRIORITY 1209 


SIPDIS 
SIPDIS 
STATE FOR EB/CIP/MA - SSHIPMAN, IO/T - JNAMBE, AND WHA/CAN 


E.O. 12958: N/A 

TAGS: ECPS, AORC, ITU, CA 

SUBJECT: ITU PLENIPOTENTIARY CONFERENCE: U.S. CANDIDACY FOR 
ITU COUNCIL AND FOR ITU RADIO REGULATIONS BOARD: CANADA\'S 
REACTION 


REF: STATE 168720 


1. (U) On October 12, Economic Minister-Counselor presented 
reftel diplomatic notes to Bill Graham, Director, 

International Telecommunications Policy and Coordination, 
Industry Canada and Jim MacKenzie, Senior Advisor, 
International Telecommunications Policy and Coordination 
(Canada/United States), Telecommunications Policy Branch, 
Industry Canada. We also sent copies of the two diplomatic 
notes to Patrick Wittman, Director, United Nations and 
Commonwealth Affairs Division, Department of Foreign Affairs 
and International Trade (DFAIT). 


2. (U) Graham confirmed that Canada will support the U.S. 
candidacy for election to the International 
Telecommunications Council (ITU) as well as the nomination of 
Julie Napier Zoller for election to the ITU\'s Radio 

Regulations Board. He noted that Canada also seeks election 
to the ITU Council and has nominated its citizen Robert Jones 
for election to the Radio Regulations Board. Canada has 
sought USG support for its nominations through diplomatic 
notes presented to the U.S. Mission in Geneva. Economic 
Minister-Counselor promised to pass Canada\'s request for 
support of its election to the ITU Council and of Mr. Jones\' 
election to the Radio Regulations Board to Washington. 


3. (U) According to Graham, the Canadian delegation to the 

ITU Council meeting in Turkey will be headed by Dr. Robert 
McCaughern, Director General, Spectrum Engineering Branch at 
Industry Canada. He will be assisted by a delegation 

of about ten, mostly of GOC officials, but including three 

private sector representatives. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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E.O. 12958: DECL: 10/12/2016 
TAGS: PGOV, PREL, EFIN, ECON, SL 
SUBJECT: SIERRA LEONE LAUNCHES YOUTH EMPLOYMENT SCHEME 


Classified By: Charge dVAffaires Elizabeth Pratt 
for reasons 1.4 (b) and (d). 


1. (U) On October 9, Charge and PolOff attended the 

launching of the GoSL\'s Youth Employment Scheme (YES). Vice 
President Solomon Berewa gave the keynote address. Many 
ministers and a few donor agencies\' representatives attended 

the event. Berewa announce that the government had earmarked 
1 billion Leones (USD 334,000) to create immediate employment 
opportunities for young people between the ages of 15-35 

years, who constitute an estimated 33.3 percent of the total 
population. Berewa said that YES would generate 135,000 jobs 
over the next 12 months, and that the government would 

closely monitor job growth and produce quarterly reports on 

the number of jobs generated. 


2. (U) In his speech Berewa warned that high levels of 

youth unemployment were cause for alarm, and that the 
government had prioritized youth unemployment in its Poverty 
Reduction Strategy. Following the launching, Berewa led a 
delegation to New York to meet with the UN Peacebuilding 
Commission to discuss strategies to address the challenges of 
rebuilding the country and consolidating peace. Comment: The 
event likely was timed to give the government a deliverable 

for its meeting with the Commission. End Comment. 
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3. (C) COMMENT: The launch was well-timed to show program 
initiative to confront one of Sierra Leone\'s pressing needs. 

This initiative is very ambitious and, according to the 
government, seeks to remedy past programs that did not 
successfully address unemployment problems. It remains to be 
seen if the government\'s program is a sincere attempt to 
generate employment or just another vote-buying exercise by 
the ruling Sierra Leone People\'s Party (SLPP) to court the 

large voting bloc represented by undereducated, disgruntled, 
and unemployed youth who are both a threat to the country\'s 
ongoing development and its continued security. END COMMENT. 
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E.O. 12958: DECL: 10/11/2016 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: IRAQI MP AND ADVISOR TO PRIME MINISTER DISCUSSES 
MOVEMENT ON RAMADAN AGREEMENT AND OTHER SECURITY ISSUES 
WITH AMBASSADOR 


REF: A. BAGHDAD 3726 
B. BAGHDAD 3693 


Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Sami al-Askari, Council of Representatives 
(CoR) member and confidante of Prime Minister Nuri al-Maliki 
told the Ambassador that the leaders who signed the Ramadan 
agreement had agreed on members for the central committee and 
had begun to discuss the issue of checkpoints. The 

Ambassador emphasized to al-Askari the importance of getting 
broad buy-in from the political blocs to move forward with 

plans to dissolve the militias. Al-Askari took the 
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initiative to correct a \"misunderstanding\" about a remark he 
made in the CoR on forming a committee to ensure legislation 
was in accordance with Islam. END SUMMARY. 


2. (C) In an October 8 meeting, al-Askari, an independent 
member of the Shi\'a coalition, told the Ambassador that the 
leaders who signed on October 2 the four point agreement on 
security, now known as the Ramadan agreement, had met again 
on October 6 and agreed on the following members for the 
\"central committee\" (ref B): Hadi al-Amri (UIC: Badr); Hassan 
al-RubaVie (UIC: Sadrist); Jaber Khalifa (UIC: Fadhila); 

Abdul Kareem al-Samaraee (Tawafug: IIP); Ahmed Soleman Jameel 
Alwani (Tawafug: IIP); Emad Mohammed Ali (Tawafuq: IPC); 
Moustafa al-Heti (Hewar); and two Kurds, one lragiyya 
representative, and one person from the Prime Minister\'s 

office to be named later. Al-Askari told the Ambassador that 

the signers had also discussed the issue of checkpoints and 
agreed to make sure there was a balance between ShiVa and 
Sunnis in the Iraqi police and army units manning the 
checkpoints. According to al-Askari, the signers planned to 
meet again later in the week and were going to focus their 
efforts on Baghdad. He said he could not predict when the 
agreement would produce \"effects on the ground.\" 


3. (C) Asked by the Ambassador for his general assessment of 
the security situation, al-Askari noted some positive steps 

but not much overall improvement. Al-Askari mentioned the 
Anbar tribal conference (septel) held October 7 as one such 
step, but confirmed that a number of important sheikhs did 

not attend because of the Iraqi Islamic Party\'s sponsorship 

of the conference. Al-Askari agreed with the Ambassador on 
the importance of leaving the door open for these sheikhs to 
join the process. In terms of the reconciliation process, 
al-Askari confirmed that the Prime Minister and National 
Security Advisor Muwaffaq al-RubaiVe had informed him \"some 
time ago\" that he and Rubai\'e might meet with Sunni militia 
groups seeking reconciliation, but that he had not 

participated in such meetings to date. Al-Askari then shared 
his concern about two places he said terrorists were 
establishing themselves due to a lack of coalition and Iraqi 
security forces presence: Ibrahim bin Ali (near Abu Ghraib) 
and Saba\' Bour (near Taji). The Ambassador said he would 
make sure these concerns were discussed at the next 
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Ministerial Council for National Security meeting. 


4. (C) The Ambassador noted that the Prime Minister had 
charged the Minister of State for CoR Affairs Safa al-Safi 

for developing a plan to disarm, demobilize, and reintegrate 
(DDR) militias (ref A) but stressed the importance that the 
plan have broad buy-in from all political blocs. Al-Askari 
affirmed that at this point al-SaFi was the government\'s 

point person on DDR but agreed with the Ambassador that the 
CoR would probably play a role in developing modifications to 
existing legislation. 


5. (C) Al-Askari raised the issue of UN Security Council 
Resolution 1546, outlining three possibilities: extending it 
without modification, which he ruled out; asking the 
multinational forces (MNF-I) to withdraw immediately, which, 
he observed, would create a security vacuum; and amending the 
resolution to change the role and authorities of the 

coalition forces. The Ambassador replied that the coalition 
welcomed a discussion about MNF-I\'s role in the context of 
Iraq taking more security responsibilities but emphasized 
that negotiating a bilateral MNF-I/GOI agreement was a far 
more practical way to proceed, rather than seeking to amend 
the resolution itself. 


BAGHDAD 00003796 002 OF 002 


6. (C) Al-Askari told the Ambassador he wanted to set the 
record straight on a comment he had made the previous week in 
the CoR. According to al-Askari, a contact of his in 

Washington told him that people in Washington believed he was 
moving to support the concept of wilayat al-fagih by asking 

for a review of CoR legislation to ensure it was in 

accordance with Islam. Al-Askari noted to the Ambassador 

that he had not proposed this idea but instead was reacting 

to a call by the CoR Speaker to form a committee to ensure 
CoR legislation was in accordance with Islam. Al-Askari said 
that he did not believe CoR members were qualified to render 
this judgment and instead had proposed that, should the CoR 
proceed down this path, it should appoint a committee of 

three external experts from the different schools (mathabs) 

of Islam predominant in Iraq to offer a non-binding advisory 
opinion. The Ambassador noted that the constitution called 

for all legislation to be in accordance with democracy and 
human rights as well as Islam. Al-Askari agreed that, should 
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the CoR vet laws from the perspective of Islam, committees of 
legal and human rights experts should also render advisory 
opinions on the accordance of potential laws with principles 

of democracy and human rights, respectively. (Note: 
Al-Askari\'s version of this incident is consistent with 

EmbOffs\' notes from the October 2 CoR session in that 
al-Askari did not raise the subject himself and proposed an 
external committee in lieu of a CoR committee if necessary. 
End note.) 


7. (C) As a CoR member with strong connections to the Prime 
Minister and the Dawa Party, al-Askari\'s perspective on 
security issues is a valuable one. He seemed confident in 
talking about a range of issues related to security, 

including militias, the Ramadan agreement, UNSCR 1546, and 
de-Baathification, and he did not appear to exaggerate his 
role. The directness with which he sought to clarify the 
\"misunderstanding\" on his view of the role of Islam in the 
legislative process shows how closely attuned he is to 

opinion in Washington. END COMMENT. 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PHUM, VE, PE 
SUBJECT: EVANGELICAL CHRISTIANS CARVE OUT POLITICAL SPACE 


REF: A. LIMA 1765 
B. LIMA 1220 
C. LIMA 4197 (05) 
D. LIMA 3415 (05) 
E. LIMA 3414 (05) 


1. (SBU) Peru\'s Evangelical Protestants constitute a rising, 
pro-US, anti-radical force that helped Alan Garcia defeat 
Ollanta Humala in Peru\'s 6/4 presidential race (Ref A-D). 
Garcia showed his gratitude when he attended a post-inaugural 
Evangelical Thanksgiving service held in his honor. There 
are half a dozen Evangelicals in Congress from various 

parties; they hold two of Congress\' top four offices 

(President and Third Vice President); and former presidential 
candidate and Evangelical Pastor Humberto Lay is now running 
second in the race for Lima Mayor. Though Lay won\'t likely 
defeat popular incumbent Luis Casteneda, his candidacy shows 
that the Evangelicals have tasted politics and will remain a 
factor. End Summary. 


2. (U) After Evangelical Pastor Humberto Lay\'s surprising 
sixth place finish in Peru\'s first-round presidential race in 

April, taking just over four percent of the vote nationwide, 
APRA candidate Alan Garcia took notice. He courted Lay and 
his followers during the second round, meeting quietly with 

50 Evangelical Pastors in mid-April and promsing them, among 
other things, a prominent place in ceremonies surrounding his 
inauguration. Lay\'s support proved critical for Garcia\'s 
second-round face off with Ollanta Humala in June, since the 
former drew votes from the same impoverished rural and urban 
groups that supported Ollanta Humala. 


3. (U) President Garcia showed his appreciation for the 
Evangelicals\' backing in late July when he attended a 
post-inaugural \"Thanksgiving\" service held by Evangelical 
Pastors at the Christian Missionary Alliance Church in Pueblo 
Libre. This was the first time Protestant organizations had 
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participated in the ceremonies surrounding a presidential 
inauguration. Garcia brought several of his cabinet 

Ministers and a number of top APRA legislators, including 
Mercedes Cabanillas, President of the Congress (herself an 
Evangelical). About 2,000 Peruvian Evangelicals attended as 
well as the leader of the opposition, pro-Fujimori Party 
Alliance for the Future, Keiko Fujimori. 


4. (SBU) While there are two Evangelical Congress 
representatives from Humberto Lay\'s National Restoration 
party (RN), Mirta Lazo and Juan Perry Cruz, other parties 

also count Evangelicals in their ranks, including: Congress 
President Mercedes Cabanillas, Congress Third Vice President 
and member of the pro-Fujimori Party Alliance for the Future 
Luisa Cuculiza, and Unidad Nacional Congress rep from 
Trujillo Wilson Urtecho, and indigenous representative from 
Ollanta Humala\'s Peruvian Nationalist Party Maria Sumire. 


5. (U) In August, former RN presidential candidate Humberto 
Lay announced that he would run for Mayor of Lima. An APOYO 
poll taken in mid-June showed him with the second-highest 
approval rating (38 percent) of any candidate, following 
incumbent Lima Mayor Luis Castaneda (who scored 82 percent). 
A subsequent late July Indice poll comparing Castaneda, Lay 
and several other candidates had Castaneda scoring 49.7 
percent and Lay 21.4 percent, establishing Lay as the only 
candidate with any meaningful popular support in Lima beside 
Castaneda. 


6. (SBU) Lay\'s popularity has subsequently dipped due to 
divisions within his National Restoration Party. Even so, he 
holds onto second place in the polls with 9-10 percent of the 
vote, far ahead of the APRA and other candidates, and in 
recent days his campaign has raised its profile in Lima by 
posting numerous billboards throughout the city. In addition 
to Lima, Lay\'s campaign people claim that RN is fielding as 
many as four thousand candidates nationwide in regional and 
municipal races. RN is reportedly doing well in Loreto, 
where Evangelical Pastor John Quino is a strong candidate. 
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7. (SBU) Peruvian Evangelicals constitute an increasingly 
politically aware and disciplined voting group with roots 
among the urban and rural poor. Their efforts in the 
upcoming regional and municipal elections could represent a 
solid, if still small, core among the likely sea of electoral 
fragmentation. 


8. (SBU) Peruvian Evangelicals line up with the U.S. ona 
variety of issues, among them terrorism, narcotrafficking and 
anti-corruption (Refs A-D). They also broadly share many of 
our fundamental values, including the importance of free 
markets and democracy. Most important, they continue to 
increase in number. (Peru was estimated 1-2 percent 
Protestant in 1990. Itis 12-15 percent Protestant today, 

the vast majority Evangelicals.) The Evangelicals\' influence 
will likely increase, both through RN and through converts 
among members of existing political parties. President 
Garcia\'s astute recognition of this group is probably the 
most convincing evidence of their political potential. 
POWERS 
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E.O. 12958: N/A 
TAGS: ETRD, EAGR, EC 


Column 3 
SUBJECT: ECUADOR PLANS TO INITIATE WTO CASE AGAINST EU 
BANANA REGIME 


1. (SBU) Summary. According to U/S for International 
Economic Policy Fernando Yepez, Ecuador plans to bring a WTO 
case against the EU banana import regime, and will be joined 

by Colombia, Panama, Nicaragua, and Honduras. Yepez asked 
whether the USG would be joining in the case, since it had 

been one of the original five plaintiffs in the initial WTO 

banana case against the EU. End Summary. 


2. (SBU) In an October 6 meeting, Fernando Yepez, Under 
Secretary for International Economic Policy at the Ministry 


SIPDIS 

for Foreign Relations, told EconCouns that Ecuador has 
decided to go forward with a WTO case challenging the EU\'s 
current banana import regime. He said that Ecuador\'s 
Minister of Commerce, Tomas Peribonio, would be signing an 
agreement with a U.S.-based law firm during Peribonio\'s 
October 5-6 visit to Washington, and that roughly three weeks 
after signing the contract Ecuador would be looking to 
request consultations with the EU as the first step towards 
filing a WTO dispute. 


3. (SBU) Yepez said that Colombia, Panama, Nicaragua, and 
Honduras have decided to join Ecuador, while Guatemala and 
Costa Rica were still holding out hope for mediation. 

However, Yepez said, with the Doha Round discussions on hold, 
the mediation efforts were not going anywhere, and Ecuador 
believes the only way to bring change to the EU\'s current 
banana regime is through a WTO dispute settlement case. 
Yepez added that he would join Minister Peribonio in a visit 

to Central America the week of October 16 to discuss the WTO 
case with interested Central American nations. 


4. (SBU) Yepez then asked whether the U.S. would be joining 
the case, noting that U.S. was one of the five countries that 
successfully brought the initial WTO case against the EU. 
EconCouns said that he would pass on to Washington these 
latest developments and would advise Yepez if the USG reached 
any decision on whether to participate in the WTO case. 
JEWELL 
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E.O. 12958: DECL: 10/12/2016 

TAGS: MCAP, MNUC, PGOV, PREL, IR 

SUBJECT: ALL QUIET IN TEHRAN AS ARRESTED DISSIDENT 
AYATOLLAH AND FOLLOWERS REMAIN IN CUSTODY 


REF: EMBASSY-NEA/IR-S/S/O EMAILS OCT 7-8 


Classified By: Pol Minister-Counselor Maura Connelly for 
reasons 1.4(b) and (d) 


1. (C) Summary. Foreign Office and London-based expat 
sources confirm media reports that hundreds of security 
personnel in central Tehran clashed violently on October 7 
and 8 with as many as a thousand supporters of dissident 
Ayatollah Boroujerdi. Iranian security forces managed in the 
early hours of October 8 to arrest the cleric, along with 
hundreds of his followers; all arrestees remain in custody, 
with the area quiet and no subsequent disturbances reported. 
While neither Boroujerdi\'s independent base of support nor 
his critiques of the official religious establishment are 

unique among Shia clergy, his recent defiance of clerical 
officials has been unusual, and probably was a factor in the 
decision to arrest him at this time. End summary. 


Security Forces\' Assault 


2. (C) Per ref, and as reported by Iranian and international 
media beginning October 9, hundreds of Tehran security forces 
on October 7 and 8 clashed violently with about a thousand 
followers of dissident cleric Ayatollan Mohammad Kazameini 
Boroujerdi. Despite the efforts of the crowd to prevent 
Boroujerdi\'s arrest, security forces succeeded in arresting 
him early on October 8, along with hundreds of his 
supporters, many of whom were armed with knives, clubs and 
bottles. These supporters had maintained a protective cordon 
around Boroujerdi\'s house since late August to prevent his 
arrest by clerical authorities. Throughout the weekend, both 
before and after the assault and arrest, hundreds of heavily 
armed police were widely reported to be on the streets around 
the Ayatollah\'s central Tehran house. Boroujerdi remains in 
custody; and streets in the area have been normal since 
October 9. In the wake of the violence there have been 
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credible unconfirmed reports that the Tehran police chief has 
had to resign due to the extent of violence which accompanied 
the arrest. 


3. (C) Although Iranian press coverage was short on details, 
according to eyewitnesses inside the Boroujerdi compound in 
touch with Embassy\'s expat contacts, the security personnel 
who led the assault, beginning the afternoon of October 8 and 
continuing into the early hours of October 9, were 
Revolutionary Guard and Basij, supported by armored cars and 
bulldozers, using tear gas, and armed with firearms. Embassy 
contacts said that warning shots were fired and that 

fatalities were sustained among Boroujerdi\'s supporters, but 
neither Iranian press and official statements nor UK Embassy 
Tehran (protect) reports confirm these claims. The UK 
Embassy reported hundreds of riot police in the streets 
October 8 and 9 but did not estimate the numbers of 
Boroujerdi supporters arrested. Iranian newspapers reported 
extensive arrests without furnishing a specific estimate; 

these papers were silent on the subject of injuries but 

carried photos of Boroujerdi followers carrying swords and 
machetes. The UK Embassy noted that a normally reliable 
reformist news website (Ruz Online) reported other followers 
arrived with Molotov cocktails and acid, though it did not 

report whether these weapons were used; an Agence France 
Presse account contained similar details, citing a regime 
security official, including the presence of these weapons. 
Expat contacts claimed there had been numerous injuries, but 
no casualties have been acknowledged, or numbers reported, by 
Iranian press or authorities. 


4. (C) The UK Embassy in Tehran, via the Foreign and 
Commonwealth Office (FCO), on October 8 confirmed the broad 
outlines of the assault, and has since then given us 

additional details. The description of events and 

circumstances leading to the assault which follows below is 
based on accounts HMG sources and also London-based Iranian 
expats who are U.S. Embassy contacts. 


Supporters\' Vigil Before the Assault 

5. (C) As reported by Iranian and expatriate bloggers, 
Boroujerdi\'s followers for some two months preceding the 
October 7-8 assault had maintained a human cordon around the 
Ayatollah\'s house, to prevent his arrest. Reliable 

eyewitnesses reported that several dozen supporters were 
arrested in a September 28 clash with police that went 

largely unnoticed. (Embassy comment: The September 28 clash 
may have been a less determined attempt by authorities to 
arrest the Ayatollah following his defiance of a clerical 

court summons, issued September 7. The summons demanded he 
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appear and answer charges arising from his preaching. A 
speech he had given in Tehran June 29 (see paragraph 8 
below) was a likely focus of the court\'s concern. End 
comment). 


6. (C) Boroujerdi had in recent weeks written to Kofi Annan, 
Javier Solana and the Pope asking for support and protection 
(Embassy note: Boroujerdi\'s staff told UK-based expatriates 
that Boroujerdi received no reply to any of these letters. 

End note). Boroujerdi had been at odds with clerics in the 
regime for more than a decade, and been incarcerated twice, 
due to his preaching against the involvement of clergy in 
politics. (Embassy comment: The degree of popular support he 
has attracted may also be a factor in the regme\'s efforts to 
silence him. End comment). 


Boroujerdi\'s supporters: numerous and loyal 

7. (C) Although Boroujerdi appears given to self-promotion 
and exaggeration, he has built a large and loyal following 
over the last ten years. He plausibly claims some 200,000 
followers nationwide. His preemption, fully in keeping with 
Shia tradition, of revenues from his own followers\' pious 
donations, which would otherwise go into official coffers, 

has been one source of tension with the official clergy. 
Though not a direct descendant, Boroujerdi is related to, and 
bears the same surname as, an extremely prestigious and 
senior cleric (deceased 1961) who was at first a patron but 
later a public critic of the young Ayatollah Ruhollah 
Khomeini, and of Khomeini\'s vision of an Iranian government 
headed by clerics. Boroujerdi\'s father was also a cleric who 
had significant, longstanding friction with authorities over 

the role of religion, and whose 2002 death is alleged to have 
occurred under murky circumstances related to that friction. 


8. (C) Boroujerdi gave a sermon to an audience of at least 
several thousand from all over Iran at Shahid Keshvari 
Stadium June 29, in which he condemned official pre-emption 
of religion and the participation of clergy in government. 

His theme was not unique but the size of the audience was; 
his sympathizers in the UK maintain the audience numbered 
over 30,000. The clerical court summons which Boroujerdi had 
been defying for two months prior to his arrest was issued 

not long after his June 29 speech. Expat sources in London 
stressed to us the depth of commitment Boroujerdi\'s 
supporters feel, in keeping with Shia traditions, to their 
spiritual leader -- when the October 7 police assault began, 
they say several hundred additional supporters, reinforcing 
the 1,000 already present, appeared quickly at the compound 
in response to appeals. 
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No EU or UK response expected 

9. (C) The FCO on October 11 told PolOff it is checking with 
EU Foreign Policy Chief Solana\'s office to determine whether 
the EU intends to answer Boroujerdi\'s letter, or to make any 
senior or working level statement. FCO commented it does not 
now contemplate any independent advocacy on Boroujerdi\'s 
behalf, both because of the strong P5 1 focus on nuclear 
issues, as well as the violence used by Boroujerdi\'s 

followers in response to what the FCO said may have been a 
legal court summons. 


Possible Overconfidence by Boroujerdi 


10. (C) Comment: Boroujerdi is not unusual among senior 
clerics, either in his disagreements with authorities over 
separation of church and state, or in having an independent 
base of spiritual and financial support. He is, however, far 
more outspoken; other clerics with similar views and a 
similarly independent base have not been as confrontational. 
Although Boroujerdi has repeatedly denied his movement has 
any political element, and although he centers his sermons 
around the protection of traditional religious belief, the 

size of the audience at his June 29 rally would have drawn 
Official attention. The large turnout may have encouraged 
Boroujerdi to be more defiant with clerical and judicial 
authorities. One FCO interlocutor suggested an entirely 
different explanation for the cleric\'s arrest, however, 

arguing that security and clerical officials are interested 

in gaining control of the real estate on which Boroujerdi\'s 
Noor Mosque sits, in an area reportedly slated for 
redevelopment. 


11. (C) That authorities waited through two months of 
surveillance and confrontation before moving decisively may 
reflect one or more factors: respect for Boroujerdi\'s 
strength, internal jockeying among security institutions over 
planning and control of the arrest operation, hope that 
Boroujerdi might moderate his stance, or concern that the 
regime might have trouble controlling the flow of 

information until reformist Iranian media had been closed or 
brought to heel, as has been taking place over the last 
several months. End comment. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
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E.O. 12958: N/A 
TAGS: MNUC, PARM, PREL, UNSC, KNNP, KNEP, AR 
SUBJECT: ARGENTINA: DPRK NUCLEAR TEST RESOLUTION 


REF: STATE 171117 


PolOff delivered reftel talking points and draft resolution 

to Minister Saborio in the Foreign Ministry\'s office of 
International Organizations. Saborio said that the Ministry 
is reviewing the resolution, that they had no preliminary 
comments or position on co-sponsorship, but that, given 
Argentina\'s strong position on non-proliferation issues, 
anticipates working closely with the U.S. and other Security 
Council members on this resolution. 

MATERA 
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E.O. 12958: DECL: 10/12/2016 
TAGS: ECON, EINV, PREL, PGOV, JO, IZ 
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SUBJECT: GOI PASSES INVESTMENT LAW 


REF: BAGHDAD UNCLASS O-I 10/10/06 B. BAGHDAD 2150 C. 
BAGHDAD 2499 D. BAGHDAD 3453 E. BAGHDAD 3226 


Classified By: Daniel Weygandt, Economic Minister Counselor, for reason 
s 1.4 (b) and (d) 


1.(C)) Summary. The Council of Representatives (CoR) 
passed the GOI investment law on October 10. Next steps 
include approval by the Presidency Council and publishing the 
law in the Official Gazette. Implementing regulations will 

also need to be drafted. The GOI investment law was debated 
vigorously in the CoR and became more open to foreign 
investment in the final version. Key enhancements include 
more decentralization of authority from the National 
Investment Commission to the regions, provisions that allow 
foreign investors to exchange shares on the Iraqi Stock 
Exchange, and the inclusion of tax and fee exemptions for a 
period of ten years. The law also provides for flexibility 

on hiring Iraqis and allows foreign investors to bank and 
purchase insurance inside or outside the country. While the 
final version of the law does not allow for land ownership, 

it does permit fifty year (renewable) leases. Implementation 
and coordination of the GOI and Kurdish investment laws, the 
latter allowing land ownership by foreign investors, remains 

to be seen. End summary 


2, (C) The Council of Representatives (CoR) passed the GOI 
investment law on October 10 (ref A). Members voted article 
by article. The investment law was one of Deputy Prime 
Minister (DPM) Barham Salih\'s key initiatives for economic 
reform for the new government and is modeled after the 
Jordanian law. We met with DPM Salih to provide suggestions 
before the law passed the Council of Ministers (refs B and 

C). Many of these recommendations were incorporated before 
it passed the Council of Ministers and was delivered to the 
Council of Representatives for its first reading on July 26. 
These include removing many regulatory and hierarchical 
structures and enhancing language relating to definitions and 
dispute resolution. We also met with the CoRYs Economic 
Committee on several occasions, providing recommendations to 
remove protectionist restrictions in the law (ref D). The 
committee was receptive to our suggestions and many of our 
recommendations were incorporated in the final version. 


3. (C) Between October 2 and 8, we heard vigorous debate in 
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the CoR on the investment law, much of it protectionist. 

This included comments from adding language prohibiting 
investment from Wan enemy state\" (a characterization of 
Israel by a few Shia members of the CoR), limiting the period 
of leases to under 50 years, and requiring quotas on Iraqi 
employment and stock ownership restrictions (this was 
ultimately deleted). The Economic Committee received 
comments from the entire CoR throughout the process, built 
consensus, and maintained a strong leadership position in 
creating an open investment climate for Iraq. At one point, 
Deputy Chair of the Economic Committee, Yonadam Kanna 
(Rafidayn Party), told us that \"we worked hard on this law, 
but many people here are still scared of change.\" Despite 
the protectionist comments during the debate, the law become 
more open to foreign investment with each revision. 


4. (C) The CoR decentralized the authorities of the National 
Investment Commission to the regions and governorates in the 
final drafts, mainly at the urging of SCIRI and the Kurds in 

the CoR. Earlier versions of the law involved more 

centralized structures at the national level. Specifically, 

the first version drafted by DPM Salih\'s staff included three 
national commissions of various levels that would have 
required the Prime Minister to make the decision on every 
investment decision. The final law gives more autonomy to 
the regions in providing licenses and other decision making. 
The law also provides for strategic planning and consultation 
between the central and regional authorities that appears 

well thought through. In addition, it includes more 
requirements for members serving on the board of the National 
Investment Commission, requiring a degree that suits the 
specialty of the Commission and takes steps to reduce 
corruption by not allowing those to serve who have been 
sentenced for a felony or misdemeanor \"of moral turpitude\" or 
have declared bankruptcy. We heard from CoR members the 
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\"bankruptcy\" clause was intended to prevent former DPM Ahmad 
Chalabi from serving on the board of the National Investment 
Commission. 


5. (C) The final law allows for lease or the rental of land 

for fifty years, with renewable leases. We pushed land 
ownership in all of our meetings with DPM Salih and the CoR 
which would have been the optimal result, but were told by 
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both DPM Salih and the Economic Committee Chair Dr. Haider 
Abadi (Shia Coalition/Dawa) on separate occasions that the 
law \"would not pass" with this provision. However, changes 
were made in the final drafts to allow for land ownership in 

the case of housing projects, which is a positive step. 

Fifty year leases that are renewable will provide certainty 

for foreign investors. There is still a fear in Iraq that 

foreigners will \"buy up IraqW and this was one of the most 
sensitive provisions in the investment law. 


6. (C) The investment law also allows foreign investors to 

own investment portfolios and exchange shares and stocks on 
the Iraqi Stock Exchange without major restriction. This was 
one of the most positive elements we saw added to the law. 
This was another area where we pressed the CoR Economic 
Committee leadership. Earlier drafts in the CoR also limited 
ownership of stocks to forty-nine percent in partnership with 
an Iraqi company, so that a foreign company could not hold a 
majority. We also pressed for the removal of this 

restriction and were encouraged when this was ultimately 
deleted, despite opposition from some members in the CoR who 
said \"there must be more Iraqi partnership" during the 
debate. 


7. (C) Significant tax and fee exemptions are provided in the 
law to attract both lraqi and foreign investors. These 
exemptions were expanded to ten years rather than the five 
years noted in earlier versions of the law. Earlier drafts 

also included vague references to development areas A through 
D with sliding percentages for tax exemptions, without 
indicating what geographical areas and activities would be 
covered. This language was removed and the new language is 
more appropriate. We were told by Dr. Haider Abadi in one of 
our meetings that more specifics should be provided in the 
implementing regulations. 


8. (SBU) Regarding employment, the law says that preference 
should be given to Iraqis for employment, but does not 

require quotas. Previous versions of the law included a 

fifty percent minimum Iraqi employment requirement, which we 
pressed the CoR to remove. During the debate, a CoR member 
argued that the \"law should include a specific percentage of 
Iraqi labor. However, compromise language was accepted and 
additional language was added that encourages training of 

Iraqi workers. 


9. (SBU) The dispute resolution language in the final version 
of the law is greatly enhanced from earlier versions of the 
law. In addition, foreign investors are given considerable 
flexibility to bank inside or outside of Iraq. In addition, 

it allows foreign investors to obtain insurance from 
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companies inside or outside of Iraq as well. Other changes 
of note include increasing the cap from $150 million to $250 
million before the Council of Ministers must review a 
proposal. We discouraged this restriction, and the increase 
of the cap appears to be a compromise. 


11. (SBU) The passage of both a GOI and the Kurdish law with 
different terms has important implications. The biggest 
difference is the KRG law, which passed on July 5, allows 
ownership of land. The GOI investment law only allows for 
fifty year (renewable) leases. Regulation of investment, 
however, is not an exclusive federal power, so the KRG and 
national government both have the right to regulate 
investment. Also under the national Constitution, when there 
is a contradiction between regional and national legislation 
under the authority of the federal government, the regional 
law could \"trump\" or become the only applicable law in the 
Kurdish region. How this rule of federalism will work in 
practice is still unknown. 


12. (C) On several occasions in our meetings with DPM Salih 
and the CoR Economic Committee we raised the question of the 
implications of the Kurdish law and GOI law working together 

in implementation, particularly in terms of the land 

ownership issue. In both instances, there appeared to be a 
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preference to ignore the question for now. Of note, however, 
CoR Kurdish members who attended one of our meetings opened 
up their copies of the Constitution during this discussion 

and took a strong interest in the conversation. 


13. (SBU) As the next step, the investment law will need to 

be approved by the Presidency Council and be published in the 
Official Gazette. It will also need implementing 

regulations, but specifics regarding this process have not 

been determined. We will continue to engage the GOI on this 
issue in the weeks and months ahead. In addition, USAID\'s 
Izdihar project will continue to provide technical assistance 

on investment to the National Investment Commission as it 
develops and will assist the GOI in drafting implementing 
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regulations. 


14. (C) We were fortunate that the leadership of the Economic 
Committee, Dr. Haider Abadi and Yonadam Kanna, were 
open-minded and supportive of an open investment climate and 
were receptive to our suggestions. Another member of the 
Economic Committee, Dr. Mehdi Hafedh, the Minister of 
Planning and Development Cooperation during CPA, argued 
effectively during the open debate of the law. This 
pro-investment group of members were able to build consensus 
in the CoR such that the final version of the law promotes 
investment, rather than blocking it. We continue to enhance 
our legislative outreach program as more economic legislation 
is being considered in the CoR. We also plan to reach out to 
the PRTs, academic, and business community over the coming 
month to see how the passage of the investment law is being 
received in Iraq. 
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DEPARTMENT FOR ISN, EAP, AND IO 


E.O. 12958: N/A 

TAGS: KNNP, PREL, PARM, KN, GT 

SUBJECT: GUATEMALA: RESPONSE TO NORTH KOREAN NUCLEAR TEST 
ANNOUNCEMENT 


REF: STATE 169418 


(SBU) In a follow up to delivery of reftel demarche to 
Guatemala Foreign Ministry officials on October 10, Poloff 
met October 12 with Luis Carranza, Subdirector for UN Affairs 
in the Foreign Ministry\'s Multilateral Relations Directorate. 
Carranza noted that the Foreign Ministry had released an 


Column 3 

October 9 statement condemning the test and said that the 
Foreign Ministry was attempting to persuade the Guatemalan 
Congress to issue a resolution that also condemned the test. 
Carranza said the GOG was not considering any sanctions 
because they were not relevant to the Guatemalan context but 
noted that Guatemala shared the almost universal Latin 
American opposition to nuclear proliferation. (Carranza 
explained that his almost universal" qualifier referred to 
Venezuela.) 

Derham 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, BL 
SUBJECT: A WORRIED MORALES ATTEMPTS TO WOO THE MIDDLE CLASS 


1. (U) President Morales spoke October 12 at a rally 
intended to \"defend Bolivian democracy,\" as well as to close 
the international indigenous meeting held in La Paz October 
8-12. Speaking for forty minutes to a bussed in and largely 
passive crowd we estimate at approximately 6,000 (but which 
press reports put from less than 10,000 up to one estimate of 
50,000), Morales highlighted his government\'s achievements in 
office and repeatedly thanked the middle class for its 
support. He touted the success of hydrocarbons 
nationalization, which he said had flooded the treasury with 
additional funds, as well as his governmentVs increase in the 
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minimum wage, the first in five years. He also emphasized 
the GOB\'s anti-corruption campaign, promising that his 
government will not defraud the Bolivian people. 


2. (U) In addition to reviewing GOB progress, Morales warned 

his audience that those opposed to Bolivia\'s revolution 

continue to make false accusations to prejudice the GOB. He 

declared that \"this revolution is going forward with or 

without Evo Morales-- nobody is going to stop it.\" In 

response to speculation his government is stoking about 

possible coup attempts, Morales disingenously said the rumors 

were intended to intimidate the GOB. He again criticized the 

media, stating that they used to call the MAS 

narcotraffickers, but now call them \"ignorant and incapable.\" 
Finally, Morales defended his radical vision of the 

Constituent Assembly. He said some people want to confuse 

the Bolivian people by making them believe that the 

Assembly\'s \"plenipotentiary\" (WoriginariaW in Spanish) nature 

means that the Assembly is indigenous. Morales made clear 

that instead, \"originaria\" means that the Assembly is 

superior to all other state powers, which is necessary in 

order to \"refound\" Bolivia. 


3. (SBU) Comment: Morales\' speech had an unusually moderate 
tone (for him), demonstrating a clear desire to reach out for 
middle class support. Defending the GOB\'s program, Morales 
also admitted that his government should do more. He 
promised to \"organize better\" in order to change Bolivia, 
almost apologizing for GOB political failures at the 

Constituent Assembly, and regarding the mining crisis and 
recent blockades. Morales did not single out the United 

States during his speech except to mention that the United 
States and other countries \"don\'t want our migration\" but 

will have to accept our products via trade. The 

disappointingly low attendance for the rally appears to be an 
indicator of Morales\' sinking popularity. The mostly 
indigenous crowd, in large part bused-in cocaleros who 
distributed coca from trucks bearing \"coca is not cocaine\" 
signs, probably means that Morales\' political instincts are 
right-- he needs to reach out to the middle class. End 
comment. 

GOLDBERG 
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RUEHCV/AMEMBASSY CARACAS 1520 
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DEPT FOR WHA/OAS AND WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: DECL: 09/21/2016 

TAGS: EINV, PGOV, PREL, PINR, CASC, ELAB, OPIC, KIDE, AC, XL 
SUBJECT: AMBASSADOR KRAMER FAREWELL TOUR: ANTIGUA AND 
BARBUDA 


REF: BRIDGETOWN 1706 
Classified By: CDA MARY ELLEN T. GILROY FOR REASONS 1.4 (b) AND (d) 


1. (C) SUMMARY: During a September 20 visit to Antigua and 
Barbuda, Ambassador Kramer met with Prime Minister Baldwin 
Spencer, continuing her series of farewell meetings with 
leaders of the seven island-nations to which she is 

accredited. The Ambassador also met with Minister of 
Housing, Culture, and Social Transformation Hilson Baptiste 

to sign the Memorandum of Understanding for the U.S. 
Geological Survey Seismic Warning Station. Additional 
meetings the same day with Attorney General Justin Simon, 
Minister of Tourism Harold Lovell, and Amcits William Rogers 
and Natalia Querard are reported in full reftel. End Summary. 


FAREWELL WITH PRIME MINISTER SPENCER 


2. (U) On September 20 Ambassador Kramer visited Antigua and 
Barbuda Prime Minister Baldwin Spencer accompanied by PAO 
Julie OVReagan, Amcit William D. Rogers and PolOff 

(notetaker). GOAB Permanent Secretary Ambassador Colin 
Murdoch and GOAB Ambassador to the U.S. Deborah May Lovell 
(sister to Minister of Tourism Harold Lovell) accompanied PM 
Spencer. The meeting was cordial and focused on positive 
developments and cooperation achieved over the past two and a 
half years. 


3. (SBU) Ambassador Kramer was pleased to inform Prime 
Minister Spencer that the State Partnership Program (SPP) had 
been recently signed, whereby the Florida National Guard will 
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partner with the Regional Security System (RSS) for Subject 
Matter Expert Exchanges (SMEEs) in a variety of military and 
civilian governmental activities. Spencer noted that his 
security officials had mentioned with some concern the 
possible reduction in funding to support the Antigua and 
Barbuda Defence Force. The Ambassador acknowledged his 
concern, stating the she would have to check with the 

Military Liaison Office (MLO) to see if that was the case. 
(Note: According to MLO, there is no reduction in funding 
scheduled. However, because Antigua and Barbuda is 
delinquent in paying parking fines in the U.S., over USD 
17,000, this may affect the total amount disbursed. End 
Note.) 


HALF MOON BAY INTERJECTION 


4. (C) William Rogers, former U.S. Assistant Secretary for 
Latin American Affairs, attorney/representative for Mrs. 

Natalia Querard, attended the meeting as well and gave 
Spencer a book written and personally inscribed by Henry 
Kissinger. He also presented the PM with a copy of the draft 
MOU for resolution of the Half Moon Bay (HMB) resort 
expropriation. He informed Spencer that Mrs. Querard needed 
title to the land in order to get the insurance money to 

begin refurbishing the resort, and noted that persuading her 

to agree to the document as written was not easy. 


5. (C) Spencer queried whether Mrs. Querard was willing to 
sign the MOU and Rogers stated that she was. (Note: Ata 
subsequent lunch meeting with the Ambassador, Mrs. Querard 
made it clear that Rogers would be the one to sign, not/not 

she. End note.) Spencer noted that he would await the 
recommendation of AG Simon after the meeting later in the day 
(reftel), and remarked that while the GOAB was pleased with 
recent developments, it had hoped to be at this point much 
earlier. (Comment: Spencer\'s observation reflects his 

belief that the dialogue stalled in July 2005, when the GOAB 
proposed a similar MOU. End comment.) Spencer also raised 
the issue of back severance pay for former HMB employees whom 
Mrs. Querard had agreed to compensate, despite the fact that 
it was the legal responsibility of the management company, no 
longer operating in Antigua, and not hers. Rogers assured 

the PM that she was still willing to honor that commitment. 


REQUEST FOR SUPPORT IN OAS VOTE 


6. (SBU) Antigua and Barbuda Ambassador to the U.S. Deborah 
May Lovell made a request at the end of the meeting for USG 
support for Dr. Jackie Quinn-Leandro as President of the OAS 
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Inter-American Commission of Women. Ambassador Kramer 


acknowledged Dr. Quinn-Leandro\'s qualifications and positive 
reputation in the region, without committing support. 


U.S. Geological Survey - MOU 


7. (U) At a press conference later that afternoon, 

Ambassador Kramer and Antigua and Barbuda Minister of 
Housing, Culture, and Social Transformation Hilson Baptiste 
signed an MOU to place a U.S. Geological Survey (USGS) 
Seismic Warning Station on Barbuda. USGS Regional Specialist 
Jean Weaver and GOAB National Office of Disaster Service 
Deputy Director Philmore Mullins were on hand to address 
technical and logistical questions. 


COMMENT 


8. (SBU) Despite a few unexpected turns in the day\'s 
schedule, the Antigua meetings were generally cordial and 
upbeat, focusing on positive achievements and looking toward 
continued good relations. Post recommends USG support for 
Dr. Quinn-Leandro for leadership of the OAS Inter-American 
Commission of Women. 

GILROY 
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Column 3 
SUBJECT: SCENESETTER FOR AMBASSADOR MAISTO,S OCTOBER 18-20 
VISIT TO GEORGETOWN 


Classified By: POLITICAL OFFICER JOHN EDWARD ZAK FOR REASON 1.4(D) 


1. (U) We warmly welcome your visit to Georgetown. You are 
arriving at an important historical moment, shortly after the 
first peaceful elections in nearly a decade. In the run-up 

to elections and during the victory celebrations, President 
Jagdeo promised to widen political dialogue and to push 
through crucial election, governmental, and broadcasting 
reforms. As election fever subsides and Georgetown settles 
down to business as usual, your visit can be a timely 
reminder for Jagdeo to follow through on his commitments. 


2. (U) In the August 28 elections, Jagdeo\'s ruling People\'s 
Progressive Party (PPP) won 55% of the vote, increasing its 
existing majority of seats in the National Assembly to 36. 

The opposition Peoples National Congress Reform lost ground, 
however, winning only 22 seats. The upstart Alliance For 
Change (AFC) won 8 seats, with the two remaining seats going 
to minor parties. As in the past, Guyanese voted largely 

along ethnic lines, with Indo-Guyanese supporting the PPP, 
and the minority Afro-Guyanese choosing the PNCR. The AFC 
had some success with its campaign against ethnically based 
politics. 


3. (C) In his inaugural address, President Jagdeo 

highlighted the need to open up dialogue between the PPP and 
opposition parties - an agenda that had been continuously 
encouraged by the donor communities throughout the national 
elections. The government got off to a bad start, however, 
when Jagdeo announced a commencement date for Parliament 
beyond the constitutionally mandated time and further named 
his Ministerial Cabinet in a constitutionally questionable 
manner. While the Guyana High Court eventually upheld each 
move, Jagdeo\'s lack of dialogue with the opposition parties 
regarding these issues shows that he may not be fully 
committed to the spirit of cooperation that he announced. 


4. (C) The Government\'s abuse of state-controlled media 
marred the fairness of the 2006 national and regional 

elections. The PPP\'s use of the only licensed radio station, 

one of the nation\'s leading newspapers, and the government 
owned television station, gave them an unfair advantage in 
media exposure. Ending the government monopoly on radio and 
regularizing television broadcasting was one of the top items 
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on Cheddi Jagan\'s manifesto in 1992 and has been repeatedly 
cited as a priority by President Jagdeo. Several versions of 

a comprehensive Broadcast Bill have been tabled and forgotten 
in Parliament over the last 14 years. We and the other major 
donors (U.K., Canada, and E.U.) have targeted this issue. 


5. (U) Local government elections, last held in 1994, were 
constitutionally due in 1999. Both the government and the 
opposition parties have been discussing the need to move 
forward with local government elections. The main issue 
revolves around whether much needed reforms to the electoral 
system should be implemented before or after the local 
government elections. 


6. (C) The GoG will be sure to bring up U.S. assistance for 
anti-narcotics measures, including a pending DEA presence 
in-country. Guyana is a transshipment point for cocaine 
destined for North America, Europe, and the Caribbean - it is 
estimated that narco-traffickers earn US $150 million 
annually. We have been working with the GoG to establish a 
vetted DEA unit in Guyana - current plans have stalled, 
however, over a number of issues. While Post has provided 
recent funding for anti-narcotics training, as well as a 
fast-boat for interception of drugs on Guyana\'s waters, GoG 
forces have not made any significant drug trafficking arrests 
this year, nor has the GoG responded to five outstanding 
extradition requests. 


7. (U) A large IDB loan was approved in June providing more 
than US $15 million dollars for judicial reform. Included in 

this loan are provisions for necessary reforms of both the 
Guyana Defense Force and the Guyana Police Force. The U.K. 
has also initiated a program utilizing its own law 

enforcement personnel for both reform and training of the 
Guyana Police Force. 


8. (SBU) GoG officials may also ask about the status of the 
Millennium Challenge Corporation\'s review of Guyana\'s 
proposed Threshold Plan. Guyana has submitted a proposal for 
US $11 million to address failing scores in the fiscal 

deficit indicator. MCC staff are reviewing Guyana\'s 

proposal, and a decision memo may go before the MCC 
Investment Committee in the next week or two. 


9. (C) President Jagdeo prides himself on his ability to 

obtain debt relief for Guyana. Over the last five years, he 
claims to have negotiated approximately US $900 million in 

debt reduction from the donor community, IMF, and World Bank. 
He will lobby for relief from the remaining US $470 million 

owed to the IDB. Most major donors feel that forgiving the 

debt before Jagdeo undertakes serious reform measures would 
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send the wrong signal. 


10. (U) You will meet individually with President Bharrat 
Jagdeo, Presidential Secretariat Roger Luncheon, and Foreign 
Minister Rudy Insanally. We will also host meetings with 
members of the opposition political parties, local media, and 
the leaders from the international donor community. We look 
forward to your visit. 


ROBINSON 
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E.O. 12958: N/A 
TAGS: PTER, PGOV, SNAR, EFIN, RU, Cl 
SUBJECT: CHILE EXPLAINS COUNTER-TERRORISM EFFORTS TO G-8 


REF: A. SANTIAGO 1350 
B. SANTIAGO 1924 
C. SANTIAGO 2034 


1. (SBU) Summary. In a local G-8 CTAG meeting, the chiefs of 
Chile\'s National Intelligence Agency and the Director of 
intelligence for the National Investigative Police agreed 

Chile must seek to disrupt any activity that could benefit 
terrorists. They said they had no conclusive evidence of a 
terrorist link between the tri-border area and Iquique in 
northern Chile. Current evidence suggests there may be 
financing coming out of Iquique for radical Middle Eastern 
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groups. The GOC officials also said they were monitoring the 
upcoming conference of radical leftists (reftel) scheduled 

for October 27-29, but downplayed G-8 security concerns. The 
Swiss Ambassador raised the need for further world discussion 
on the use of the internet in terrorism. End Summary. 


2. (SBU) Russian Ambassador Filatov hosted a local G-8 
Counter-Terrorism Action Group (CTAG) of senior-level 
officials from G-8 countries as well as from the Spain and 
Switzerland. The Director of ChileWs National Intelligence 
Agency (ANI), Guillermo Villalobos, and the head of 
intelligence for the National Investigative Police (PICH), 
Luis Alarcon, attended and outlined Chile\'s efforts to fight 
terrorism. 


Chile\'s Counter- Terrorism Efforts 


3. (SBU) Villalobos identified Islamic terrorism as the 
principle terrorist threat in the world. While pointing out 

that the threat of terrorism in Chile was relatively low, 
Villalobos acknowledged Chile must still engage in 
counter-terrorism efforts. He outlined efforts the GOC has 
made: Chile meets all international port/maritime security 
standards; created a Center for Crisis Resolution to respond 
to potential issues with civil aviation; was working to 

improve border security; and established a Financial 
Intelligence Unit in 2004 to combat money laundering (reftel 
A and B). Villalobos identified the possible link between 

the tri-border area (Brazil, Paraguay and Argentina) and 
Iquique in northern Chile as the GOC\'s main area of concern 
regarding terrorist finance. However, he said the GOC did 
not have concrete evidence of any link at this time. At the 
same time, Alarcon acknowledged that Chile could be used for 
money laundering to finance Islamic terrorism, but was 
attempting to address any loopholes through the FIU. 


Radical Leftist Meeting 


4. (SBU) When asked about the meeting of radical leftist 
organizations, including the FARC, scheduled in Chile Oct. 
27-29 (reftel C), Villalobos responded that he suspected this 
conference was more \"media-oriented than revolutionary.\" The 
Chilean organization hosting the meeting, the FPMR, has been 
very public about the entire conference. Villalobos said he 
thought it unlikely high-level FARC or members of other 

groups would attend such a public meeting. He also observed 
that there was no evidence of ties between any of the groups 
attending the meeting and Islamic groups. 
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Embassies Speak 


5. (U) The U.S. delegation, headed by the Ambassador, 
highlighted the need for enhanced cooperation among GOC 
agencies. The Ambassador noted the USG\'s own efforts to 
improve inter-agency cooperation and encouraged the GOC to 
maximize its effectiveness through inter-agency or joint task 
forces. The Swiss ambassador, after emphasizing the 
importance his country placed on combating terrorist 
financing, addressed the use of the internet to spread 

terrorist propaganda and plan attacks. The Russian 
ambassador highlighted a conference taking place next month 
in Moscow on partnership between the state and business in 
fighting terrorism. All G-8 representatives emphasized their 
availability to work within the G-8 and with the GOC to 

combat terrorism. 


Comment 


6. (SBU) Villalobos and Alarcon suggested that there was 
evidence, though not yet conclusive, of money laundering and 
terrorism finance in Chile. The attendance of key GOC 
officials at the CTAG meeting and their willingness to 
acknowledge this indicate Chilean law enforcement is 
detecting problems in these areas. There appears to be a 
recognition gap, however, between law enforcement and some 
civilian GOC officials who continue to view Chile as an 

island immune from terrorist financing or money laundering. 
Post will continue to work with the GOC to support the 
creation of viable mechanisms to help Chile detect and halt 
these activities. 

KELLY 
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E.O. 12958: DECL: 10/11/2016 

TAGS: ENRG, EPET, HO, PGOV, PINR, PREL 

SUBJECT: HONDURAS: FUEL BID FAILURE AN INCREASINGLY LIKELY 
SCENARIO 


REF: TEGUCIGALPA 1784 AND PREVIOUS 
Classified By: AMB Charles Ford for reasons 1.4 (b) and (d). 


1.(C) Summary: The GOH formally offered to accept bids to 
supply all the country,s fuel requirements October 11, 
despite a USTR request to delay the bid until a CAFTA- 
compliance review could be completed. Industry observers, 
however, question whether the bid will succeed, and even key 
presidential advisors have stated that the bid makes no 
economic sense. Meanwhile, Honduran fuel retailer DIPPSA 
appears to have forestalled a rumored take-over bid by 
instead signing a co-share deal with London-based trader 
Trafigura Beheer. Venezuelan fuel company PDVSA still 
retains an interest in supplying the region and, with 
PetroCaribe shipments to Nicaragua beginning, may need to 
soon acquire Honduran storage facilities. End Summary. 


2. (U) The GOH formally offered to accept bids to supply 
Honduras with approximately 15 million barrels of refined 

fuel October 11, and the expectation is that the GOH will 
receive all the responses by October 27. At that point the 

GOH will take approximately a week to review and evaluate the 
bids, leaving the final decision in the hands of a select 

five person commission yet to be named. While conceivably up 
to fourteen different companies could win in the bid (eight 

types of fuel, the majority required on both coasts), in 
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reality only two to three companies would be likely to win. 


3. (C) To support the bid, and to manage the import process 
once the winner(s) is identified, the GOH has moved to 

replace the existing unit that sets fuel prices (UTP) with a 

new organization (CAP) headed by Honduran Lucy Bu. This unit 
will be in charge of managing the contract process, ensuring 
compliance, and potentially engineering the financial aspects 

of the deal. (Note: How payment will flow from the fuel 
distributors to the bid winner has yet to be fully explained. 

End Note.) Per the former Deputy Director of the UTP, 
Wilberto Pinot, the CAP will initially be run with the same 

12 people formerly employed at the UTP, with additional 

training in key areas like procurement, contracts, and 

insurance. (Comment: The additional courses may constitute a 
complete retraining of their job function, since previously 

the UTP only worked a computer model to determine how prices 
and margins are set. Pinot also expects that additional 

subject experts, specifically from the company that 
recommended and established the bid, SurOil, will be hired. 
Pinot went so far as to call the future CAP &little 

SurOil.8 End Comment). 


4. (C) The bid was sent out despite a request by the USTR 
that the GOH hold the tender until a CAFTA compliance review 
had been initiated. To date, USTR has issued no formal 
opinion concerning the CAFTA-compliance of the proposed bid 
procedure, but Post is aware of several private companies 

that are preparing complaints. Those complaints are likely 

to raise not only the legitimacy of the bid process itself, 

but also the implied threat to abrogate existing market 

access rights and to strand current U.S. investment. The GOH 
is well aware of these concerns and has repeatedly said the 
process will not result in expropriation of rights or assets, 

but the GOH has yet to explain to anyone\'s satisfaction how 
the bid award process will avoid such an outcome. 


5. (C) The most perplexing element of the bid is that 
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virtually none of the main players, excluding perhaps 
presidential advisor Enrique Flores Lanza and activist Juliet 
Handal, appears to believe the bid will succeed. Honduran 
business group COHEP has outlined at least 15 legal 
challenges to the bid from domestic laws, while fuel industry 
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representatives remain convinced that, if the USTR cannot 
identify significant violations with CAFTA, they will be able 

to identify issues with the Bi-Lateral Investment Treaty or 

WTO agreements. Supreme Court President Vilma Morales has 
mentioned to Ambassador and PolCouns that she considers the 
bid illegal. Opposition party congressmen, who originally 
allowed the bid to pass through Congress with a weak 
endorsement, appear ready to unite against any potential 
winner when the tender contract is again presented for 
legislative approval. 


6. (C) Some advisors to President Jose Manuel &Mel8 Zelaya 
appear to agree. In an October 4 meeting with EconOffs, 
Minister to the President Yani Rosenthal stated bluntly that 
the bid &makes no economic sense,8 and he would prefer 
another way out of the situation. EconOff has spoken earlier 
in the year with Treasury Minister Rebecca Santos and Social 
Development Minister Marlon Lara, who expressed skepticism 
that a bid tender would work. Vice President of Congress and 
liberal party member Elizabeth &Lizzy8 Flores pointedly 
described the bid to EconOff as &unworkable.8 More than 
one minister has described President Zelaya as in an 
impossible situation that he would love to see go away. 


7. (C) The bid momentum has largely been sustained by 
interest groups with a stake in the fuel price setting 

process, led by the Patriotic Coalition activist Juliet 

Handal. Dealerships, truckers and other intermediaries that 
have enjoyed high margins from the inefficient fuel price 
setting formula have maintained pressure on the GOH to finish 
the bid process. With their message of bringing lower prices 
to the consumer, an attack on the transnational importers has 
resonated strongly with the Honduran consumer. While the 
margins of the dealers and truckers may be just as high or 
higher than the transnationals, the companies remain, as one 
well informed businessman stated, &the easiest target to 
start off with.8 The transnationals strong initial counter 
attack, stating emphatically that they will not join the bid 

or allow use of their facilities, only worsened their 

relations with working class Hondurans. 


8. (C) Honduran fuel retailer DIPPSA has reportedly signed a 
limited deal with London-based Trafigura Beheer, B.V. Per 
DIPPSA owner Henry Arevalo, DIPPSA will assume administrative 
control over Trafigura,s twenty-seven PUMA gasoline stations 

in Honduras while Trafigura would source all of the combined 
company,s fuel requirements in country (Note: DIPPSA 
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currently sources their fuel from Exxon/Mobil traders. End 
Note.) Arevalo indicated that a previously proposed deal to 
buy 50 percent of DIPPSA was scuttled due to uncertainty over 
the bid. By becoming the primary source of fuel for DIPPSA, 
which controls about 25 percent of the retail market, 
Trafigura has effectively set itself up to be a strong 
contender to win the upcoming fuel bid. (Comment: Texaco 
facilities would likely still be required to import more than 
just DIPPSA,s share. Trafigura has considerable storage 
capacity in Guatemala through its Copensa subsidiary, but 
transportation and delivery to points in Honduras and 
neighboring countries would be difficult and expensive. With 
limited investment obligations in Honduras, however, 
Trafigura could conceivably come in with a price low enough 
to win the bid. End Comment). 


9. (C) Venezuelan national fuel company PDVSA, initially 
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attracted to DIPPSA for the Honduran company,s strategically 
placed storage facilities within easy reach of El Salvador 

and Nicaragua, seems to have lost out on a purchase in the 
short term. While there may be a connection with Trafigura 
(reftels), the current arrangement as defined by Arevalo 
would limit the company,s use of the key southern tank farm, 
which is 50 percent owned by Exxon/Mobil. Recent news 
reports that PDVSA expects to deliver up to 350 thousand 
gallons of fuel oil to Nicaragua next month puts increased 
pressure on the company to secure sufficient storage 
facilities to distribute the fuel. A recent shipment of only 

80 thousand gallons now sits in eleven tanker trucks 
somewhere in Managua awaiting sale. (Comment: Arevalo was 
interviewed in an October 12 article pointedly stating that 
PDVSA would not be a reliable supplier, given their recent 
delivery difficulties in the Dominican Republic. He also 
clearly outlined PDVSA,s regional supply strategy, ending by 
stating 8l have explained the situation to the 

ambassador. | don,t believe PDVSA will be an option for 
Honduras.8 End Comment). 


10. (C) COMMENT. Unless an unlikely scenario occurs, such as 
one of the transnationals breaking ranks and participating in 

the bid, the process is likely to end in failure. Texaco is 

the key player; without their 800 thousand barrel storage 
capacity, modern terminal facility and distribution &rack8 

for tanker trucks, the bid will be more difficult, and 

therefore more expensive, to implement. With the most to 

lose, Texaco has been perhaps the most outspoken of the 
transnationals against the bid. The industry,s anti-bid 
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stance has placed them at odds with the Honduran consumer, 
who has equated a vote against the bid with a vote for higher 
prices. How the industry can transition from a failed bid to 
business as usual remains unclear, and without a proactive 
plan President Zelaya may resort to forceful action that 

could put Trafigura, and perhaps PDVSA, in charge of fuel 
imports to Honduras. END COMMENT. 

WILLIARD 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PGOV, EAID, TW, NR, FJ, CH, XU 

SUBJECT: TAIWAN PRESIDENT CHEN\'S VISIT TO NAURU; READ-OUT 
ON PACIFIC ALLIES SUMMIT 


REF: KOROR 277 
Classified By: AMBASSADOR LARRY M. DINGER. SECTIONS 1.4 (B) AND (D). 


1.(C) Summary: According to Australia\'s Consul General in 
Nauru, security concerns were paramount during Taiwan 
President Chen Shui-bian\'s six-hour state visit to Nauru 
September 6. Of the 80-member Taiwan delegation that made 
the trip, 30 were security guards. The Nauru Police were 
required to turn their backs on Chen when giving a 21-gun 
salute in his honor. During his visit, Chen gave a brief 

speech, opened a Trade Fair showcasing products from Taiwan 
and attended a state luncheon. Nauru officials were upbeat 
about the Taiwan Pacific Allies Summit (TPAS) held in Palau 
September 4 (reftel). At the summit, Taiwan agreed to 

various initiatives to improve access to technology, provide 
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medical assistance, enhance judicial and law enforcement 
cooperation, and provide agriculture and economic assistance. 
Apparently, little in the way of direct cash assistance was 

offered. Chen reportedly told leaders that Taiwan would not 
engage in a \"dollar diplomacy\" competition with the PRC. The 
Taiwan Representative in Fiji, on the other hand, told us 

that giving cash to politicians and candidates for office 

remains a common Taiwan practice in the region. End summary. 


Chen\'s Visit to Nauru - Paranoia Reigns 


2. (C) According to the Australian Consul General in Nauru, 
fears of assassination dominated President Chen\'s actions 
during his state visit to Nauru September 6. After initially 
balking, the Government of Nauru agreed that Chen\'s 30-person 
security detail (out of 80 total visitors) could carry loaded 
weapons. The Nauru Police (Nauru has no military) gave Chen 
a 21-gun salute, but were required to turn their backs on 

Chen and fire in the opposite direction. 


3. (C) During the six-hour visit, Chen visited Parliament 

and delivered a short speech. He opened a Trade Fair that 
showcased a variety of Taiwan products ranging from medical 
equipment to DVD players. The state luncheon held in Chen\'s 
honor reportedly cost A$11,000 (USD 8,200), an enormous sum 
for destitute Nauru, although we assume Taiwan paid the bill. 


Read-out of the Taiwan-Pacific Allies Summit 


4. (C) The Consul General received a read-out on the Summit 
from Nauru President Ludwig Scotty, Foreign Minister David 
Adeang, and Health Minister Kieren Keke. According to these 
officials, the countries attending the summit agreed to 

continue their support of Taiwan\'s bid to enter international 
and regional organizations. The Nauru officials gave a few 
more specifics on Taiwan initiatives in the region noted in 

the joint communiqu (the Palau Declaration) issued after the 
Summit (reftel): 


--Judicial cooperation: Taiwan will work with its Pacific 
allies to develop a two-way mechanism to prevent money 
laundering and exchange intelligence. Law enforcement 
training will start with Coast Guard training in Taiwan next 
year. 


--E-government: Taiwan will donate computer hardware to 18 
schools, 12 NGOs and government institutions. Computer 
software and training will be provided throughout the region. 
(Like most of the initiatives, it is unclear how much 
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training and equipment each country will receive). 


--Tourism: Taiwan will work with its allies to improve 
regional transportation infrastructure where possible. It 
will also promote visits to the region by Taiwan tourists. 


--Medical cooperation: Taiwan will continue to send medical 
teams to the region, and will encourage sister-hospital 
arrangements. A five-year medical assistance program, the 
Taiwan-Pacific Medical Alliance, will focus on AIDS, TB, 
diabetes, STDs and cardio-vascular diseases. 


--Energy and environment: Joint efforts will focus on 
developing renewable energy sources. Taiwan will donate 100 
solar home systems and 100 sets of traffic lights to 

countries in the region. An Environment Ministers\' Meeting 
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is planned for 2007. 


--Economic partnership: Taiwan and the six countries will 
establish a business information exchange mechanism. Taiwan 
will provide space at Taiwan trade promotion functions for 

its partner countries to display goods. It will assist those 
countries with purchasing and marketing trips to Taiwan. 


--Agriculture and fishing: Several bilateral initiatives 

were noted. Taiwan will reportedly assist Kiribati in 

developing \"value added\" aquaculture for such products as 
snails and scallops, and help Tuvalu expand export markets 

for tuna and barracuda. The focus in Nauru will be 

production of mangoes and pineapples. In Solomon Islands the 
focus will be on rice; in Palau and the Marshalls on 

improving fruit and vegetable production. 


--Austronesian culture: An Austronesian Forum will be held 
in Taiwan this December. An Austronesian culture 
\"Secretariat\" will be established in Taiwan and the annual 
Austronesian Cultural Festival in Taiwan will be expanded. 


Chen Says Taiwan WonVt Engage in Dollar Diplomacy, 
But We Hear a Different Story 


5. (C) The Nauru officials noted that Taiwan did not put 
\"extra money\" on the table, although Taiwan officials did 
agree to try to help Nauru out on certain real estate loans 
from Taiwan banks (totaling USD 2-3 million). At the Summit, 
President Chen reportedly made a point of saying that Taiwan 


Column 3 

is not in a position to challenge the PRC in the \"dollar 
diplomacy\" game, and would therefore not engage in that kind 
of competition. 


6. (C) In a recent conversation with us, Sherman Kuo, the 
Taiwan Trade Representative in Fiji, reiterated Chen\'s point 
about engaging in a \"dollar diplomacy\" struggle with the PRC. 
On the other hand, Kuo readily admitted that Taiwan 
sometimes provides funds to officials and candidates for 

office in the region. \"That\'s the way it\'s done in Taiwan 
itself,\" he said, \"and it happens in the Pacific too.\" 

Taiwan also continues to invest its money in splashy, 
high-profile projects in Fiji and other countries in the 

region. A good example is the just completed \"Taiwan Cup, 
10-10 Rugby Tournament" in Suva. In addition to the expense 
of putting on and promoting the event, Taiwan offered 
FJ$30,000 (USD 18,000) in prize money, FJ$15,000 to the 
winning team. In view of the extensive media coverage the 
event received, Kuo predicted that, next year, the PRC would 
host a rugby tournament in Fiji too. 


DINGER 
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FOR WHA/MEX, IO/T, IO/EDA, AND L/PIL 


E.O. 12958: N/A 

TAGS: PGOV, ETRD, MX 

SUBJECT: MEXICO REQUESTS SUPPORT FOR ITS CANDIDACY TO 
UNCITRAL 


The GOM has requested U.S. support for its candidacy for 
membership to the UN Commission for International Trade Law 


Column 3 

(UNCITRAL) in the elections to be held during the 61st 
General Assembly. The GOM specifies in a diplomatic note 
dated August 31 that it is firmly committed to the 
development, unification, and harmonization of international 
trade law and has been an active participant in UNCITRAL 
since its formation. A facsimile of this diplomatic note 

will be forwarded to WHA/MEX. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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DOE FOR INTERNATIONAL AFFAIRS KDEUTSCH AND SLADISLAW 
DOC FOR ITA/TD/ENERGY DIVISION 


E.O. 12958: N/A 
TAGS: ECON, ENRG, EPET, MX 
SUBJECT: MEXICO\'S PLANS TO AVERT AN OIL CRISIS 


REF: MEXICO 1174 
Sensitive but unclassified, entire text. 


Introduction and Summary 


1. (SBU) Inthe next 3-4 years, Petroleos Mexicanos 
(Pemex) will likely be able to keep Mexican oil production 
from falling sharply; however, in the medium to long term, 
the outlook is considerably less certain. From 2010 on, 
production volume will depend on Pemex\'s ability to get 
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significant production from deep-water in the Gulf of Mexico 
and the technologicly challenging Chicontepec field. In 

March 2006, Embassy Mexico reported on the decline of the 
Cantarell oil field and Mexico\'s plan to replace that 

production (reftel). Six months on, we spoke with Pemex and 
GOM officials and outside consultants and observers to see 
how Pemex was coping with the decline. In the intervening 

six months, daily production from Cantarell has declined 
about eleven percent. Pemex publicly calls for the drop in 
Cantarell production to be made up in the short term from 
production from the Ku-Maloob-Zaap business unit. To develop 
the Chicontepec field and deep-water production from the Gulf 
of Mexico Pemex must resolve a series of technical and 
political challenges for which it is not prepared. End 
introduction and summary. 


Mexican Production 


2. (SBU) Without hoped-for reforms to either the Mexican 
energy sector or to the laws governing the operation of 
Petroleos Mexicanos (Pemex), the company officially predicts 
that nation-wide crude production will remain nearly constant 
at from 3.3 million barrels per day (MBD) in 2006, down from 
3.5 MBD in 2005. 


Forecast Mexican Crude Production 
2005-2010 

Source: Pemex Statements 

in millions of barrels per day (MBD) 


2005 2006 2007 2008 2010 
est est est est 


33 33 32 33 3.3 


Cantarell Decline 


3. (SBU) Pemex\'s Cantarell oil field reached peak 
production in 2004 and is now steadily declining. The field 
currently makes up 61 percent of Mexican oil production. The 
precise magnitude of the total decline in Mexican production 
depends on (1) the decline rate of the field, as well as (2) 

the rate with which Pemex can bring new production on line to 
make up for the drop. This cable will review the various 
scenarios for both the drop in production, and consider the 
options Mexico will have to make up this lost production from 
future developments. Based on best estimates released 
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recently, Pemex and other observers expect that Cantarell 
will decline as follows: 


Forecasts for Cantarell Field Decline 
2005-2008 

Source: as shown with date 

in millions of barrels per day (MBD) 


2005 2006 2006 2007 2008 
act ytd est est est 


Pemex Expected 2.03 1.86 1.90 1.68 1.43 


Consultant | 1.90 1.70 1.52 
(8/06) 


Consultant II 1.93 1.73 1.46 
(9/06) 


PEP Informal 1.83 1.50 1.38 
Forecast 
(9/06) 
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Pemex 1.54 0.87 0.52 
\"Do-nothing\" 

Case 

(12/05) 


As of August 2006, the most recent month for which public 
production data is available, daily production in the field 

had already dropped to 1.75 MBD, though senior Pemex 
officials we spoke with note production in October-December 
2006 may rise slightly as construction projects in the field 

are completed. 


4. (SBU) As Pemex produces the Cantarell reservoir, the 
declining oil volume creates a number of technical challenges 
that will reduce production volumes further. The Cantarell 
reservoirs have a gas cap over an oil layer that in turn sits 
over a layer of water. To continue to produce the Cantarell 
field, Pemex injects nitrogen into the gas cap over the oil 
layer. This assures that wells continue to flow freely as 

the remaining oil in place is produced. The injection 
increases the rate of oil recovery but also contaminates the 
gas on top of the oil. As this happens, wells can produce 
significantly more gas or water. Once the level of water 
coming from a particular well increases beyond what can be 
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handled (traditionally, 20-30 percent by volume), the well 
has to be \"shut in\" until steps can be taken to separate and 
dispose the excess water. On the same principle, the well 
also must be shut when it produces too much gas to avoid 
reducing the overall reservoir pressure. As wells are shut 

in due to excess gas or water flow, production from the field 
drops. Plans for three-phase separators to handle the 
additional water and gas have the equipment slated to come on 
line later in 2006, allowing wells to produce as much as 40 
percent water without affecting crude quality. 


5. (SBU) Additionally, dissolved salt from the water can 
leech into the oil layer affecting the oil\'s quality. Once 
the salt concentration becomes too high for the oil to be 
sold, the well also has to be shut in until steps can be 
taken to address the higher concentration. 


6. (SBU) Pemex is developing projects to control the quality 
of gas and oil being produced, including equipment to 
separate nitrogen from the gas in the gas cap and to 
desalinate the produced crude. According to Pemex, these 
investments should allow continuous production from Cantarell 
regardless of the positioning of the oil/water boundary and 
delay overall decline. Nonetheless, installation of the 

water handling equipment has been delayed by at least a 
month. Furthermore, as a result of Katrina-related 
construction delays, nitrogen recovery equipment will be 
delayed by four months. These delays, according to Pemex, 
have led to additional lost production in 2006 that should be 
partly reversible by early 2007. 


Future 


7. (SBU) In an October 10 presentation, Pemex Exploration 
and Production (PEP) Chief Operating Officer Carlos Morales 
Gil laid out Pemex\'s four-part strategy for managing 
CantarellVs decline: (1) Conduct additional studies to better 
model the field and improve exploitation schemes. (Observers 
have noted that Pemex has a relatively poor understanding of 
the Cantarell reservoir\'s mechanics.); (2) Conduct additional 
analysis of fractures to ensure production of remaining oil 

in place; (3) Optimize the field\'s infrastructure during the 
decline and divest assets as necessary; and (4) Conduct an 
analysis of the Akal field with a view to include new 

reserves. 


8. (SBU) Although it is not currently budgeted, Energy 
Secretariat Technical Advisor Edgar Rangel added that, in his 
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view, Pemex will have to consider enhanced oil recovery (EOR) 
techniques for the field for those areas that have already 

been \"swept\", that is once the oil/water boundary has 
\"pushed\" oil completely away from the well bore. Pemex and 
GOM officials also suggest horizontal wells be drilled in 
Cantarell to most effectively drain the shrinking reservoir. 

The idea is in the planning stage as a priority for 

2007-2008, though Pemex Exploration and Production CEO Marcos 
Ramirez told us, the plan would be \"difficult to immediately 
implement.\" Pemex engineers, who have never drilled a 
horizontal well, are currently working with North Sea 
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producers to develop expertise in this area. 


9. (SBU) Accoding to a July 2006 presentation by Pemex 
officials of the company\'s capital budget projection, 

Cantarell will not be a \"first-priority\" in the budget for 

the first time in 2007. The Ku-Maloob-Zaap business unit 
(KMZ) and Chicontepec development capital spending will be 
more significant. According to senior management at Pemex 
Exploration and Production, company officials expect 
Cantarell production to drop below 1 MBD by 2012-2013 and 
have presented this view to the Calderon transition team. 


Opportunities to Make Up 


10. (SBU) As reported reftel, Pemex states that in the next 
3-4 years, production lost from Cantarell can be made up by 
production from KMZ immediately northwest of Cantarell in the 
Bay of Campeche. Over the medium and long term, Pemex 
believes that the onshore Chicontepec field and eventual 
developments in deep-water will maintain production near 
current levels of 3.3 MBD. 


KMZ in 2009-2010 


11. (SBU) KMZ has been in production since 1981. After 
Cantarell and Chicontepec, it represents the third largest 
Mexican producing area in terms of reserves. When business 
unit operations started in 2002, Pemex had announced its 
intention of increasing production to between 700 and 800 
thousand barrels per day (kBD) by instituting a significant 
drilling program and injecting nitrogen for pressure 
maintenance. 


12. (SBU) According to Pemex and Energy Secretariat (SENER) 
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officials, KMZ drilling work is \"slightly behind schedule", 

and additional nitrogen injection capacity is slated to come 
on-line in \"late 2007\". Currently producing about 400 kBD, 
Pemex officials we spoke with agreed that the 800 kBD would 
be reachable between 2009 and 2010. Most of the work 
required to reach this production volume is drilling in the 
Maloob and Zaap fields. 


13. (SBU) Currently, most production from the Ku field is 22 
degree API oil; similar to the current Mexican Maya blend 
crude. Most future production will be much heavier 12-13 
degree API oil from the Maloob and Zaap fields. To make the 
Maloob and Zaap production marketable, Pemex plans to blend 
it with onshore light oil production from Tabasco State, to 

reach the Maya blend specifications. Current plans call for 
blending in a Floating Production Storage and Offloading 
(FPSO) vessel to be permanently moored in the area in the 
\"first half of 2007.\" The FPSO will have capacity for 600 

kBD of oil handling. 2.5 MBD of oil storage and 120 MSCFD of 
gas compression. According to Pemex Marketing, when the KMZ 
FPSO comes on line, the Mexican Maya blend viscosity will 
drop by 1/2 degree API and the crude will become sourer. The 
blending process should permit sales to remain 
on-specification. 


14. (SBU) Rangel raised concerns that in order to ensure 
sufficient light, sweet crude for blending with KMZ 

production, Mexico may likely have to begin EOR techniques in 
the Tabasco fields. Rangel also noted that Mexico had begun 
looking to outside companies for experience with \"upgrading,\" 
a kind of in-situ refining process, as another option for 

making the Maloob and Zaap heavy oil lighter and thus more 
marketable. 


15. (SBU) In order to gain the benefits of KMZ production to 
offset the Cantarell decline in the short and medium term, 
Mexico will have to continue the aggressive drilling program 
in the area, and meet the technical and business challenges 
the fields\' extra-heavy oil will present. It is in 

recognition of these challenges that most observers, 
including PEP Chief Operating Officer Carlos Morales, agree 
that production can reach the 700-800 kBD range for the 
complex; though it is very possible the production plan could 
shift as a result of delays. 


Chicontepec 2010-2013 


16. (SBU) In 2003, Pemex contracted a consortium of 


MEXICO 00005810 004 OF 005 


Column 3 


Schlumberger and ICA/Flour Daniel to conduct a 300 well pilot 
in the Chicontepec field to examine the feasibility of 

producing from the giant reservoir. Active for over 50 

years, production has always been difficult and expensive; 
nonetheless, Pemex estimates the 72 mile long by 18 mile wide 
field has 136.5 billion barrels of oil in place, though 2P 

(proven plus probable) reserves are 6.6 billion barrels, 

second only to Cantarell. 


17. (SBU) The challenge is that the Chicontepec reservoir is 
\"tight,\" not allowing oil to flow to the well bore and the 
reservoir pressure is very low. If the pilot is a success, 
Pemex\'s current plans call for a 13,000 well development plan 
at a total cost of USD 25-30 billion. Our GOM interlocutors 
admit that \"no real exploitation plan is in place for 
Chicontepec,\" but observers mention a possible 320 kBD peak 
in 2013 in the first phase. 


18. (SBU) Even this first phase depends on the outcome of 
the pilot project. Assuming technological solutions are 

found to address the tight formation, full development would 
still involve significant social, political, and financial 
challenges. The 13,000 wells will have to be drilled in an 
area with over 2,200 communities causing significant 
disruption and displacement. According to PEP CEO Marcos 
Ramirez, production costs for the field originally about USD 
4.50 per barrel are likely to exceed USD 7 per barrel. 


19. (SBU) Given Pemex\'s current tax position, without a 
further change to its fiscal regime, the company would lose 
money when producing from Chicontepec. Before large scale 
development can begin, Pemex will have to work with the 
Finance Secretariat (Hacienda) to modify the tax structure to 
permit Pemex to develop the resource without losing money, 
most likely by changing the fiscal regime for fields with 

high production costs. 


Deep-Water Challenges in the Long Term (post 2010) 


20. (SBU) Pemex has previously announced that it believes 54 
billion barrels of oil equivalent are in place to be produced 

from deep-water deposits in the Southern half of the Gulf of 
Mexico. In their long-term plans, according to PEP CEO 
Marcos Ramirez, the company plans to produce 500 kBD for its 
own account from 400-500 deep-water wells by 2016. 
Nonetheless, beyond the political obstacles, Ramirez admits 
Pemex lacks both the technology and the investment to move 
forward with deep-water development. Pemex officials admit 
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that the 500 kBD figure is an optimistic one given the 
difficulty of constitutional reform. 


21. (SBU) PEP Chief Operating Officer Carlos Morales laid 
out a five-part strategy for Pemex deep-water development at 
an industry meeting October 10. The strategy called for the 
company to: (1) accelerate incorporation of deep-water 
reserves through exploration; (2) accelerate deep-water 
production through definition of production goals; (3) 
strengthen Pemex deep-water ability throughout the value 
chain;(4) Increase PEP ability to execute through work with 
third parties; and (5) insure that drilling resources are 
available. Morales went on to say that for Pemex, 
partnership with third parties was not an option, but rather 
the only way the company could meet its production goals. He 
added aggressively that if Constitutional change were 
required to make this possible, it was Pemex\'s responsibility 
to see that it happened. 


22. (SBU) According to SENER Hydrocarbon Director General, 
Rafael Alexandri, Mexico will drill approximately 4 wells per 
year in deep-water -- up to 1000 meters water depth -- 

through 2009. While company officials admit that significant 
reserves lie even deeper, technology and rig availability 

keep Pemex from drilling in water more than 1000 meters deep. 
Its most recent effort, Langkawasa cost $48 million to 

drill, and Pemex expects Mexican \"deep- water" wells cost 
about $60 million each a current prices. 


23. (SBU) Alexandri told us he believed that given changes 

in the market, and the growing market power of service 
companies, Mexico could find enough expertise to allow them 
to continue with an exploration and development program that 
will enable Mexico to remain at 3.3 MBD average until the 
Mexican congress is able to pass realistic reforms to allow 
some form of partnership with outside expertise. 
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24. (SBU) At the same time, he believes that given the size 
of the opportunity, the International Oil Companies would 
remain in Mexico to make certain that the service companies 
do not take too large a share of the relationship. 


25. (SBU) Strategically, Alexandri added, once political 
restrictions are lifted, Pemex would like to drill its own 
\"discovery\" wells in deep-water first to give it more 
leverage to negotiate with international partners on 
development. To assist in Pemex negotiations with 
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international firms, Pemex would most likely go with a 
consortium model to allow Pemex to work off of all the 
members in an outside group, rather than trusting a specific 
one. 


Comment 


26. (SBU) While the worst-case scenario predicted for 
Mexican production decline has not materialized, the 11 
percent drop from Cantarell in the past six months is steep. 
We believe that production plans from the KMZ business unit 
will be almost enough to mitigate the somewhat larger than 
expected decline from Cantarell resulting in just slightly 
reduced Mexican production through 2009. This seems to match 
anecdotal reports we have received from local U.S. company 
representatives who tell us that Pemex Marketing Officials 
warned U.S. Gulf Coast customers in August that the company 
would not be able to regularly fulfill all of their 

contracted deliveries next year. After 2010, Mexican 
production will depend on Pemex\'s ability to get large 
volumes from Chicontepec and deep-water. Whether or not 
Chicontepec makes up large volumes will depend on Pemex\'s 
ability to tackle the technical challenges involved, as well 

as maintain a robust (greater than 1000 wells per year) 

drilling schedule. Pemex\'s success in deep-water will depend 
on changes to Mexico\'s constitution that would allow 
partnerships with third parties, a far from certain outcome 
despite bold statements from Pemex management. 


Visit Mexico City\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/mexicocity 
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E.O. 12958: DECL: 10/12/2016 

TAGS: PREL, PARM, PGOV, JA, KS, KN 

SUBJECT: JAPAN-ROK AGREE ON STRONGER DPRK MEASURES DURING 
PM ABEYS SEOUL VISIT 


Classified By: Ambassador J.Thomas Schieffer. Reasons 1.4 (B) (D) 


1. (C) Summary. Japanese Prime Minister Shinzo AbeYs October 
9 visit to Seoul was \"quite successful, with summit talks 
proceeding in a \"cool-headed\" fashion. According to Japanese 
foreign ministry officials, the leaders reconfirmed basic 

values shared by the two nations, and PM Abe invited ROK 
President Roh to visit Japan. Roh told Abe that the October 

9 DPRK nuclear test had been a serious violation of the 1992 
Joint Declaration of the Denuclearization of the Korean 
Peninsula. Roh confessed that South Korea had placed too 
much emphasis on dialogue rather then pressure, but now 
realized the need for strong action against the DPRK in 
cooperation with Japan. End summary. 


2. (C) MOFA Asian and Oceanian Affairs Bureau NE Asia 
Division Deputy Director Yo Takaba characterized Japanese 
Prime Minister Shinzo Abe\'s October 9 visit to Seoul as 

\"quite successful." Takaba told Embassy Tokyo Political 
Officer October 11 that PM Abe attended a lunch given by ROK 
Prime Minister Myon-sung Han (in which Han\'s husband and 
Abe\'s wife participated), held a nearly two-hour summit 
meeting with President Roh, and was feted, along with Mrs. 
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Abe, at a dinner hosted by President and Mrs. Roh. Both 
leaders appeared anxious to build a personal relationship of 
mutual trust, Takaba said. 


3. (C) The summit proceeded in \"cool-headed\" fashion, Takaba 
noted, with Abe and Roh expressing recognition that the 
Japan-ROK relationship was important for both the region and 
the international community. During the discussion, the two 
men reconfirmed basic values shared by the two countries: 
freedom, democracy, human rights, and the free market 
economy. Abe invited the President to visit Japan but 

offered no specific date. Roh responded that he would choose 
the appropriate time for the trip. 


4. (C) According to Takaba, the leaders\' summit, which took 
place immediately after the DPRK announced that it had 
conducted a nuclear test, focused on three bilateral issues 
and North Korea. 


-- The Past: Roh told his interlocutor that, in order for 
Japan-ROK relations to proceed, \"Japan should face its past.\" 
Abe responded that he understood the feelings of the South 
Korean people and offered his regrets. The PM expressed his 
intention to build a \"future-oriented\" relationship based on 
mutual understanding and trust. 


-- Yasukuni: Abe maintained his basic position of not 
indicating whether he would or would not visit the shrine. 
Japan and the ROK should overcome their political problems 
and make an effort to promote sound relations, the Prime 
Minister told Roh. 


-- Scientific research: Abe and Roh welcomed the compromise 
on prior notification regarding radioactive research being 
conducted in disputed areas of the Sea of Japan that vice 
ministerial-level officials reached in mid-September 2006. 


North Korea 
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5. (C) In a discussion that took up \"almost half the time,\" 
Takaba said President Roh told Prime Minister Abe that the 
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DPRK test had been a serious violation of the 1992 Joint 
Declaration of the Denuclearization of the Korean Peninsula. 
Roh confessed that South Korea had been placing emphasis on 
dialogue rather then pressure, but now realized the need for 
strong action against the DPRK in cooperation with Japan. 

Abe responded that coordination between Japan, ROK, and the 
U.S. would be extremely important in order to achieve an 

early resumption of the Six-Party Talks. 


6. (C) In reviewing the DPRK\'s nuclear test, Takaba said, Abe 
and Roh agreed that: 


a) If a North Korean nuclear test were to be confirmed, it 
would constitute a \"grave threat\" to the region that should 
never be accepted; 


b) The international community should not accept the North\'s 
behavior and ought to consider further strict measures in 
response; 


c) Japan and the ROK need to stand together and take an 
immediate, firm response; and 


d) Japan and South Korea should strengthen their policy 
coordination for the prompt adoption of a UNSCR that includes 
strict measures. 


7. (C) Turning to the issue of DPRK abductions, Abe said that 
Japan wanted to improve cooperation with South Korea to 
settle the issue. Roh replied that the ROK had already been 
cooperating with Japan and would continue to do so. 
SCHIEFFER 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, SENV, EFIN, APEC, JA 

SUBJECT: MOFA PUSHES FOR ASIA-PACIFIC STATISTICAL NETWORK 
AND HIGH LEVEL PARTICIPATION IN KICK-OFF CONFERENCE, 
NOVEMBER 5-6 
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1. (U) Please see last paragraph for possible action. 


2. (SBU) Summary and Introduction: On October 6, MOFA 
called in selected embassies to promote GOJWs concept of an 
Asia-Pacific Economic Research Mechanism (APERM) and to 
encourage high level attendance at a kick off conference in 
Kyoto, November 5 - 7. While saying it would be up to the 
conference to define the proposal, MOFA outlined the concept 
as a network of government and private institutions in key 
countries of the region to develop and harmonize statistics 
relating to sustainable development. The statistics would 
cover both developed and developing participants and 
macro-economic statistics as well as social and environmental 
statistics. In doing so, it would add value to existing 
databases, MOFA believes. The data would be available to 
governments, international organizations (including APEC) 
academia and the private sector and APERM could become an 
APEC activity over time if members wished. MOFA invited Amb. 
Schieffer to the conference and listed U/S Sheeran, A/S 
Sullivan and Amb. to APEC Michalack as &proposed8 
participants. Separately, MOFA DG for Economic Affairs 
explained to EMINS on October 10 that APERM was a modest 
proposal with a big objective: helping China develop more 
realistic statistics, which is essential for understanding 
potential bottlenecks to development of the region. We 
underlined to Ishikawa our continuing skepticism. End 
Summary and Introduction. 


3. (SBU) The APERM meeting was chaired by Amb. Sawako 
Takeuchi, Special Advisor to the Minister (and former GOJ 
candidate for Secretary General of the OECD) and Deputy DG 
for Economic Affairs Kusaka. It was attended by 
representatives from Australia, Canada, India, Korea, 
Malaysia, Philippines, Singapore, U.S. (Ecouns) and the ADB. 
Indonesia,s and New Zealand,s flags were present, but they 
had no representatives attending. 
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4. (SBU) MOFA officials explained that the purpose of the 
Kyoto conference, which would be hosted by a MOFA Vice 
Minister, would be to discuss mechanisms for sharing 
statistical information important to governments, investors, 
business, international organizations and academia. The 
fifteen countries invited to the conference were chosen for 
their geographical location, economic influence, and degree 
of interdependence and with a view to keeping the size 
manageable. MOFA has invited high-level participants from 
government and the private sector and provided a conference 
agenda, proposed participants list and other information 
(faxed to State/EAP/J). 


5. (SBU) While noting that the conference would make its own 
conclusion, MOFA explained its proposal would be for the 
participants to endorse a three-year pilot project to be 
launched in April 2007. The project would be to create a 
&platform8 for an information network among governments and 
the private sector in participating countries. In this sense 

it would be a \"track one and a half8 endeavor. The 

statistical network would be an international ¿public good8 
open to all parties. It would be run through contact points 

in each country, with some minimal maintenance work to be 
preformed centrally. Participants would decide how often to 
meet but some meetings would be necessary to provide 
direction. The statistics would at first be macroeconomic, 

but later be extended to environmental and social, including 
energy and water demand/availability, to give a full picture 

of the sustainability and inter-relatedness of the region,s 
development. Over the longer term the project would aim at 
statistical \"harmonization\", which would require some 
governmental involvement and go beyond that currently being 
done the UN framework, which is mostly macroeconomic. The 
GOJ plans to present this concept at the APEC Summit, but the 
level was not stated. 


6. (SBU) Takeuchi and Kusaka were at pains to note that the 
MOFA proposal was a GOJ proposal, and to differentiate it 
from METI,s proposal for an OECD-like regional think tank. 
They said METI,s proposal was for the ASEAN plus 6 region 
and was meant to help the ASEAN secretariat with economic 
policy issues. MOFA\'s proposal was aimed at creating a 
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comprehensive and standard base of statistics that could be 


used for policy formulation but could also be used by the 
private sector and to foster regional integration. 
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7. (SBU) Asked why not house the network in APEC, Kusaka 
noted that India was to be included in the statistics and it 

was notan APEC member. In addition several APEC economies 
did not have developed statistics or would not have a major 
impact on regional statistics. However, Kusaka allowed that 

after the trial period it would be possible to house the 

initiative in APEC and/or to expand to other economies as the 
members wanted. He also noted that in any case the 

statistics gathered would be available for and useful to APEC. 


8. (SBU) Canada said it welcomed the conference and planned 
to attend. Other participants, except India and the ADB 
representatives, asked several questions, with Australia 
appearing the most forward leaning. Separately, MOFA 

officials stressed the high importance they attached to 
participation by the U.S. 


9. (SBU) Separately, on October 10, MOFA DG for Economic 
Affairs, Kaoru Ishikawa, underscored to EMIN the importance 
the GOJ attaches to the initiative. He said he had hatched 

the idea over lunch with Takeuchi and the mechanism would 

fill a real void in the region. Responding to concerns 

raised by EMIN, Ishikawa said he regretted the way APERM was 
rolled out and the confusion created by what appeared to be a 
similar, if not almost competing, initiative launched by METI 

at about the same time. Ishikawa wanted APERM to be a \"low 
profile\" undertaking, divorced as best as possible from 

politics. The Kyoto conference and the APERM process, he 
said, is intended to \"awaken\" countries in the region, 
particularly China, to the importance of accurate, 

transparent economic data to development and to help them 
achieve such statistics. 


10. (SBU) We understand that no one from Washington will be 
attending the conference and, unless informed otherwise by 
October 20, will so inform MOFA. Unless instructed 

otherwise, embassy plans to keep the option of our attendance 
open at this time. 

SCHIEFFER 
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E.O. 12958: DECL: 10/12/2016 

TAGS: KJUS, PGOV, PINR, PREL, PTER, CO, CU, FR, NO, SP, SZ, 

VE 

SUBJECT: GOC PEACE COMMISSIONER SKEPTICAL OF FARC AND ELN 
COMMITMENT TO PEACE PROCESSES 


REF: BOGOTA 09029 
Classified By: Ambassador William B. Wood for reasons 1.4 (b) and (d) 


1.(C) Summary: GOC Peace Commissioner Luis Carlos Restrepo 
told the Ambassador October 9 he is skeptical the ELN will 
commit either publicly or privately to a specific cease-fire 

date at the October 20-25 negotiating round in Havana. If 

the ELN does not do so, the GOC may break off talks. He also 
believes the FARC is not serious about reaching agreement on 

a humanitarian accord, but said it is politically important 

that the GOC make a &good faith8 effort to negotiate with 

the group. Restrepo voiced concern that the FARC is doing a 
better job than the GOC in managing the public relations 

aspects of the humanitarian accord, and said the GOC will 

soon set up a communications team to convey its message more 
effectively. End Summary 


ELN 


2. (C) Peace Commissioner Luis Carlos Restrepo told the 
Ambassador that despite the ELN-GOC agreement to hold a 
fourth round of talks in Havana October 20-25, he is 
concerned the ELN has not yet decided to suspend military 
action in exchange for political space. He fears the group 
wants to use the peace process to strengthen its links to 
sympathetic political parties and civil society groups while 
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rebuilding its military capacity. The GOC will not accept 

this, and will push in Havana for a public ELN commitment to 
work on the modalities of a cease-fire that would start 

within three to four months (January or February of 2007). If 
a public announcement of a cease-fire date were not 
acceptable to the ELN, the GOC would accept a private 
commitment or a working agreement. Without any of these, 
Restrepo said, the GOC may break off talks and send ELN 
spokesman Francisco Galan back to jail. 


3. (C) Restrepo said Venezuela was helpful in pushing the ELN 
to agree on a meaningful agenda (reftel) for the Havana 
meeting, but stressed the GOC harbors no illusions about 
VenezuelaWs role. GOV policy toward Colombia reflects 
Venezuela,s complicated internal politics, in which the ELN 

is also involved. Still, the GOV has real leverage over the 

ELN, which sees Venezuelan President Hugo Chavez as its 
leader and role model. In Caracas, Venezuelan 
Ambassador-designate to Colombia Pavel Rondon, who Restrepo 
called a &moderate,8 had pushed the ELN to keep the talks 

on track. Restrepo concluded it is better to have the GOV 
involved in the process rather than outside causing problems. 
The GOC views the Cubans in the same way. In contrast, 
Restrepo criticized the Norwegian and Swiss facilitators for 
being neutral players who do not press the ELN to make 
concessions. 


FARC 


4. (C) Restrepo doubts the FARC is serious about a deal. It 
is trying to use the prospect of a humanitarian accord and 
broader peace talks to regain political space and to wina 
respite from GOC military pressure (which will not happen). 
Buoyed by the consolidation of President Chavez, regime in 
Caracas and a possible Rafael Correa victory in Ecuador, the 
FARC believes the regional political climate is moving in its 
favor. If it can outlast Uribe,s tenure, the FARC thinks it 

will be able to negotiate with the next Colombian president 
from a position of strength. 


5. (C) Still, Restrepo said it is important politically that 

the GOC make a &good faith8 effort to negotiate with the 
FARC. Hence, the GOC offer that Restrepo meet with FARC 
negotiators to discuss the conditions of an &encounter 

zone8 where talks on a humanitarian accord could occur. He 
reiterated that GOC outreach to the FARC is complicated by 
the lack of reliable interlocutors. The Catholic Church has 


no contact with the FARC Secretariat, and it is unclear to 
what extent Carlos Lozano and Alvaro Leyva speak for the 
group. The FARC has had no communications with the three 
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accompanying countries (Spain, France and Switzerland), but 
Raul Reyes reportedly will soon contact the three. He said 
the GOC has a direct channel, which gives them insight into 
FARC thinking and vice-versa, but clarified that this is not 

a negotiating channel. 


6. (C) Restrepo said the GOC must do a better job managing 
the public relations aspects of possible negotiations. The 
FARC is exploiting the media*and especially Leyva*to 
pressure the GOC to meet its demand that the GOC demilitarize 
two municipalities for talks. Restrepo said President Uribe 

is educating the Colombian public on the issues surrounding a 
humanitarian accord. He cited Uribe,s October 9 public 
declaration that no FARC terrorists released as part of a 

deal would be allowed to return to crime and that the 
European proposal from last December would be a useful 
starting point for talks. (Note: The European proposal calls 

for a smaller demilitarized area and would not allow the 
Colombian military or armed FARC members in the area.) 
Still, Restrepo said the GOC cannot continue to use Uribe as 
its spokesman. It needs to exercise greater discipline in 

its message and public comments. He said the GOC plans to 
set up a communications team that will reach out to key 
opinion-makers to highlight the FARC,s cynical manipulation 
of the hostages and their families. 

WOOD 
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DEPARTMENT FOR EAP, EAP/MLS 
PACOM FOR FPA HUSO 

NSC FOR MORROW 


E.O. 12958: DECL: 10/12/2016 
TAGS: PGOV, PREL, PHUM, MARR, MASS, TH 
SUBJECT: OCTOBER 12 UPDATE: NEW LEGISLATURE NAMED 


REF: BANGKOK 636 
Classified By: DCM Alexander A. Arvizu. Reason 1.4 (a and d) 


1. (C) Summary. The King approved the appointment of 242 
persons to the interim National Legislative Assembly. The 
legislators come from a cross-section of Thai society and 
include 35 active duty military. The military permitted a 

small pro-democracy gathering in Bangkok. Soldiers remain 
posted at Thai TV stations but are no longer in newsrooms or 
studios. Interim Prime Minister Surayud plans to visit Laos 
and Cambodia this weekend. Media reports speculate that 
Thailand\'s senior police official, Police General Kowit 
Wattana, may be on the way out. Stories about widespread 
flooding dominate the local media -- pushing political 

stories to the second page. End Summary. 


NATIONAL LEGISLATIVE ASSEMBLY APPOINTED 


2. (U) The King endorsed the 242 members of the 
CNS-selected National Legislative Assembly (NLA) today. It 
consisted of prominent figures from the government, NGOs, 
academia, business, and military sectors. Of the 61 military 
men in the Assembly, 35 are still on active duty, including 
Privy Councillor General Prem\'s current Chief of Staff, Vice 
Admiral Phajun Tamratheep and General Paisarn Katanyoo, 
Deputy Army CINC and close aide to CNS Chairman General 
Sonthi. 


3. (U) Representatives from various political parties were 

also named, including Surin Pitsuwan of the Democrat Party, 
Akkarapol Sorasuchart of Mahachon and Kanchana Silapa-archa 
of Chat Thai. Other notable figures included Foreign 

Ministry Permsec Krit Garnjana-Goonchorn, and interim 
Constitution drafters Meechai Ruchuphan and Borwornsak 
Uwanno. Others include former Deputy PM under Thaksin, 
Wissanu Krea-ngarm, as well as controversial Muslim cleric 
Ismail Lutfi Japakiya, rector of the Yala Islamic College. 


MILITARY DOES NOT INTERFERE WITH DEMOCRACY PROTEST 


Column 3 


4. (C) On October 11, a group of about 15 protesters held a 
demonstration at Democracy Monument in Bangkok to commemorate 
what would have been the ninth anniversary of the 
promulgation of the 1997 Constitution. The gathering was 
organized by members of the Campaign for Popular Media 
Reform, headed by Supinya Klangnarong. The group called for 
the immediate lifting of bans on civil liberties and the 

lifting of martial law. They then laid wreaths at the foot 

of the Democracy Monument to \"mourn the lost constitution." 
The military took no action to prevent the demonstration, and 
none of the demonstrators were detained for violating the 
decree banning political gatherings of more than five 

persons. In a telephone conversation with POL/FSN, Supinya 
reported that the demonstration was monitored by about 10 
police officers, but the officers did not interfere with the 
demonstration. 


MILITARY PRESENCE REMAINS AT TV STATIONS 


5. (C) Our media contacts report that soldiers remain at 
several Thai TV stations although they are no longer in 
newsrooms or studios. 


FLOODING AND SHIN CORP SALE DOMINATE MEDIA 


6. (U) Lead press stories in the papers and electronic 

media on October 12 focused on flooding throughout Thailand 

-- which could be the worst seen in Bangkok in a decade. For 
most media, the second most prominent story focused on 
discussions between Thai and Singaporean officials about 
whether Temasek Holdings of Singapore\'s 96 percent purchase 
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of former PM Thaksin\'s Shinawatra Corporation would be 
allowed to stand or whether Temasek must reduce its holding 
to 49 percent. 


CORRUPTION INVESTIGATIONS UNDERWAY 


7. (U) Two government bodies are conducting investigations 
into alleged corruption committed by officials in the 

previous government. The National Counter-Corruption 
Commission was revived after a long hiatus (reftel). The CDR 
also created the Asset Examination Council (AEC), a special 
committee set up with a one-year mandate to delve into major, 
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politically motivated corruption cases. The AEC has 

identified eight major cases that they will pursue, including 

the CTX scanners at the new airport, the tax liability of 
Thaksin\'s two children in the Shin Corp sale, and EX-IM Bank 
loan to Burma. We anticipate that the AEC will want to act 

as quickly as possible to document and publicize their 

findings on major corruption issues. Initial findings may be 
announced this month. 


POLICE BOSS BEING PUSHED OUT? 


8. (C) Media sources report that CNS member, Police General 
Kowit Wattana, has been stripped of some recently granted 
powers and may be forced out of his current job as Thailand\'s 
top cop. Kowit, who appeared to be a late-comer in 

supporting the coup, was made Chair of the Interim Police 
Commission -- a post previously held by Thaksin himself -- 
shortly following the coup. Today it was announced that, 
although he will remain National Police Chief, Kowit will be 
replaced by interim PM Surayud as Chair of the Commission. 
The move prompts some to speculate that Kowit may eventually 
be put out to pasture altogether due to his recent decision 

to go ahead with promoting a number of Thaksin loyalists 

within the police. 


SURAYUD PLANS TO VISIT LAOS AND CAMBODIA 


9. (U) Interim Prime Minister Surayud has announced he will 
visit Laos on October 14 and Cambodia on October 15; this 
will be his first foreign travel as head of government. He 

will be accompanied by Foreign Minister Nitya Pibulsonggram 
and Finance Minister Pridiyathorn Devakula but will not 

travel with anyone from the Council for National Security. 
BOYCE 
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DEPARTMENT FOR EAP, ISN, AND IO 


E.O. 12958: DECL: 10/12/2016 

TAGS: KNNP, PREL, PARM, BX 

SUBJECT: BRUNEI AGREES WITH U.S. VIEWS ON NORTH KOREAN 
NUCLEAR TEST 


REF: SECSTATE 169418 
Classified By: CDA Justin Friedman, reasons 1.4 (b) € (d) 


1. (C) Charge delivered reftel demarche to Hj Maimunah, 
Deputy Permanent Secretary at the Ministry of Foreign Affairs 
and Trade (MFAT) on October 11. Maimunah agreed fully with 
the U.S. assessment that North Korea\'s \"destabilizing\" 
actions showed a \"reckless disregard for peace and security." 
She said that the GoB had anticipated that North Korea would 
proceed with the test, given the DPRK\'s actions and 
non-response to ASEAN\'s criticism of the July missile tests. 


2. (C) Maimunah said that the GoB supported freezing DPRK 
assets in response to these actions. Brunei authorities had 
already used existing anti-money laundering law powers to 
search local financial institutions and property records, but 
had failed to find any DPRK-linked assets. She added that 
she had seen a draft UNSC resolution, noting Japan\'s 
hard-line position, and said that Brunei would support a 
consensus decision by the Security Council. 


3. (C) In response to our request for a public statement to 

reflect these private views, Maimunah cautioned that it would 

be very unusual for the GoB to issue a statement. She said 

that under these circumstances Brunei would more likely join 

in an ASEAN statement. She said that the MFAT was actively 
consulting with its ASEAN partners, but it was too early to 

look for any statement to be issued by ASEAN as a group. She 
emphasized that ASEAN had already made a clear statement on 
July 27condemning DPRK\'s missile tests and urging the renewal 
of the six-party talks. 

FRIEDMAN 
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STATE FOR EAP/CM 
NSC FOR WILDER 


E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, CH, JA, TW, KN 
SUBJECT: EAP DAS CHRISTENSEN AND SHANGHAI SCHOLARS 


CLASSIFIED BY: Simon Schuchat, Deputy Principle Officer, , US 
Consulate Shanghai. 
REASON: 1.4 (b), (d) 


1. (C) SUMMARY: During a wide-ranging lunch discussion with EAP 
DAS Christensen on September 14, several of Shanghai\'s prominent 
international relations scholars stressed that it was important 

for China and the United States to have a clear understanding of 
each others positions. Two scholars acknowledged that China 
could do more to pressure North Korea to return to the Six-Party 
talks, but said it was unlikely that China would take on a 

tougher position for fear that it would lead to the regime\'s 

collapse and regional instability. One scholar characterized 

the recent protests in Taiwan as chaotic and said that President 
Chen Shui-bian would step down if asked by the United States. 

The scholars also reported that current Prime Minister and at 

the time Japanese Chief Cabinet Secretary Shinzo Abe was 
interested in visiting China in October and said that such a 

visit would be a good thing. The scholars did not believe 
Shanghai\'s pension scandal would affect Shanghai government 
operations or the economy. (Note: This was before former 
Shanghai Party Secretary Chen Liangyu was removed from office on 
September 24. End Note.) They personally supported the goal of 
democracy, but acknowledged that political reform in China would 
be a long-term process. End Summary. 


2. (SBU) Consul General hosted a lunch on September 14 for EAP 
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DAS Christensen Shanghai Association of American Studies 
President Ding Xinghao, with several prominent Shanghai 

scholars, including Shanghai Academy of Social Sciences (SASS) 
Vice President Huang Renwei, Fudan University Center for 
American Studies (CAS) President Shen Dingli, CAS Professor Ren 
Xiao, and Shanghai Institute of International Studies (SIIS) 

Director of Academic Exchanges Shao Yuqun. Deputy Consul 
General, Public Affairs Officer, and Poloff also attended the 

lunch. 


3. (C) The scholars probed DAS Christensen for the U.S. 
bottomline on North Korea. CAS Director Shen (protect) said it 
was important that the United States provide clear signals on 
North Korea. He added that the missile tests should not be the 
U.S. bottom-line and warned that the worst possible case 
scenario would be for North Korea to obtain nuclear weapons. He 
acknowledged that China could do more to pressure North Korea to 
return to the Six-Party talks, but added that it was in China\'s 
interest to maintain the current regime. According to Shen, as 
long as the Kim Jong-Il regime remained in power, the United 
States would be forced to rely on China to rein it in. He added 
that China must similarly rely on the United States to rein in 
Taiwan President Chen Shui-bian. He said, therefore, these two 
problems were linked and China would not take a tough position 
towards North Korea until it was confident that the United 

States was committed to containing Taiwan independence. 


4. (C) SASS Vice President Huang (protect) disagreed that 
Taiwan and North Korea were linked. He agreed, however, that 
China could be more proactive. He said China was not willing to 
take a tougher stance towards North Korea because it feared the 
consequences of regime collapse. He added that in discussing 
North Korea, one must understand that there was nothing that can 
be done to change the leadership or power structure of the 
regime. He compared it to Yugoslavia and said that the collapse 
of such authoritarian regimes always led to chaos. Fudan 
University\'s Ren (protect) and Shen said that there were 
indications that North Korea\'s economy was improving and that it 
was interested in economic reform. Ren had recently traveled to 
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North Korea where he saw fields of corn. Shen had recently 
hosted two North Korean diplomats who were very interested in 
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learning about economic issues. DAS Christensen said he would 
welcome these developments if they were true, but cautioned that 
economic reforms, at best, were a long process and that one 
should not rely on such minor indications as evidence of North 
Korea\'s commitment to economic reform. Moreover, we can not 
afford to wait to see if North Korea will really carry out 

meaningful reforms over time while Pyongyang, in the meantime, 
is developing a nuclear arsenal. He urged that China be more 
proactive in encouraging North Korea to return to the Six-Party 
talks and implement the September 19, 2005 joint agreement. 


5. (C) Huang characterized recent protests in Taiwan as 
chaotic. He asked whether the United States would interfere and 
tell President Chen Shui-bian to step down. DAS Christensen 
said that these protests were a part of the democratic process 
and that it was not appropriate for the United States to 

interfere. The United States does not pick and choose 

individual leaders for election or removal from office within 
democracies, but instead insists on a peaceful and legal 

political process. Huang said President Chen would step down if 
asked by the United States, but did not say whether he thought 
this would be a good thing. 


6. (C) DAS Christensen expressed hope that Japan and China 
could improve bilateral relations. He added that disagreements 
over historical issues had become too exaggerated and urged that 
Asian countries resolve the issue among themselves. Ren noted 
that there were reports that at the time Chief Cabinet Secretary 
and currently Prime Minister Shinzo Abe would like to visit 

China in October. Shen thought that this was a good sign and 
said China should be proactive and invite Abe. According to 
Huang, not only would this make China look good, but Abe would 
not be able to refuse the invitation. 
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7. (C) SIIS Shao Yuqun (protect) raised the U.S. role in 

Central Asia and the Shanghai Cooperation Organization (SCO). 
She noted that there appeared to be a lot of discussions in the 
United States on the SCO and suggested that there should be 
Track Il discussions on the issue to avoid any misunderstanding 
between the United States and China. She also noted that much of 
USG policy towards Central Asia depended on a stable 
Afghanistan, but presently Afghanistan was not stable. DAS 
Christensen agreed that more needed to be done to promote 
stability in Afghanistan and encouraged China to play a bigger 
role in this area, for example by fulfilling its existing 

pledges to deliver foreign aid. He added while some Americans 
worried about China\'s increased activity in the region, he 
thought that this activity was positive as long as it led to 

greater regional stability. 


8. (C) Huang asked for more clarification of DAS Christensen\'s 
view on the concept of \"responsible stakeholder.\" DAS 
Christensen repeated his comments made to students at a 
roundtable at Fudan (septel). He said China had not yet become 
the responsible stakeholder that Deputy Secretary Zoellick had 
envisioned and urged that China fully use its powers to play a 
more positive role in the international arena. Ding (protect) 
noted that there continued to be strategic misunderstandings 
between the United States and China and that international 
issues affected China\'s domestic development. He urged that 
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more be done to improve communication between the two countries. 
DAS Christensen agreed and added that good U.S.-China relations 
had a positive effect on China\'s internal situation. He added 

that the United States would continue the senior dialogue that 

had been chaired by former Deputy Secretary Zoellick. The next 
round would be chaired by U/S Nick Burns. 
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9. (C) The Consul General asked about the impact of the recent 
pension scandal in Shanghai. Huang said that while the scandal 
was significant, he did not think it would influence the 

Shanghai government\'s operations or the economy. He added that 
the central government was investigating five or six additional 
cases of corruption, each of which was huge. Ding said he heard 
that one of the cases involved the wife of Executive Vice 

Premier Huang Ju. (Note: Ding made his comments prior to the 
removal of Shanghai Party Secretary Chen Liangyu. End Note.) 
Shen noted that as China had become wealthier, public servants 
were faced with more temptations and it was only human nature 
that there would be such corruption problems. 


10. (C) The scholars discussed ChinaYs development at length 
and said that in general China was on the right path. Ren said 
that most intellectuals believed that democracy was a worthy 
goal for China. He did not indicate, however, whether the 
government shared this belief. Ren was optimistic about China\'s 
future, but noted that China faced several difficult problems 
that it must carefully manage. Shen added that one of the 
disadvantages of a communist government was that when the 
government made a mistake, it had disastrous results. All of 
the scholars agreed that China faced significant challenges and 
that political reform would be a long-term process. 


11. (U) DAS Christensen cleared this message. 
JARRETT 
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E.O. 12958: DECL: 10/06/2011 

TAGS: PGOV, PTER, SOCI, KISL, PHUM, ID 

SUBJECT: MUHAMMADIYAH YOUTH CONCERNED ABOUT EXTREMISM AMONG 
ITS LEADERSHIP 


REF: JAKARTA 10134 
Classified By: Political Officer Catherine E. Sweet, Reason 1.4(d) 


1. (C) Summary. On October 2 and 3, Poloff made courtesy 
calls on Muhammadiyah Youth Chairman Izzul Muslimin and 
Secretary General Gunawan Hidayat. As part of its six-month 


SIPDIS 

strategic plan, the Muhammadiyah Youth Central Board will 
carry out a \"census\" of local Muhammadiyah Youth leaders 
nationwide, designed in part to determine whether these local 
officials are loyal to Muhammadiyah or, conversely, are 
affiliated with other, more radical Islamist groups like 

Majlis Mujahidin Islam, Hizbut Tahrir Indonesia or Dewan 
Dakwah Islam Indonesia, which have been challenging 
mainstream Muslim organizations. While the Central Board 
suspects that a significant number of local Muhammadiyah 
Youth officials hold dual loyalties, they have not been able 

to quantify the extent of the problem. The Central Board 

will try to \"pull backW those leaders with dual loyalties; 

failing that, the individuals will be expelled from 
Muhammadiyah Youth. Muhammadiyah Youth is also considering 
inviting radical groups to join in an accord on what 

materials and methodologies should be used to train Muslim 
religious leaders; they believe the radicals would be 
receptive. Finally, Muslimin reiterated Muhammadiyah Youth\'s 
opposition to the establishment of an Islamic state. End 
Summary. 


\"They Must Choose" Poll to Determine Leaders! Loyalties 


2. (C) On October 2 and 3, Poloff made courtesy calls on the 
Chairman and Secretary General of Muhammadiyah Youth (Pemuda 
Muhammadiyah), Izzul Muslimin and Gunawan Hidayat. Pemuda 
Muhammadiyah is one of eight autonomous organizations falling 
under the Muhammadiyah rubric (the other seven are Aisyiyah, 

a women\'s organization; Nasyiatul Aisyiyah, the women\'s 
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Pemuda Muhammadiyah counterpart; Ikatan Remaja Muhammadiyah, 
the junior student wing; Ikatan Mahasiswa Muhammadiyah, for 
university students; Tapak Suci Putra Muhammadiyah, a martial 
arts group; and Hisbul Wathan, a scouting troop). Muslimin 
estimates that Muhammadiyah Youth\'s current membership totals 
approximately seven million, not all of whom are members of 

the parent Muhammadiyah (only those who would like to serve 

in leadership positions are required to join the larger 

organization). According to him, Muhammadiyah Youth\'s 

primary function is helping young Muslims realize their 

potential to carry out Muhammadiyah\'s overall goal: bringing 
Muslims back to original Islamic teachings and convincing 
non-Muslims to join the faith so that a \"true\" Islamic 

community may be realized. 


3. (C) Secretary General Gunawan described the 
organization\'s six-month strategic plan, which covers both 

the mundane (fostering business networks among Muhammadiyah 
entrepreneurs) and the unexpected. An example of the latter 
is the Muhammadiyah Youth Central Board\'s decision to carry 
out a \"census\" of local Muhammadiyah Youth leaders 
nationwide, designed to measure how adept they are at 
proselytizing (dakwah) and articulating Muhammadiyah\'s 
mission. However, a more important goal of the census is 
determining whether these local officials are loyal to 
Muhammadiyah or, conversely, are affiliated with other, more 
radical Islamist groups like Majlis Mujahidin Islam (MMI, led 

by Abu Bakar BaVasyir), Hizbut Tahrir Indonesia (HT!) or 
Dewan Dakwah Islam Indonesia (DDI!). 


4. (C) According to Gunawan, extremist groups have been 
trying to \"infiltrate\" Muhammadiyah for at least two years. 
While the Central Board suspects that a significant number of 
local Muhammadiyah Youth officials hold dual loyalties, they 
have not been able to quantify the extent of the problem. 
They hope that with the census, they will have hard data upon 
which they may act. (Note. Assessig the officials\' loyalty 

is particularly importat since Muhammadiyah Youth is often 
the proving round for future Muhammadiyah leaders; current 
Muammadiyah Chairman Din Syamsuddin, for one, is a frmer 
Muhammadiyah Youth Chairman. End Note.) 

5. (C) Gunawan said that elected Muhammadiyah Youh 
officials are not permitted to affiliate with rganizations 

like MMI and HTI (whose ideologies dffer widely from 
Muhammadiyah\'s). If the censusfinds that an elected leader 
has sympathies for uch hard-line groups, the Central Board 
will tryto \"pull him back\" to Muhammadiyah. Failing that, 


h( eader will be expelled from Muhammadiyah Youth. \"They 
must h(o+e,\" commented Gunawan. ome former Muhammadiyah Youth members 
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who opted to leave the organization and join ranks with 
radical groups, and found that their reasons for leaving were 
generally personal or rooted in dissatisfaction with 
Muhammadiyah\'s ideology. 


6. (C) Gunawan noted that radical organizations are 
challenging mainstream Muslim organizations (particularly the 
youth and student branches and especially in Jakarta), citing 
Hizbut Tahrir Indonesia and the Indonesian Muslim Student 
Action Union (KAMMI, the student wing of the Prosperous 
Justice Party, or PKS) as particularly aggressive. He said 
that these groups must be monitored to see what recruitment 
methods they are using, how they are training their members, 
and how they are using the media to advance their agendas. 
Gunawan commented that the hardliners have taken advantage of 
popular rage over the situation in Iraq and, most recently, 

the war in Lebanon to attract supporters. 


Talking to the Radicals 


7. (C) With regard to violent radical groups like MMI, 

Gunawan said the Muhammadiyah Youth Central Board believes in 
the power of dialogue to convince the radicals to renounce 
violence. In fact, he said, Muhammadiyah Youth has come up 
with a specific \"ideological re-education\" program for MMI. 

They are also considering inviting radical groups to join in 

an accord on what materials and methodologies should be used 
to train Muslim religious leaders, so that when a group 

carries out an action whose legitimacy is questioned by 

others (for example, MMI\'s attacks on the Ahmadiyah sect), 
there are agreed-upon references which may be consulted and 
used to referee the dispute. Although Muhammadiyah Youth has 
not yet presented this idea to their hard-line colleagues, 
Gunawan believes this would be an attractive proposal for the 
radicals since \"it is not political, but is just about 

training.\" 


8. (C) In contrast to their extremist rivals, Chairman 

Muslimin volunteered that Muhammadiyah Youth is opposed to 
the establishment of an Islamic state. Muslimin pointed to 

the difficulty, among other issues, of determining whose 
interpretation of shariVa should be applied. He added that 
Muhammadiyah Youth also disagreed with the creation of local 
shariVa bylaws (Wperda syariah\"), but noted that the 
appelation \"shari\'a\" was being applied too broadly. Rather, 
he contended, some of the so-called perda syariah, such as 
anti-gambling statutes, were instead \"morality laws.\" 
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Muslimin indicated support for such laws, which complement 
Muhammadiyah\'s guiding principle of encouraging government to 
rule in a way that is consistent with Islamic principles, 

while still remaining technically secular. Muslimin was 

curious about state and local laws in the United States, 

asking whether alcohol, for example, was banned in certain 
areas. 
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FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 10/13/06 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


North Korea nuclear threat: 

4) US, Japan pushing for strong UNSC sanctions on North Korea, 
trying to persuade China, Russia to follow suit 

5) Government plans to speed up introduction of missile-defense 
SM-3s next year 

6) Government considering special law on rear support for US\' 
maritime interdictions of North Korea ships 

7) Government under pressure to act in case of maritime interdiction 


8) Prime Minister Abe: Only natural for Japan to study notion of 
having enemy-base strike capability 

9) Diet replies on regional contingencies, sanctions on North Korea, 
US-Japan alliance and missile defense 

10) Minshuto (Democratic Party of Japan) split on Diet actions on 
security issues: against extending ant-terror law but would accept 
elevating JDA to a ministry 

11) Abe was preparing in July for additional sanction measures on 
North Korea 

12) Low-interest financing for companies hurt by ban on trade with 
North Korea 


13) Current period of steady economic growth is about to become the 
longest in postwar Japan 


Articles: 
1) TOP HEADLINES 


Asahi: 
Tokyo High Court orders hospital to pay compensation for baby switch 


Mainichi: 

Wakayama prefectural government involved in bid-rigging scandal: 
Chief cashier and other officials arrested; Osaka prosecutors to 
pursue governor\'s involvement 


Yomiuri: 
Government now discussing feasibility of refueling US vessels tasked 
with ship inspections 
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Nihon Keizai: 
Fukuoka Bank to acquire Kyushu Shinwa Holdings as subsidiary 


Sankei: 
US does not rule out use of armed force in sanctions resolution on 
North Korea likely to be adopted as soon as today 


Tokyo Shimbun: 
LDP now discussing law on ship inspections; Government examining the 
applicability of contingency law 


Akahata: 

JCP\'s survey results: Consumer loan firms found to have provided 
19.49 million yen to LDP, New Komeito in 2003-2005; Five current 
cabinet members received money 
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2) EDITORIALS 


Asahi: 

(1) Japan\'s unilateral sanctions: International unity first 

priority 

(2) Newspaper week: We want to tell the readership about importance 
of facts 


Mainichi: 

(1) Japan\'s unilateral sanctions: Joint action with China, South 
Korea essential to enhance effectiveness 

(2) Tokyo air pollution suit: Settlement needed for early relief of 
victims 


Yomiuri: 

(1) Sanctions on North Korea: New legislation needed to prepare for 
current crisis 

(2) Full discharge of debts: We hope for better service from banks 


Nihon Keizai: 

(1) Four-year-and-nine-month economic recovery? Britain now in its 
14th year of growth 

(2) Be cautious about oilfield project in Iran 


Sankei: 

(1) Japan\'s unilateral sanctions: We support Abe administration\'s 
decision 

(2) Return of captain of the boat shot by Russian Coast Guard: This 
is not the end of the story 
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Tokyo Shimbun: 

(1) Current expansion ties the longest in postwar era 

(2) China\'s plan to narrow social disparities: Is it possible to 
achieve fairness? 


Akahata: 
Mutual relief: It\'s unacceptable to smash mutual aid associations 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, October 12 


NIHON KEIZAI (Page 2) (Full) 
October 13, 2006 


08:01 
Met Deputy Chief Cabinet Secretary Suzuki at the Prime Minister\'s 
Official Residence (Kantei). 


09:00 
Upper House Budget Committee meeting. 


11:58 
Arrived at the Kantei. 


13:00 
Upper House Budget Committee meeting. 


17:04 
Met Cabinet Intelligence Director Mitani. Then meeting of cabinet 
minister related to monthly economic report. 
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18:28 
Met State Minister for Economic and Fiscal Policy Ota. 


19:00 

Received telephone call from Indonesian President Yudohoyono. Chief 
Cabinet Secretary Shiozaki and Special Advisors to the Prime 

Minister Koike and Seko were present. 


19:56 
Returned to private residence at Tomigaya. 


4) Japan, US launch swift offensive against North Korea at UNSC with 
harsh sanctions 


YOMIURI (Page 2) (Excerpts) 


Column 3 
October 13, 2006 


Yoshikazu Shirakawa, New York 


The United States circulated a final draft resolution calling for 

sanctions against North Korea for its nuclear test to the permanent 
member nations of the United Nations Security Council on Oct. 12. 

The US revised the original draft to reflect the concerns of China 

and Russia. By coming up with a final draft resolution calling for 

harsh sanctions under Chapter 7 of the UN Charter, the US 
demonstrated its determination to bring about powerful, swift action 

from the UNSC. China and Russia now have no excuse for opposing the 
heightening of pressure on North Korea for its provocative act, 

losing ground to the quick offensive taken by Japan and the US. 


Speaking to reporters on the evening of Oct. 11, Ambassador to the 
UN John Bolton indicated a willingness to accelerate procedures for 
adopting the resolution, saying, \"Although we are ready to respond 
to further discussion, it is necessary to take quick action tomorrow 

(the 12th) in order to have the resolution adopted by the weekend." 


The US has constantly taken the initiative at the UNSC in dealing 
with the issue of North Korea\'s nuclear test. Within 24 hours after 
the North announced it had conducted a nuclear test, the US 
presented a draft resolution calling for sanctions. While China and 
Russia were reserving a reply, the view that \"a tough resolution 
should be quickly taken\" dominated the UNSC. 


The resolution includes wide-ranging measures, such as ship 
inspections, a ban on arms exports, and financial sanctions, in 
addition to measures to prevent the transfer of weapons of mass 
destruction. These measures show that the US had started carefully 
drafting the resolution even from before the North conducted the 
nuclear test. 


In the final version, the words \"within 30 days\" inserted in the 
draft resolution as the deadline for implementing sanctions were 
erased, reflecting the proposals by China and Russia to some 
extent. 


5) Gow\'t to introduce SM-3 missiles next year for 
earlier-than-scheduled deployment 


ASAHI (Page 4) (Full) 
October 13, 2006 
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In the wake of North Korea\'s proclamation of a nuclear test, the 
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government decided yesterday to frontload its planned introduction 

of sea-based Standard Missile 3 (SM-3) missiles for missile defense 
(MD) and will introduce the SM-3 earlier than scheduled within the 
calendar year of 2007, Defense Agency Director General Kyuma stated 
before the House of Councillors Budget Committee in its meeting 
yesterday. Japan\'s SM-3 introduction was initially scheduled for 

late fiscal 2007. 


Asked about MD deployment, Prime Minister Abe vowed to expedite 
Japan\'s MD deployment. The budget is limited, but we would like to 
make efforts to push for it in response to such a situation," Abe 

stated in his reply before the committee. Kyuma also stated that the 
government would have to consider moving up the schedule in order to 
remove public anxiety. He then clarified that the Defense Agency 
would introduce the SM-3 within 2007. They were replying to 

questions from Jiro Aichi of the ruling Liberal Democratic Party. 


Meanwhile, in response to North Korea\'s missile launches in July, 

the government has already decided to move up its planned 
acquisition of ground-based Patriot Advanced Capability 3 (PAC-3) 
missiles for earlier-than-scheduled deployment. The government plans 
to purchase PAC-3 missiles in fiscal 2008 and afterward but will 
purchase some of them in fiscal 2007. 


6) Government eyes special law for rear support for maritime 
interdictions 


ASAHI (Page 1) (Full) 
October 13, 2006 


The government yesterday launched a discussion on special 
legislation to enable the Self-Defense Force to offer rear support 

for ship inspections being carried out on vessels traveling to and 

from North Korea. The rear support would focus on fueling and other 
services. The United Nations Security Council will soon adopt a 
resolution calling for sanctions against North Korea because of its 
announced nuclear test. Japan expects the resolution will include a 
ship-inspection measure. The Liberal Democratic Party also asked the 
government yesterday to prepare special legislation to enable 
Japan\'s rear support for such maritime interdictions. 


In a House of Councillors Budget Committee meeting yesterday, Prime 
Minister Abe said, \"Assuming various contingencies, we must look 
into what measures Japan will be able to take.\" An aide to the prime 
minister also admitted that the government started a discussion on 
response measures, including a special law, and said, \"The prime 
minister should make a final decision.\" 


Under the current relevant law, the Maritime Self-Defense Force 
(MSDF) is allowed to carry out its own ship searches on the high 
seas on the condition that there is a contingency going on near 


Column 3 

Japan. The government, however, has judged it difficult to come up 
with this definition under the current situation. Regarding 
rear-support fueling services as stipulated in the Regional 
Contingency Law, as well, such services are limited to the US 
military and they must occur in Japan\'s territorial waters. Given 
this, the government has started mapping out a special law. 


In a meeting yesterday of the Policy Research Council to Deal with 
North Korea\'s Nuclear Test, the LDP also called for legislation to 
be prepared to allow Japan to support maritime interdictions being 
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carried out by vessels of other countries. 


Defense Agency Director General Kyuma said in the Upper House Budget 
Committee meeting yesterday: 


“Nobody knows what would happen when countries begin to take action 
in accordance with the UN resolution. There is even the possibility 

that areas near Japan might fall into a state that can be recognized 

as an emergency. 


7) UNSC resolution on maritime inspections: Government forced into 
difficult choice; Recognizing contingency key to support 


TOKYO SHIMBUN (Page 2) (Slightly Abridged) 
October 13, 2006 


Maritime inspections of ships to ensure enforcement of economic 
sanctions can involve the use of force, such as firing warning shots 
and seizing ships. Though the government has thus far characterized 
such actions an unconstitutional, the United Nations Security 

Council (UNSC) is now discussing inspections of ships to and from 
North Korea. Following these moves, the possibility has emerged that 
the Abe administration will be forced to steel itself for the 

challenge and make a difficult choice. 


In the event of the UNSC incorporating maritime ship inspections in 
its resolution, options available to Japan in compliance with the 
existing law will be: (1) carrying out ship inspections; (2) 

providing logistical support; or (3) not taking part in such 
inspections. The circumstances are, however, complex. 


International law defines maritime inspections as naval ships 
stopping vessels and checking whether they are transporting banned 
good. If the vessel does not follow the order to stop, warning shots 
might be fired. If banned goods are found, the vessel could be 
seized. 
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Based on the interpretation that firing warning shots and seizing 
vessels fall under the use of armed force or the threat to do so, 
acts banned under Article 9 of the Constitution, the government has 
thus far taken the position that maritime inspections of ships are 
unconstitutional. 


For this reason, Japan has established the Vessels Inspection 
Activities Law, which allows it to board and inspect the vessels of 
third countries in the event of a contingency in an area surrounding 
Japan, thereby positioning such an act as replacing conventional 
naval inspections. 


However, doubts have been cast about the efficacy of this kind of 
ship search, because unlike naval inspections, firing warning shots 
is not allowed. They have no power of coercion, either. 


That is why the range of options available to Japan includes 
providing logistical support to US military vessels carrying out 
maritime inspections of ships. 


However, in both cases the government needs to recognize a 
contingency in an area surrounding Japan before the Maritime 
Self-Defense Force can operate. 


The Law Concerning Measures to Ensure the Peace and Security of 
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Japan in Situations in Areas Surrounding Japan stipulates a 
contingency in an area surrounding Japan as a situation that could 
lead to a direct armed attack if it is left unneeded. As to whether 
that would include the current situation, the prevailing view in the 
Defense Agency (JDA) was at first that the situation was not that 
serious, according to a senior JDA official. 


However, the situation has changed due to sanctions discussions by 
the UNSC. 


There are six categories for the recognition of a contingency in an 
area surrounding Japan, including the outbreak of an armed conflict 
or the acts of a specific country being determined by the UNSC to be 
a threat to peace and the subject of economic sanctions. In North 
Korea\'s case, there is the possibility of that maritime inspections 

of ships could lead to an exchange of fire. There is also a growing 
consensus that the UNSC\'s sanctions resolution following North 
Korea\'s announcement that it has carried out a nuclear test falls 
under some of those six categories. 


8) Attack on enemy bases: \"Considering such a possibility is 
natural,\" says prime minister; JDA director general remains 
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cautious 


TOKYO SHIMBUN (Page 2) (Excerpts) 
October 13, 2006 


Regarding Japan\'s response in the event of an imminent missile 
launch against Japan, Prime Minister Abe during yesterday\'s Upper 
House Budget Committee meeting stated, \"It is only natural for us to 
always consider and study what should be done in order to defend out 
country." He thus indicated his position supporting study of the 

idea of obtaining the capability to strike enemy bases. 


At the same time, Defense Agency Director-General Akio Kyuma 
expressed caution about the use of force, noting: \"Our country\'s 
position has been that it uses a shield but does not possess arms. 
We will, in principle, relegate the job of attacking enemy bases to 
the US military.\" 


9) Abe: Japan to enforce sanctions due to growing threat from North 
Korea; Japan-US alliance\'s deterrence rock solid 


ASAHI (Page 4) (Abridged) 
October 13, 2006 


The following is a gist of Diet interpellations from yesterdays\' 
House of Councillors Budget Committee session. 


Situations in areas surrounding Japan 


Keiichiro Asao (Democratic Party of Japan-Minshuto): Does North 
Korea\'s conduct this time fall under the category of \"situations in 
areas surrounding Japan\" as a legal grounds for ship inspection? 


Prime Minister Abe: The situation is changing every moment, so we 
will have to consider at all times how Japan can respond while 
anticipating every possible situation. 


Defense Agency Director-General Kyuma: | don\'t think the present 
situation falls under the category of situations in areas 
surrounding Japan. However, when various countries are beginning to 
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take actions in line with a United Nations resolution, circumstance 
may emerge that require recognition as a situation (i.e., a 
contingency) in areas surrounding Japan. 


Abe: Even if the circumstances are recognized as a situation in 
areas surrounding Japan, there are limits to the enforcement of ship 
inspections. At this point, we will need to consider how to respond 
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to such a situation in the international community. That\'s a major 
challenge. 


Sanctions 


Asao: Japan is asking the United Nations Security Council to adopt a 
resolution, but Japan will not participate (in maritime intercept 
operations). Do you think this will pass muster in the international 
community? 


Abe: One may say Japan can\'t do anything in light of its law, so we 
don\'t recognize it (as a contingency) and we don\'t agree (to 
participate in maritime interdictions). That\'s another problem. Each 
country has its own capability. 


Katsutoshi Kaneda (Liberal Democratic Party): Why did the government 
decide to go ahead with unilateral sanctions? 


Abe: North Korea has improved its missile capability and proclaimed 
that it conducted a nuclear test. When we think about this, Japan is 
facing a doubly serious threat. It\'s a threat to the region. At the 
same time, Japan is the very country facing the threat. In such a 
situation, the government decided on severe measures. 


Japan-US alliance 


Gotaro Yoshimura (LDP): If and when Japan faces an increasing danger 
of a nuclear attack, how will the government respond? 


Abe: The United States has declared that an attack on Japan is the 
same as an attack on the United States. The presence of the United 
States and the deterrence of our alliance with the United States are 
rock solid. When I talked with President Bush over the phone, the 
president told me that US deterrence is rock solid. It\'s a message 
to North Korea and the world. 


Missile defense 


Jiro Aichi (LDP): We will have to consider destroying missiles as an 
emergency option within the bounds of invoking the right of 
self-defense. 


Abe: | take it for granted that we will always discuss and study 
what to do in order to defend our country. We\'ve now already set 
about missile defense. The budget is limited, but I\'d like to make 
efforts to push for it in response to such a situation. 


Aichi: What about the government\'s plans for missile defense? 


Kyuma: The MD deployment plans have been budgeted since fiscal 2004 
and will be completed in eight years. The SM-3 (sea-based missiles 
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to be mounted on Aegis ships) is currently scheduled to be 
introduced in late fiscal 2007, but I\'d like to do it within (the 
calendar year of) 2007. 
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10) Minshuto\'s security policy now wavering, with opposition to 
extension of Antiterrorism Special Measures Law but favoring 
upgrading JDA to ministerial status 


SANKEI (Page 5) (Full) 
October 13, 2006 


North Korea\'s recent announcement that it set off a nuclear test not 
only puts to the test the government\'s security policy but also 

rocks the Democratic Party of Japan\'s (Minshuto) security policy. 
Yesterday, the party adopted a policy course of opposing an 
amendment to the Antiterrorism Special Measures Law, but DPJ 
President Ichiro Ozawa supports a bill to upgrade the Defense Agency 
(JDA) to ministry status. The party\'s Policy Committee to Take the 
Reins of Government held its first meeting yesterday, but it is 
unlikely to reach a decision on basic policy until the end of the 

year, while being forced until then to deal with bills in an ad hoc 
manner. 


The Antiterrorism Special Measures Law serves as the legal grounds 
for refueling by the Maritime Self-Defense Force (MSDF) now 
continuing in the Indian Ocean for US and other countries\' vessels. 
As that law is due to expire on Nov. 1, the government has submitted 
to the Diet a bill extending the law for another one year. The Lower 
House Steering Committee in its board meeting yesterday decided to 
have the government explain the purpose of the bill and take 
questions at a plenary session today. 


Meanwhile, Minshuto in its Foreign and Defense Council meeting 
yesterday confirmed a policy course of opposing the bill, saying 
that continuing to extend it piecemeal and that the GOJ has yet to 
sufficiently explain what the law has accomplished. There is, 
however, deep-rooted sentiment within the party in favor of a 
realistic approach, with one junior lawmaker warning, \"That would 
give the impression that our party has turned its back on fighting 
terrorism.\" 


When the same law was amended last year to extend it for one year, 
then DPJ President Seiji Maehara worked to coordinate views in the 
party so as to approve the amendment, but he changed course 
afterward to oppose it in order to preserve harmony within the 

party. The party\'s stance this time is to save face, with a 

mid-level lawmaker noting: \"Given that our party has opposed the 
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bill to date, if we now come out in favor of it, our policy 
consistency will be called into question." 


At the same time, upgrading the JDA to ministerial status has been 

one of Ozawa\'s pet arguments continued since he was the president of 
the Liberal Party (Jiyuto). In fact, Ozawa stated on a commercial TV 
program in late September: \"It\'s not a good thing that the agency in 
charge of national defense is under the Cabinet Office and is unable 

to take the initiative in making policy proposals.\" 


Yesterday, the party\'s Parliamentary Group Aiming to Establish a 
Defense Ministry at an Early Date met yesterday and confirmed that 
the group endorsed upgrading the JDA to a ministerial status. But 
some lawmakers are opposed, citing the bid-rigging scandals 
involving the Defense Facilities Administration Agency and arguing 
that promotion to ministry status would only reward the JDA after 
this malfeasance. So, at the Foreign and Defense Council meeting 
yesterday, the party put off the conclusion. 
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In response to North Korea\'s announcement of a nuclear test, Ozawa 
said on Oct. 9: \"We must take strict containment measures.\" Adding, 
\"North Korea will react (to the measures taken by the international 
community) Y he called on the government to take a resolute 

response. But when the government announced a set of additional 
sanctions on Oct. 11, the party did not issue an official statement. 
Ozawa and his party are now being tested over whether party members 
can unite on security policy. 


11) Prime Minister preparing additional sanctions measures against 
North Korea from July, decision given momentum by change in China\'s 
attitude 


YOMIURI (Page 4) (Excerpts) 
October 13, 2006 


In the background of the government\'s decisions to impose on its own 
additional sanctions measures against North Korea only two days 
after that country announced it had carried out a nuclear weapon 

test lies the fierce determination of Prime Minister Abe, who 

decided to take a strong stand as quickly as possible. The Prime 
Minister already in July (before his election) had anticipated such 

a crisis situation, and directed related bureaus to start 

preparations. 


“North Korea\'s next card is likely to be a nuclear test, so | want 
you to start considering our response should that contingency 
occur," Abe, then chief cabinet secretary, directed Deputy Assistant 


Column 3 
Chief Cabinet Secretary Ando, who was in charge of foreign affairs, 
only a few days after North Korea launched missiles on July 5. 


12) Government helps domestic firms suffering from embargo against 
North Korea, plans to extend low-interest loans 


SANKEI (Page 5) (Full) 
October 13, 2006 


At the first meeting yesterday of the government\'s task force on an 
embargo on North Korea (chaired by Chief Cabinet Secretary Yasuhisa 
Shiozaki) at the Prime Minister\'s Official Residence (Kantei), the 
government decided to take such measures as extending low-interest 
loans via government-affiliated banking institutions to domestic 

firms suffering an economic blow from a total import ban on North 
Korean products. The government will today decide on assistance 
measures to be taken immediately. 


The total import ban on North Korean products is one of Japan\'s 
additional sanctions. Such measures were announced on Oct. 11 and 
will be put into action tomorrow. In the meeting, Shiozaki stated, 
\"They are necessary for the sake of security, but we want to offer 
considerate assistance to firms that have suffered a blow.\" He 
received reports forecasting the impact as well as suggesting 
assistance measures from relevant ministries and agencies, including 
the Ministry of Agriculture, Forestry, and Fisheries and the 

Ministry of Economy, Trade, and Industry. 


Imports from North Korea for fiscal 2005 amounted to some 14.5 
billion yen. Of them, seafood, such as crabs and clams, accounted 
for 28% or so, and matsutake mushrooms and other agricultural 
products accounted for about 12% . 


13) Monthly economic report: Period of current expansion stretches 
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to 57 months, as long as \"Izanagi boom\" 


SANKEI (Page 1) (Excerpts) 
October 13, 2006 


The current economic expansion is equal to the \"Izanagi boom!" 
(November 1965 - July 1970), and it is almost certain that it will 

be the longest postwar boom next month. State Minister in Charge of 
Economic and Fiscal Policy Hiroko Ota submitted the October economic 
report in a meeting of relevant cabinet ministers yesterday. The 

report left unchanged the government\'s basic assessment of the 
economy as \"being on the recovery track.\" The current economic 
expansion that began in February 2002 has stretched to 57 months. 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, PGOV, PHUM, CH, ECON, EFIN 
SUBJECT: DAS CHRISTENSENVS SHANGHAI VISIT 


REF: SHANGHAI 6493 


CLASSIFIED BY: Simon Schuchat, Deputy Principle Officer, , US 
Consulate Shanghai. 
REASON: 1.4 (b), (d) 


1.(C) Summary. During DAS Christensen\'s September 12-14 visit 
to Shanghai, he participated in a Fudan University roundtable, 

and met with Shanghai foreign policy academics, influential 
Shanghainese, and representatives of AmCham Shanghai. His lunch 
with academics was reported in reftel A. During the Fudan 
roundtable, students and faculty discussed Taiwan, North Korea, 

and democracy, and urged the USG to be more proactive in 

reaching out to the Chinese people. Local Shanghainese 

discussed gay rights, rising economic nationalism in China and 

the Sino-Japan relationship. AmCham members discussed changing 
trends in Shanghai\'s business climate and also expressed 

concerns about growing economic nationalism. End Summary. 
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2. (SBU) During a lively roundtable with Fudan University\'s 
Center for American Studies (CAS) students and faculty, DAS 
Christensen engaged participants on a wide range of issues 
including Taiwan, Japan, North Korea, democracy, and U.S. public 
diplomacy efforts. In response to a question about former 

Deputy Secretary Zoellick\'s \"responsible stakeholder\" concept, 
DAS Christensen said the USG was using the concept to encourage 
China to take a more active role in international institutions. 

He added that the United States did not fear China\'s growing 
influence but wanted China to use its power constructively to 

help solve global issues. 


3. (SBU) Students and scholars were interested in the U.S. 
reaction to recent protests in Taiwan that called for President 
Chen Shui-bian to step down. DAS Christensen said the USG did 
not have a position on Taiwan succession and said our main 
concern was that the political process was non-violent and in 
accordance with the Taiwan Constitution. He added that the 
United States supports Taiwan\'s Democracy and that the \"one 
China policy\" requires that the two sides of the Taiwan Strait 
must find peaceful means to resolve cross-strait issues. On 
Japan, DAS Christensen noted that focusing too much on emotional 
historical issues had negatively impacted the Sino-Japanese 
relationship. Both countries needed to find a way to improve 

their relationship. 


4. (C) DAS Christensen said that North Korea had essentially 
backed-out of the agreement reached during the last round of the 
Six-Party talks and was using the sanctions issue as an excuse. 
The United States was willing to help North Korea to implement 
economic reforms but it must first give up its nuclear weapons 
program. China should play a leading role in pushing North 
Korea on this issue. CAS Director Shen Dingli (protect) 
countered that the United States was not giving North Korea an 
opportunity to join the talks and warned that North Korea would 
be more dangerous if it decided against participating in the 
Six-Party process. 


5. (C) CAS Deputy Director Sun Zhe (protect) said some Chinese 
believed USG efforts to promote democracy were an attempt to 
weaken the country. He claimed China had not rejected democracy 
but rather had a different understanding of how to implement it, 

and then suggested that the USG provide China a \"to-do\" list of 
steps to take. DAS Christensen said such a list would be too 
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complex, and stressed that the United States promoted democracy 
because it led to stability. Also, people on the mainland 

should not be too harsh in criticizing Taiwan\'s democracy. 

While Taiwan\'s young democracy had many problems, it was still 
basically healthy and provided an example for the mainland of 

how a democracy can emerge from a one-Party State within a 
Chinese cultural context. 


6. (SBU) The CAS students stressed the need for more efforts 
to improve the U.S. image in China. According to one student, 
people living in poorer areas of China had a more negative 
impression of the United States then those in urban areas. DAS 
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Christensen said that the USG, through its transformational 
diplomacy initiative, would become more proactive in reaching 
out to Chinese people. Another student urged more 
people-to-people programs, noting that she had just returned 
from trip to the United States in which she learned more about 
the country than in all of her coursework. DAS Christensen 
encouraged the students to be proactive in correcting 
misunderstandings about the United States and urged them to 
consider government service. He said it was important for 
people to engage with their government and find ways to shape 
policies. 


7. (C) Ata dinner with a small group of Shanghai \"movers and 
shakers,\" DAS Christensen engaged on a wide range of current 
topics. Gay rights lawyer and activist Zhou Dan (protect) noted 
China\'s recently enacted legislation improved protection of 
rights of people with HIV/AIDS in China. Zhou said there was 
still no legislation protecting gay rights, but acknowledged a 
general positive trend in China since 2001 when homosexuality 
was Classified as a psychological disorder. Many of his clients 
were couples wanting to divorce because one partner was gay. 


8. (C) The Carlyle Group Chief Representative Luo Yi (protect) 
saw both nationalism and protectionism as the motivating factors 
underlying the new M&A rules. Both he and Eric Li (protect), 

the Manager of Chengwei LLC Ventures, a small private equity 
firm which handled China investments for several U.S. colleges, 
viewed the rules as political posturing leading up to the next 
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Party Congress and didn\'t expect any significant change until 
after November 2007. Meanwhile, Carlyle would need to 
restructure some of its deals to work around the regulations. 

Luo said the flare-up over Carlyle\'s efforts to acquire a 
controlling stake in Xugong Manufacturing Group (Ref B) was 
unfortunately the most publicized example of this wave of 
economic nationalism, and that \"he could write a fascinating 
book\" discussing its travails. Luo opined that the USG bore 
some of the blame for the new economic nationalism because of 
the failed CNOOC bid. Acknowledging that the deal was not 
blocked by the Administration, he said that the common Chinese 
person did not differentiate between Congress and the rest of 
the U.S. Government. He quipped that China unfortunately had 
\"learned\" from the United States to use \"national security\" as a 
rationale to protect domestic business. 


9. (C) Turning to international issues, the group discussed 
anti-Japanese sentiments among Chinese. Chief Editor of China 
Daily\'s East China edition Chen Weihua (protect) noted with 
bemusement that it was not his parents, who directly experienced 
the war with Japan, but his daughter who held the strongest 
anti-Japanese attitudes and who had participated in 
anti-Japanese protests. Li thought it was clever of China to 

take the moral high ground with Japan. Japan would isolate 

itself in Asia if it did not face up to its history, but that 

was not necessarily bad for China. 


10. (SBU) During a breakfast meeting hosted by AmCham 
Shanghai, DAS Christensen discussed bilateral relations and 
queried AmCham members on the local business environment. 
AmCham Chairman Jeff Bernstein first briefed the DAS on three 
main trends in Shanghai\'s business environment: Shanghai\'s 
development into a service economy, the emergence of an R&D 
sector in Shanghai (with its accompanying technology transfer 
and IPR issues), and the movement of manufacturing away from 
Shanghai. Overall, AnCham members rated Shanghai as one of the 
best places to do business in China, but acknowledged there were 
still transparency issues that made doing business 

unpredictable. The group raised the issue of China\'s 
\"push-back\" on FDI, reflected in China\'s new M&A regulations. 
They discussed the failed CNOOC bid as well as proposed U.S. 
rules on export controls as factors fueling China\'s growing 
protectionism. 


Column 3 
SHANGHAI 00006494 003 OF 003 


11. (U) DAS Christensen has cleared this cable. 
JARRETT 
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SENSITIVE - DO NOT POST ON INTERNET 


1. (SBU) Summary: Senator Hagel met with Finance Minister Vu Van 
Ninh on October 6 to discuss Vietnam\'s economy and financial system. 
During the meeting Minister Ninh stressed that Vietnam aims to join 
the WTO as soon as possible and that it appreciates the support from 
the U.S. administration and U.S. Congress in the upcoming Permanent 
Normalized Trade Relations (PNTR) vote. Ninh added that the energy 
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sector is very important to Vietnam\'s development and the Government 
of Vietnam (GVN) has developed an energy strategy to better exploit 
these resources. Ninh assured Senator Hagel that Vietnam also 
understands the importance of reforming its banking and financial 
sectors. On infrastructure, Ninh said Vietnam\'s infrastructure 
requires \"huge\" amounts of capital, most of which will have to come 
from foreign investment. He admitted, however, that lengthy 
administrative procedures often hold up decision making and that 
international investors have concerns in this area. The government 
is working hard to address these and other concerns, specifically by 
taking steps to stem corruption. Over the next 20 years, Ninh 
predicted, high-tech, agriculture and marine exports will be areas 

of especially strong growth for Vietnam. End Summary. 


2. (SBU) On October 6, Senator Chuck Hagel (R-NE) engaged Vietnam 
Finance Minister Vu Van Ninh in a cordial, but substantive, 

discussion of the challenges facing Vietnam\'s economy and financial 
system. The Senator was accompanied by the CDA, professional staff 
Rexon Ryu, military escort Lieutenant Colonel Gregg Olson, control 
officer and Embassy notetaker. NinhYs comments were in response to 
the Senator\'s direct questions. 


3. (SBU) WTO and PNTR: Ninh said Vietnam aims to join the WTO as 
soon as possible and that the country appreciates the support from 

the U.S. administration and U.S. Congress in the upcoming Permanent 
Normalized Trade Relations (PNTR) vote. The GVN is greatly 

concerned about the PNTR vote as Vietnam hopes to obtain PNTR by the 
time President Bush arrives in November. \"This is a very important 

time to bring the U.S.-Vietnam relationship to new heights,\" he 

said, adding that Wwe need financial support and investment to 

expedite reforms.\" 


4. (SBU) Addressing Vietnam\'s energy needs: Energy development is 
important to Vietnam\'s development and the Government of Vietnam 
(GVN) has created an energy strategy to exploit its resources, he 
said. The GVN is channeling significant resources from the budget 
to develop thermo- and hydro-electric plants and is working closely 
with foreign investors to exploit oil and gas. The country is also 
building a new refinery so that not all of Vietnam\'s oil will have 

to be exported. Ninh said Vietnam is seeking greater amounts of 
U.S. investment and urged Senator Hagel to encourage energy 
investment, particularly because Vietnam needs technology transfers. 
Such transfers will be important if Vietnam is to meet its goal of 
graduating from the list of less developed countries by 2010, he 

said. 


5. (SBU) Banking reform, North Korea: Vietnam understands the 
importance of reforming its financial sector as it develops the 

economy, Ninh said. The GVN has begun banking reforms with the help 
of the United States, and a U.S. delegation just conducted a finance 
reform training program at the Ministry of Finance. (Note: Ninh was 
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likely referring to a U.S. Treasury Department assessment team on 
banking reform that visited earlier in the week. End note.) The 
development of Vietnam\'s capital markets and banking sectors were 
\"very important and a great challenge,\" he said. On the 

restructuring of state-owned banks, he added, the GVN plans to 
implement reforms that would align management, monetary, and credit 
policies with market economy principles. The GVN will also allow 

joint stock and private banks to operate in order to increase 
competition and encourage growth. Many reforms remain in completed, 
however, particularly those involving the equitization of 

state-owned banks. Foreign investors will be able to participate in 

the management of banks via this equitization, he added. In regard 

to Vietnam\'s cooperation in blocking North Korean financial 
transactions, Ninh expressed the GVN\'s full commitment to meeting 
its international obligations on halting the proliferation of WMD. 


6. (SBU) Infrastructure development: Vietnam has an enormous need 
for infrastructure development and this infrastructure requires 
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\"huge\" amounts of capital, Ninh said. While Vietnam has invested 
seriously in infrastructure, there is much room for improvement. 
The GVN has a general strategy for infrastructure development for 
2010 and 2020. To finance this development the GVN plans to 
mobilize resources from foreign and domestic investment in addition 
to concessionary loans from international donors. For this reason, 
the GVN holds consultative meetings with donors every year to 
coordinate aid. In response to Vietnam\'s needs and as a result of 
this strong coordination, the amount of overseas development 
assistance that Vietnam receives increases every year, he added. 


7. (SBU) Streamlining government decision-making: Ninh admitted 
that the length of and lack of transparency in administrative 
procedures are a problem and a great concern to international 
investors. The National Assembly (NA) is working to pass 

legislation that creates a more transparent investor environment in 
Vietnam and the Prime Minister has recently signed a decree 
instructing government agencies to review and eliminate unnecessary 
procedures and licenses with an aim toward increasing government 
transparency, he said. The Prime Minister sits down annually with 
foreign investors to receive their feedback directly. Further, the 

GVN recently established a National Commission on administrative 
reform. Efforts to improve governance also extend to 

anti-corruption measures, Ninh noted. The NA has passed a law on 
anti-corruption, mismanagement and theft of government assets which 
holds the heads of government agencies accountable for wrongdoing 
within their organizations. The Prime Minister also signed a decree 
last month to this effect. Taken together, these measures will help 
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streamline government decision making, stem corruption and create an 
enabling legal environment for business in Vietnam, Ninh said. 


8. (SBU) Areas for growth and observations about foreign investment: 
Ninh asserted that over the next 20 years he saw particular growth 
opportunities for exports in the high-tech, agriculture and marine 
product sectors. Intel\'s recent decision to build a manufacturing 
facility in Vietnam was of great significance because it would 

attract other foreign investors and provide hi-tech training. 


9. (U) This cable has been cleared by Senator Hagel\'s staff. 
ALOISI 
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Summary 


1. (SBU) On October 6, Vietnamese National Assembly (NA) Chairman 
and Politburo member Nguyen Phu Trong briefed Senator Chuck Hagel on 
the NA\'s developing oversight role in Vietnam\'s policymaking process 
and in promoting social and economic development. Trong said 

passage of Permanent Normal Trading Relations (PNTR) before APEC 
would give the President\'s visit here \"more meaning.\" Senator Hagel 
stated that he strongly supports PNTR legislation and WTO entry for 
Vietnam. Senator Hagel relayed American condolences for the loss of 

life in central Vietnam caused by Hurricane Xangsane. End Summary. 
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2. (SBU) On October 6, Senator Chuck Hagel (R-NE) met Vietnamese 
National Assembly (NA) Chairman and Politburo member Nguyen Phu 
Trong. Senator Hagel extended condolences over the loss of life in 
central Vietnam due to Hurricane Xangsane. Trong responded that 
Hanoi is grateful for USG assistance. Vietnam\'s leaders have taken 
strong measures to reduce the suffering in affected areas, he added. 


3. (SBU) Senator Hagel noted that many changes have taken place in 
Vietnam compared to his last visit in 1999. Vietnam\'s entry into 

the WTO will further this development, and he predicted that, though 
PNTR passage \"is not guaranteed,\" Congress may vote in favor of PNTR 
before the President comes for APEC. Trong responded that passing 

the PNTR legislation would be good for Vietnam and make the 
President\'s APEC visit here \"more meaningful.\" 


National AssemblyYs Growing Role 


4. (SBU) Trong noted that Vietnam has not only undertaken economic 
reforms, but political reforms as well, in order to \"better promote 
democracy and the voice of the people.\" For example, of the nearly 
500 NA deputies, 28 percent are female and many represent ethnic 
minority groups. (Comment: The Party has maintained quotas on 
ethnic and social groups in the NA since the institution\'s 

inception, and the Vietnam Fatherland Front vets all candidates 
standing in NA elections. End Comment.) The NA\'s main tasks are: 
1) to make laws and regulations; 2) to \"serve national economic and 
social development and economic integration;\" and, 3) to increase 
the overall volume of legislation. In his role as NA Chairman, 

Trong aims to accelerate this pace, he said. 


5. (SBU) Trong noted that the Prime Minister and Cabinet ministers 
must report to the NA on progress in their social and economic 
programs. NA deputies are now authorized to question ministers 
about these policies in formal sessions broadcast live throughout 
the country. When necessary, NA delegations visit provinces and 
cities to oversee program implementation, Trong said. In addition, 
the NA recently passed an audit law, which will create a national 
audit agency, he noted. 


6. (SBU) The NA has developed relations with foreign parliaments 

and hosted international conferences to improve the NA\'s capacity, 
Trong continued. NA delegations have visited the U.S. Congress and 
the NA has hosted several important CODELs, including House Speaker 
Dennis Hastert\'s April visit. Trong said that the NA \"looks forward 

to receiving as many delegations as possible.\" 


7. (SBU) Senator Hagel asked what role the NA plays in the 
oversight of infrastructure projects. Trong stated that the 
Assembly spends \"much time and money on this topic and, without good 
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NA management and supervision, Vietnam suffers big losses,\" as in 
the Project Management Unit (PMU)-18 scandal (reftel). The NA will 
focus its next session on implementing land reform programs and 
other development projects, such as the Dung Quat oil refinery and 
The Phu My fertilizer complex, and privatizing State-owned 
enterprises. The NA will also question ministries on delays in 
implementing some already approved projects. Trong said he would 
welcome any advice in the area of monitoring infrastructure 
development. 


8. (SBU) Trong confirmed that private sector companies will be 
allowed to participate in future infrastructure projects. In 
addition, administrative reform will remain a priority because the 
GVN aims to \"create the most favorable conditions for foreign 
investors.\" Although asked by the Senator, Trong declined to 
discuss the NAVs role in banking regulation. 


9. Senator Hagel has cleared this message. 
ALOIS! 
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SENDING FROM TOKYO DUE TO UNAVAILABILITY OF SERVER. END 
NOTE 


1. (SBU) Fast on the heels of the Liberal Democratic 
Party (LDP) Presidential election that launched the Abe 
Cabinet on September 26, Osaka is host to the first 
skirmish in a long Japanese political season leading to 
unified local elections next April and culminating in 

next July\'s Diet Upper House races. This will be the 
first test of the Abe Cabinet\'s electoral strategy in 

an opposition stronghold. Both the ruling coalition 

and opposition parties are devoting their full 

attention to turning the electoral tide in their favor 

next year by making their mark in this previously 
scheduled Lower House by-election in Osaka\'s 9th 
District, to replace LDP lawmaker Takeshi Nishida, who 
passed away after his election last fall. October 11 
marked the official start of campaigning as the 
candidates were formally announced. Party leaders and 
heavy-hitters continue to make the rounds in the 
district, including scheduled visits by PM Abe on 
October 15 and former PM Koizumi on the 16th to mark 
the climax of the race. 


2. (SBU) The outcome of this race is important for the 
psychic victory and bragging rights it will give either 

PM Shinzo Abe or opposition Democratic Party of Japan 
(DPJ) strongman Ichiro Ozawa. All parties and pundits 
see this race as a harbinger of which party will 

prevail in next year\'s Upper House elections -- and 
since both Abe and Ozawa are staking their reputations 
on this race, many view this election as a measure of 
the lifespan of the Abe Cabinet and the viability of 

the DPJ as an effective opposition party. Given that 

the conventional wisdom holds that it is time for the 
electoral \"balance\" to shift away from the LDP and that 
this seat is considered \"winnable\" by the DPJ, the 
Democrats have more to lose if the LDP keeps the seat. 
The outcome hinges on LDP Secretary General Hidenao 
Nakagawa\'s election strategy, and whether junior 
coalition partner New Komeito has enough organizational 
muscle to make new inroads in neighborhoods in which it 
has not been successful in the past. If not, DPJ will 
have put a dent in Abe\'s strong beginning and 
successfully test marketed its campaign messages for 
the Upper House elections. 
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3. (SBU) Although the race is largely seen as a fight 
between the leaders of the ruling coalition and the 
opposition, politics remains local in the 9th District 

and personalities still matter. The half-million 

member district, a bed-town to the north of Osaka City, 

is made up predominantly of young and middle-aged white 
collar commuters. 43-year-old Nobumori Otani (DPJ) 
represented this district for two terms until last 

year\'s electoral rout, and is from Ibaraki City, the 
population center of the district. The George 

Washington University-educated protege of DPJ Secretary 
General Yukio Hatoyama came out strong and fast in his 
attempt to recapture his old seat and he commands an 
early lead in the polls. A pro-American centrist 

candidate well known to the Consulate, he commented to 
poloff that he is running on \"pocketbook issues\" such 

as problems with healthcare insurance, the viability of 

the Japanese pension system, growing economic 
inequalities, and a dissatisfaction with the economic 
reforms under Koizumi. 


4. (SBU) LDP candidate Kenji Harada, a 58-year-old 
second-generation politician whose father is a former 
political rival of the late Nishida, started his 

campaign late after the LDP Osaka Chapter and Party 
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headquarters bickered over whether to accept his 
candidacy. Harada is from the smaller town of Minoo 

and referred to as an \"outsider\" by people in Ibaraki. 
Harada was booed during a speech warming up for the LDP 
Presidential candidates visiting Ibaraki in September. 

He is depending on Abe\'s coattails, the organizational 
support of Nakagawa and the LDP machine and, according 
to campaign manager and Dietmember from the neighboring 
8th District Takashi Otsuka, Komeito\'s highly 

disciplined institutional voters. Since Osaka business 
organizations are loath to provide campaign 

contributions to political parties, they have told us 

they are under great pressure from the LDP to provide 
in-kind support in getting out the vote and offering 

free logistical services to the campaigners. His joint 
LDP-Komeito campaign headquarters sports glitzy 

displays of campaign slogans and photographs and 
personal messages from the Cabinet. Following the DPRK 
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announcement that it had conducted a nuclear test on 
Monday, Secretary General Nakagawa asked voters to not 
\"send the wrong message to North Koreal" by dealing a 
defeat to the LDP. 


5. (SBU) The Harada campaign claims to be closing in on 
Otani at the halfway point in the campaign, and poised 

to overcome him, but polls have not been published yet. 

A senior LDP Dietmember from Osaka separately confirmed 
to us that he felt increasingly confident that -- 

largely thanks to Komeito -- Harada would emerge the 
winner. Nonetheless, it is still Otani\'s race to lose 

at this point. 
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Summary 


1. (SBU) A recent opinion poll, funded by The Asia 
Foundation, of over 1,500 young Malaysian adults aged 18-32 
showed sharp differences of views on religion and national 
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identity and the relation between state and religion among 
the country's three largest ethnic groups - the Malays, 
Chinese and Indians. The majority of Malays, defined under 
law as Muslims, identified themselves first as Muslims and 
secondarily as Malaysians, in stark contrast to the other 
ethnic groups. In addition, Malays exhibited far greater 
willingness to involve the government in religious affairs. 
About a third of all Malay respondents hoped that Malaysia 
would become \"more Islamic" and supported adoption of Islamic 
(hudud) statutes for criminal offenses. Less than a third of 
Malays surveyed supported equal rights for all cultures and 
religions. The survey found common ground across ethnic 
boundaries in terms of Malaysian youthsY high degree of 
cynicism toward elected officials, apathy about current 
affairs and political disengagement. Over 40 percent of 
respondents would forgo elections in exchange for 
government-guaranteed peace, stability and economic growth. 
The surveys results highlighted the strong sense of 
Malay/Muslim identity and illustrated the sharp inter-ethnic 
differences that will continue to work against the emergence 
in Malaysia of a large multi-ethnic, multi-religious 

political party. Post has forwarded the complete survey data 
to EAP/MTS. End Summary. 


Survey Background and Respondent Demographics 


2. (SBU) The Merdeka Center for Opinion Research provided 
foreign diplomats on September 22 with recent opinion survey 
results about current attitudes of young Malaysians. The 
Merdeka Center is a for-profit, independent opinion polling 
organization that has focused on socio-economic issues in 
Malaysia since its establishment in 2001. It is owned by two 
private sector individuals. The organization is largely 

funded through polling contracts with domestic and 
international sponsors, including project-specific USG grants 
totaling $56,000 in 2006 from the International Republican 
Institute. Diplomats received the survey with great 

interest, as the government supplies few statistics broken 
down by ethnicity. In addition, the government-controlled 
mainstream media does not typically fund or publish surveys 
that illustrate differing attitudes of Malays, Chinese and 
Indians - especially concerning sensitive topics such as race 
and religion. 


3. (U) The Asia Foundation (TAF) funded the Merdeka Center\'s 
latest telephone survey that was based on interviews with 

over 1,500 young adult Malaysians aged 18-32. Participants 
were selected at random from every state. The survey was 
designed to acquire a better understanding of the perceptions 
of Malaysian young adults toward their society, and to 
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quantify their level of interest and engagement on civic 

issues affecting the country. The survey was conducted 
between May 24 and June 7 and had a 3.1 percent margin of 
error. The respondents\' religious breakdown roughly mirrored 
that of Malaysia\'s overall population, with 60 percent 

Muslim, 16 percent Buddhist, 11 percent Christian, and 7.5 
percent Hindu. The participants\' ethnic breakdown also 
mirrored that of Malaysia, with 58 percent Malay, 25 percent 
Chinese, 8 percent Indian, and 9 percent indigenous. Over 40 
percent were students, with 29 percent employed in the 

private sector, 8 percent employed by the government, 8 
percent unemployed and 6 percent self-employed. Those aged 
18-23 comprised 58 percent of respondents. Participants were 
equally divided by gender, slightly more urban than rural, 

and 80 percent were single. TAF expressed interest in using 
the survey\'s results as a baseline from which to complete 
future surveys and conduct trend analyses. 


Role of Religion - Significant Ethnic Divide 


4. (SBU) The TAF-funded survey pointed out stark divisions 
along ethnic lines regarding the role of religion in daily 

life. Malays identified much more strongly with their 

religion (Islam), compared to the other two ethnic groups. 
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Sixty-one percent of Malays considered themselves Muslim 
first, with only 28 percent identifying themselves first as 
Malaysians. The Chinese put ethnicity first (47 percent), 
followed by nationality (44 percent) and religion (5 

percent). Indians were the most nationalistic, with 75 

percent identifying themselves first as Malaysians, followed 

by their ethnic group (14 percent) and religion (5 percent). 
When asked whether they rely upon their religion when making 
major life decisions, 92 percent of Malays and 85 percent of 
Indians answered affirmatively, while only 37 percent of 
Chinese agreed. Only 9 percent of Malays agreed that \"it is 
not wrong for unmarried couples to hold hands in public 
places,\" compared with 96 percent of Chinese and 58 percent 
of Indians. 


5. (SBU) With regard to the connection between government and 
religion, only 3 percent of Malay respondents agreed that 
\"government and religion should be kept separate,\" compared 
with 64 percent of Chinese and 47 percent of Indians. 

Thirty-four percent of Malays agreed that \"government should 
increase the implementation of Islam by introducing hudud law 
for Muslims,\" compared with only 2 percent of Chinese and 0 
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percent of Indian respondents. (Note: hudud, or Islamic law 
encompassing criminal offenses, currently does not apply to 
any Malaysians; all citizens are subject to a secular 

criminal law system.) Thirty percent of Malays hoped 
Malaysia would become \"more Islamic,\" while that outcome was 
supported by 0 percent of Chinese and 4 percent of Indians. 
Only 31 percent of Malays agreed that \"all cultures and 
religions should be given equal rights,\" compared with 61 
percent and 66 percent of Chinese and Indian respondents, 
respectively. A majority of Malays (53 percent) stated that 
they would not accept a woman as prime minister, compared 
with only 11 percent of Chinese and 6 percent of Indians. 


Dismissive View of Politics 


6. (SBU) The survey included various questions that attempted 
to determine the greatest concerns of respondents, as well as 
their degree of awareness about local and global political 
affairs. The young adults surveyed were primarily concerned 
with completing their education, advancing their careers and 
supporting their families. According to the Merdeka Center, 
\"only a handful\" expressed concern about wider societal 
issues. In its summary report about its survey, the Merdeka 
Center concluded that \"a majority of youth tend to have a 
negative, cynical and dismissive view about politics.\" The 
survey indicated that most of Malaysia\'s young adults remain 
disengaged from their political environment. When asked how 
frequently they discuss \"government policies and current 
issues\" with friends, family members, school mates or 
colleagues, the most frequent responses were once per week 
(43 percent), once per month (26 percent), and rarely/never 
(17 percent). Respondents placed high value on holding 
elections, but 41 percent would agree to eliminate elections 

if the government could guarantee \"stability, peace and 
economic growth.\" 


Activities and Interests 


7. (SBU) Malaysia\'s young adults, like those in many other 
nations, appear to focus largely on advancing their 
educations or careers, and pay significant attention to their 
families and home environment. When asked an open-ended 
question about how they spend their free time, the young 
adults listed \"stay at home\" as their primary response (34 
percent), with \"shopping complexes\" (15 percent), \"sports 
venues/fields\" (6 percent), \"scenic areas" (6 percent) and 
\"go to town\" (6 percent) as the next most popular responses. 
Favorite hobbies were reading (24 percent), sports (23 
percent), listening to music (9 percent), watching television 
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or movies (8 percent), and fishing (6 percent). Only 26 
percent have visited another country, with nearby Singapore 
the most common destination by far. Fifty-three percent of 
respondents stated they have no access to the Internet, and 
only 15 percent said they accessed the Internet 6 or more 
times per week. Mobile phone penetration was significantly 
higher, with 86 percent of respondents owning at least one of 
the devices. 


Comment 


8. (C) Malaysia\'s controlled and often stolid political 
environment feeds and reinforces the high degree of political 
and civic disengagement noted by the survey. In decisions 
dating back to the 1960s, Malay-dominated governments have 
eliminated local elections, maintained tight political 

content control over the country\'s mainstream media, banned 
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political activities at universities, maintained a pervasive 
political and economic patronage system that damages 
meritocracy-based advancement for non-Malays (refs A, B and 
C), and more recently warned Internet news providers of 
retaliation for publishing anti-government or religiously 
\"sensitive\" content. Political openings in the post-Mahathir 
era, while positive, have not dramatically changed the 
situation. This unique survey illustrates some of the 
underlying drivers of Malaysia\'s racial and religious 
tensions. While those tensions appear to be growing, they 
still remain well under control by regional standards. The 
survey highlighted the sharp inter-ethnic differences that 
work against the emergence in Malaysia of a large, 
multi-racial, multi-religious political party capable of 
challenging the status quo. If, as the survey strongly 
indicates, the younger generation of Malaysians is so deeply 
divided along lines of race and religion, ethnic based 

politics will remain a dominant feature of Malaysia\'s 

political landscape for the foreseeable future. 
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1. (U) Summary: The perception of an expanding income gap 
between the \"haves\" and the \"have-nots\" in Japan has become a 
significant political issue over the past year, with some 
charging that former Prime Minister Koizumi,s reforms have 
undermined Japan\'s egalitarian society. Prime Minister Abe 
made his strategy to address the income gap a centerpiece of 
his campaign, and has named a Minister in charge of \"second 
chance\" programs to oversee this agenda. However, an 
examination of the available economic data shows that the 
growing income gap in Japan clearly predates the Koizumi 
administration, and has been widening since at least the 

early 1980s. The July 2006 OECD report on Japan that 
highlighted rising income inequality as an area of concern, 
and that helped fuel political criticism of the Koizumi 

reforms, only examined data up to 2000. In fact, the OECD 
report specifically states, \"...The trends in inequality and 
poverty...should not be attributed to the policies of the 

current (Koizumi) government.\" Further, while the increasing 
share of part time workers - a major focus of Abe\'s \"second 
chance\" agenda - is contributing to the growth in income 
inequality, much of the increase is a natural result of 

Japan\'s aging population. End summary. 


2. (U) Rising Inequality Pre-dates Koizumi Reforms: 
Statistics on income inequality are notoriously problematic, 
and often suffer from significant time lags. However, the 
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data that are available show that disparity in Japanese 
household income has risen at a consistent pace since the 
early 1980s, as measured by the Gini coefficient. The Gini 
coefficient measures income inequality on a scale of zero to 
one, where zero corresponds to perfect equality and one 
corresponds with perfect inequality. The Survey on the 
Redistribution of Income, conducted every three years by the 
Ministry of 

Health, Labor and Welfare (MHLW) and most recently released 
in 2004, provides the Gini coefficient for both the initial 
income of households, and their \"redistributed income," 
reflecting household income levels after taking account of 
taxes and social security payments/receipts. 


Table 1: MHLW \"Survey on Redistribution of Income" Gini 
Coefficient 


1967 72 75 78 81 84 87 90 93 9699 02 


Initial Income .37 .35 .37 .37 .35 .40 .40 .43 .44 .44 .47 
.50 


Redistributed .33 .31 .35 .34 .31 .34 .34 .36 .36 .36 .38 
.38 


The survey found that Gini coefficient on initial income rose 

to 0.50 in 2002, marking the seventh increase in a row and a 
43% increase from 1981. The survey also showed that 
inequality after income redistribution has been rising 

generally since the early 1980s, albeit at slower rates, as 

the Gini coefficient on \"redistributed income!" in 2002 had 
risen 21% since 1981. As a consequence of the consistent 
upward trend, the July 2006 OECD study found that Japan\'s 
income inequality has risen to above the OECD average. (Note: 
The GOJ conducts a total of three surveys on income 
distribution, all of which show inequality rising, but at 

slightly different rates, due to differing methodologies and 
coverage. The Survey on the Redistribution of Income has the 
broadest coverage of the full population, and provides the 
longest data history.) 


3. (U) Overall Income Inequality Slightly Greater than OECD 
Average: The July 2006 OECD report on Japan - by feeding 
data from a different MHLW income survey into its own 
database, which attempts to standardize income distribution 
data across countries - concluded that Japan\'s income 
inequality was slightly above the OECD average, but below the 
level of the United States. Breaking out data for only the 
working age population yielded a similar result. While the 
magnitude of Japan\'s income gap in the OECD data was less 
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than that shown by the Survey on the Redistribution of Income 
due to differing survey methodologies, the underlying trends 
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illuminated in the OECD report were the same as those 
mentioned above. 


Table 2: OECD Total Population Gini Coefficient 
Mid-1980s Mid 1990s 2000 

Japan .28 .30 .31 

United States .34 .36 .36 

OECD Average .29 .30 .31 


Table 3: OECD Working-age Population Gini Coefficient 
Mid-1980s Mid 1990s 2000 

Japan .28 .29 .31 

United States .33 .35 .35 

OECD Average .26 .28 .29 


4. (U) Factors Responsible for Growing Income Inequality: 

Based on the results of their survey, MHLW concluded that 
nearly 65% of the increase in the total disparity in initial 
household income from 1999 to 2002 was due to the 

accelerating aging of the population. A decrease in the 

number of household members because of growing single-person 
households contributed about 25% of the total income 

disparity, while the remaining 10% of the disparity could be 
attributable to other factors, presumably mainly the increase 

in non-regular workers. 


5. (U) Aging Population Feeds Income Disparity: Japan\'s 
demographic challenges, namely the rapid aging of its 
population, contributes substantially to growing income 
disparity, as only a small percentage of elderly are part of 
the work force. Therefore, as in most countries, income 
levels amongst the elderly are low compared to other age 
groups. Further, because some elderly are not earning any 
income, the income disparity within the elderly age cohort 
tends to be larger than in other age groups. Indeed, MHLW 
data showing that the Gini coefficient for the over 65-age 
cohort was 0.42 in 2002, compared to 0.40 for the overall 
population. As the elderly age cohort grows - the share of 
those over 65 in Japan\'s total population doubled in the past 
two decades, increasing from 10% in 1985 to 21% in 2005 - 
their income inequality data have a larger and larger effect 
on the data for Japan's entire population. 


6. (U) Income Redistribution Helps Elderly at Expense of the 
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Young? As Table 1 shows, GOJ policies to redistribute 
income, through pension, insurance, and 

healthcare payments, along with unemployment insurance and 
other means, helps to reduce income disparity, bring the Gini 
coeffienct from 0.50 to 0.38. Much of this income 
redistribution benefits the elderly. While MHLW\'s survey 
data show initial income levels of groups aged over 65 are at 
the bottom of the income distribution table, their 
Vredistributed income\" levels after receiving pension and 
other social security benefits rise substantially, and are 
roughly equivalent to that of the age cohort of 30-34. An 
increase in total pension payments as the population ages is 
unavoidable. However, the OECD concluded that Japan\'s social 
welfare and insurance spending disproportionately favors the 
elderly over the working-age population, as shown by the very 
low levels of spending on unemployment insurance in Japan. 
This contributes to the increasing income gap in the working 
age population, as those not able to pursue a traditional 
career path are left with little government support, and must 
rely on low-paying part-time or non-regular jobs. 


7. (U) Growing Share of \"Non-Regular\" Workers Creates Wage 
Gap: Reflecting corporate efforts to reduce personnel costs 
and enhance employment flexibility by replacing regular 
workers with \"non-regular\" workers (i.e. part-time and 
contract workers who earn lower wages and receive fewer 
benefits), the share of non-regular workers in employment 
jumped from 13% in 1990 to 22% in 2002, and even further to 
25% in 2005. In particular, according to MHLW\'s Labor White 
Paper, non-regular workers in the age cohort of 20-24 surged 
from 8% in 1982 to 32% in 2002. Non-regular workers were 
paid only about 60% as much as regular workers in 2005 on an 
hourly basis. This growing share of low-wage non-regular 
workers has been the main driver of the growing income 
disparity in the working age population, as wage differences 
amongst fulltime employees actually have narrowed in recent 
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years. Much of Prime Minister Abe\'s \"Second Chance\" program 
appears aimed at introducing job counseling, 

employer-employee matching and other assistance programs, 
aimed at enabling the many \"freeters\" (freelance part-time 
workers) and \"NEETs\" (those Not in Education, Employment, or 
Training) to compete for full-time positions. 


8. (U) Conclusion: Income Gap Likely to Continue to Grow: 
With Japan\'s population continuing to age, with social 
spending heavily tilted towards the elderly, and with few 
incentives in place to encourage companies to hire more 
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full-time workers, the income disparity, among both Japan\'s 
working-age and elderly populations, is likely to continue to 
widen. Thus, the public perception of a newly expanding 
income gap is unlikely to dissipate, despite the trend 

actually being a long-term one rather than a development 
caused or even worsened by reforms during the Koizumi era. 
Further, with MHLW scheduled to announce the results of its 
2005 Survey on the Redistribution of Income\" next summer, 
around the time of the Upper House election, income 
disparities are likely to remain a major political issue 
throughout the next year. 
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E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: MEDIA REACTION Q NORTH KOREA 


LEAD STORIES: Most Friday morning papers front-paged the 
US submission Thursday to the UN Security Council (UNSC) 
of a revised draft resolution calling for sanctions on 

North Korea. 


1. "Sanctions on North Korea: Legal Framework Needed to 
Address Crisis\" The top-circulation, moderate Yomiuri 
editorialized (10/13): \"Japan is facing a most serious 
threat from the North Korean nuclear test. Imposing 
sanctions is a matter of course, and the GOJ has moved to 
do so unilaterally without waiting for a resolution from 

the UN Security Council (UNSC). The measures include a 
complete ban on the entry of North Korean ships, the 
import of North Korean products, and the entry in 

principle of North Korean passport holders.... As a 

pillar of sanctions, the US insists on maritime 

inspections of ships entering or leaving North Korea so 

as to block the flow of materials and technology related 

to WMD development and proliferation. This measure should 
be included, but if maritime inspections do take place, 
Japan would have difficulty taking part, as its Maritime 
Self-Defense Force (MSDF) does not have the authority to 
fire warning shots or forcefully stop suspicious 

ships.... PM Abe said at an Upper House session that 
considering how to deal with international contingencies 

is a major task for Japan. His remarks illustrate the 
limitations of the nation\'s present legal framework. It 

is a matter of course for the GOJ to consider enacting 
effective laws.\" 
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Classified By: PolOff Dean Tidwell for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: The Kachin Independence Organization\'s (KIO) 
delegate to the National Convention believes the ethnics must 
try to strike the best possible deal with the regime via the 
National Convention and try to amend the constitution later, 
following a period of confidence building. He thinks violent 
opposition to the regime would again be brutally crushed and 
that current pro-democracy forces lack adequate experience to 
lead the country. By betting on the regime\'s scripted 
constitution process, the KIO leadership is gambling that the 
people it represents will accept its less than courageous 
stance. END SUMMARY. 


2. (C) Prior to the opening of the GOB\'s latest session of 
the National Convention (NC), KIO vice chairman Dr. Tu Jar 
described to Embassy staff the organization\'s rationale for 
participating in the regime\'s tightly choreographed process 
to draft a new constitution. Dr. Tu Jar said the KIO 
Executive Committee had decided in 1992 that key national 
issues could only be solved through dialogue, not on the 
battlefield. Having made this decision, the KIO signed a 
cease-fire agreement with the SPDC in 1994 and agreed to 
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participate in the NC after the SPDC announced its seven 
step road map\" to democracy in 2003. He explained that the 
KIO had expected the process to be more transparent and open 
to international scrutiny. 


3. (C) Dr. Tu Jar said that through its participation in the 

NC, the KIO has discovered what is most important to the 
various interest groups attending the Convention. For the 
ethnic minorities, he said, some form of autonomy under 
federalism remains the key objective. The SPDC is primarily 
concerned about maintaining a military dominated power 
sharing system. The political parties engaged in the NC 
place achievement of democracy atop their agenda. Tu Jar 
admitted that ethnic representatives\' proposals at the NC 
were not adopted, nor even discussed, but consoled himself 
that at least the regime registered their concerns. He also 
said that it remains unclear whether any legislative power 
will exist at the state level, as states under the current 

script are only allowed to have state councils with very 
limited autonomy. 


REALISM VS. IDEALISM 


4. (C) According to Tu Jar, the KIO participates in the NC 
because it feels it is more important to be realistic than 
idealistic. KIO leaders assume the regime will push through 
its road map regardless of obstacles. While the KIO does not 
want to condone long-term military government rule, it 
believes it is important to support any plan that allows at 
least a small amount of power sharing as preferable to the 
status quo. The KIO also hopes to be able to amend the 
constitution in the future to allow for greater democracy. 

Tu Jar believes that the military will only demand 25 percent 
of the seats in a future parliament, leaving 75 percent for 
civilians. He also surmised that military parliamentarians 
would only seek to control the Ministries of Defense, Home 
Affairs, and Border Affairs and National Races, while 
civilians would run the other ministries. 


5. (C) Despite going along with the regime in the NC process, 
the KIO refused the SPDC\'s request to issue a statement 
condemning the United States for placing Burma on the UNSC 
agenda (reftel). Dr. Tu Jar admitted that the Kachin may 

have to suffer the consequences, but the KIO showed it is 
willing take a stand against the regime on selected issues. 
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A TIME FOR CONFIDENCE BUILDING 
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6. (C) Dr. Tu Jar admitted that a lack of trust remains a 

basic obstacle to bringing democracy to Burma. The ethnic 
Burman majority still feels that ethnic minorities only want 

to tear the union apart. At the same time, the minorities 

feel that Burmans look down on them and do not want them to 
share power on an equitable basis. Additionally, the 

military fears that a civilian government will seek reprisals 

for decades of military abuse and misrule. Tu Jar said that, 
after a period under a new constitution, different groups 

might begin to develop greater confidence in one another and 
help move toward greater democracy. He cited Thailand and 
Indonesia as countries where the transition from military 

rule to civilian rule has been gradual. He ruled out 

returning to the battlefield, or relying on a public uprising 

to fight for democracy because the military would again 
brutally crush any resistance. Tu Jar also told us that he 
believes the opposition has no experienced leaders who could 
lead the country. 


7. (C) COMMENT: The KIO optimistically joined the NC process 
only to discover the only scriptwriter is the regime. Since 

the KIO signed a cease-fire with the SPDC, the regime has 
exerted increasing control over Kachin State\'s rich natural 
resources and gem trade, and replaced Kachins with ethnic 
Burmans in most key government and administrative positions 
in the state. If the KIO fails to gain any significant 

autonomy through its NC participation, and the signals are 

not promising, its frustrated constituency may lose faith in 
current leadership and end the cease-fire agreement that has 
given them few tangible benefits so far. Kachin youth face 
severe unemployment and many are already tempted by drugs or 
better prospects across the border in China. While senior 
leaders (who have been compensated by the military) are 
unwilling to fight for their rights, young people have little 

to lose. END COMMENT. 

VILLAROSA 


81672 

RR RUEHHM 

DE RUEHHI #2624 2860439 

ZNR UUUUU ZZH 

R 130439Z OCT 06 

FM AMEMBASSY HANOI 

TO RUEHC/SECSTATE WASHDC 3689 

INFO RUEHHM/AMCONSUL HO CHI MINH 1978","UNCLAS HANOI 002624 


SIPDIS 


SENSITIVE 
SIPDIS 


Column 3 


E.O. 12958: N/A 

TAGS: PHUM, PREL, PGOV, VM 

SUBJECT: MFA PROTESTS AMBASSADOR\'S REMARKS CONCERNING DEMOCRATIC 
POLITICAL MOVEMENT 


REF: HO CHI MINH 1145 


1. (SBU) Summary: On October 11, MFA Americas Department Acting 
Director General Pham Van Que called in the Charge to protest 

remarks about the Vietnamese political movement 8406 Bloc made by 
the Ambassador during an October 2 Radio Free Asia interview. 
According to Que, the remarks caused a negative reaction among some 
in the GVN, who misinterpreted them as USG support for regime change 
in Vietnam. The Charge reaffirmed U.S. support for peaceful freedom 
of expression in general, and for the 8406 Bloc\'s right to advocate 

for political change. At the same time, he assured Que that the USG 
does not support any anti-regime group in Vietnam. End summary. 


MFA Reacts Strongly to Remarks in Support of 8406 Bloc 


2. (SBU) MFA Americas Department Acting Director General Pham Van 
Que opened the October 11 discussion by raising the Ambassador\'s 
interview with a Radio Free Asia reporter, which appeared on the RFA 
website on October 4. Acting DG Que specifically referred to the 
Ambassador\'s remarks about the 8406 Bloc and noted that the group is 
trying to form a political party this year and has called for regime 
change. Que said the Ambassador had expressed support for freedom 
of expression, and also supported the activities of people belonging 

to that group. 


3. (SBU) Que said the statement had caused negative reactions among 
some people in the GVN. The interview\'s contents expressed the 
\"wrong intention\" of the United States, which is particularly 

surprising because the Ambassador is usually very positive. The 
Ambassador\'s meetings with Vietnamese groups in the United States 
are politically sensitive. But, the Ambassador\'s statements could 

be viewed as encouragement by the U.S. Government of what this group 
is attempting to undertake in Vietnam. It has an impact on 
U.S.-Vietnam relations, especially at a time when the GVN is working 
hard to prepare for the President\'s visit and to make progress on 

the \"many issues that the U.S. side has recently raised with the 

GVN.\" 


U.S. Supports the Principle of Free Speech 


4. (SBU) The Charge responded that the topic of Que\'s discussion was 
not a surprise since the External Relations Office in Ho Chi Minh 
City had already made similar comments to a ConGen representative 
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(reftel). Que is correct in describing the Ambassador as a strong 
supporter of an improved U.S.-Vietnam relationship. Furthermore, 
the USG supports the right of individuals to peacefully express 
political views. The USG\'s understanding is that the 8406 Bloc is a 
political group. The Charge emphasized that the USG does not 
support, materially or otherwise, any anti-regime group in Vietnam. 
The Ambassador\'s remarks would reinforce the group\'s right to make 
political statements in peaceful ways, an activity that the United 
States and the international community do not regard as a crime in 
any way, the Charge stressed. 


5. (SBU) Que replied that the GVN has expressed the position many 
times that it can not tolerate the expression of political views 
advocating the overthrow of the current regime in Vietnam. Perhaps 
the U.S. Government does not understand that, as a result of having 
to overcome war and revolution, Vietnamese society is not as stable 
as U.S. society. The GVN is trying to enhance the rights of people, 
including their freedom and democracy, but at the same time trying 
to keep Vietnam safe. It is a policy for the good of the Vietnamese 
people. Referring to a discussion a couple months ago between the 
Ambassador and VFM Le Van Bang about the activities of the 8406 
Bloc, Que noted that the Ambassador had said that the Embassy will 
pursue a low-key response to the 8406 Bloc. The statement in the 
Radio Free Asia interview was not low-key, Que averred. A statement 
of support for the 8406 Bloc sends the wrong signal to some in the 
GVN. 


6. (SBU) When the Charge replied that the Ambassador\'s remarks 
should not be misread to suggest the U.S. Government wants 
instability in Vietnam, Que said it is hard to explain this to some 
people in the GVN. The Ambassador\'s use of the phrase \"call for 
political change\" in Vietnam has caused serious concern. Because of 
the history of our relations, the GVN is working hard to build 
confidence. In light of remarks such as the Ambassador\'s, it is 

both hard to explain efforts to build relations with the United 

States and hard to respond to criticism that some within the GVN are 
pro-American and soft on America, Que concluded. 
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SUBJECT: US-FRANCE CONSULTATIONS ON NUCLEAR TRANSPORTATION 
SECURITY 


Classified By: ESTH COUNSELOR ROBERT W. DRY, FOR REASONS 1.4, (A), (B), 
(D), (G) 


1. (C) Summary: In an October 9-12 consultation, a U.S. team 
led by DOE Deputy U/S for Counterterrorism Aoki met with 
French officials responsible for oversight and implementation 
of security for civil nuclear materials and facilities, 

focusing on security for nuclear materials being transported 
within the civil fuel cycle. French interagency participation 
and preparations for the meeting was led by Eric Plaisant on 
the staff of the Senior Defense Official (nuclear security 
regulator - Haut Fonctionnaire de Defense or HFD) in the 
Ministry of Industry, Economy, and Finance. In addition to 
briefings in Paris, the U.S. delegation observed field 
demonstrations at the headquarters of the Mobile Intervention 
Group of the Gendarmerie, visited the transportation 
operations center operated by the Nuclear Safety Research 
Institute (IRSN), visited the La Hague reprocessing plant to 
view the transport vehicles used for civil plutonium 
shipments between French facilities, and met with the 
Gendarmerie squadron at Cherbourg charged with escort 
responsibilities for these shipments. French agencies were 
very candid in describing their procedures and provided 
extensive information and live demonstrations of their 
capabilities and tactics. The team was offered extensive 


Column 3 

opportunities to interact with senior officials, Gendarmerie 
commanders, and working-level operational staff involved in 
nuclear transportation security. We came away impressed with 
the serious commitment of the French government to the 
protection of its civil nuclear materials/facilities and with 

the high level of professionalism and training of the 

protective forces. The French were candid in describing their 
current situation and areas of concern and expressed interest 
in continuing a strong interaction with the U.S. on nuclear 
materials security, including transportation. 


2. (C) In January 2005, a DOE-led interagency delegation met 
with their French counterparts to exchange views on security 
of nuclear materials and facilities. In this context, in 
September 2005, a French team of nuclear security experts 
visited the Surry commercial nuclear power reactor located 
outside of Columbia, South Carolina to discuss performance 
based testing against a Design Basis Threat (DBT). As part 
of the agenda, they witnessed a series of force-on-force 
exercises at the plant. At the conclusion of that meeting, 

it was agreed to hold further consultations concerning the 
transport of nuclear materials, especially Category | and Il. 
This resulted in the current October 9-12 set of meetings. 


3. (S) Transportation of civil nuclear materials: In 2005, 

a total of 1558 nuclear shipments were made in France. Of 
that, 515 were high security (Cat | and Il) shipments, 
approximately 72% by road. The large size of the transport 
vehicles limits the available routes making it difficult to 
maintain randomness and hence security of these shipments. 
In addition, several anti-nuclear organizations maintain a 
presence at shipping origins further complicating shipment 
confidentiality. 


SIPDIS 


4. (C) French security addresses the difficulty of 
maintaining confidentiality of shipping routes by use of 
special transport vehicles and a robust Gendarmerie 
protective force presence. Shipping information is also 
classified and not publicly divulged although a significant 
number of regional Gendarmerie authorities are provided 
routing details. 
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5. (S) Threat: French authorities perceive peaceful 
demonstrators to be the primary threat during the 
transportation of nuclear materials. Protective forces are 
also prepared to prevent threats posed by theft or diversion 
of the transport and its material. It does not appear that 
sabotage has been incorporated into their protective security 
plan, although they have given considerable thought to 
mitigating the possible consequences of sabotage. They 
mentioned increasing concern about attacks using improvised 
explosive devices (IEDs). Although we did not specifically 
discuss the US or French DBT due to classification limits, 
the French did state that their DBT for transportation and 
fixed sites were the same. 


6. (S) Gendarmerie: The US team visited the Maison Alfort, 
headquarters of the national-level intervention unit that 
includes the GIGN counterterrorism team as well as the unit 
with specific nuclear protection missions. At both 

locations, the US team was provided a demonstration of how 
the Gendarmerie are trained to react to situations most 
commonly encountered during transports. Several 
demonstrations were presented including reaction to a 
peaceful anti-nuclear demonstration that blocked the roadway, 
a hostage situation, Gendarmerie response to an attempt to 
disrupt a convoy and an attempt to attach an explosive charge 
to the transporter from an adversary vehicle. 


7. (C) The Gendarmerie have both military and police 
functions. They are professionals with knowledge, skills and 
abilities to perform security missions. They are located 
throughout France and depend on phased support to assure 
proper protection of shipments. There are specialized 
Gendarmerie units prepared for advanced level of response. 


8. (S) Transport: The second element of the French 
transportation security strategy is a robust transport 

vehicle. The US team was not allowed to look inside the 
trailer, but was shown the inside of the cab. The tractor is 

a German-made Mercedes truck bought stock from the factory. 
The vehicle is then dismantled and equipped with electronics 
and armor, but in external appearance continues to resemble a 
standard civilian vehicle. The armor is on all sides and 
including the curved wind screen. The vehicle is designed by 
a private contractor under IRSN supervision. The IRSN design 
concept does not include explosive protection. 


9. (S) Once the vehicle is linked to the trailer and the 
container and the entire system connected together, then the 
vehicle can be started. Once started, the systems are active 
and cannot be turned off until arrival at the destination. 
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There are vehicle delay and protective systems incorporated 
into the design. The container is lightly armored and 
reference was made to internal protective systems, including 
gas and immobilization factors. 


10. (C) Future efforts: The French expressed interest in 
continuing a strong interaction with the U.S. on nuclear 
materials security, including transportation. In the 
immediate future, meetings will be held on specific technical 
topics with periodic higher-level steering committee meetings 
to assess progress and other next steps. 


11. (C) In the Spring 2007 timeframe, we hope to host an 
experts meeting on secure transportation, in coordination 
with the Office of Secure Transportation. This interaction 
may also include the FBI in Washington, DC. Both teams 
expressed interest in a meeting on modeling and simulations, 
possibly discussing US and French capabilities. lt may also 
be of benefit to try and tie some of the Sandia/IRSN efforts 
on container security with Emergency Response/Consequence 
Management discussions, that might include a full scale 
tabletop or similar exercise that runs from an event to the 
response and clean-up. 


12. (SBU) The US team was led by Steven Aoki (DOE Deputy U/S 
for Counterterrorism) and included Joseph Krol (DOE Director 

for Emergency Operations), Calvin Irvin (DOE Office of Secure 
Transportation), Kevin Leifheit (DOE Office of Security), 

Russell Hibbs (DOE/NNSA), David McDarby (DOD/DTRA), and 
Joseph Glaser (DOE Office for Counterterrorism) and Robert 

Dry, ESTH Counselor Embassy Paris. The French delegation was 
headed by Emmanuel Sartorius, France\'s High Civil Official 

for Defense (HFD) and included a number of senior officials 

and officers from a variety of French research and security 
organizations such as the Nuclear Safety Research Institute 
(IRSN), the Civil Defense and Security Directorate of the 

Ministry of Interior (DDSC), and the National Gendarmerie. 
Representatives from French nuclear supplier company AREVA 
also participated in discussions and site visits. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7418 
INFO RUEHZN/ENVIRONMENT SCIENCE AND TECHNOLOGY COLLECTIVE 
RUEHFK/AMCONSUL FUKUOKA 8458 
RUEHNAG/AMCONSUL NAGOYA 8152 
RUEHNH/AMCONSUL NAHA 0996 
RUEHOK/AMCONSUL OSAKA KOBE 1833 
RUEHKSO/AMCONSUL SAPPORO 9531 
RUEHRC/USDA FAS WASHDC 8349 
RUEAUSA/DEPT OF HHS WASHINGTON DC 
RUEAIIA/CIA WASHDC","UNCLAS TOKYO 005970 


SIPDIS 


DEPT FOR AIAG AMBASSADOR LANGE 

DEPT FOR OES/IHA SINGER AND FENDRICK 
DEPT FOR EAP/J 

USDA PASS TO APHIS 

HHS PASS TO CDC 

HHS FOR OGHA STEIGER, BHAT AND ELVANDER 
DEPT PASS TO AID/GH/HIDN DENNIS CARROLL 


SIPDIS 


E.O. 12958: N/A 
TAGS: TBIO, KFLU, KSTH, ECON, PREL, SOCI, JA 
SUBJECT: AVIAN INFLUENZA: JAPAN WEEKLY REPORT OCOBER 13 


REF: A. 05 STATE 153802 
B. TOKYO 5039 AND PREVIOUS 


1. There were no significant avian influenza (Al) 
developments in Japan during the period August 31 to 
October 13. No human or animal outbreaks of H5N1 Al were 
reported in Japan during the above period. 


-- The GOJ Conducted a Tabletop Drill on Pandemic Influenza 


1. On September 12, 19 Japanese ministries and agencies 
carried out a tabletop exercise on pandemic influenza. The 
exercise was conducted under the assumption that a mutated 
strain of the H5N1 virus, which could be transmitted human- 
to- human, was found in another country and the spread of 
the virus was expanding. The Cabinet Secretary provided 
the ministries and agencies with serial information of the 
infectious status of the virus every one hour by fax and e- 
mail. The ministries and agencies were required to send 
their countermeasures based on the national Pandemic 
Influenza Preparedness Action Plan to the Cabinet Secretary 
within two hours. 
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-- US-Japan-Korea Pandemic Influenza Workshop Held in Tokyo 


2. On September 27, the Institute for Foreign Policy 
Analysis, U.S. Pacific Command (PACOM), and the Institute 
of World Studies at Takushoku University held a pandemic 
influenza workshop in Tokyo. The purpose of the workshop 
was to facilitate an in-depth exchange of information among 
U.S., Japanese and the Republic of Korea (ROK) experts and 
officials responsible for planning and managing their 
respective national strategies for responding to an 

influenza crisis. In addition to national strategies of the 

three countries, special attention was given to military 
preparedness and response plans for pandemic influenza. 
Officials of PACOM, Japan Defense Agency and ROK Armed 
Forces Medical Command made presentations during the 
workshop. 


SCHIEFFER 
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DE RUEHML #4338 2860534 
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O 130534Z OCT 06 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3473 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS IMMEDIATE 
RHHMUNA/CDRUSPACOM HONOLULU HI IMMEDIATE 

RUEKJCS/JOINT STAFF WASHINGTON DC IMMEDIATE 

RUEKJCS/SECDEF WASHDC//OSD/ISA/AP// IMMEDIATE","C ON FID ENTIAL MANILA 004338 


SIPDIS 

SIPDIS 

STATE FOR EAP AND EAP/MTS 

USPACOM ALSO FOR FPA HUSO 

SECDEF/OSD/ISA/AP (LAWLESS/TOOLAN/BAILEY) 

JOINT STAFF/J5 (WILKES/ROBINSON/CLEMMONS) 

E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PINS, PTER, MOPS, RP 

SUBJECT: OCTOBER 13 UPDATE ON JOLO OPERATIONS 
REF: MANILA 4260 AND PREVIOUS 


Classified By: (U) Pol/C Scott Bellard 
for reasons 1.4(b) and (d). 


Column 3 

1. (C) Now nearing the end of its eleventh week, Operation 
Ultimatum!" -- the ongoing effort by the Armed Forces of the 
Philippines (AFP) to capture or kill the Abu Sayyaf Group and 
Jemaah Islamiyah leadership on the island of Jolo -- has 
succeeded in narrowing the area in which Khaddafy Janjalani, 
Abu Sulaiman, Umar Patek, and Dulmatin can maneuver to Mount 
Bagsak in central Jolo. AFP Scout Rangers, Special Forces, 

and Marine units, in very difficult terrain, are continuing 

to engage in an aggressive series of patrols and ambushes. 

Six AFP soldiers were wounded while conducting a night ambush 
on October 8 when ASG elements counterattacked with 57 mm 
recoilless rifle fire, while eight others were wounded and 

two killed on October 11 when Scout Rangers assaulted an ASG 
position they encountered during a patrol. In both cases, 

the ASG broke contact and fled. 


2. (C) The October 8 incident notably involved a night-time 
helicopter evacuation of the casualties by U.S.-trained 
Philippine Air Force pilots. A U.S. Joint Special Operations 
Task Force surgical team operated on the wounded soldiers 
once they arrived at Camp Bautista, saving the life of one of 
the most badly injured. Once the casualties had been 
stabilized, a U.S. contract aircraft transported them to 
Zamboanga for more extensive medical care. U.S. forces 
provided similar assistance to the casualties of the October 

11 engagement, clearly demonstrating the seamless nature of 
our cooperation under the new \"Kapit Bisig\" counterterrorism 
framework. 


3. (C) The Philippine Navy continues its impressive blockade 

of Jolo. To date, it has stopped and searched over 2500 
vessels departing or arriving on the island. One search of a 
fishing boat this week uncovered a weapon and an AFP uniform, 
fueling suspicions that the terrorists may be seeking to use 
subterfuge in an effort to escape the island; the crew of the 
stopped vessel remains in custody undergoing questioning. 


COMMENT 


4. (C) \"Operation Ultimatum\" inevitably draws comparisons 
with 2005\'s \"Layas Pagad\" and the earlier Operation Enduring 
Freedom Philippines effort on Basilan in 2002. While not yet 
meeting with full success, the AFP has shown remarkable 
determination in keeping its troops in the field and its 

ships at sea. The night-time aerial casualty evacuation is a 
direct result of U.S. training, as are the improved logistics 

and maintenance skills that have allowed the Philippine Navy 
to maintain its maritime cordon and the Philippine Air Force 

to keep up its UH-1H and MD-520 sortie rate. AFP soldiers on 
the ground, many of them U.S. trained, have shown a readiness 
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to close with the enemy and finish the fight. Commanders, 

such as Task Force Comet\'s Brigadier General Ruben Rafael and 
the 3rd Marine Brigade\'s Brigadier General Juancho Sabban, 
have demonstrated willingness to work closely with U.S. 
counterparts, and receptiveness to U.S. planning suggestions. 

As one U.S. officer who witnessed both Basilan and the 

ongoing operation recently observed, \"There\'s been a marked 
improvement in four years -- this is a different AFP.\" 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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R 130539Z OCT 06 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC 4460 

INFO RUEATRS/DEPT OF TREASURY WASHDC 
RUCNFB/FBI WASHINGTON DC 
RHEFHLC/HOMELAND SECURITY CENTER WASHINGTON DC 
RHHMUNA/USCINCPAC HONOLULU HI 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR SCA/INS, S/CT AND EB/ESC/TFS 


E.O. 12958: N/A 
TAGS: PTER, PREL, CE 
SUBJECT: SRI LANKA: TEXT ON GSL REPORTS ON LTTE FINANCING 


REF: COLOMBO 1568 


1. (SBU) Summary: During reftel discussion to prepare for the 
initial meeting of the Contact Group, Government of Sri Lanka 
(GSL) officials gave Post copies of reports they had produced 
regarding Liberation Tigers of Tamil Eelam (LTTE) financing. 
The following are excerpts from two of those reports, each of 
which also included graphs and organization charts which 

could not be reproduced in cable format. Two additional 
reports, marked \"TOP SECRET (EYES ONLY)" by the GSL, 
addressed LTTE fundraising and procurement and LTTE shipping 
networks. These contained even more extensive diagrams and 
notes which could not be compiled into cable format. If 
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Department and Washington agencies find the following 
information useful, Post could pouch acomplete set of the 
reports to the Department fo dissemination as appropriate. 
End Summary. 


2 (SBU) Begin text of Central Bank Financial Intellience 
Unit report (no GSL classification): 


The Tamil Rehabilitation Organization (TRO) 


The TRO is a registered non-governmental organization in 

terms of the Certificate of Registration of Voluntary Social 
Services-Non Governmental Organization under Voluntary Social 
Services Organizations (Registration and Supervision) Act 

No.31 of 1980 as amended by Act No.8 of 1998 bearing 
registration No.50706. Its registered office is at 410/112 

Bullers Road, Colombo 7. 


Since 2003, the TRO has maintained bank accounts at 7 
systematically important banks in the country, namely, 
People\'s Bank, the Bank of Ceylon, HNB, Commercial Bank, 
Seylan Bank, PABC Bank and the Standard Chartered Bank, 
though which banking network it has been in receipt of large 
foreign remittances from across the world. To date it has a 
network of 153 accounts at the above-named banks, 139 of 
which are in the North and East. The breakdown of bank 
accounts per Bank is given bellow:- 


Bank of Ceylon, 10 accounts in Killinochchi, Vavuniya, 
Mannar, Trincomalee, Mutur and Mullaviativu; etc 


People\'s Bank, 22 accounts in Killinochchi, Mullaitivu, 
Akkaipattu, Karaitivu, etc. 


Hatton National Bank 26 accounts in Vavuniya, Mannar, 
Trincomalee, Jaffna, Batticaola, Wellawatte, etc. 


Seylan Bank 82 accounts in Vavuniya, Trincomalee, Batticaloa, 
Jaffna, First City Office, and Free Trade Zone; 


PABC Bank 6 accounts in Old Motor Street and in the Colombo 
metropolitan Area; 


Commercial Bank 7 accounts in Batticaloa, Kotahena and in the 
North and East. 


During the period January 2003 to March, 2006 the TRO has 
received direct foreign remittances amounting to the Sri 
Lanka rupee equivalent of Rs.2.2 billion. These remittances 
have been received from the TRO offices in 9 countries 
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consisting of 6 major European countries, Australia, Canada 
and the U.S.A. and from affiliated organizations and 
individuals abroad and international NGOs. 


Up to the last quarter 2005, 50 percent of these remittances 
were received trough TRO Accounts maintained by the Standard 
Chartered Bank. However, in view of stringent anti 
money-laundering requirements and know-your-costumer rules 
imposed by the Central Bank of Sri Lanka with regard to 
concerns on the conduct of the account, the TRO account was 
closed by SCB. The account was transferred from the SCB to 
the Seylan Bank, Vavuniya on September, 2nd 2005. The largest 
number of TRO accounts are maintained at the Seylan Bank 
which operates 66 accounts for the TRO. On inquiries made 
about the need for such large number of accounts for a single 
organization, the Bank said that each account was in respect 

of identified projects. The Bank was, however, able to submit 
only 10 project reports. 


Post - tsunami funds received by TRO 


Of total post-tsunami funds received through the banking 
system, the TRO received the largest sum of a total of Rs.4 
billion or 10 percent of all tsunami funds received through 

the banking system in Sri Lanka, for the period January 2005 
to June 2006. This figure includes domestic transfers-credits 

to the TRO accounts from NGOs and other banks amounting to 
Rs.2.6 billion. 50 percent of foreign remittances were 

received from the U.S.A. of which the TRO U.S.A. accounted 
for 50 percent. 

All these funds have been withdrawn for use in projects 
purporting to be for tsunami purposes. In effect 106 percent 

of bank funds have been withdrawn. It is evident that these 
funds have been utilized for whatever post-tsunami 
humanitarian work they were meant for which is deemed to have 
been undertaken by the TRO and should have been completed 
during a period of over one and a half years. The balances 
reported by 6 banks as at the date the freezing order, viz. 
Rs.113.8 million, are only a mere fraction of the funds 

received by the TRO, particularly during the post-tsunami 
period. It is therefore deemed that the funds coming through 
the banking system in the hands of the TRO. 


Several international NGO are carrying out humanitarian 
projects in the LTTE controlled areas purporting to be for 
Tsunami purposes with funds received for this purpose through 


SIPDIS 

the banking system. INGOs such as UNDP, UNICEF, Save the 
Children, Actionaid, ILO have transferred funds directly to 

the TRO for humanitarian projects. These INGOs may be 
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requested to account for these funds. 


The TRO/USA connection 


The TRO Sri Lanka has received almost 10 million U.S. dollars 
in foreign currency remittances from the USA during the 
period January 2003 to March 2006 through the commercial 
banks in Sri Lanka. This represents the largest component of 
foreign currency remittances received by the TRO accounting 
for 41 percent. The TRO-USA is the largest contributor to the 
TRO Sri Lanka. In August alone this year, a total of 
U.S.566,000, or LKR 60 million, was remitted by the TRO USA 
to the TRO and various affiliated organizations in North and 
East. These funds have been received from TRO office 
registered in Cumberland in State of Maryland in the U.S.A. 
which is the entity that is presentlybeing investigated by 

the U.S. authorities with egard to arms purchases for LTTE. 


TRO Front orgnizations and transfers from International NGOs 
INGOs) 


Several front organizations of the TRO purporting to be NGOs 
in their own right have been identified. The following are 
some of them:- 


-White Pigeon-registered as a Charity in the UK but now 

delisted by the Charity Comissioner. 

-The Ghandi Seva Sangam - in receipt of funds from TRO 
-Social Economic Development Organization for Tamils (SEDOT) 
-The Bank of Tamil Eelam, in Killinochchi with branches in 

the North and East. 

-The Economic Consultancy House 

-The Dry Zone Development Foundation. 


The following the INGOs have direct dealings with TRO and 
regular transfers from the following INGO accounts have taken 
place purporting to be for projects handled by the TRO, many 
of which are in the uncleared areas under the LTTE 
administration:- 


-The ILO 

-Save the Children 

-Actionaid International Sri Lanka which has signed an MOU 
with the TRO 

-UNICEF 


(End text) 


3. (SBU) Begin text of Ministry of Foreign Affairs report (no 
GSL classification): 
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Remittances received by Tamil Rehabilitation Organization 
(TRO) Sri Lanka from United States of America - 2003 - March 
2006 


TRO Sri Lanka (TROSL) has received USD 9.09 Mn of foreign 
currency remittances from the United States of America (USA) 
during the period January 2003 to March 2006 through the 
commercial banking system in Sri Lanka. Of total remittances 
received by the TROSL, remittances from the USA represent the 


largest at around 40.72 percent of total foreign currency 
remittances received by the TROSL. 


2004 recorded the highest inflow with 38 percent of total 
remittances from the USA received amounting to USD 3.48 Mn., 
with USD 3.16 Mn or 35 percent and 2.06 Mn. or 23 percent in 
2003 and 2005, respectively. USD 0.39Mn has been received in 
the first quarter of 2006 representing a significant decline. 


According to a data available, TRO - USA is the largest 
contributor to the TROSL, remitting USD 5.01 Mn or 55.15 
percent of total remittances from the USA to Sri Lanka. Of 
these remittances from the US, the Raj Rathnam Family 
represent 3.3 Mn or 36.31 percent. These two remitting 
parties together have remitted USD 8.31 Mn. To the TROSL, 
representing 91.5 percent of total remittances from the USA. 


(End text) 
MOORE 
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PP RUEHMA RUEHPA 

DE RUEHDK 2460/01 2860615 

ZNR UUUUU ZZH 

P 130615Z OCT 06 

FM AMEMBASSY DAKAR 

TO RUEHC/SECSTATE WASHDC PRIORITY 6550 
INFO RUEATRS/DEPT OF TREASURY WASHDC 
RHEBAAA/DEPT OF ENERGY WASHDC 
RUCPDOC/USDOC WASHDC 

RUEHLMC/MCC WASHDC 
RUEHBJ/AMEMBASSY BEIJING 0093 
RUEHLC/AMEMBASSY LIBREVILLE 0909 
RUEHNR/AMEMBASSY NAIROBI 1219 
RUEHRB/AMEMBASSY RABAT 0788 
RUEHTRO/AMEMBASSY TRIPOLI 
RUEHYD/AMEMBASSY YAOUNDE 0270 
RUEHZK/ECOWAS COLLECTIVE","UNCLAS SECTION 01 OF 02 DAKAR 002460 
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SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR EB/ESC/IEC, EB/IFD/OIA, AF/EPS AND AF/W 

AID/W FOR AFR/WA AND AFR/SD 

TREASURY FOR OIASA/IDB 

DOE FOR OFFICE OF POLICY AND INTERNATIONAL AFFAIRS 
USDOC FOR 4510/0A/PMICHELINI, AROBINSON-MORGAN/KBOYD 
USDOC FOR 3131/CS/ANESA/OIO/GLOOSE/GLITMAN/MSTAUNTON 


E.O. 12958: N/A 

TAGS: ENRG, EINV, ECON, EPET, KMCA, CH, IR, LY, MO, SG 

SUBJECT: WESTERN OIL COMPANIES REDUCE HOLDINGS IN SENEGAL AS OTHER 
WESTERN COMPANIES GO UNPAID 


REF: A. YAOUNDE 1566 


B. DAKAR 2364 (NOTAL) 
C. DAKAR 1746 (NOTAL) AND PREVIOUS 


DAKAR 00002460 001.2 OF 002 


SUMMARY 

1. (SBU) Citing poor returns on investments, Exxon-Mobil officials 
have announced publicly the sale of its 300 service stations in 
Senegal, Cote d\'Ivoire, Gabon, Cameroon, Kenya, and the island of 
Reunion to the Libyan firm Tamoil. At the same time, Royal Dutch 
Shell is quietly selling off the remainder of its shares in 

Senegal\'s petroleum refinery, SAR, to government parastatal 
Petrosen. END SUMMARY. 


2. (U) Exxon-Mobil (EM) officials met with EmbOffs to share news of 
its plans to sell off its downstream service stations in six African 
locations to Libyan company Tamoil. Citing a poor return on 
investment, EM is selling off its downstream operations in Senegal, 
Cote d\'lvoire, Gabon, Cameroon, Kenya, and the island of Reunion. 
While each country\'s requirements for the transfer of ownership 
differ, EM\'s Director of Finance for Africa expects Senegal\'s 
transfer to be the quickest of all six to implement. According to 

EM officials, once Tamoil declares its intention to buy EM 
operations the transaction can be finalized within 10 days of the 
declaration. EM does not expect employees to be affected by the 
transfer in ownership, and Tamoil will have the rights to retain the 
Exxon-Mobil name for up to one year. 


3. (U) While EM has pulled out of downstream operations, officials 
maintain that the upstream oil exploration market is lucrative, and 
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they intend to double their upstream investment in Africa by 2010. 
(NOTE: EM will continue to maintain its service stations in Nigeria, 
Morocco, Tunisia and Egypt. END NOTE.) 


EXXON MOBIL THANKS EMBASSY TEAM 

4. (U) Following months of intensive advocacy in 2005 and 2006 by 
senior mission officers, last week EM finally received USD 1.29 
million in GOS tax credits owed as a result of changes in Senegal\'s 
tax codes that caused Exxon-Mobil to pay taxes to both SAR and 
Customs on the same product, from 1999 to 2002. Over the past year, 
Exxon-Mobil faced the possible write-off of USD 2.8 million in tax 
overpayments if Senegal did not officially acknowledge the error and 
take steps to reimburse Exxon Mobil. The Ambassadors raised the 
issue multiple times with the Prime Minister and the Minister of 
Finance. EM officials credit the Minister of Finance with being 
proactive in seeking a resolution to the problem as a result of 

these meetings. EM expects to receive another credit in the amount 
of USD 290,000 before the end of the month. The remaining USD 
800,000 is still under review. 


SHELL SELLING SHARES IN SAR 

5. (SBU) Energy officials informed EmbOff that Petrosen (the 
state-owned oil company) is finalizing negotiations with Shell to 
buy its remaining shares in SAR. This move would give the GOS a 
68.2 percent majority stake in the oil refinery. As the GOS has 
limited experience in the management of a refinery, it is expected 
that it will contract with France\'s Total Elf to run operations. As 

of October 11, SAR remains closed. 


EMERGENCY FUEL FUND 

6. (SBU) The creation last month of the Emergency Fuel Fund (EFF) 
came in response to the country\'s severe energy crisis (Ref B). 
According to a draft government decree, the Fund aims to ensure a 
steady supply of fuel for the country, while officials grapple with 

the way forward to liberalize fuel prices. Margins obtained from 
lowered prices on the international oil market will replenish the 

Fund and savings will not be passed on to the consumer. (NOTE: 
Government officials have conceded that they might have to lower 
prices slightly at the pump to appease disgruntled consumer groups. 
END NOTE.) According to the draft government decree, additional 
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resources will come from friendly countries and development 
partners, reportedly including Morocco, Libya, Nigeria and Iran, and 
also from the sale of petroleum products given to Senegal at 
preferential rates by these petroleum supplying countries. 
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7. (SBU) The draft decree is short on specifics, but it outlines 
the use of the Fund to offset commercial losses linked to the 
importation of petroleum products, to support costs of refining 
activities, and to support costs related to the declassification of 
various petroleum products. 


8. (SBU) The Fund\'s management committee, according to the draft 
decree will include a representative of the Ministry of Energy, two 
representatives of the Ministry of Finance and two from the Ministry 

of Commerce, as well as representatives from SAR and licensed fuel 
importers. The Fund\'s manager will be appointed based on a separate 
decree from the Ministry of Finance. 


COMMENT 

9. (SBU) It is clear that Senegal will see a couple of new entrants 
(Tamoil and oil suppliers from Iran and other \"friends of Senegal\") 

in its energy sector over the next several months. Perhaps they 

will be able to help Senegal muddle through its energy crisis. With 
power shortages continuing unabated during the peak demand season, 
SAR inoperable, and U.S. IPP GTi mothballed due to lack of full 
payment and a reliable fuel supply stemming from the delayed 
payments by power utility Senelec, it is highly likely that 

President Wade\'s proclamation to end power outages by October 15, 
2006 will prove to be empty. 


10. (SBU) At the same time, we remain concerned about an overall 
lack of transparency in the management of the energy sector by the 
GOS and the electricity parastatal/monopoly SENELEC. The draft 
decree on the EFF does not provide adequate information on oversight 
and accountability for such a potentially large fund. Further, 

recent GOS steps, including the reacquisition of shares of SAR, are 

a clear retreat from the Wade administration\'s commitment (via a 
2003 policy paper presented to major donors) to take steps to 

enhance private-sector participation in Senegal\'s long-troubled 

energy sector. As a result, the World Bank, reportedly in response 

to on-going management and policy concerns related to SENELEC, has 
stopped funding energy-related projects in Senegal. END COMMENT. 


Jackson 
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SIPDIS 
DEPT FOR EB/CIP/BA (FETCHKO) 


E.O. 12958: N/A 

TAGS: ECPS, EINT, EAID, PHUM 

SUBJECT: SECRETARYVS INITIATIVE ON GLOBAL INTERNET FREEDOM -- 
USAID INDONESIA EFFORTS 


REF: SecState 142140 


1. (U) Summary. Embassy Jakarta welcomes the Secretary\'s Global 
Internet Freedom Task Force Initiative (GIFT) and looks forward to 
contributing to its success. As requested in reftel, a list of 

USAID projects related to the GIFT is described below. USAID in 
Indonesia continues to place high priority on increasing access to 
information through information and communication technologies 
(ICT). The USAID Strategic Plan for Indonesia 2004 - 2008 (Plan) 
identifies digital freedom as a cross-sector priority. Since 
implementation of the Plan, ICT activities have started in all 

sectors where USAID is active. In FYO5-F06 alone, USAID provided 
approximately $5.8 million for ICT-related activities in 

Indonesia. This priority will continue over the next two years. 

Of particular note are activities under the President\'s Education 
Initiative, which will use innovative technologies such as 

wireless internet to increase ICT access for teachers, students 

and the surrounding communities. End Summary. 


2. (U) List of USAID ICT Projects 


E-Government Projects 


Project Name: FluNet 

Recipient: Ministry of Agriculture, Agency for Agricultural 
Quarantine at National, Regional and Field levels in three 
provinces. 

Project Description: Strengthen capacity in preparing for, 
detecting, and responding to outbreaks of Highly Pathogenic Avian 
Influenza (HPAI). This public-private partnership will customize 
and deploy an online disease surveillance system. The project will 
also include training for rapid identification of HPAI in animals 

in transit and in the use of IT to report findings. 

IT Component: The on-line system allows field staff to submit real- 
time data reports to the system via the internet, text messaging, 
mobile phone or PDA. Supervisors can map and analyze data via web 
interface, and use communication tools to send alerts and 
broadcast messages back to the field. 

FYO5 Funding: 0 
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FY06 Funding: 350,000 


Project Name: Aceh Technical Assistance Recovery Project (ATARP) 
Recipient: Indonesian Bureau for Aceh Reconstruction and Recovery 
(BRR)- Housing Office 

Project Description: Provide technical assistance to BRR\'s 

Housing Office for post-tsunami recovery, including shelter and 
housing reconstruction issues and mapping/spatial planning for 
villages and urban rehabilitation and reconstruction. 

IT Component: Providing computer hardware and software for the 
Housing Office, including Primavera Project Management software, 
GIS software for mapping, and Oracle Database Manager. 

FY05 Funding: 300,000 

FY06 Funding: 0 


Project Name: Immediate Assistance for Strengthening Community- 
based Early Warning and Early Reaction to Avian Influenza (Al) 
Recipient: Ministry of Agriculture 

Project Description: Establish and implement a systematic, active, 
village-level Al surveillance plan, and a rapid response strategy 

to animal outbreaks of Al, enabling officials to report and map 
outbreak information for improved control and containment of Al in 
animals. 

IT Component: Provide Global Positioning System (GPS) devices to 
officials, plus training in use of GPS, and in use of information 
obtained to improve program and decision-making. 

FYO5 Funding: 0 

FY06 Funding: 55,000 


Project Name: Strengthening the Initiatives of the Government and 
Others against Human Trafficking (SIGHT) 

Recipient: Ministry of Women Empowerment 

Project Description: Provide technical assistance to the Ministry 

of Women Empowerment for combating trafficking in persons. The 
project includes technical assistance, training, and small grants 

to local NGOs in support of prevention and protection. A third 
component of the project is aimed at enhancing coordination and 
communication between government agencies, NGOs, businesses and 
the public. 

IT Component: Development of a website for the Ministry 
(www.stoptrafiking.or.id) aimed at raising public awareness of 
trafficking issues in Indonesia. The website will provide 
opportunities for persons active in combating trafficking, as well 

as victims of trafficking, to interact through chatrooms and 
discussion forums. 

FYO5 Funding: 11,407 

FY06 Funding: 0 


Project Name: Institutional Development and Advocacy for Legal 
Reform in Indonesia (IDeAL) 
Recipients: Legal community and practitioners. 
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Project Description: Build capacity of government legal 

institutions and civil society organizations to address problems 

of justice and law enforcement. 

IT Component: Develop a public online database with information on 
Supreme Court decisions and other legal information. 

FY05 Funding: 43,239 

FY06 Funding: 0 


ICT Project in Support of Decentralization, Municipalities, and 
Local Government 


Project Name: Local Governance Support Program 

Recipients: 60 Local Governments 

Project Description: Increase capacity of local governments to: 

-- plan and manage public services and finances, 

-- increase transparency and accountability in legislative and 
administrative processes, 

-- respond to citizen priorities; and, 

-- provide greater opportunity for citizens to participate in 

local government decision-making. 

IT Component: Training of local officials in ICT, promoting 

sharing of best practices and ICT based information exchange 
between local and national government experts. The project will 
introduce e-announcement and e-procurement models to increase 
transparency in targeted jurisdictions. Officials will develop a 

local governance data bank, including on-line self-assessment 
tools on good governance and core capacities such as planning and 
budgeting. 

FYO5 Funding: 50,000 

FY06 Funding: 125,000 


ICT Projects in Support of Economic Growth 


Project Name: Indonesia Anti-Corruption and Commercial Courts 
Enhancement (IND ACCE) 

Recipients: Anti-Corruption Court and Commercial Court under the 
jurisdiction of Supreme Court 

Project Description: Assist the Supreme Court by enhancing the 
capacity of the Commercial Court and establishing a functioning 
Anti-Corruption Court. 

IT Component: Implement a court information technology system 
which will improve efficiency in these specialized courts, and 

also increase transparency by allowing more public access to court 
information. 

FY05 Funding: 300,000 

FY06 Funding: 1,200,000 
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Project Name: Indonesia Trade Assistance Project 

Recipient: Ministry of Trade (MOT) 

Project Description: Build the capacity of the Ministry of Trade 
(MOT) to analyze trade information and implement trade reform, 
resulting in increased exports, improved investment climate, and 
increased employment. 

IT Component: Support a comprehensive upgrade to the MOT ICT 
systems, including the following: 

-- Re-design the MOT IT network 

-- Upgrade equipment and software to improve management, 
efficiency and security 

-- Building a new, integrated website providing more information 
to the public in both English and Indonesian 

-- Improve communication facilities and ICT infrastructure 

-- Support consolidation of various trade databases to provide 
higher quality data while improving data collection and 
management, and; 

-- Provide both technical ICT training to support personnel and 
application training to end-users. 

FY05 Funding: 300,000 

FY06 Funding: 1,800,000 


Project Name: Indonesia Competitiveness Program (SENADA) 
Recipient: Ministry of Industry 

Project Description: Generate growth, trade, jobs and income by 
improving Indonesia\'s competitiveness in selected high potential 
industry value chains driven mainly by small and medium sized 
enterprises (SME). 

IT Component: Develop and maintain a website. Provide technical 
assistance and industry value chain support to SME internet 
services providers. 

FY05 Funding: 100,000 

FY06 Funding: 200,000 


Project Name: Agribusiness Market and Support Activity (AMARTA) 
Recipient: Agribusiness industries in Indonesia 

Project Description: Assist the GOI in promoting a robust 
Indonesian agribusiness system, significantly contributing to 
employment growth. 

IT Component: Create and maintain a website informing persons 


involved in agribusiness industries on AMARTA services, and 
support association and alliance-driven advocacy campaigns to 
remove constraints and improve the enabling environment. 
FYO5 Funding: 10,000 

FY06 Funding: 100,000 


Project Name: Reducing Barriers to Market Entry and Business 
Operation (PROMIS) 
Recipient: Local governments and business organizations in 
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Indonesia. 

Project Description: Reduce the cost and complexity of business 
licensing and permitting, resulting in higher numbers of 
businesses entering the formal sector. The project also aims to 
improve formulation of business regulations, and create strong 
incentives for local governments to implement business-friendly 
policies. 

IT Component: Help establish an \"e-government\" system to improve 
government efficiency and accountability in business licensing 
procedures. The system will include application forms for 
licenses. 

FYO5 Funding: 0 

FY06 Funding: 60,000 


Project Name: Financial Crime and Prevention Project (FCPP) 
Recipients: Ministry of Finance, Indonesian Financial Intelligence 
Unit (PPATK), Supreme Audit Board (BPK), Corruption Eradication 
Commission (KPK), and Attorney General\'s Office (AGO) 
Project Description: Assist Indonesia in creating a modern legal 
and institutional framework to detect and prosecute financial 
crimes, and facilitate cooperation among agencies in preventing 
financial crime. 

IT Component: Create a website by June 2007, containing 
information and training materials on anti-corruption/money 
laundering/financial crimes. 

FYO5 Funding: 0 

FY06 Funding: 15,000 


Project Name: Indonesia Deposit Insurance Policy 

Recipient: Ministry of Finance, Bank of Indonesia, Deposit 
Insurance Corporation (LPS) 

Project Description: Assist in GOI efforts toward creating a 
modern deposit insurance scheme. 

IT Component: Provide laptop computers, servers and software to 
improve ICT capability for staff of LPS. Develop a Risk Management 
Data Repository and Reporting Tools System to assist LPS in 
analysis of financial risk posed by insured banks. 

FYO5 Funding: 55,790 

FY06 Funding: 7,200 


E-education Projects 


Project Name: Decentralized Basic Education 1 

Recipients: Provincial Education Offices, Provincial Religious 
Offices, District Education Offices, District Religious Offices, 
Elementary Schools, and Religious Schools (Madrasah Ibtidaiyah) in 
three provinces. 

Project Description: Improve capacity of local governments to 
provide and manage basic education services, strengthening 
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community participation in the process. 

IT Component: Conduct an assessment and make recommendations for 
development of a national education management information system 
(EMIS) for use at all levels of government, with possible follow- 

on activity supporting development of the system. 

FYO5 Funding: 0 

FY06 Funding: 80,000 


Project Name: Decentralized Basic Education 1 

Recipients: District Education Offices, District Religious Affairs 
Offices, District Public Libraries, District Planning Boards, and 
local private sector entities in six provinces. 

Project Description: Improve capacity of local governments to 
provide and effectively manage basic education services, and 
strengthen community participation in process. 

IT Component: Enable district public libraries, education offices, 
and other district offices to leverage technologies which enhance 
information and communication flow with education stakeholders 
(schools, teachers, etc) and the wider community through one of 
two grant categories: ICT Access Grants (or Education Hotspots) 
and ICT Innovation Education Management and Governance Grants 
(EMG). 

FYO5 Funding: 0 

FY06 Funding: 200,000 


Project Name: Decentralized Basic Education 2 

Recipients: Primary school teachers, principals, students, and 
local communities in seven provinces and Jakarta. 

Project Description: Enhance quality of teaching and learning to 
improve student performance. 

IT Component: Provide a wide variety of new communication 


technologies, increasing access to information for teachers, 

students and local communities. Community Resource Centers (CRC) 
will host a wide array modern ICTs. In FYO7, a number of pilot 

sites will introduce wireless \"hotspots\" to the CRCs. 

FYO5 Funding: 0 

FY06 Funding: 25,000 


Project Name: Decentralized Basic Education 3 

Recipients: Junior secondary school teachers in up to 100 
Indonesian districts 

Project Description: Strengthen life skills components in junior 
secondary school curriculum. 

IT Component: Train teachers to integrate ICT into teaching 
methods and extracurricular activities. 

FYO5 Funding: 95,000 

FY06 Funding: 80,000 


Projects Providing Computers to NGOs and Schools 
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Project Name: Support for Women in Aceh 

Recipients: Students in 15 Islamic boarding schools (Dayah) 
throughout Aceh Province 

Project Description: Improve the quality of education for girls 

in Islamic boarding schools with a majority female student body, 
by providing computer labs, libraries, and/or community 
development projects. 

IT Component: Provide internet-ready computers for a new computer 
lab in each school. The school will determine whether to fund the 
internet connection. 

FY05 Funding: 265,950 

FY06 Funding: 0 


Project Name: Environmental Services Project (ESP) - Rare Pride 
Indonesia Grant 

Recipients: Mapayah Foundation, NGO Peduli Nanggroe Aceh, NOG 
Kaliandra, NGO Ekosistem Lestari and YBL Masta. 

Project Description: Conservation campaign training program 
focused on biodiversity. 

IT Component: Provide ICT equipment and supplies to the five 
participating NGOs. 

FYO5 Funding: 25,000 

FY06 Funding: 0 


PASCOE 
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SIPDIS 

STATE FOR ISN/MTR AND PM/DTC 

E.O. 12958: DECL: 10/13/2026 

TAGS: ETTC, KOMC, MNUC, PARM 

SUBJECT: DTC CASE 999050: REQUEST FOR MISSILE TECHNOLOGY 
ASSURANCES FROM TAIWAN 

REF: A. SECSTATE 138260 


B. TAIPEI 2916 


Column 3 
Classified By: AIT Econ Chief Daniel K. Moore, Reason 1.4 d and e 


1. (U) Per reftel request, Econoff wrote to TECRO on August 
23, 2006 and sought written confirmation of assurances 
provided in reftel to the export case, DTC:999050. The text 
of the response letter (received on October 12, 2006) from 
the Deputy Secretary General Terry Ting follows: 


2. (C) Ref No: TECRO 09558035980 October 12, 2006 


Mr. Daniel K. Moore 

Chief 

Economic Section 

American Institute in Taiwan 
Taipei Office 

7, Lane 134, Hsin Yi Road, Sec. 3 
Taipei, Taiwan 


Dear Mr. Moore: 


This is in reference to AIT\'s letter (B-617) dated August 23, 
2006, requesting a written confirmation of assurances for 
Defense Trade Controls (DTC) Case #999050 from Chun Shan 
Institute of Science and Technology (CSIST). 


In reply, | wish to inform you that CSIST has agreed to 
comply with the terms of requested assurances which include: 


A) The items will not be used in the design, development, 
manufacture, launch, or operation of any delivery system for 
weapons of mass destruction or in the conversion of any other 
delivery system for weapons of mass destruction; 


B) The items will be used only for the purpose stated and 
such use will not be modified nor the items themselves 
modified or replicated without the prior consent of the 
American Institute in Taiwan. 


C) Neither the items, nor replicas, nor derivatives thereof, 
will be retransferred without the consent of the American 
Institute in Taiwan; and, 


D) For the purpose of these assurances, a delivery system 
for weapon of mass destruction is agreed to include any 
complete rocket system (including ballistic missiles, space 
launch vehicles, and sounding rockets) or unmanned air 
Vehicle system (including cruise missile systems,target 
drones and reconnaissance drones) that are: 


1) intended to deliver nuclear, chemical, or biological 
weapons; or 
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2) capable of delivering at least a 500 kg payload to a 
range of at least 300 km. 


Enclosed please find a copy of the written confirmation of 
assurances provided by CSIST. | would appreciate it if you 
could forward the above-mentioned information to the 
authorities concerned for the issuance of export permit. 


Thank you for your attention and cooperation in the matter. 


Sincerely yours, 


Terry Ting 
Deputy Secretary General 


Enclosure: as stated 


cc: 1. Chun Shan Institute of Science and Technology 
2. Department of North American Affairs, MOFA 
YOUNG 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR ANTOINETTE HURTADE 


REF: CANBERRA 01599 


1. (U) Embassy welcomes and grants country clearance for 
the October 22-25, 2006 visit to Japan by Antoinette Hurtado, 
US Embassy Caberra Political Officer. A notional schedule 
will follow separately. 


2. (U) Point of contact for the visit will be Mary Wilson. 
She can be reached at: 
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Office phone: (81-3)3224-5340 

Home phone: (81-3)3224-6932 

Mobile phone: 81-90-4168-4950 

Fax: (81-3)3224-5322 

E-mail: wilsonmt@state.gov (unclassified) 


3. (U) Hotel reservations have been made for the three 
nights of 22 - 24 October at: 


ANA Hotel 

12-33-1 Akasaka 

Minato-ku, Tokyo 107-0052 
Tel: (81-3) 3505-1111 

Fax: (81-3) 3505-1155 
Email: www. anahoteltokyo.jp 


4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 
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Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. The events of September 11 at the 
World Trade Center, the Pentagon, and Somerset, Pennsylvania, 
serve as a cruel reminder of the continuing threat from 
terrorists and extremist groups to Americans and American 
interests worldwide. This situation remains fluid and 
American citizens should be aware of the potential risks and 
take these into consideration when making travel plans. The 
Department will continue to develop information about 
potential threats to Americans overseas and to share credible 
threat information through its consular information program 
documents available on the internet at the Bureau of Consular 
Affairs home page: http://www.travel.state.gov. 


8. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (U) As the U.S. Government has reported in public 
announcements over the last several months, U.S. citizens and 
interests abroad may be at increased risk of terrorist 

actions from extremist groups, which may target civilians and 
include suicide operations. Most recently, we advised that 

we had unconfirmed information that terrorist actions may be 
taken against U.S. Military facilities and/or establishments 
frequented by U.S. military personnel in Korea and Japan. 
Americans should increase their security awareness and avoid 
locations where Americans are generally known to congregate. 


10. (U) In addition, we continue to be concerned about 
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information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin LadenWs Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 


times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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SIPDIS 
SIPDIS 
STATE FOR EUR, EUR/RPM, EUR/SCE, PM, lO, SR 


E.O. 12958: DECL: 10/12/2016 

TAGS: NATO, PREL 

SUBJECT: AMBASSADOR NULAND\'S MEETING WITH SERBIAN 
AMBASSADOR MILINKOVIC 


REF: STATE 146343 


1. (U) Summary: On October 18, Ambassador Nuland hosted 
Serbian Ambassador to the EU Branko Milinkovic to discuss 
Serbian Partnership for Peace (PfP) aspirations and Serbia\'s 
compliance with the International Criminal Court for the 
former Yugoslavia (ICTY). Ambassador Nuland expressed dismay 
with the lack of progress regarding ICTY and that this 
inaction was detrimental to Serbia\'s participation in PfP. 


Column 3 
End Summary. 


2. (U) Ambassador Nuland opened the meeting by expressing 
Washington\'s concern over Serbia\'s inaction with regard to 
compliance with ICTY. She told Ambassador Milinkovic that 
the U.S. is looking for Serbia to take the necessary steps 
toward fulfilling its action plan. Ambassador Milinkovic 

asked if the door was closed to PfP and Ambassador Nuland 
responded that the door is still open for Serbia, but the 

Serbs need to first get something done to demonstrate ICTY 
compliance to the international community. Ambassador Nuland 
provided Milinkovic with a copy of previously delivered 

talking points, (RefTel), and outlined the kind of steps that 

the U.S. Government has suggested to Belgrade to assist in 
their efforts to fulfill their action plan. 


3. (U) In response to an inquiry regarding PfP progress 

for Bosnia and Herzegovina and Montenegro, Ambassador Nuland 
responded that while the U.S. supports further Euro-Atlantic 
integration for the entire region, each country must be 

assessed on its individual merits. 

NULAND 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 10/10/2016 
TAGS: PREL, PGOV, ECON, XA, XF, PO 
SUBJECT: PORTUGALYS EU PRESIDENCY PLANS; A SHIFT FROM THE 
EXPECTED 
REF: A. STATE 170214 
B. LISBON 2261 
Classified By: Pol Chief Troy Fitrell, Reasons 1.4 (B,D) 


1. (C) Summary: Portuguese interlocutors relayed their views 
regarding their government's preparations for the EU 
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presidency. They noted that Germany\'s policy prescriptions 
would dominate the agenda through the new coordinated 
presidencies process, but that Portugal had some 
opportunities to affect the end result. Portugal would not 
likely have much success in promoting an African agenda and 
would stick to immigration issues, outreach to Arab states, 
and the promotion of the Lisbon Agenda for economic 
development. Portugal intends to continue engagement with 
Syria, and Foreign Minister Amado intends to raise this issue 
with Secretary Rice later this month. End summary. 


Policy Plans and Constraints 

2. (U) Dr. Jaime Leitao, head of the newly-established Office 

of the European Union Presidency at the Portuguese MFA, 
offered an initial view on how the Government of Portugal 
(GOP) plans to manage its EU Presidency during the second 
half of 2007. His views were supplemented by another meeting 
between EUR\'s DAS for Public Diplomacy Colleen Graffy and the 
Portuguese Prime Minister\'s Diplomatic Advisor Luisa Pais, 
the Foreign Minister\'s Diplomatic Advisor Paulo Lourenco, and 
the MFAVs Director of the North American Department Nuno de 
Mello Bello. 


3. (C) Leitao noted that the GOP feels somewhat constrained 
by the new system of coordinated presidencies over an 
18-month period. As Germany leads the process, followed by 
Portugal and then Slovenia, Leitao believes that the German 
agenda will dominate the entire period. Leitao admitted, 
however, that the GOP had not yet decided how it hoped to 
define its presidency, so German domination might ease the 
decision-making burden. Lourenco noted that Portugal has a 
useful heritage of international diplomatic contact, but has 

no vested interests in the Middle East, and would therefore 
play an ideal role in the further development of the Middle 
East Peace Process. 


From Africa to the Middle East 

4. (C) Initial reports that Portugal will have an \"African 
Presidency\" are exaggerated, Leitao suggested, not least 
because Germany and Slovenia care little for the continent. 
Leitao opined that an EU-Africa Summit would be impossible 
during the presidency due to the attendance (or 
non-attendance) of Zimbabwe\'s President Mugabe. 


5. (C) As the African issue seemed intractable, Leitao 
suggested that Portugal would focus on immigration as a 
security issue, particularly regarding North Africa. 

Although EU nations -- notably Germany and Spain -- have 
clashed on this issue recently, Leitao said they would focus 
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on the conditions under which immigrants live and their legal 
status, rather than on potential common-border protection 
issues. Such a policy standpoint would allow Portugal to 
reach out to Maghreb states, which would be the identity of 
the Portuguese presidency. Refs A and B discuss how these 
plans play into Portugal\'s participation at the General 

Affairs and External Relations Council. 


6. (C) On this theme, Lourenco noted that Portugal wants to 
engage in extensive public outreach to Middle Eastern states 
in addition to diplomatic exchanges. Portugal\'s contact with 
Syria is part of this policy, Lourenco said, and given that 

any solution to the problems of the region will require 

Syria\'s input and action, it is appropriate for Portugal to 
engage even while other nations have valid reasons not to do 
so. Lourenco noted that this is an important issue for 
Foreign Minister Amado and one that Amado intended to raise 
with Secretary Rice in their meeting later this month. 
Lourenco also noted that they notice signals from Damascus 
that the Syrians are increasingly worried about both Iran\'s 
influence in the region and internal pressures in Syria 

itself. 


EU and the Economy 

6. (C) Not surprisingly, Leitao said the GOP hoped to 
reinforce the Lisbon Agenda, which dates from Portugal\'s last 
EU Presidency. The economic development plan, focused on 
innovation and transition to a \"knowledge-economy,\" has a 
particular resonance in Portugal due to local competitiveness 
issues that have led to several major factory closures. 

Leitao said this effort was one of the few that could 
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energize the populace regarding the presidency. Few voters, 
he suggested, had any notion of traditional EU issues such as 
the constitutional treaty. 


How to Manage a Presidency 

7. (C) On technical aspects of assuming the presidency, 
Leitao noted that his office would coordinate GOP activities. 
While at the current stage, these efforts are primarily 
logistical; during the presidency itself the office will 
coordinate policy responses as well. The office currently 
has 15 staff and expects to have 25 during the presidency. 
Current staff include seconded representatives from the 
Ministry of Finance, police, municipal parking 
administration, and the exposition center, in addition to MFA 
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staff and a journalist who will coordinate press inquiries. 
Leitao was extremely pleased to hear that a U.S. Embassy 
officer may be designated to serve in his office as part of a 
diplomatic exchange program. He vowed to contact the 
Political Director's office to ensure that the U.S. diplomat 
is indeed assigned to Leitao\'s office. 


8. (C) Leitao said the recently-announced austerity budget 
resulted in a thirty percent cut in his budget for the 
presidency. He noted wryly that there was no consequent 
reduction in taskings for his office. One of the office\'s 

main tasks will be to operate an EU Presidency website. 
While Leitao has not been officially designated as the 
Spokesman, he fears that this may happen. Nonetheless, he 
agreed that there was a need to keep the presidency speaking 
with only one voice, including the need to ensure that 
interviews with senior GOP leadership (the President, Prime 
Minister, and Foreign Minister) are pooled with the press at 
large to keep individual press outlets from mischaracterizing 
GOP positions. 


Comment 

9. (C) Certainly one of the reasons that reports of the 
Portuguese presidency have varied so widely is that the GOP 
has not yet defined itself what it wants to achieve. The 
comments by Leitao and Lourenco reflect a continuing internal 
dialogue rather than established policy points, and they 
should be viewed in this context. We agree that it is rather 
worrying that such a dialogue is still underway, given that 

the coordinated presidencies begin in just a few months when 
Finland passes off to Germany. 

Hoffman 
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Classified By: Political Officer David R. Greenberg, reason 1.4 (b) and 
(d). 


SUMMARY 


1. (C) In the aftermath of the September 19 coup dVetat, many 
leading figures have fled Thai Rak Thai (TRT), the party of 
deposed caretaker Prime Minister Thaksin Shinawatra. Thaksin 
himself submitted a letter of resignation from the position 

of party leader -- a move that should dissolve the party\'s 
executive board, per the party bylaws. The Constitutional 
Tribunal established by the coup leaders should soon consider 
a case, initiated prior to the coup, involving TRT legal 
transgressions; this case could lead to TRT\'s dissolution and 

a five-year ban from politics for top TRT figures. Many TRT 
figures also face scrutiny from newly established bodies 
charged with investigating corruption. The principal 
beneficiaries from TRT\'s collapse are unclear. While TRT may 
have no future as a political party, the coup leaders may 

find it difficult to eliminate pro-Thaksin and pro-TRT 

sentiment in the party\'s populous strongholds. End Summary. 


FLEEING A SINKING SHIP 


2. (U) Soon after the September 19 coup dVetat, leading TRT 
officials began resigning from their positions on the party 
executive board; many resigned their party membership as 

well. As of mid-October, a devastating number of top figures 

had jumped ship, including Suriya Jungrungreangkit, the party 
Secretary General; Somsak Thepsuthin, leader of the Wang Nam 
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Yom faction (TRT\'s largest grouping); Pinij Jarusombat, 
another prominent faction leader; Suranand Vejjajiva, the 
party spokesman; and Somkid Jatusripitak, who, prior to the 
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coup, had been seen as the figure most likely to keep TRT 
united in the event of Thaksin\'s withdrawal from politics. 

At last count, approximately half of the members of TRT\'s 
119-person executive board have resigned, as had over 100 who 
held seats in the now-dissolved parliament (many also being 
executive board members). 


3. (U) Ensconsed in London, Thaksin sent a letter dated 
October 2 to the TRT executive committee. In this letter, 
publicized the following day, Thaksin, citing the coup, said 

he had no choice but to resign immediately from his position 
as party leader. He suggested that this move would allow the 
party members to elect a new executive committee. It also 
would provide an opportunity for those who wished to change 
their political path to do so. 


WHOVS IN CHARGE? 


4. (C) It remains unclear, however, whether Thaksin\'s 
resignation letter has had legal effect. According to the 

law on political parties, changes to the composition of a 
party\'s executive committee must be submitted to the Election 
Commission\'s registrar. As of October 12, officials at the 
Election Commission told us they had received no notification 
from TRT of Thaksin\'s resignation. 


5. (U) TRT\'s bylaws stipulate that the party executive board 
is to be dissolved upon the resignation of the party leader; 
within 45 days, the party should hold a general meeting 
(i.e., a party congress) in order to select a new executive 
board. Until that time, the old board assumes caretaker 
status, and the top deputy leader steps up to become acting 
party leader. 


6. (C) Sudarat Keyuraphan, TRT\'s top deputy leader, was 
outside of Thailand when the coup took place. She returned a 
few days later, saying she would take a break from politics 
and cooperate with the coup leaders. After Thaksin resigned, 
she publicly declined to step up as acting party leader. 
Nevertheless, a TRT politician told us on October 11 that 
Sudarat appears to remain the most significant link between 
TRT and Thaksin. 
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7. (C) The press reported on October 12 that TRT deputy 
leader Chaturon Chaisaeng, had been selected as acting party 
leader. However, a TRT contact denied to us that any such 
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selection had taken place, saying the press reports distorted 
the views of TRT deputy leader Pongthep Thepkanchana (also 
seen as a leading candidate to take over what remains of 
TRT). It was not possible for TRT to install new leadership, 

as the Council for Democratic Reform (CDR) Order No. 15 
(dated September 21) prohibited political parties from 

holding meetings or carrying out activities. 


LEGAL CASE ADVANCING 


8. (SBU) Meanwhile, TRT faces a legal battle for its 

survival; even prior to the coup, the Office of the Attorney 
General had recommended that the Constitutional Court 
dissolve TRT for fraudulently promoting weak competitors in 
April's election. (Ref B explains TRT\'s motive for doing 

so.) This case is proceeding under the current interim 
administration. On September 30, the CDR issued Announcement 
No. 27, which included provisions strengthening the penalties 
for members of executive boards of dissolved political 
parties. Previously, such figures could not take on key 
positions in political parties for five years; under the new 
guidelines, such figures lose their voting rights for five 

years. (The 1997 Constitution disallowed those without 
voting rights from election to parliament, and, therefore, 

from cabinet positions as well. We suspect the next 
constitution will also contain similar provisions.) 


9. (C) Some observers see the CDRYs Announcement No. 27 as a 
signal to the new Constitutional Tribunal -- which has taken 
on the cases of the old Constitutional Court -- that the coup 
leaders would welcome TRT\'s dissolution. Others, however, 
believe that the coup leaders would not want to further 
agitate Thaksin\'s supporters by encouraging TRT\'s 
dissolution. It is not clear that the Tribunal\'s ruling will 

be determined by political considerations. Even before the 
coup, it appeared that the legal case against TRT was very 
strong, but the courts might have been reluctant to challenge 
the Prime Minister, and also to face the repercussions of 
dissolving Thailand\'s largest party. We are not aware of the 
Tribunal\'s timetable, if one has been set, for considering 

this case. 


10. (C) Dissolution of TRT, and the accompanying five-year 
disenfranchisement of its top officials, represent one way to 
neutralize the former TRT leadership. Also, the coup leaders 
established a new National Counter Corruption Commission, as 
well as a special Asset Examination Committee (AEC) to 
investigate Thaksin administration projects. The AEC has 
prioritized eight cases which involve numerous TRT figures, 
including former Secretary General Suriya Jungrungreangkit, 
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Bhokin Khalakula, Newin Chidchob, and others. Additional 
cases can also be revived against others; former Deputy Prime 
Minister Suwat Liptapanlop, who held the number three 
position on TRT\'s party list in 2005, has long been linked to 
irregularities in a water treatment plant project. It is 

unclear whether the RTG is likely to uncover evidence 
implicating Thaksin directly, despite widespread charges that 
his administration was both corrupt and authoritarian. 


OTHER PARTIES TO BENEFIT? 


11. (C) Democrat Party (DP) leader Abhisit Vejjajiva told the 
Ambassador recently that he did not foresee his party 
expanding quickly into the vaccuum left by TRT, particularly 
as DP was not courting the more influential faction leaders 
(ref A). DP Spokesman Ong-Art Klampaiboon reiterated this 
point to us; DP did not want to attract TRT figures 

associated with money politics. Ong-Art said that prior to 

the coup, many TRT faction leaders had established new 
political parties as backup vehicles. He expected most 
faction leaders to reemerge with their own parties. 
Nevertheless, some longtime practitioners of backroom deals, 
such as Banharn Silapa-Archa and Sanoh Tienthong (leaders of 
the Chart Thai and Pracharat parties, respectively), could 

well attract former TRT figures, improving their prospects in 
the next election. 
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12. (C) Former TRT Spokesman Suranand told us that former 
Deputy PM Somkid was the key figure to watch; Somkid had the 
best prospects of unifying TRT figures in a new party that 

would appeal to TRT\'s base. Media reports have speculated 
about a new party combining the popular image of Somkid with 
Somsak\'s large northeastern Thailand base of support. 
However, Suranand and other politicians have told us that 

most TRT figures are in a \"wait and see\" mode. Not only are 
political activities currently prohibited, but the framework 

and rules for the next election remain undefined. 


JUNTA GRABBED POWER -- BUT HEARTS AND MINDS? 


13. (C) Before the coup, TRT appeared likely to gain at least 
a plurality, if not an outright majority, in elections which 

had been anticipated for November 2006. Thaksin and TRT 
appeared genuinely popular, having won the appreciation of 
many of Thailand\'s less privileged voters for having 
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implemented populist policies. Interim Prime Minister 
Surayud Chulanont has shown a desire to court TRTVs base; 
some believe Surayud\'s administration is reluctant to lift 
martial law before at least calming (if not coopting) TRT 
supporters. Surayud plans an October 13 trip to northeastern 
Thailand, TRT\'s major stronghold. His administration is 
retaining key TRT initiatives, such as village development 
funds and major subsidies for health care -- although the 
political class often derided the latter as having a 

corrosive effect on the health care system, and the former as 
a type of payoff to local chieftans. 


COMMENT 


14. (C) TRT\'s leadership, already suffering from factionalism 
before the coup, is now in disarray, and the party could be 
formally dissolved in the coming weeks. But TRT, and 
Thaksin, may remain popular with large segments of Thailand 
for months if not years to come. The person or party best 
able to understand and appeal to TRT\'s base could wield 
substantial influence in the post-coup era. 

BOYCE 
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(1) Roundtable discussion on North Korea\'s nuclear test: Military 
analyst Ozu -- Did it succeed in downsizing warheads? University of 
Shizuoka Prof. Izumi -- US concerned over nuclear proliferation; 
University of Tokyo Prof. Shinichi Kitaoka -- A sanction resolution 

is not a panacea 


YOMIURI (Page 11) (Full) 
October 11, 2006 


North Korea announced on Oct. 9 that it had \"succeeded in setting 
off a nuclear test,\" thereby sending shock waves across the world. 
This declaration has been taken as a grave threat not only to East 
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Asia but also to the international community as whole. What was the 
North\'s intention in exploding a nuclear device? How should Japan 
and the world deal with this new development? The Yomiuri Shimbun 
invited three experts -- Hajime Izumi, a professor of politics at 
Shizuoka University who is an expert on the Korean Peninsula, Hajime 
Ozu, military analyst of military technology, and Shinichi Kitaoka, 
professor at University of Tokyo and formerly deputy permanent 
representative to the United Nations -- to discuss this new 
development. 


Moderator: Kiichiro Harano, chief of the Yomiuri Shimbun 
International Desk. 


-- What are your views about North Korea\'s announcement? 


Kitaoka: North Korea launched missiles this July but failed to 
correctly read how the international community would respond. 
Contrary to (Pyongyang\'s expectations) that China and South Korea 
would persuade the US to lifting the financial sanctions now imposed 
on the North, Beijing and Seoul instead have found themselves in a 
difficult situation of having to provide assistance to the North. 

The North Koreans appear to be acting under their own rules of 
conduct. 


Ozu: | felt very scared at the thought that Japan is indeed 
surrounded by nuclear powers. Until recently whether North Korea 
possesses nuclear arms had been just a question, but | now think it 
does indeed possess them, now that Pyongyang has declared it had 
conducted a nuclear test. Presumably, the North judged it was time 
to test the bombs. For scientists who failed to successfully 
test-launch (Taepodong-2 missiles in July), the nuclear test was a 
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good opportunity to make up for the earlier failure. For the 
military, the time has become ripe to check the performance of their 
nuclear bombs. 


-- What was the North Koreans\' intention? Did they play their last 
diplomatic card? 


Izumi: In terms of how to threaten the United States, this is not 

the last card. They can still threaten the US by saying, \"If the US 

is unwilling to accept (the North\'s) request, we can transfer 

nuclear arms to a third country.\" And a much more powerful card than 
that would be to say they would mount nuclear warheads onto 

ballistic missiles that are capable of directly striking the US 

mainland. The North Koreans regard possessing nuclear weapons as a 
deterrent to the US, and they believe that enhancing their nuclear 
capability will help them to have an “upper hand\" in negotiations 
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(with the US). 


Kitaoka: If the North\'s aim was to exercise influence on 

international politics, it was a miscalculation. Instead, it gave 

Japan a good opportunity to repair strained relations with China and 
South Korea. South Korean Minister of Foreign Affairs and Trade Ban 
Ki Moon is expected to take office as United Nations secretary 
general, and once he assumes the post he would take a neutral stand. 
The Roh Moo Hyun administration of South Korea, lenient with 
Pyongyang, then would be forced to be neutral. Presumably, the Kim 
Jong Il regime is destined to continue to demonstrate its strength 

at home. 


-- What are your evaluations of North Korea\'s nuclear capability? 


Ozu: Without help from other countries, the North would not be able 
to develop nuclear weapons. Based on technology obtained from the 
former Soviet Union and China, the North Koreans may be developing 
them in cooperation with Pakistan (a nuclear power). The 

relationship between the North and Pakistan is so close that they 

can exchange nuclear and missile technologies. | guess Iran (that is 
also developing nuclear weapons) should have been present on the 
scene of the nuclear test. North Korea\'s technical level is 

conjectured from what Pakistan and Iran are doing. It\'s absurd to 
think that the North exploded an atomic bomb like the one 60 years 
ago. Some analysts commented that \"the test was a failure\" because 
the explosion was small in scale, but it is possible to say that 

they have produced small nuclear warheads. 


Izumi: We must not make light of North Korea. It is incorrect to 
think that it is producing nuclear weapons single-handedly. We need 
to keep this in mind. 


-- Do you think a second or third nuclear test will take place? 


Ozu: | predicted that if North Korea were to set off a nuclear test, 

it would explode several bombs. Like India and Pakistan did. 

Technical experts want to test a number of things in exploding a 

nuclear bomb -- an atomic bomb, a hydrogen bomb, and a neutron bomb. 
Presumably technical experts would like to test a couple of bombs at 
once. 


-- The United Nations Security Council (UNSC) is working to adopt a 
sanction resolution. 


Kitaoka: A sanction resolution makes it easy for countries willing 
to impose sanctions to take such measures. But what will be 
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implemented specifically is another story. Such a resolution is 
important as a manifestation of the will of the international 
community, but it is not a panacea. The US is serious about issuing 
it, but | have a feeling that not too many countries feel threatened 
by North Korea\'s nuclear weapons. 


Izumi: The US is on its highest alert after the nuclear test. That\'s 
because of the matter of difference in reliability between before 
and after nuclear testing. It is only the US that is gravely 
concerned over the possibility that more reliable nuclear weapons 
will become available to terrorists, such as an international 
terrorist group Al Qaeda. 


-- Are sanction measures useless? 


Kitaoka: Economic sanctions will have some effect; they will 
eliminate such possibilities as a transfer of something dangerous to 
North Korea. The US has now put every option on the table. A 
military sanction will not come for now, but | can\'t say it will not 
definitely come. 


Izumi: In order to prevent the transfer of nuclear weapons and 
technology to third countries, cooperation from China and Russia is 
necessary in view of transportation by land and that from Japan by 
sea. The US may have in mind the option of assassinating General 
Secretary Kim Jong Il or of toppling his regime, but it\'s unlikely 
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to choose that option at this point. If Pyongyang said, \"Wel'll 

return to the six-party talks unconditionally,\" the offer would be 
accepted. It is perfectly possible for the six-party talks to come 

back to the starting point of how to prevent North Korea from 

turning into a more dangerous country and persuade it to abandon its 
nuclear programs. 


-- Have the six-party talks totally collapsed? 


Izumi: For the North Koreans, the six-party talks are something like 
the last shelter. If they return to the talks when they feel 

insecure, they can delay talks on sanctions. This is a kind of 
diplomatic card for them. 


-- Is it possible for them to return to the six-party talks? 


Izumi: Well, what North Korea has insisted to date is that after 

signing a peace treaty to end (the truce) of the Korean War, it will 
denuclearize the Korean Peninsula. China and South Korea can share 
the view with the North Koreans that something like four-party talks 
among South and North Korea, the US, and China will be formed, and 
that the truce will be ended, replaced with a peace treaty. The Bush 
administration, too, since this summer has been considering 


Column 3 

re-launching the six-party talks and formally ending the Korean War. 
Given this, it\'s no wonder that the North Koreans may become 
optimistic. They may think they won\'t have to abandon nuclear 
weapons for the time being. 


-- The NPT system is being eroded. 


Ozu: Why has the international community turned a blind eye to 
Pakistan and India? If it had not done so, | believe nuclear 
proliferation should have been more controllable. 


Kitaoka: The US faces a number of diplomatic challenges. Nuclear 
nonproliferation is an important task, but it\'s impossible to deal 
with all issues only by that treaty. The NPT, in itself, is a 
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typically unequal treaty. Nothing has been done when it comes to 
disarmament of the nuclear powers. North Korea walked out of the 
NPT, but India, Pakistan, and Israel have never acceded to the NPT. 
Their attitude is in a way reasonable. 


-- There is a growing concern in the US and other countries over the 
domino effect that if North Korea possesses nuclear weapons, this 
would induce Japan and South Korea to opt for a nuclear arsenal. How 
do you think the security environment in East Asia will change? 


Izumi: | don\'t think at all that the domino effect is imminent. If 

that were to occur, it would be when North Korea mounts nuclear 
warheads onto ballistic missiles that can put all of Japan under 
their range and directly threaten Japan. But at this point, it is 
unclear what kind of nuclear capability North Korea wants to have, 
what type of missiles it wants to have, and whether it wants to have 
missiles capable of reaching the US. 


Kitaoka: It\'s not conceivable that North Korea will abandon nuclear 
weapons in return for something else. The security environment has 
been totally changed. | am paying close attention to how South Korea 
will respond. Since the start of the Roh Moo Hyun administration in 
South Korea, Japan and South Korea have been wide apart in 
perceptions of North Korea. The Roh administration firmly believes 
that North Korea will not invade South Korea since both countries 

are composed of the same Korean people. | wonder whether Seoul will 
change this stance and think, \"This is a very serious matter and it 

is important for Japan, the US, and South Korea to act together.\" 

Until recently South Korea lashed out at JapanYs words and barked up 
the wrong tree. This must be changed. 


Japan\'s response being tested 
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-- How should Japan respond? 


Izumi: Sanction measures, aside from their effectiveness, are 
necessary because they are an expression of how strongly Japan has 
felt the threat. | wonder what Japan will do if North Korea returns 

to the six-party talks in the future. How does Japan intend to make 
the Korean Peninsula nuclear free and stop the North Koreans from 
even more provocative acts? Japan must seriously consider a road map 
to engage North Korea properly in the international community, even 
seriously considering an option of paying good dividends to it. If 
China and South Korea, both of which have until now offered the 
North Koreans goods, turn around and put pressure on them, and if 
Japan and the US, both of which have until now pressured the North, 
offer carrots to it, the changes could have an impact. 


Kitaoka: I\'m skeptical about whether there are effective steps 
available. We must take every option into account. 


Ozu: JapanWs technology has been significantly exploited in North 
Korea. That country has imported a large number of Japanese-made 
cars, in which state-of-art parts are used. Anything brought out of 
Japan, whatever it may be, would help that country\'s military 
build-up. We must discuss actions to stem leakage of technology. 


-- Do you think the \"nuclear test\" will help the survival of the Kim 
Jong Il regime? 


Izumi: As Pyongyang has claimed, it might have increased its 
deterrence capability vis-a-vis the US. But should China and South 
Korea, which until now have both sustained the Kim Jong Il regime, 
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shifted their stances, the regime would suffer an economic blow that 
would shake it to the core. A more desirable scenario for the North 
would be for it to return to the six-party talks. It is unlikely for 

the time being that there will be a dramatic shift in China and 

South Korea\'s support for the North. North Korea has now been in an 
advantageous position in negotiations with the US as it is now 
regarded as a nuclear power. 


-- Isn\'t General Secretary Kim Jong II becoming frustrated? 


Izumi: North Korea informed China in advance of its plan (for a 
nuclear test). Pyongyang has not reacted strongly to the first UNSC 
resolution condemning the North\'s declaration of a nuclear test. The 
North appears to be careful about its behavior, so | don\'t think Kim 
is frustrated. 


Kitaoka: | think the test was successful in the short-term 
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viewpoint. The Kim Jong ll regime has now been able to maintain its 
prestige at home. The test -- it depends on how neighbors will 

respond -- might have been seen as a real success if China and South 
Korea do not put full pressure on the North. It is Japan that will 

be most bothered by (North Korea\'s) nuclear armament. China and 
Russia, too, would not favor such a North Korea, but they may not 
reject it flatly. The case they definitely cannot accept is Japan 
becoming nuclear-armed in response to North Korea\'s nuclear arsenal. 
If Japan does not make any change to its previous policy, this would 
also be counted as a factor substantiating that the test was a 

SUCCESS. 


In addition, (the fate of North Korea) hinges on the US. We must 
co-exist with a North Korea armed with nuclear weapons at least for 

a short period of time. The US is the only country that can smash 

the North in the end. The question is whether the US is engaged in 

this case and what it will do while being engaged. How to have the 

North abandon nuclear weapons depends on how far the US will become 
involved in the matter. 


Hajime Izumi: Born in Tokyo; is 56 years old; specializes in 

security affairs for Northeast Asia and political and foreign 

affairs on the Korean Peninsula; authors of such books as Posuto 
Reisen no Chosen Hanto (The Korean Peninsula in the post-cold war 


age). 


Hajime Ozu: Born in Hiroshima Prefecture; is 64 years old; engaged 
in gathering missile information on other countries for 30 or more 
years and analyzing state-of-art technology; authors of such books 
as Shinban Misairu Jiten (New Missile Dictionary). 


Shinichi Kitaoka: Born in Nara Prefecture; is 58 years old; served 

as deputy permanent representative to the UN in 2004-2006; authors 
of such books as Nihon no Jiritsu -- Taibei Kyocho to Ajia Gaiko 
(Independence of Japan -- Joint efforts with US and Asia 
diplomacy). 


(2) Shock waves from North Korea\'s nuclear test (Part 3): Technical 
innovation facilitates nuclear development 


MAINICHI (Page 2) (Full) 
October 13, 2006 


In the United States, some observers now speculate that countries 
surrounding North Korea, such as Japan and South Korea, might decide 


to arm themselves with nuclear weapons. 
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Half a day after North Korea conducted a nuclear test (on Oct. 9), 
President Bush issued an emergency statement that purposely referred 
to the US \"nuclear umbrella" over Japan and China. The statement 
noted: The US has reaffirmed with its allies, including South Korea 
and Japan, that it will fulfill its duties to ensure deterrence and 
security." 


The governments of Japan and the US conducted a coordination of 
views on the contents of the statement on the assumption that North 
Korea would forge ahead with a nuclear test. A foreign affairs 
source said, \"In addition to the purpose of demonstrating our 
deterrence capability to North Korea, there was also the aim of 
nipping in the bud the concept of Japan\'s opting for nuclear arms 
that was then floating in Japan and the US." 


On Oct. 5, after North Korea announced (on Oct. 3) that it would 
conduct a nuclear test, US Defense Secretary Rumsfeld said, Should 
North Korea possess nuclear weapons, other countries with production 
capability might go nuclear" These statements represent a strong 
sense of alarm in the US government about the domino effect of North 
Korea\'s nuclear test. 


The emergence in the US of the notion of Japan\'s going nuclear is 
intended, in a sense, as a means to urge China to make efforts to 
dissuade North Korea from nuclear testing. The US government fears 
that the nuclear weapons possessed by North Korea would be 
transferred to terrorists or third countries. Rumsfeld commented, 
\"The current world is different from that in the US-Soviet Union 
Cold-War era, in which the principle of nuclear deterrence was 
properly functioning.\" 


In the Middle East, where the \"nuclear umbrella\" of the US does not 
reach, the situation is serious. 


The United Nations Institute for Disarmament Research (Geneva) 
Director Lewis said, \"Once Iran arms itself with nuclear weapons, 
the nuclear domino phenomenon might begin to take on a realistic 
touch.\" 


Professor Boen (TN: phonetic) at King\'s College London cited Saudi 
Arabia, Egypt, Turkey, and Syria as countries interested in 
developing nuclear weapons. 


\"Saudi Arabia is approaching Pakistan, the solo nuclear power in the 
Islamic zone.\" This kind of information has spread in the Arab world 
over the past several years. Saudi Arabian Prince Abdallah (now 
king) and other prominent figures visited Pakistan to have a first 

look at nuclear facilities there. There are also rumors that they 
contacted Dr. Khan, who regarded as the founder of Pakistan\'s 
nuclear weapons development program. 
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Khan, who had taken the lead in operating the \"nuclear black 
market,\" has been under house arrest since February 2004. Despite 
such a situation, the British intelligence agency MI-5 announced 

last year that about 360 corporations and government agencies in 
Pakistan and Iran, which once received missiles from North Korea, 
have traded materials compatible to nuclear weapons, disclosing that 
the \"black market" still exists. 


According to a declassified document of the Central Intelligence 
Agency (CIA), the US started in the 1960s keeping tabs on nuclear 
activities by Western countries, such as Switzerland, out of fear 
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that the nuclear domino phenomenon could spread further. In the 
1960s, Britain, France, and China armed themselves with nuclear 
weapons, following the US and the Soviet Union. These countries\' 
attempts were blocked by the Non-Proliferation Treaty (NPT), which 
came into effect in 1970, and the 1996 Comprehensive Test Ban Treaty 
(CTBT). 


A source connected to the International Atomic Energy Agency (IAEA) 
pointed out that the hurdle to nuclear development has lowered due 
to the ongoing technical innovation, saying, \"It is now possible for 
even mid-developed countries to develop nuclear weapons if they 
want.\" 


North Korea\'s nuclear test is a threat not only for Northeast Asia. 
We must explore fresh measures to prevent nuclear proliferation. 


Toshihiko Kasahara and Masaya Oikawa in Washington, Haruyuki Aikawa 
in Vienna, Shoji Nishioka in Beijing, and Takahiro Hirata in the 
political section were in charge of this series. 


(3) Patriot missiles trucked into base despite local protest 


AKAHATA (Page 15) (Full) 
October 12, 2006 


Amid the angry outcries of local residents, the US military 
yesterday convoyed Patriot Advanced Capability 3 (PAC-3) 
ground-to-air guided missiles from its Tengan pier in Uruma City, 
Okinawa Prefecture, to the Kadena ammunition depot. 


At around 9:30 a.m., a convoy of more than 10 trailers departed from 
the Tengan pier. On their windshields were English stickers reading 
\"EXPLOSIVES.\" The imposing convoy ran down a road that is used by 
local communities with houses and stores standing on both sides. The 
missile-carrying trailers entered the Kadena ammunition depot 

through its gate. 
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Labor union and civic group members protesting the trucking of 
missiles stood in front of the gate to the pier but they were pushed 
back by about 150 riot policemen mobilized at the US military\'s 
request. 


On the morning of Oct. 9, a transport ship with the missiles on 

board was berthed alongside the Tengan pier. However, the mayors of 
Kadena Town, Okinawa City, and Chatan Town -- which surround Kadena 
Air Base, where the missiles are to be deployed -- had expressed 

their opposition to the deployment of Patriot missiles. On Oct. 10, 

the mayor of Uruma City also requested the Defense Facilities 
Administration Agency\'s local bureau in Naha City not to unload the 
missiles. The missiles were not unloaded for two days due in part to 

local protests. 


The Tengan pier is located in the Konbu block of former Gushikawa 
City. In 1969, when the US military was aiming to extend the Tengan 
pier, Emi Kise, a 67-year-old local resident living near the pier, 
participated in a struggle of local communities. The local struggle 
prevented the US military from requisitioning land. 


\"My parents were killed in the war," Kise recalled. She added: \"I 
know the fearfulness and folly of war. That\'s why | can never allow 
the deployment of missiles. | want everybody to stand up like 
before, and | want to see the missiles and bases removed from 
Okinawa.\" 
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(4) Interview with Atsushi Miura (48), author of \"The Downwardly 
Mobile Society\": Urges government to speed up efforts to take 
measures to counter widening social disparity with focus on young 
people 


YOMIURI (Page 9) (Full) 
October 11, 2006 


-- Some say that the disparities among individuals are widening. 
What do you think is the reason for that? 


\"Since the government has cut taxes on people in the higher income 
brackets through the relaxation of progressive taxation of 

individual incomes for the past two decades, rich people have become 
even richer, widening the income gaps. In this sense, it is not 

right to say that the Koizumi administration is the principal 

culprit for the expanded income gaps. However, the administration 

did not do anything about it, even after the growing income 

disparities were recognized as an issue. In my view, it should have 
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discussed the issue." 


-- The Abe administration plans to implement a second-chance policy 
aimed at preventing social or income disparity from becoming a fixed 
trend. 


WI give high marks to the Abe administration\'s policy focusing on 

young people. Experts say that 60% of the disparity is ascribable to 

the increase in the number of the elderly. However, the reason why 

my book Karyuu Shakai or \"Downwardly Mobile SocietyW made the best 
seller lists is not because elderly people bought it but because 

young people are reading it.\" 


-- Why do you think the government should focus its policy on young 
people? 


\"It is only natural that income disparity among salaried workers in 

the same generation grows as the workers reach their retirement age. 
That is not particularly a problem. Japan\'s measures to deal with 

the elderly population are not so bad, compared with those in other 
countries. However, our country is behind European countries in 
terms of employment of young people. In Europe, employing young 
people has been an issue for at least the last three decades. 
Vocational training to prevent an increase in the number of 

so-called freeters (job-hopping part-time workers) is an 

insufficient measure. 


\"Many young people up to age of 30 earn 10 million yen a year on 
average. On the other hand, freeters tend to earn less than 1 

million yen. Compared with the situation 20 to 30 years ago, income 
disparity among 30-year olds has apparently widened. The gaps will 
become even wider in 10 to 15 years\' time. Young people will become 
demoralized once they realize how wide the income gap is. That is 
why countermeasures targeting young people are advisable.\" 


-- How should the disparities be corrected? 


\"We cannot discuss the so-called parasite singles, people who are 
unmarried and financially looked after by their parents, and married 
persons with two children on the same plane. 


\"It is necessary to immediately take income-support measures for 
those who have a family and are in trouble because their companies 
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went bankrupt or their jobs were made redundant. However, measures 
for parasite-singles or freeters can wait a little longer. It is 

important to create opportunities for those who want to work as 
permanent employees with a good level of income to be able to 
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achieve such a goal, so that they can look to a future of steady 
increases in income." 


-- Your book calls for preferentially treating people in the lower 
income bracket in terms of education. 


\"People who cannot afford to pay tuition fees for cram schools 
should also be given the opportunity for a good education. | hear 
some high school students do not know the multiplication tables or 
cannot even write simple Japanese hiragana. Jobs available to such 
people are limited. It is necessary to raise the level of education 

at public elementary and middle schools by augmenting the 
educational budget. One way of doing so would be to have 
highly-qualified cram school instructors teach at poorly performing 
schools for a year, their salaries subsidized by the government. 
Unless the difference in opportunities for a good education is 
corrected, social disparity as an issue will be passed along to 
future generations. Should that occur, the trend will take root and 
be reproduced.\" 


-- Prime Minister Abe\'s policy pledge is to cut the number of 
freeters by 20% . 


\"As the economy picks up, companies are employing more people. As 
such, the number of freeters will drop over time by about 20% . The 
prime minister should aim for a 50% cut. Starting in four years, 

2010, the baby-boomer generation will be retiring en masse. This 
would be a good opportunity for freeters to become permanent 
employees. 


\"The Liberal Democratic Party (LDP) did well in Tokyo and Osaka in 
last year\'s Lower House election. This is presumably because young 
people voted for the LDP out of expectation that the party would 
correct the growing disparity The Abe administration\'s second chance 
policy is based on an analysis of this election. If the 

administration fails to live up to expectations of young people, 

support for the LDP will drop in the Upper House election next 

year.\" 


Atsushi Miura: Established the Cultural Studies Research Center in 
1999, after working as the editor in chief of Parco\'s marketing 
magazine and a researcher at the Mitsubishi Research Center. He has 
focused his research on family, consumption and urban issues. 
\"Downwardly Mobile Society,\" published in 2005, is still on the 
bestseller lists. The work focuses on the growing social disparity. 
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Classified By: Political Counselor Ted Tanoue for 
Reasons 1.4 (b) and (d) 


1. (C) Polmiloff met October 11 with MFA Office of 
Non-proliferation and Arms Control Director Dan Neculaescu 
and Daniela Marca on approaching Greece on the transfer of 
TLE Entitlements. They were appreciative but cautious. 
Neculeascu mentioned that the Norwegians had raised the issue 
(without details), adding that he was pleased to hear that 

the Norwegians were being helpful. On the other hand, 
Neculaescu and Marca wondered why neither Turkey nor Greece 
have mentioned the Flank entitlement issue directly with 
Romania. Neculeascu and Marca were surprised to hear that 
Turkey would cover MBT entitlements, especially since they 
thought Turkey has not been particularly helpful recently on 
Flank issues. 


2.(C) Neculaescu said that he would consult the 

interagency group and see about reaching a consensus on 
whether approaching Greece directly would be useful. He 
cautioned that thrusting Romania into what is clearly a 
Turkish-Greek issue (Cyprus), while also giving leverage to 
Turkish-Russian deliberations on the Black Sea, may not be an 
encouraging or persuasive formula. Polmiloff noted that the 
discussion on Flank Entitlements was ongoing and that some 
formula might be found that would satisfy the Greeks, but 
since Athens had the TLE abundance in ACVs, this seems the 
best and most simple approach. Neculaescu noted that there 
would also be some serious concerns in the GOR about the 
bigger picture, including the risk of Russia using the Flank 
issue to play NATO allies off one another in the context of 
Transnistra and Georgia. Barbelescu said that perhaps 
Romania could see whether it has anything that could be used 
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as leverage. Polmiloff suggested that Romania might want to 
consider a joint demarche with Bulgaria, if carrying the 
message alone would be uncomfortable. Neculeascu said they 
would certainly consider that as a possible course but only 

after the GOR has made the larger calculus. 


3.(C) Neculeascu raised Romania,s support for the US 
non-paper on possible responses to Russian claims on the CFE 
Treaty (REF A). He underscored that it was critical that 
NATO get in front of the public affairs agenda and not allow 
Russia to dictate the terms of the dialogue. Noting Russian 
skill at controlling the agenda, Neculeascu feared that there 
could be a weakening of support in the Alliance for the 
Istanbul Commitments, with Transnistra sacrificed for the 
sake of Adapted CFE expediency. Polmiloff noted that 
Washington would appreciate an answer by mid-October to 
complete any entitlement transfers by the end of 2006. 
Neculeascu said he understood and would get back to us as 
quickly as the interagency process would allow. 


4.(C) Comment: All politics are local and Romania has 
unique Black Sea concerns. On the one hand the Adapted CFE 
treaty is important to Bucharest, but not necessarily if it 
weakens our leverage in forcing a Russian withdrawal from 
neighboring Moldova. Furthermore, Romania is very focused on 
the frozen conflicts and is concerned about the Russians 

linking them to Kosovo developments. Finally, Bucharest is 

still sensitive to its earlier frictions with Turkey over 

Black Sea security issues, which are only now dissipating. 

End Comment. 

Taubman 
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SUBJECT: BILATERAL INVESTMENT INITIATIVE LOOKS TOWARD FUTURE 


1. (SBU) Summary: In discussions with U.S. APEC Ambassador Michalak 
on the future of the U.S.- Japan bilateral investment initiative, 

GOJ counterparts expressed willingness to expand the initiative\'s 
agenda to include a study of investment chapters in FTA and possible 
exchange between U.S. and Japanese local government officials on how 
best to promote investment. The next Investment Working Group 
meeting is likely in late October via DVC. Private sector and GOJ 
contacts expressed confidence that Japan is on schedule to complete 
revision of rules allowing triangular mergers before next April. 

Tax deferral for stock swaps is less certain but business leaders 

are cautiously optimistic. There has been no progress on tax 

exemption for Japan branches of U.S universities although Ministry 
officials told Michalak they are willing to re-open discussions on 

this subject with Temple University - Japan (TUJ). End Summary 


2. (SBU) U.S. Senior Official for APEC and co-chair of the U.S. 
Japan Investment Initiative, Ambassador Michael Michalak visited 
Japan, September 27 to October 3 to assess progress on several 


pending investment issues including mergers and acquisitions (M&A) 
rules, educational services and labor mobility. In addition, he met 
the new Japanese co-chair of the bilateral investment working group, 
Ministry of Economy, Trade and Industry (METI) Director General 
Tsunehiro Ogawa, to discuss the working group\'s future program of 


SIPDIS 
work. 


M&A/FDI 


3. (SBU) Both Japanese and U.S. private sector interlocutors told 
Ambassador Michalak they were optimistic that revisions to Japan\'s 
commercial code allowing mergers using foreign stock as 
consideration (\"triangular mergers\") are likely to go into effect as 
planned in April 2007 without the highly restrictive definitions 

under consideration last spring. The chairman of the Japan 
Association of Corporate Executives (Keizai Doyukai) FDI committee 
said high-profile objections to foreign triangular mergers from some 
business leaders that had forced a delay in implementing regulations 
in early 2006 had disappeared. He had \"no concerns\" that the 
forthcoming Ministry of Justice draft regulations would be highly 
restrictive toward foreign mergers. METI\'s Director for Trade and 
Investment Facilitation voiced similar optimism. Meanwhile the 

chair of the American Chamber of Commerce Japan (ACCU) Foreign 
Investment Committee was sufficiently sanguine about the outcome 
that he was already considering advancing new proposals for 
improving Japan\'s M&A framework environment, including promoting 
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improved corporate governance by making it easier to file 
shareholder lawsuits. 


4. (SBU) The issue of weak corporate governance among Japanese 
businesses also took center stage in Ambassador Michalak\'s meeting 
with the investment banking team at Nomura Securities that had 
worked on the recent Oji Paper Corporation takeover bid (TOB) for 
rival Hokuetsu. The bankers explained in detail how Hokuetsu\'s last 
minute defensive measures, most prominently issuance of new stock to 
a \"white knight\" investor at a below market price, sunk the bid 

despite its strong economic advantages. As a result, the interests 

of corporate insiders and management trumped the opportunity for 
outside shareholders to obtain top value for their shares by 

accepting Oji\'s offer. Nomura\'s bankers stressed that this 

highlighted the need for better corporate governance and increased 
shareholder activism to assure Japanese companies and shareholders 
achieve the full economic benefit of a growing M&A market. 
Nonetheless, despite its failure, the bid by an established, 

mainline Japanese firm had attracted widespread positive media 
coverage and, Nomura believed, increased public acceptance of M&A as 
a way to increase corporate value and competitiveness in Japan. 

They said they would continue to look for other potential M&A 
transactions that make economic sense and bring positive synergies 
to the companies involved. 


Tax Deferral for Stock Swaps 


5. (SBU) The outlook for tax deferral for stock swaps was less 

clear but Keizai Doyukai contacts expressed cautious optimism that 

the Ministry of Finance (MOF) and the LDP Tax Committee would reach 
agreement on deferral in time to include it in the FY-2007 budget 

bill. They were confident that whatever the exact outcome the GOJ 
would treat foreign and domestic transactions in the same way. 


6. (SBU) Separately, MOF\'s International Tax Policy Division 
Director was noncommittal on the issue but noted \"discussions with 
METI are ongoing.\" (In a subsequent aside, he intimated that the 
discussions were contentious.) In part, the reluctance to discuss 

this issue in detail reflected a desire not to second-guess the 

ruling party\'s tax commission deliberation set for November. The 
commission will conclude their annual deliberations by December, and 
the new rules, however formulated would begin in May. Ambassador 
Michalak confirmed that now was the time to present our views to 
METI on this issue. 


7. (SBU) MOF was considering a number of related issues with regard 
to overall tax reform, and noted that deferred tax treatment for 

foreign shareholding was both highly technical and presented 
jurisdictional complications. MOF said that the entire issue of tax 
deferral for stock-compensated mergers was under discussion, 


Column 3 

regardless of whether it involved domestic or foreign investment. 

When pressed on the point that domestic and foreign mergers would be 
treated the same from a tax standpoint, MOF\'s Director simply said, 
\"Yes.\" Ambassador Michalak reiterated our ongoing interest in fair 

tax treatment of triangular mergers, and noted his desire to reach 

out to both the tax commission and the Japan Business Federation 
(Keidanren) to reinforce our message. 


Tax Breaks for U.S. Universities 


8. (SBU) Ambassador Michalak made less headway on the issue of tax 
exemption for U.S. university branch campuses in Japan. ACCu\'s 
International Education Subcommittee briefed the Ambassador on the 
current state of TUJ\'s efforts to obtain vocational school status 

from Tokyo Metropolitan government, an alternative route to tax-free 
status suggested by the Ministry of Education, Culture, Sports, 

Science and Technology (MEXT) last spring. As expected, Tokyo 
turned down TUu\'s application since, as a university, it did not 

meet most of the criteria for a vocational institution. TUJ had 

recently gone back to the MEXT to discuss other alternatives. 


9. (SBU) Education was a key issue for both Keizai Doyukai and the 
Chairman of the Japan Investment Council Expert Committee. Both 
described for Ambassador Michalak the need for greater flexibility 

and openness in Japan\'s educational system and a demand by Japanese 
businesses for more locally trained MBAs and greater foreign 

language capable graduates. ACCJ Sub-committee members welcomed the 
opportunity to showcase how they could help Japan address growing 
demographic challenges by promoting the idea of continuing education 

in contrast to an educational establishment that still saw formal 

tertiary education as something focused on the 18-22 year-old 

cohort. After hearing Ambassador Michalak\'s description of his 
discussions with Keizai Doyukai, ACCJ members expressed interest in 
meeting with that organization to address these issues. 


10. (SBU) Meanwhile, the newly appointed MEXT Director General for 
Higher Education signaled his bureau\'s flexibility in resolving the 

tax issue. Ambassador Michalak noted the continued USG interest in 
this issue and the important \"value-added\" that foreign universities 
provide both to Japanese students seeking educational alternatives 
and Japanese employers seeking more globalized workers. Michalak 
thanked MEXT for agreeing to meet again with TUJ to seek a solution 
and said he looked forward to hearing the outcome of those 
discussions. 


Labor Issues 


11. (SBU) A number of Japanese interlocutors welcomed Ambassador 
Michalak\'s idea of trying to structure our discussion on labor 
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mobility issues (pension portability, layoff compensation, 
management flexibility) in the working group in such a way as to 
support Prime Minister Abe\'s stated interest in providing a 
\"second-chance\" to workers and businessmen disadvantaged by economic 
reform (the so-called \"sai-challenge\" issue.) The Japan Investment 
Council's Expert Committee Chair told Michalak that Japan faced 
growing problems in its labor market and labor policies in the 
coming years. Japan\'s labor force, he said, is under increasing 
\"strain\" resulting in rising stress levels among workers, declining 
quality as older baby boom worker retire and are replaced by less 
well-trained younger workers. Part of the problems stems from the 
fact that, during the economic recession of the 1990\'s Japanese 
sharply cut back their training efforts and support staff. This has 
resulted in a work force less able to handle high-tech production 
processes. The result, he said, is a decline in Japan\'s noted 
product quality as evidenced by the growing number of product 
recalls. He has urged the Ministry of Health, Labor and Welfare to 
take active measure to improve training and labor policies if Japan 

is to avoid serious economic consequences in the next few years. 


Future Program of Work 


12. (SBU) Ambassador Michalak met the new Initiative co-chair, METI 
Director General Tsunehiro Ogawa, to discuss the Initiative\'s future 
program of work and reached agreement on having the next investment 
working group in late October via digital videoconference. Ogawa 
agreed to a U.S. request to keep the existing issues of 

M&A/triangular mergers, education and labor mobility on the agenda 
and to add discussion on a future program of work. Ogawa promised a 
quick answer to our request for Japan\'s specific agenda items. 
(Subsequently, METI confirmed that it would also keep its existing 
issues on the agenda - visas, Exon-Florio and cargo security.) 


13. (SBU) In a general discussion of what might be included in a 
future program of work the two chairs expressed interest in 
undertaking a review of existing investment chapters in U.S. and 
Japan free trade agreements with a view to identifying what might be 
included in a future \"gold standard\" investment text. However, METI 
preferred not to explicitly link such a discussion to a possible 

future US-Japan FTA (the \"building block\" approach) fearing a 
backlash among more protectionist elements in the GOJ. Rather, METI 
would like to use the outcome of this process to encourage regional 
integration and higher standards in investment chapters in future 

FTA negotiations. METI officials admit ruefully that Japan has 

failed to get strong investment language in several recently 

concluded FTAs. METIYs Ogawa also suggested the bilateral 
investment discussions could draw upon the Japan-led work on model 
investment guidelines already underway in APEC. 


14. (SBU) Ambassador Michalak also tabled two other possible new 
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issues drawing on suggestions from business contacts. First, he 
raised the possibility of using the working group to support 

exchanges between state-level investment promotion offices and 
Japanese prefectural officials so both sides can share \"best 
practices\" in this area. METI strongly welcomed the idea as it 

tracks ideas they already had under consideration. A number of 
business contacts, most notably Keizai Doyukai have lamented the 
ineffectiveness of many Japanese regional governments in promoting 
economic growth and investment when compared with U.S. state-level 
successes. Ogawa and Michalak agreed to discuss this idea in greater 
detail at the DVC. 


15. (SBU) METI also welcomed Ambassador Michalak\'s idea of inviting 
the Industrial Revitalization Corporation of Japan to a future 

working group meeting to brief on "lessons learned\" in its efforts 

to promote corporate restructuring. Another possibility is a 

briefing by Keizai Doyukai on ways to encourage investment funds to 

be effective \"change agents\" in improving Japanese corporate 
governance and creating a more welcoming M&A environment. 


\"Invest Japan Investment Seminar 


16. (U) During his visit, Ambassador Michalak took time to travel 

to Sendai to address the first of two back-to back \"Invest Japan\" 
business seminars co-sponsored by JETRO and the U.S. Embassy. The 
seminars, aimed at increasing foreign investment in Japan\'s regions, 
brought together ten small and medium- sized U.S. companies in 
emerging fields of mobile telephony and communication, industrial 
quality control, Voice over Internet Protocol, software design, 

network security and alternative energy with potential Japanese 
partners. One U.S. private sector participant commented after the 
program they found it to be a \"very fruitful, well coordinated and 
professionally executed trade mission.\" 


17. (U) Ambassador Michalak has cleared this message. 
SCHIEFFER 
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SIPDIS 


E.O. 12958: DECL: 10/12/2016 
TAGS: PREL, PGOV, OPRC, TH, CH 
SUBJECT: THE \"CHINESE\" AMERICAN CORNER 


REF: A. BANGKOK 6085 


B. BANGKOK 6204 
C. BANGKOK 4480 


Classified By: Political Counselor Susan M. Sutton, Reasons 1.4 (B, D) 


1. (C) Emboffs visited the newly-renovated American Corner 
(AC) at Khon Kaen University as part of a broader reporting 
trip to Thailand\'s northeastern region (Reftel A, B). 

During a luncheon held after meeting with the school 

officials, university student volunteers at the AC approached 
Poloff wondering whether Poloff sooke Mandarin Chinese (Note: 
Poloff is ethnically-Chinese. End note.) and proceeded to 
practice their Mandarin with Poloff for the duration of the 

visit. All three student volunteers majored in English, and 
minored in Chinese. Unsolicited, one student commented that 
she preferred Chinese over English because it is \"more 
artistic.\" The other students stated that their interest in 
Chinese was fueled by the prospect of employment after they 
graduate. 


2. (C) The students commented that while there are a number 
of good, native-speaking English teachers at their school, 
there is currently only one Chinese teacher from China. When 
a school official overheard this comment, she interjected 
excitedly that the Chinese teacher shortage would be improved 
shortly because Khon Kaen University is currently negotiating 
with a university in China (unnamed) to set up a \"Confucius 
Center\" at the University to teach both Chinese language and 
culture. 


3. (C) COMMENT. While the reasons for Chinese-language 
learning have been echoed elsewhere (Reftel C), it is 
nevertheless ironic that Chinese was being spoken (and 
China\'s economic affluence discussed) at an American Corner 
function. Although Chinese is by no means \"replacing\" the 
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importance of English -- and by analogy China \"replacing\" 
America -- it is quickly catching up in its level of 
importance in the eyes of the Thai people. End comment. 
BOYCE 
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SIPDIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, PINS, EAID, RP 
SUBJECT: GOVERNMENT/MILF PEACE TALKS 


Classified By: DCM Paul W. Jones, for reasons 1.4 (b) and (d) 


1. (C) Summary. DCM and Pol/C encouraged the head of the 
Philippine Government negotiating panel with the MILF 
insurgents to try to rejuvenate the peace talks, currently 
stalled on the issue of land rights. The thoughtful and 
experienced negotiator, Silvestre Afable, said he was 

finalizing plans to transfer over 600 Muslim villages to the 
Autonomous Region in Muslim Mindanao as a sign of good faith, 
but hundreds of other villages that lack Muslim majorities 
remain in dispute. Afable described his efforts to convince 

the MILF to use its nascent development agency to undertake 
projects in disputed villages to convince them to vote in 

favor of joining the ARMM. Even Christian villagers in 
Mindanao felt so alienated from the national government that 
they would respond favorably to development projects 
sponsored by the MILFYs development agency, Afable 
maintained, but it was hard to convince the MILF to open up 
and act like a political entity. Afable suggested that the 

U.S. could contribute to controlling a dangerous local feud 

that threatened the peace process, while also gaining 
influence over the MILF, by helping rebuild houses destroyed 
in the fighting earlier this year in Maguindanao. We are 
considering this proposal. While the actual negotiations are 
stalled for now, political support for the peace process 

remains strong, despite recent bombings attributed by some to 
MILF-connected terrorists. End Summary. 


Column 3 


2. (C) Ina meeting with DCM and Pol/C on October 12, head 
of the GRP negotiating panel with the Moro Islamic Liberation 
Front (MILF) Silvestre C. Afable described the counter-offer 
he planned to present to the MILF by the end of the month in 
order to revive the peace talks, currently stalled over 

another dispute about land rights/ancestral domain. He said 
he had been working closely with key members of Congress, 
notably with Speaker of the House Jose De Venecia and Senator 
Ed Angara, and now believes there is sufficient support for 
legislation that would bring 613 new \"barangays\" (the lowest 
governmental unit in the Philippines) into the Autonomous 
Region in Muslim Mindanao. While he admitted this was 
substantially less than the more than 3,000 barangays the 
MILF had claimed, the GRP would present it as a first step. 
Most of the 613 barangays were on the outskirts of the ARMM 
but are located in provinces that are not predominantly 
Muslim and so were not included in an earlier expansion of 
the ARMMVs territory. Afable said that his earlier proposal 

to conduct a joint census of disputed areas now appeared 
dead, and speculated that the MILF opposed it because they 
knew the outcome would not be favorable. DCM described how 
expert international census assistance had played a useful 
role in a similar situation in the Balkans, but Afable said 

he had concluded that the MILF was not interested in any 
census of local populations. 


3. (C) Afable also described a new proposal to transform 

the Bangsamoro Development Authority (BDA) into a fully legal 
entity, perhaps even an official GRP entity if the MILF 

desired. This, he said, would give the MILF easier and more 
substantial access to funds that it could then use to promote 

the welfare of local residents, and gain additional 

credibility locally and internationally. Even Christian 

villagers in Mindanao felt so alienated from the national 
government that they would respond favorably to development 
projects sponsored by the MILFYs development agency, Afable 
maintained. He admitted that the GRP would have to 

scrutinize the BDA\'s programs very closely to ensure that 
funds were not going for weapons. He admitted that his 

earlier goal of revitalizing the Southern Philippines 

Development Authority, with a board comprising both MILF and 
Moro National Liberation Front members, had been dashed when 
President Arroyo in September appointed as its new 
administrator a member of the powerful Ampatuan clan from 
Maguindanao, seen as hostile to the MILF. He expressed some 
confusion about how the SPDA and BDA would co-exist. 


4. (C) Afable attributed the tougher negotiating stance of 
the MILF to internal rivalries, with hard-line local 
commanders in the province of Lanao del Sur causing problems 
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for MILF Chairman Murad. An October 10 meeting of the 
influential Bishops/Ulamas Conference in Davao, which 
included representatives from the MILF, had vowed to play a 
more active role in reducing tensions and encouraging peace. 
However, the Ampatuan/MILF \"rido\" (revenge feud) was also 
continuing in Maguindanao, with Governor Andal Ampatuan even 
blocking the reconstruction of more than 200 homes that were 
burned during the violence over the summer. Afable suggested 
the USG consider undertaking the reconstruction of these 
homes, either directly or through an international NGO. DCM 
promised to discuss this possibility with USAID, some of 

whose energy projects were also damaged or destroyed during 
the fighting. 
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5. (C) At least three for-hire bombers, including one 
Malaysian, under the protection of certain MILF commanders 
appear to have been responsible for the four bombings on 
October 10 and 11 in Cotabato and Sultan Kudarat, according 
to Afable. He said he was trying to convince the MILF to 

turn these suspects over to authorities, along with some 
other individuals (also under the protection of MILF 
commanders) who have been formally charged with 
responsibility for bombings over the past several years that 
have killed members or supporters of the Ampatuan clan. He 
said he was not optimistic of success, however. DCM noted 
how surprising it was that there had been no calls by 
politicians for breaking off peace talks in light of this 

alleged MILF involvement in bombings, but Afable noted that 
there was wide political support, even among the opposition, 
for the peace process. 


6. (C) Afable welcomed the prospect of direct talks between 
Embassy representatives and MILF Chairman Murad, both to 
demonstrate continued US support for the peace process and as 
a way of encouraging MILF cooperation in the peace talks and 
in the work of the Ad Hoc Joint Action Group (AHJAG) against 
criminals and terrorists. He said that, despite the 

frustration over land rights and peace talks, the 

International Monitoring Team, AHJAG, and Coordinating 
Committees on the Cessation of Hostilities continued to play 
valuable roles. He also praised USG efforts on Jolo, 
admitting his surprise that U.S. military humanitarian and 
development efforts were so warmly received by villagers. 


7. (C) Comment: While the peace talks remain stalled, the 
good news is that the peace process on the ground continues, 
with growing expressions of support from local communities 


Column 3 

for peace and development. Pressure from residents on both 
the GRP and the MILF may help push the two sides into 
acceptable compromises, although the negotiating process will 
likely still take considerable time, as will the 

implementation period. USG assistance is playing a very 

helpful role in changing the local environment and mentality 
away from lawlessness and toward prosperity throughout Muslim 
Mindanao. 


Visit Embassy Manila\'s Classified website: 
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SIPDIS 


E.O. 12958: DECL: 10/13/2011 

TAGS: PHUM, PREL, KTIA, UN, ID 

SUBJECT: INDONESIA SUPPORTS UN DECLARATION ON THE RIGHTS OF 
INDIGENOUS PEOPLES 


REF: STATE 169257 
Classified By: PolCouns Marc L. Dejardins, Reasons 1.4 (b) and (d) 


1. (C) Polcouns and counterparts from the Australian and New 
Zealand Embassies delivered reftel demarche to Jonny Sinaga, 
deputy director in the Department of Foreign Affairs 
Directorate for Human Rights and Humanitarian Affairs. We 
presented the main points of the demarche, emphasizing the 
contradictions between the draft declaration and Indonesia\'s 
own stated domestic and foreign policies on a broad range of 
issues, including territorial unity, the claims of ethnic 

minorities, self-determination and strong sensitivity when 
foreigners raise or are seen to be interfering in such issues 

in the Indonesian context. 
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2. (C) Sinaga expressed at length the GON's comprehension of 
the three countries\' point of view, suggested that Indonesia 
agreed with many of them, and then proceeded to explain why 
Indonesia supports the document. He argued that 


-- Indonesia interprets \"self-determination\" as not according 

any domestic group any right to pursue a separatist cause, 

adding that there are only 16 non-self-governing territories 

in the world recognized as such by the United Nations. The 
Vienna 1993 Program of Action on Human Rights made clear that 
self-determination does not encompass separatism. He added 
that in international documents there are at least five 

different recognized interpretations for self-determination. 

He suggested that the handicapped could be said to have the 
right to self-determination. 


-- Indonesia believes that \"indigenous people\" deserve 
special protections, but added that all Indonesians are 
indigenous by definition; 


-- Indonesia would be criticized by the international 
community as not supportive of human rights if it opposed 
this initiative; 


-- the document has already been discussed for over ten years; 
-- itis not final; and 
-- Indonesia\'s approach is \"based on dialogue.\" 


3. (C) Comment: Sinaga\'s response made clear that Indonesia 
will support the document and will interpret it in any way 
necessary to ensure that it cannot be said to contradict 
Indonesian policy. Comparisons between the GOl\'s exacting 
positions in negotiations on bilateral matters with its 

seeming lack of concern about the principles contained in the 
draft declaration gained no traction. In effect, the actual 
meaning of the draft declaration\'s contents seemed 
essentially irrelevant to the conversation from the 

Indonesian perspective. End Comment 

PASCOE 
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RUEHBY/AMEMBASSY CANBERRA IMMEDIATE 9441 
RUEHMO/AMEMBASSY MOSCOW IMMEDIATE 0571 
RUEHOT/AMEMBASSY OTTAWA IMMEDIATE 1141 
RUEHUL/AMEMBASSY SEOUL IMMEDIATE 2410 
RUEHKO/AMEMBASSY TOKYO IMMEDIATE 2907 
RUEHWL/AMEMBASSY WELLINGTON IMMEDIATE 3376 
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RUEKJCS/SECDEF WASHDC IMMEDIATE","UNCLAS MANILA 004344 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PARM, KNNP, KN, RP 

SUBJECT: STATEMENT BY THE ASEAN CHAIRMAN ON NUCLEAR TESTS 
BY THE DPRK 


REF: MANILA 4312 


1. (SBU) Ambassador on October 13 congratulated Foreign 
Secretary Romulo for the strong statement he issued as ASEAN 


SIPDIS 

Chair on October 12 protesting the North Korean nuclear test 
and urging North Korea to abide by UN Security Council 
resolution 1695 (full text in para 3). Secretary Romulo 
expressed regret that the statement had taken time, but noted 
the ASEAN tradition of seeking full consensus and 
coordination. Ambassador underscored the final product was 
excellent and told him that he could feel proud about getting 
such a strong joint statement on behalf of the ten ASEAN 
members. 


2. (SBU) Pol/C separately conveyed appreciation to the 
Department of Foreign Affairs\' Assistant Secretaries for 
Asia-Pacific, for ASEAN, and for the Americas. 


3. (U) Text of the statement by the ASEAN Chairman on 
Nuclear Tests by the DPRK on October 12, 2006. 
quote 


At our meeting in Kuala Lumpur in July, the Foreign Ministers 
of ASEAN emphasized that the denuclearization of the Korean 
Peninsula is essential in maintaining peace and stability in 

the Asia Pacific region. We reaffirmed the importance of 
dialogue among all parties for the peaceful resolution of the 
nuclear issue. 
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We are therefore deeply concerned by North Korea\'s 
announcement that they have conducted a nuclear test. Such a 
test is inconsistent with the DPRKYs commitments under the 
Joint Statement of September 2005, and threaten the peace and 
security of East Asia. 


We therefore protest such testing, and strongly enjoin the 
DPRK to desist from conducting further tests, and appeal to 
all parties concerned to exercise restraint, and to refrain 
from taking action that will aggravate the tension. We call 
on the DPRK to abide by the provisions of UNSC Resolution 
1695, particularly on its return to the Six-Party Talks, to 
work towards the expeditious implementation of the 19 
September 2005 Joint Statement, and to return at an early 
date to the Non-Proliferation Treaty. 

end quote 


Visit Embassy Manila\'s Classified website: 
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AID ADDIS FOR JAUGSBURGER 
AID NVDJAMENA FOR LMCBRIDE 


E.O. 12958: N/A 

TAGS: AMGT OTRA 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR USAID/OFDA/ECARO 
PRINCIPAL REGIONAL ADVISOR, JOHN MYER 


This is an action cable. Please see para. 1,4 and 5. 


1. Country clearance is requested for USAID/OFDA/ECARO 
Principal Regional Advisor, John Myer to travel to 
N\'Djamena, Chad and Addis Ababa, Ethiopia during the 
period o/a November 5 - 18, 2006. 


Column 3 


2. The purpose of travel is to monitor OFDA humanitarian 
programming. 


3. Travel details for John Myer are as follows: 


11/05/06 NBO/ADD ET800 1230/1430 
11/06/06 ADD/NDJ ET919 2300/0045 
11/16/06 NDJ/ADD ET 938 1430/2000 
11/18/06 ADD/NBO ET801 0925/1125 

4. Action requested from Mission in Addis Ababa: 
Please provide country clearance for Jack Myer and 
arrangements for hotel accommodations and airport 
transfers. 


5. Action requested from Embassy in Ndjamena: Please 
provide country clearance and arrange for hotel 
accommodations and airport pick up. 


6. Mr. Myer holds a diplomatic passport and has Top 
Secret clearance. 


SIPDIS 


7. USAID/OFDA/ECARO Nairobi appreciates your assistance. 
HOOVER 
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SIPDIS 

E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, UNGA, GT, RP 

SUBJECT: SOLID PHILIPPINE SUPPORT FOR GUATEMALAN UNSC 
CANDIDACY 


REF: MANILA 3784 


Column 3 
Classified By: Ambassador Kristie A. Kenney, reasons 1.4 (b) and (d) 


1. (C) Foreign Secretary Romulo reconfirmed to Ambassador 
and DCM the PhilippinesY commitment to vote for Guatemala\'s 
UNSC candidacy in the first and succeeding votes in the UN 
General Assembly during a meeting on October 10. Romulo said 
he had discussed Guatemala\'s campaign with its Foreign 
Minister and was concerned that the vote may go multiple 
rounds. Romulo said he assured the Foreign Minister of 
continued Philippine support. 


2. (C) During a follow-up phone call from Ambassador on 
October 13, Romulo reiterated that we are with Guatemala for 
as many ballots as it takes.\" They also discussed the 
destructive effect that a Venezuelan seat on the UNSC would 
have. Romulo expressed exceptional distaste for Venezuelan 
President Chavez appalling performance at the UNGA, noting 
that it should have convinced everyone that Venezuela would 
not be a good choice for the UNSC. 


3. (C) Pol/C separately discussed the vote on October 13 

with Assistant Secretary of Foreign Affairs for United 

Nations and International Organizations Aladin Villacorte, 

who confirmed that Secretary Romulo\'s instructions to support 
Guatemala in the UN General Assembly were loud and clear. He 
offered assurances that the Philippine delegation would vote 
accordingly, no matter how many votes it took, as long as 
Guatemala remained a candidate. 


Visit Embassy Manila\'s Classified website: 
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E.O. 12958: N/A 

TAGS: OTRA AO KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR USAID/DCHA/OFDA 
ETHIOPIA PROGRAM OFFICER, JOHN AUGSBURGER 


Column 3 


1. Embassy grants country clearance for the visit of 
USAID/DCHA/OFDA Program Officer, John Augsburger from o/a 
October 18-25, 2006 for meetings with OFDA Regional Office, 
to include planning of program strategy for FY 2007. 

Country clearance is granted subject to the actual security 
situation at the time of proposed travel. Per reftel, 

visitor has a Secret Level Security clearance. The embassy 
switchboard number is 254-20-363-6000 and the after-hours 
number is 254-20-363-6170. Control officer is Georgianna 
Platt, Office telephone 254-20-8622000 ext: 2707; and cell 
phone 254-722-528610. Accommodations and airport pick up 
in Nairobi will be coordinated through USAID/OFDA Regional 
Advisor, Ms. Georgianna Platt. 


2. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 

for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. For TDYers 
remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the 
following ICASS services: Basic Package, CLO and 
Health Services. The charge per month is approximately 
$353. Agencies will not be billed until the 

accumulated invoice cost for TDY support exceeds U.S. 
Dollars 2,500 for the fiscal year. If your sponsoring 
agency is not signed up for ICASS services at post, 
please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 
The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
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him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
ofthe TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


3. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families € 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


4. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, which states that the U.S. Government continues 
to receive indications of terrorist threats in the 

region aimed at American and western interests, 
including civil aviation, and that the Kenyan 

government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week, as soon as possible after 


their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi, and reports of group attacks and muggings are 
on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run\" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables, but rather to store them in 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
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attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports, plane tickets, etc.) in a hotel safe and 

not wearing any jewelry on the street. In addition, 
visitors should avoid hanging a camera around their 
necks, carrying a protruding wallet, and carrying or 
showing large amounts of money in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


5. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


6. Health: Due to the high altitude, Nairobi is not a 
malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
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your health unit or the medical clearances section of 
the Office of Medical Services. 


7. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 
this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 


are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


8. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 


Column 3 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 72 
shillings to the U.S. dollar. 


9. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


10. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


11. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 


Column 3 
(approximate) departure tax imposed on all domestic 
flights 


HOOVER 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, ECIN, XE, RP 
SUBJECT: FOREIGN SECRETARY DISCUSSES EAST ASIA ARCHITECTURE 


REF: A. STATE 171368 
B. STATE 153875 


Classified By: Ambassador Kristie A. Kenney, reasons 1.4 (b) and (d) 


1. (C) Ina meeting with Ambassador and DCM on October 11, 
Foreign Secretary Alberto Romulo, speaking as a friend and 
ally, sought to persuade us of the merits of U.S. 

participation in the East Asia Summit. He described the EAS 
as an important emerging forum, inclusive of all East Asia, 
with ASEAN at its core. As a Pacific power, the U.S. should 
play a major role and take advantage of the opportunities 
this forum presents. Romulo quickly added that the nascent 
EAS format needs work, calling the current leader-led 
dialogue without agenda or preparation by senior officials \"a 
lot of bull" As upcoming EAS host, Romulo said the 
Philippines is pressing for better preparation. 


2.(C) Ambassador and DCM explained U.S. policy on the EAS, 
focusing on the need to preserve and strengthen the 
value-added of long-standing organizations, especially APEC. 
Attempting to duplicate work on issues such as energy 

security in multiple fora risked diluting and confusing 

multilateral activities. Romulo said he deeply appreciated 

the value of APEC, but argued that working concurrently in 
different organizations will reinforce efforts, allowing each 

forum to make its own contribution. 
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3. (C) The Philippines remains a great supporter of APEC, as 
President Arroyo often expresses publicly and privately. But 
despite repeated efforts, we got no traction on our vision of 
complementarity with Romulo, whose view is common among 
senior Philippine officials. There is concern here that the 

U.S. is passing up an opportunity to be a player in an 
emerging organization linking all of ASEAN with the northeast 
Asian powers. Regarding Romulo\'s remarks on pursuing energy 
security at the EAS (ref a), it will be difficult to convince 

this year\'s EAS host to exclude energy security from EAS 
discussion, given the political impact of high energy prices 

in the Philippines. 


Visit Embassy Manila\'s Classified website: 
http://www state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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SIPDIS 
E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, CH, JA, KN 
SUBJECT: MFA SAYS PM ABE VISIT WILL SMOOTH COURSE OF 
JAPAN-CHINA RELATIONS BY ENDING FREEZE ON SUMMITS 
REF: A. BEIJING 20679 
B. TOKYO 5822 
C. TOKYO 5940 


Classified By: Political Minister Counselor Daniel Shields. 


Column 3 
Reasons 1.4 (b/d). 


1. (C) SUMMARY: Japanese Prime Minister Shinzo Abe\'s October 
8-9 China visit marks the renewal of Japan-China leadership 
summits and will therefore smooth the future course of 
bilateral relations, MFA officials told us. The October 8 
joint press communiqu for the PM Abe visit marked the first 
time China and Japan signed off on a common bilateral 
statement on DPRK issues. China did not agree, however, to 
Japan\'s proposal to address in the joint press communiqu 
Japan\'s desire for a permanent seat on the UN Security 
Council or the issue of DPRK abductions of Japanese. 

President Hu will meet PM Abe at NovemberYs APEC Leaders 
Meeting and Premier Wen will meet PM Abe in connection with 
December\'s ASEAN-related meetings. China and Japan are 
already planning for a Hu visit to Tokyo some time in 2007 
and a Wen visit to Japan some time after the Hu visit. Tokyo 
gave Beijing two-hours advance notice of its announcement of 
new sanctions on the DPRK. The MFA denied reports that China 
plans to send to Tokyo an envoy to discuss the DPRK\'s claimed 
nuclear test. END SUMMARY. 


Summits Will Smooth the Handling of Bilateral Issues 


2. (C) PM Shinzo Abe\'s October 8-9 visit to Beijing will 
significantly improve the tone of the relationship and the 
manner of dealing with bilateral issues, MFA Counselor for 
Japan Affairs Hong Xiaoyong told Polmincouns October 12. 
Although disputes will surely continue, PM Abe\'s visit ends a 
five-year freeze on leadership summits connected with former 
PM KoizumiVs visits to Yasukuni Shrine, he said. Hong noted 
that Beijing and Tokyo will be better able to manage a range 

of issues now that their leaders are talking directly. 

Discussions over resources in the East China Sea are expected 
to improve. The October 8 joint press communiqu for the PM 
Abe visit marked the first time China and Japan signed off on 

a common bilateral statement on DPRK issues, Hong said. 
Similarly, Beijing and Tokyo\'s cooperation in areas such as 
energy, intellectual property protection, the environment and 
high technology exchange had been lagging pending resolution 
of the \"political obstacles\" that had prevented leadership 
Summits, Hong stated, adding that this cooperation should 
improve now. 


3. (C) China did not agree to include in the joint press 
communiqu some of the topics that Japan wanted included in 
the communiqu, according to Hong. History issues were 
addressed in general, but some details of bilateral 
discussions on the Yasukuni Shrine issue were too sensitive 
for such a communiqu, he said. In meetings with President 
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Hu, PM Abe raised Japan\'s desire for a permanent seat on the 
UN Security Council. China\'s position is that it is too soon 

to say what type of UN reform will occur or whether China 
could support Japan\'s bid, Hong said. Similarly, Japan 
raised the issue of abductions of its citizens by the DPRK, 
but China felt that inclusion of such a Japanese \"domestic\" 
issue in the joint communiqu would be \"unbalanced.\" China 
sees the nuclear issue as much more important than the 
abductions issue. China commented positively in the joint 
communiqu on the fact that \"the Japanese side stressed that 
Japan had been pursuing and would continue to pursue the 
route of a peaceful country more than 60 years ago. Hong 
said the MFA is presenting this language to those in China 
with anti-Japan sentiments as a way of encouraging Japan to 
avoid militarism. 


Leaders Meetings at APEC, ASEAN-related Meetings 


4. (C) Chinese and Japanese leaders agreed to meet 
frequently in future, Hong said. President Hu will meet PM 

Abe during the November APEC Leaders\' Summit in Hanoi. 
Premier Wen will meet PM Abe at the December ASEAN-related 
meetings in Cebu. China, Japan and South Korea will hold a 
formal Trilateral Meeting chaired by Premier Wen on the 
margins of the East Asia Summit in Cebu. China and Japan are 
already planning for a Hu visit to Tokyo some time in 2007 

and a Wen visit to Japan after the Hu visit, Hong said. 


5. (C) In addition to leaders\' meetings, Chinese Communist 
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Party International Department head Wang Jiarui will travel 

to Tokyo later this month for a political party exchange, 

while Japanese scholars will visit Qingdao next week for a 
meeting of the non-governmental Japan-China Friendship 
Committee for the 21st Century, headed by China Reform Forum 
scholar Zheng Bijian and Fuji Xerox chairman Yotaro 

Kobayashi. 


DPRK: Tokyo Notifies PRC on DPRK Sanctions 


6. (C) Tokyo gave Beijing two-hours advance notice before it 
announced its new sanctions on the DPRK in response to North 
Korea\'s claimed nuclear test. Hong denied reports that China 
plans to send a special envoy to Tokyo on the issue of the 
DPRK\'s claimed nuclear test. 

Randt 
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SIPDIS 
SIPDIS 
FAMS FOR SHELDON SEMASHKO 


E.O. 12958: N/A 

TAGS: EAIR, PTER, ASEC, OTRA, HL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR FEDERAL AIR MARSHAL 
SERVICE OPERATION TEAM PD 07-06/11 R59 - NOVEMBER 12 - 
DECEMBER 10, 2006 


REF: FAMS 121424Z OCT 06 


1. Country Clearance is granted for Federal Air Marshal 
Service Operation Team PD 07-06/11 R59 to travel to The 
Netherlands from November 12 - December 10, 2006 to deter 
criminal acts targetting civil aviation. 


2. Embassy understands that no assistance is required. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
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either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
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automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 

small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 

been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 
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Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
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SIPDIS 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, PHUM, UNGA, RP 
SUBJECT: TALKING POINTS ON UNGA ISSUES 


REF: STATE 168341 


1. (SBU) In a meeting on October 13, Assistant Secretary of 
Foreign Affairs for United Nations and International 
Organizations Aladin Villacorte expressed appreciation to 
Pol/C for reftel positions. (Septel will discuss solid 

Philippine support for Guatemala\'s UNSC candidacy.) He 
expressed particular interest in recent developments on North 
Korea, which Pol/C described, while praising the strong 
statement of Philippine President Arroyo and Foreign 
Secretary Romulo, in his capacity as ASEAN Chair, against the 


SIPDIS 

North Korean nuclear test. On Israel/Palestine-Middle East 
issues, Villacorte admitted that the Philippine delegation in 

New York often followed the OIC. Pol/C underscored that the 
USG watched UNGA voting records very carefully and urged that 
the GRP delegation never be more than one vote apart from the 
U.S. delegation, ¡.e., whenever possible, abstain rather than 

vote against the U.S. delegation. Villacorte promised to 

take this advice into consideration. 


2. (SBU) Villacorte also noted that Philippine Permanent 
Representative to the UN Baja was now apt to remain in place 
for the foreseeable future, due to domestic political 

opposition to the nomination of retired Supreme Court Chief 
Justice Davide as his replacement. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/12/2026 

TAGS: PHUM, PREL, KTIA, UN, JA 

SUBJECT: JAPAN WILL NOT BUDGE ON DECLARATION OF INDIGENOUS 
RIGHTS 


REF: STATE 169257 


Classified By: Classified by Political Section Deputy Carol T. Reynolds 
for reasons 1.4 (b) and (d). 


(C) Embassy Tokyo Political Officer joined New Zealand 
Embassy and Australian Embassy political officers in 
delivering reftel demarche October 13 to MOFA Human Rights 
Division Director Tetsuya Kimura. Kimura said that MOFA has 
coordinated with other agencies of the Japanese government to 
decide its policy toward the draft UN Declaration on the 

Rights of Indigenous People. Japan again plans to express its 
concern about the lack of Working Group discussion, but will 
vote in favor of the declaration with three 

VinterpretationsA" 1. The right to self-determination does 

not mean the right to independence or to separate from a 
sovereign state. 2. Collective rights\" means the members of 
a group possess rights, not the group itself. 3. Rights of 
property and ownership are bound by the laws of each State. 
Although Japan has already made its decision, Kimura agreed 
to pass on our request that Japan reconsider its position to 

all the participants in the decision-making process. 
SCHIEFFER 
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E.O. 12958: DECL: 10/12/2016 

TAGS: KNNP, PARM, PREL, KN, AU 

SUBJECT: FOLLOW-UP ON NORTH KOREA: EUROPEANS WILL NOT 
RECEIVE NORTH KOREAN VISIT 


REF: VIENNA 3020 
Classified By: DCM Scott Kilner for reasons 1.4 (b) and (d). 


1. (C) On October 12, Nikolaus Scherk, the Assistant 
Secretary-level Director of the Austrian MFA,s Asia 


SIPDIS 
Division, called the DCM to follow-up on reftel conversation. 


2. (C) Scherk referenced a meeting in Brussels that he 
attended the previous day with European colleagues. During 
this meeting, Scherk learned that the Czech Republic and 
European Commission had also received requests for a visit by 
North Korean Vice-Minister of Foreign Affairs Kung Sok Ung. 
The attendees conferred and agreed that it would not be 
appropriate to receive Kung at this time. 


3. (C) Separately, Scherk said that North Korean Ambassador 
Kim Gwang Sop had returned to Vienna after a five-month 
absence and would be calling on the MFA in the next few days. 
Scherk stated that he would use this opportunity to 

underline Austrian unhappiness with North Korean policy. 
Scherk noted that Kim has been in Vienna for thirteen years, 
making him one of the longest serving ambassadors in Austria. 
McCaw 
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SIPDIS 
SIPDIS 
STATE FOR EAP/MLS; GENEVA FOR LABOR ATTACHE:JCHAMBERLAIN 


E.O. 12958: DECL: 10/12/2016 
TAGS: ELAB, ECON, PGOV, PHUM, BM 
SUBJECT: DEADLINE LOOMS FOR GOB ACTION ON FORCED LABOR 


REF: A. RANGOON 1382 


B. RANGOON 1376 
C. RANGOON 963 
D. RANGOON 806 
E. GENEVA 1560 
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Classified By: Econoff TLManlowe for Reasons 1.4 (B,D) 


1. (C) Summary: ILO Liaison Officer Richard Horsey has been 
able to maintain regular contact with the Ministry of Labor 

over the past three months and has begun discussions on a 
mechanism to address forced labor charges in Burma. Horsey 
said the GOB\'s reaction to the draft text has been generally 
positive, although the government continues to restrict his 
travel within Burma. Horsey said that the ILO Deputy 

Director could travel to Burma at the end of October or in 

early November, just prior to the next ILO Governing Board 
(GB) meeting in mid-November, to finalize an agreement. The 
main outstanding issue concerns establishing the right of the 
ILO Liaison Officer to travel freely throughout the country. 
Horsey said it is difficult to determine whether the GOB\'s 
recent flexibility on forced labor issues reflects real 

intent to meet international standards or to serve as minimal 
steps to demonstrate progress to the UNSC and U/SYG Gambari 
on his next visit to Burma. End summary. 


GOB Shows Some Flexibility 

2. (C) On October 12, Richard Horsey, ILO Liaison Officer, 
briefed Charge on GOB progress in meeting the conditions set 
by the ILO International Labor Conference (ILC) in June (Ref 
E). The first two conditions, a moratorium on persecution of 
forced labor claimants and release of prominent labor 
prisoners, was met with the release of Su Su Nway and Aung 
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Myint and the recent dismissal of the GOB\'s case against 
three villagers who reported on forced labor abuses (Refs 
A-D). The third condition, agreement on an acceptable 
mechanism to address future forced labor claims, is now under 
discussion. Horsey has pursued this issue since June through 
regular meetings and exchanges of notes with Ministry of 
Labor officials. He told the Charge that GOB reaction to his 
draft agreement has been generally positive, and he has held 
weekly discussions on it with GOB officials. 


3. (C) According to Horsey, the GOB has accepted some 
important conditions. These include a promise to not 
prosecute forced labor claimants, even if their claims turn 

out to be false, and an agreement that the ILO office in 
Burma could expand in the future if needed. Based on this 
recent willingness to engage, Horsey said the ILO plans to 
send a mission to Burma this month to try to negotiate a 
compromise on remaining differences and finalize the 
agreement. A key remaining area for resolution is the right 

of the ILO Liaison Officer to travel around the country and 
speak with people freely. Horsey said the ILO would not send 
a mission here unless the GOB shows some flexibility on this 
key issue. Horsey has negotiated this far with the Labor 
Ministry, which seems to have authority to negotiate most of 
the issues. If the issue of travel access cannot be resolved 
soon, Horsey would request U/SYG Gambari to press for an 
agreement on this point in a meeting with Senior General Than 
Shwe. 


Deadline Pressure 

4. (C) If the GOB does show willingness to negotiate this 

issue, Horsey said that an ILO delegation could arrive as 

early as October 16-20 to wrap up negotiations on the 
mechanism to report and prosecute cases of forced labor. 
Agreement needs to be reached by October or early November to 
be presented to the ILO Governing Board when it takes up 
Burma around November 15. 


5. (C) Horsey speculated that the GOB\'s recent flexibility on 
labor issues may be driven by other factors, particularly the 
ongoing UN Security Council discussion of Burma and another 
visit by U/SYG Gambari, expected in November. The regime 
realizes, he said, that it needs to show progress in this 
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area to respond to assurances it made to Gambari in May and 


the ILO in June. Horsey added that China may also be pushing 
the GOB to cooperate on forced labor, citing recent public 
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statements by the Chinese that Burma is making progress in 
this area. He speculated that the Chinese may be making such 
public comments to increase pressure on the regime to 
cooperate with the ILO. 


6. (C) Horsey would not be surprised it the regime continued 
to stall, but emphasized that the looming ILO Governing Board 
meeting is a firm deadline. \"The possibility of doing just 
enough to slip through is slim,\" he said. WThe ILO 

conditions are clear. We either have agreement on a 
mechanism or we do not. If we do not, the Governing Board 
will react strongly.\" 


7. (C) Horsey acknowledged that the GOB remains reluctant to 
agree to all of the ILO\'s terms. The Charge said that some 

in the regime still believe they have the right to force 

labor and that they should not be subject to interference by 
outside parties. Horsey agreed, but felt that the regime\'s 
desire to present a more positive image to the UN offered a 
rare opportunity to resolve this issue within the next four 
weeks. He admitted that, while obtaining an agreement would 
be a major accomplishment, if the GOB refused to accept the 
agreement\'s underlying principles and follow through with 
investigations and persecutions, it would be just another 

piece of paper. However, Horsey stressed, it would be an 
important commitment by the regime to stop forced labor, and 
would strengthen the legal hand of those willing to challenge 
it. 


8. (C) Comment: The regime released two political prisoners, 
Su Su Nway and Aung Myint, in response to pressure by the ILO 
and Gambari. However, it has recently arrested five 

prominent student leaders and made no progress on addressing 
other political and humanitarian issues raised by Gambari. 
U/SYG Gambari\'s next visit roughly coincides with the next 

ILO Governing Board meeting, forcing the regime to make a 
hard choice between agreeing to a mechanism with the ILO that 
seriously addresses forced labor or risking further 

international condemnation. In order to monitor GOB 
compliance, the ILO country liaison must be allowed 

unfettered in-country travel and access. The ILO\'s 

insistence on this issue and its use of specific conditions 

and fixed deadlines has forced the GOB to take action. The 
effectiveness of this approach should be pointed out to 
Gambari, so that he can achieve concrete results during his 
next visit. End comment. 

VILLAROSA 
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SUBJECT: DESIGNING A SYSTEM CREATING A BANKRUPTCY 
MECHANISM FOR FINANCIAL INSTITUTIONS 


REF: BEIJING 19482 


1. Reftel reported on Embassy discussions with 
Professor Li Shuguang on September 6 about China\'s new 
Law on Enterprise Bankruptcy. As Director of the 
Bankruptcy Law and Restructuring Research Center at 
the China University of Politics and Law, as well as a 
member of the National People\'s Congress drafting 
group which prepared the new law, Li is a leading 

expert on China\'s bankruptcy regime. During the 
September 6 meeting, Li told Emboff that China would 
need new regulations to apply the new law to financial 
institutions. On September 18, Li published an 

article in \"Caijing\" (Finance) Magazine laying out 

nine areas where he believes regulatory clarification 

is necessary. An unofficial Embassy translation of 

the article appears below. The original Chinese text 

is available at 
http://caijing.hexun.com/text.aspx?sl=2324&id =1832111. 


2. Begin unofficial Embassy translation of text of 
Professor Li?s 18 September Caijing article: 


Column 3 

Designing a Bankruptcy System for Financial 
Institutions 

by Li Shuguang 


On August 27 of this year, the new WPRC Law on 
Enterprise Bankruptcy\" was passed by the National 
People\'s Congress, and it will go into effect on June 
1, 2007. 


Article 134 in the supplementary provisions of this 

law sets forth special regulations specifically for 

the problem of bankruptcy of financial institutions. 

In the nine months between the new WBankruptcy Laws" 
passage and when it goes into effect, the new law 

gives the Central Government power to establish 
procedures for financial institution bankruptcies. In 

my view, any \"implementation measures (or regulations) 
on carrying out financial institution bankruptcy 
proceedings\" should emphasize resolving the nine major 
problems listed below. 


1. The definition and scope of \"financial 
institution.\" 


At present, there is no law that provides a precise 
definition for \"financial institution." Generally, 

institutions overseen by the three main supervisory 
bodies, the China Bank Regulatory Commission (CBRC), 
the China Securities Regulatory Commission (CSRC) and 
the China Insurance Regulatory Commission (CIRC) are 
regarded as financial institutions. Strictly 

speaking, this is not an accurate definition. 


Such a definition overlooks other, more important 
supervisory bodies -- the Central Bank and the State 
Administration for Foreign Exchange (SAFE). The term 
\"financial institutionW should cover institutions 

subject to the supervision of these agencies. 


Some types of businesses supervised by financial 
supervisory agencies are not considered financial 

sector businesses. For example, the futures industry, 
regulated by the CSRC, is considered part of the food 
and beverage industry. However, the new draft \"Law on 
the Management of Futures Trading\" has, in practice, 
already classified futures trading as a financial 

sector industry. So \"financial institutions\" already 
includes the futures and derivatives trading industry. 


Some institutions with financial assets supervised by 
government finance agencies, such as financial groups 
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like CITIC Group and China Everbright Group, etc., or 
financial asset management companies such as Huarong 
Asset Management Co. and Cinda Asset Management Co., 
should be included in the category \"financial 
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institutions.\" 


In addition, financial organizations sponsored by the 
Ministry of Agriculture, such as rural financial 
markets and agricultural credit cooperatives, should 
also fall within the definition of \"financial 
institution.\" 


2. Who files for financial institution bankruptcy? 


Article 134 of the new Bankruptcy Law provides that 
\"when financial institutions, such as commercial 
banks, securities firms, or insurance companies, are 
in the situation described in Article 2 of this law, 
State Council financial supervisory agencies may apply 
to the People\'s Court to reorganize or liquidate the 
financial institution in question.\" This raises the 
question of whether the financial institutions 
themselves can file for bankruptcy, and whether 
creditors can file for bankruptcy proceedings against 
them. 


Two considerations went into drafting this article. 

The first consideration was that non-state-owned 
financial institution bankruptcy cases need not 
necessarily go through the State Council. The second 
was that in the current \"Commercial Bank Law,\" 
\"Insurance Law,\" and \"Securities Law,\" bankruptcies of 
commercial banks, insurance companies and securities 
firms must receive authorization from the State 

Council as a prerequisite, companies which are not 
commercial banks, insurance companies or securities 
firms do not necessarily need to. 


The regulations do not prescribe financial 
institutions from voluntarily filing for bankruptcy. 
Implementation measures (or regulations) should be 
drafted so as to clarify which types of financial 
institutions must report to or receive approval from 
the State Council in filing for bankruptcy, and which 
do not. 


3) Prerequisites for Financial Institution Bankruptcy 
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Filings. 


The Vimplementing measures (or regulations)" can 
continue existing rules on prerequisites for financial 
institution bankruptcies, and at the same time expand 
their scope to include bankruptcy filings for futures 
trading companies, large trust companies, and large 
financial holding companies, requiring that the State 
Council approve their filings as well. Bankruptcy 
proceedings for other small- and medium-sized 
financial institutions can be treated in the same way 
as corporate bankruptcies. 


4) Administrating Bankruptcy Proceedings for 
Financial Institutions. 


Because of the special nature of bankruptcies of 
financial institutions, commercial administrating 
bodies or administrators do not necessarily have any 
special qualifications for taking control of the 

assets of bankrupt financial institutions or 
administering their affairs through bankruptcy 
proceedings. They also lack experience in managing 
financial risks or financial crises. A system should 
be considered in which liquidation groups, or 
administrating bodies are set up jointly by financial 
regulators in cooperation with commercial specialists, 
and in which individuals given responsibility for 
administering bankruptcies would be drawn from the 
ranks of experienced financial specialists. So, 
\"implementation measures!" should specifically set 
forth the qualifications, method of selection, 
professional responsibilities and supervisory 
conditions for administrators of financial institution 
bankruptcy cases. 
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5) Reporting of Claims against Bankrupt Financial 
Institutions. 


Because China is in a particular phase of economic 
transition, commercial credit transactions tend to be 
relatively chaotic, and in the disorderly use of legal 
concepts, property rights, shareholders\' rights, 
creditors\' rights and rentersY rights tend to get 

tangled together. It is not clear what really can be 
considered debt. For example, when a commercial bank 
goes bankrupt, is there a debtor-creditor relationship 
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between the bank and its account holders? Ifa 
securities firm misappropriates its customers\' down- 
payments, is the customer whose funds were used in 
such a manner a simple creditor or a secured creditor? 
In terms of fundamental principles, these questions 
are debatable and it is sometimes hard to make clear 
distinctions. 


As another example, after the Central Bank, the CSRC 
and other agencies jointly issued the Notice 
regarding the questions related to individual claims 
and customers\' security trading settlement funds of 
securities companies,\" quite a few investors have 
different ideas. There is no question that individual 
bank deposits, all types of financial bonds issued by 
financial institutions and held by residents, and 
settlement funds from customers\' securities trades 

fall within the category of debt instruments. As for 
property entrusted by residents to financial 

institutions for trading, and residents\' negotiable 
securities deposited in relevant accounts, but 
misappropriated by financial institutions, different 
opinions exist about whether they should be considered 
as individual claims. 


In line with the development of China\'s financial 
markets and economy, new kinds of financial bonds will 
continually emerge. | recommend that any 
\"implementation measures\" clearly delineate personal 
and institutional debts, but also give judicial 

institutions room to make precedent-setting rulings 
regarding the delineation of various types of 

financial bonds. 


6. Reorganizing Bankrupt Financial Institutions. 


Because the social repercussions of the bankruptcy of 
financial institutions are relatively great, all 

countries encourage financial institutions to choose 
the option of reorganization when they go bankrupt, 
unless there is no other possible choice. This 
process generally involves the government injecting 
capital, taking over the institution, placing it in 

the care of a trustee, refinancing through the Central 
Bank, or some similar method. Of course, 
reorganization can also be left to the market. 


| recommend that any \"implementation measures (or 
regulations\" require that: 1) During the period of 
reorganization, the debtor must not manage its own 
assets, but rather should be taken over by the 
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government, placed under the care of a trustee, or 
assigned to a specially designated administrator, in 
order that the government can guide the reorganization 
process. 2) The period of time to prepare a 
reorganization plan for a financial institution should 

be longer than for other enterprises. | recommend 360 
days. 3) Financial institutions\' creditors should be 
divided into different kinds of categories than in 
ordinary bankruptcy cases. In general, individual 
creditor?s rights should be separated from financial 
claims. The particular characteristics of creditors 

and shareholders, such as depositors, holders of 
securities, holders of futures, and holders of 

insurance policies should be given consideration, and 
at the same time, the problem of protecting the rights 
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of claims of employees of financial institutions 
should be given appropriate consideration. The 
implementation and supervision of the reorganization 
plan should receive close attention after its passage. 


7) Monetization of Assets of Financial Institutions. 


In financial institution bankruptcy cases, there are 
essentially two types of assets -- tangible and 
intangible -- which need to be monetized. The 
intangible assets of financial institutions mainly 
include their operating license trading rights, as 
well as their so-called \"license plate" (their brand 
name), their marketing network and marketing 
operation. These are a financial institutionYs main 
assets, and their value is considerable. 


In order to better carry out the monetization of the 
assets of financial institutions, any implementation 
measures! should set forth that: 1) The value of 
intangible assets must be assessed, not just tangible 
assets. 2) The monetization of a financial 
institution\'s assets, the disposition of its operating 
license, its brand name, and the settlement of the 
entitlements of its employees should be considered all 
together, and listed in the conversion plan of 
insolvent assets. 3) The assets of a financial 
institution should be monetized openly, through the 
mechanism of an auction based on the principle of 
competition. 


8) The Special Nature of Allocation of Assets in 
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Financial Institution Bankruptcy Cases. 


In financial institution bankruptcy cases, Western 
countries have established a principle of \"limited 
repayment,\" also known as \"creditor\'s discount" This 
means that when a financial institution goes bankrupt, 
a limit is set on individual claims, below which the 
creditor is repaid in full, but above which the 

creditor only receives a set proportion of their 

claim. In setting a ceiling, one must consider such 
factors as this country\'s phase of economic 
development, the investment capacity of investors, and 
society\'s ability to bear the burden. In the past two 
years, in dealing with the troubled securities firms 
Dapeng Securities and China Southern Securities?and 
the D?Long Group crisis, the People\'s Bank of China 
and others used rules and methods based on purchasing 
individual?s claims at a discount, in an effort to 
appropriately solve the problem of the who gets 

priority in repayment among individual creditors, and 
treated all non-secured institutional creditors as 
regular creditors. This type of principle can be 

rolled into any \"implementing measures (or 
regulations).\" 


9) Guaranty Funds for Investors in Financial 
Institutions. 


According to the existing regulatory framework, three 
major types of guaranty funds should be prepared for 
the bankruptcy of financial institutions: a 

depositor\'s insurance fund, an insurance holder\'s 
guarantee fund, and a security investor\'s guaranty 
fund. | believe that the first two will be set up and 
designed in the same way as the already existing 
protection fund for securities investors. But the 
problem is that these three funds do not provide 
protection for all bankrupt financial institutions. 

As a result, in preparing \"implementation measures\" it 
is worth considering whether the three funds should be 
combined into a single Financial Institution Investors 
Guaranty Fund, or as separate guaranty funds. 


| believe, since each fund collects contributions in a 
different way, and from different sources, the 
principles and purpose of payment may vary, the 
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establishment of such funds should be handled in a 
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flexible way. We could create three large funds, or 
establish different funds for futures investors and 
other types of investors, and set clear regulations on 
the source of funding, coverage, function, 
supervision, etc., and gradually increase the overall 
scale and reserve ratio of each fund over time. 


END UNOFFICIAL EMBASSY TRANSLATION TEXT. 
RANDT 
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Classified By: Ambassador Michael W. Marine per 1.4 (b/d) 


1. (C) Embassy Hanoi looks forward to welcoming you back to 
Vietnam. Your visit will help us to address a number of key 
issues in the lead-up to the President's November visit. It 

will also underscore to the Vietnamese that progress on core 
American concerns and values must keep pace with the 
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substantial progress in other areas of the bilateral 

relationship. Since the February 2006 bilateral Human Rights 
Dialogue, we have seen progress in a number of the areas we 
raised: Mission representatives were allowed to visit two 

prisons in southern Vietnam; several prisoners of concern 

were released (including our last religious prisoner); a 

number of churches, congregations and denominations have been 
legalized; and, signs that Decree 31 (concerning 

\"administrative detention\") will be repealed. 


2. (C) However, areas of concern remain. For example: two 
prisoners of concern are still incarcerated, and the GVN has 
stepped up its detention of activists, including those 
associated with the 8406 Bloc (a group named for the date, 
April 8, 2006, in which 118 individuals signed a petition 
calling for democracy and multiparty elections in Vietnam); 
the GVN appears to be tightening its controls on the 

Internet; the relatively progressive draft Law on 

Associations has for now been shelved; the pace of church 
registrations in northern Vietnam remains too slow; and, 
there are continued isolated incidents of local authorities 

in the Central Highlands harassing ethnic minorities. In 

your discussions, we should continue to seek realistic 

targets that both represent real improvements in the 

situation in Vietnam, but also are achievable given Vietnam\'s 
current domestic political realities. We also should think 
about how we can offer assistance in making changes, rather 
than just demanding reform. 


Prisoners of Concern and Political Activists 


3. (C) Our list of prisoners of concern has been reduced to 
two individuals )- Nguyen Vu Binh and Phan Van Ban. 
Although the release of Pham Hong Son and other prisoners of 
concern is a hopeful sign that the GVN will eventually 
release these two individuals, we will continue to urge the 
GVN to set them free forthwith. We have a standing request 
for the Ambassador to visit Nguyen Vu Binh in prison, and 
your discussions would be a good opportunity to reiterate 
this request. We also hope to explore the possibility of 

Phan Van Ban\'s being released to join his U.S. citizen son in 
Illinois. 


4. (C) The difficult step of releasing prisoners is a 

political decision involving leaders at the national level. 

How former prisoners are treated is largely a local issue. 

As a result, ending harassment of released activists remains 
a challenge. Given the Ministry of Public Security\'s (MPS) 
seeming obsession with knowing everything about domestic 
\"threats,\" we doubt this surveillance will cease. That said, 
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we should continue to argue for freed activists, enjoyment 
of the same civil rights as other Vietnamese citizens, 
including having access to the Internet and freedom to travel 
internally and abroad. 


5. (C) We are increasingly concerned about police harassment 
and detentions of political activists, particularly those 

involved with the 8406 Bloc (Ref A). Clearly the GVN is 

trying to walk a fine line between doing what it deems 

necessary to preserve domestic political stability while 

avoiding sullying its international reputation in the run-up 

to the APEC Summit. This balancing act has been made tougher 
by the dissidents\' increasing tempo of activities. Your 

visit will be a good opportunity to press the Vietnamese to 

allow greater space for political and other discussions. The 

lively public discussion in advance of the 10th Party 

Congress did not bring down the system, and the GVN and Party 
should not fear allowing an incremental expansion of its 
tolerance for political discussion (and even dissent). 

Notably, the MFA recently called in Embassy and ConGen HCMC 
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officials to protest the Ambassador\'s recent remarks on RFA 
related to the 8406 Bloc\'s activities and his use of the 

phrase \"call for political change\" (Refs B and C). You 
should particularly stress our and the international 
community\'s hope that the diminishment of world attention on 
Vietnam after November does not lead to a further crackdown 
on political activism. 


Internet 


6. (C) The Party and the GVN have introduced new legal and 
technical measures to strengthen controls over the Internet 
(Ref D). Much of the focus is centered on bolstering 

firewalls, preventing search engines from displaying unwanted 
content and centralizing Internet monitoring in Vietnam\'s 
State-controlled Internet Service Providers. Your GVN 
interlocutors will claim that these regulations and firewalls 

are designed to ensure that children are not exposed to 
immoral or undesirable content and do not have political 

aims. However, recent research has shown that, while 
Internet pornography is easy to access from just about 
anywhere in Vietnam, sensitive political websites, such as 
overseas dissident pages, RFA and VOA, are blocked. Although 
application of these new regulations and technical measures 
is often inconsistent, the GVN is nonetheless taking action 
where it can. The arrests and detentions of Vietnamese and 
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Vietnamese-American activists who use the Internet to 
communicate and make plans indicate that police have the 
ability to target Vietnam\'s activist community even as 
dissidents harness new technologies to get out their message. 


7. (C) During your discussions, you should seek further 
information about the GVN\'s intentions in the area of 
Internet control. You may also wish to underline the 
importance of a free and open exchange of information for 
Vietnam\'s continued economic growth and global integration. 
Seeking to prevent activists and others from using the 
Internet to exchange ideas will have a chilling effect on the 
overall climate of openness needed to accelerate further 
Vietnam\'s socio-economic development. Once again, as the 
discussions in the run-up to the 10th Party Congress showed, 
the public has proven it can constructively engage ina 

lively and thought-provoking debate without threatening 
Vietnam\'s political stability. 


Law on Associations 


8. (C) The GVN in late September pulled the 11th version of 

the Law on Associations from the National Assembly\'s upcoming 
agenda (Ref E). While this latest version was not perfect, 

it was an improvement over previous versions in that it 

specified (and limited) the authority of central and local 

line ministries and agencies and provincial People\'s 
Committees in dealing with associations. It also reduced the 
time ministries have to recognize an association\'s charter 

and grant permits for operations, while prohibiting central 

and local authorities from hindering the establishment of 
associations. It is uncertain what will happen next with 

this draft law. You may wish to impress upon your 

interlocutors that we: view the 11th version of the Law on 
Associations as an improvement over previous versions and are 
disappointed that the National Assembly will not review it 

during legislative sessions this year; and, believe that 

granting non-governmental organizations legal status and 

rights would play a positive role in Vietnam\'s socio-economic 
development efforts. 


Criminal Codes and International Standards 


9. (C) During February\'s Dialogue, you suggested the repeal 
of Decree 31, which allows the GVN to place individuals under 
administrative probation without trial. We have heard from 
our MFA contacts that Decree 31 is on the verge of abolition 
and awaits a final decision from the Prime Minister. We have 
been trying to arrange a meeting with the Ministry of Justice 
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to discuss this further, but have not yet had any luck. The 
GVN may be looking to your discussions to raise this matter 
in fuller detail. The repeal of Decree 31 would be a 
significant and welcome step forward, but we should remain 
vigilant to ensure that other means are not used to achieve 
the same ends. 


10. (C) If time allows, another possibly productive subject 
to raise is the revision of Vietnam\'s criminal procedures 
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code. The National Assembly amended the Criminal Procedures 
Code in 2003 to allow more rights for defendants, and set a 

goal of changing courtroom procedures to an \"adversarial\" 
model (in which lawyers debate the prosecution\'s case) from 

the current \"investigative\" model (in which the judge leads 

the questioning). There has been little action so far. In 

addition to merely encouraging progress, this is one area 

where we hope to offer some cooperation through the efforts 

of the American Bar Association and its proposal to begin 

work in Vietnam (Ref F). 


Religious Freedom 


11. (C) We have seen solid progress in many areas )- the 
registration of congregations and denominations throughout 
Vietnam, the release of all of our religious prisoners of 
concern and the generally greater official tolerance for 
religious practice nationwide )- and, during your 

discussions, you should acknowledge this positive momentum. 
Areas of concern do remain, however, namely: the slow pace 
of registrations of churches and congregations in northern 
Vietnam; isolated incidents of harassment of religious 
believers by local officials, such as in Ninh Thuan Province 
(Ref G); and, and ongoing property issues, involving both the 
Catholic Church and the Protestants. Your religious freedom 
points will depend on the state of play of CPC at the time of 
the meetings, but our basic message will likely remain: we 
welcome progress to date; urge the GVN to continue to support 
the expansion of religious freedom and tolerance; look for 
stepped-up efforts to register Protestant groups, 

particularly in the north; and, hope that Hanoi ensures that 
local authorities consistently implement the central 
government\'s framework on religious affairs. 


Freedom of the Press 
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12. (C) The Vietnamese are proud of their growing and 
seemingly feisty print and electronic media businesses, but 
the media remains an area tightly controlled by the Party and 
GVN. Your interlocutors will likely argue that Vietnam does 
not want or need unfettered, Western-style press freedoms, 
which they view as socially disruptive. Yet, some progress 
has been made, and more is possible. The Mission continues 
to explore opportunities to develop the independence of 
Vietnam\'s print media. You could highlight the importance of 
an independent press acting as a \"check and balance\" against 
corruption and could explore the possibility of assistance to 
build the capacity of journalists\' associations. Limited 
cooperative programs in these areas could be more politically 
palatable for the GVN if raised outside the scope of a \"human 
rights dialogue.\" Nonetheless, it will be useful for you to 
underscore our view that an independent press is a key 
element in a well-governed society and a critical factor in 
protecting citizens\' civil and political rights. 


Respecting the Rights of Ethnic Minorities 


13. (C) Vietnamese officials have told us that they are 
concerned that certain U.S.-based groups are in contact with 
Dega separatists and are encouraging them to organize 
protests in the Central Highlands in advance of APEC and the 
President\'s visit. Mission Vietnam is concerned about an 
uptick in incidents in which police officials have abused 
ethnic minority individuals in the Central Highlands who are 
in cellular telephone contact with relatives and others in 

the United States (Ref H). In one recent case, an individual 
mistakenly suspected of belonging to a separatist group was 
arrested after communicating by cell phone with relatives in 
the United States, and died in police custody. 


14. (C) During your discussions, you may wish to reinforce 
our message to the GVN to: recognize that increased contact 
between ethnic minorities in the Central Highlands and their 
relatives in the United States is natural and should not be 
construed as a threat to Vietnam\'s sovereignty and 

territorial integrity; protect the rights of those detained 

or arrested; punish those officials who are responsible for 
violating these rights; and, share information with the USG 

on ethnic minority separatist activities. On this last 

issue, we have begun to make some progress. We have had some 
productive exchanges with local police officials in Gia Lai 

and Dak Lak, two key Central Highlands provinces. 


In Closing 
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15. (C) We have been unusually fortunate to have two years in 
a row in which banner events, such as last year\'s visit by 
the Prime Minister and this years November visit by the 
President, have helped to set a positive tone for bilateral 
relations. Continued progress in human rights and religious 
freedom can both help to lay the foundation for a successful 
visit by the President and ensure that our relationship 
reflects respect for critical values shared by the United 
States and many in the international community. Your visit 
discussions during the visit will be an important step in 

that direction and we look forward to welcoming you here. 
MARINE 
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SUBJECT: UN DECLARATION ON THE RIGHTS OF INDIGENOUS PEOPLES 


REF: STATE 169257 


1. (SBU) Jointly with officers from the New Zealand and 
Australian Embassies, poloff on October 12 delivered reftel 
demarche on the Declaration on the Rights of Indigenous 
Peoples to Department of Foreign Affairs (DFA) Human Rights 
and Humanitarian Affairs Director Noel Servigon. Servigon 
said the decision as to how the Philippines will vote in the 
UNGA now lies with Foreign Secretary Romulo, but he promised 
to convey these views to the Secretary. He noted that the 
Philippines had abstained in the Human Rights Council vote in 
June because it had not had a chance fully to consider the 
Declaration. 
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2. (SBU) Servigon described two Philippine concerns with 
the Declaration: its implications for ancestral domain, and 
its provision for self-determination. He highlighted the 
GRP\'s ongoing peace talks with the Moro Islamic Liberation 
Front in Muslim Mindanao as a complicating factor, due to a 
lively debate over these very issues. He added that the 
indigenous peoples movement in the Philippines \"has grown 
strong,\" and expressed surprise that nations with similar 
concerns\" -- especially from Latin America -- had voted in 
favor of the Declaration in the Human Rights Council. He 
requested copies of any formal voting position issued by any 
of the three governments. 

KENNEY 
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TAGS: AGOA, ECON, ETRD, ER 

SUBJECT: ERITREA: AGOA RESPONSE 

REF: STATE 163056 


1. (SBU) Post point of contact: Pol/Econ Officer Holly Holzer, Tel: 
291-1-12-00-04, Fax: 291-1-12-75-84, email: holzerhc@state.gov 


2. (SBU) Post\'s response is keyed to outline provided by AF/EPS. 
Begin text: 

Country Background Summary: Eritrea\'s economic policy continues to 
be built on a \"no peace, no war\" philosophy. The Government of the 


State of Eritrea (GSE) justifies its iron grip on the economy, as 
well as its restrictions on political freedoms, on the basis of 
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national security needs. The GSE contends that the unresolved 
border dispute with Ethiopia continues to present a core threat to 
Eritrea\'s sovereignty; the GSE purports that upon demarcation of the 
border, the country will embrace democracy, a market economy and 
free trade. The GSE\'s current approach has severely crippled 
Eritrea\'s economy leaving Eritrea with high trade deficits, 

extremely limited foreign reserves, and a growing debt to be 
serviced. With a population estimated at 4.4 million, Eritrea\'s 
estimated Gross Domestic Product in 2005 was $954 million and the 
estimated 2004 Gross National Income per capita was $180. Eritrea 
remains one of the poorest and least developed countries in the 
world, ranking 161st out of 177 countries in the 2005 UN Human 
Development report. While the Constitution calls for three 
functioning branches of government - legislative, executive and 
judicial - and for democratic freedoms, these have not been 
implemented. 


|. Market-based Economy: 
A. Major Strengths Identified: 


- The investment code proclaimed in 1994 states that Eritrean law 

will offer a supportive environment for private businesses, both 
foreign and domestic. 

- The GSE has expressed a commitment for private entities to 
establish, acquire, own and dispose of most business enterprises and 
asserts that property interests are protected and enforced. 


B. Major Issues/Problems Identified: 


- In practice these laws are not followed and the GSE regularly 
implements policies and practices contrary to free-market 
principles. 

- In January 2005, the GSE stopped the free import of goods into 
Eritrea. Private businesses must request special permits from the 
GSE in order to import goods into the country. The permits 
regularly are denied. 

- While no official barriers for export to the U.S. exist, 

government practices, restrictions on imports and limits on foreign 
exchange have virtually eliminated all trade with the U.S. 

- The GSE has a history of expropriating profitable businesses and 
property, those of its own citizens and of foreigners. 

- In late 2004, the GSE shut down all mining operations in the 
country at great financial loss to the foreign mining companies 
investing in Eritrea. In 2005, they lifted the ban with verbal 
promises to the mining companies it would not occur again. 

- The GSE controls the transfer of hard currency into and out of 
Eritrea. The restrictions on foreign currency prevent companies from 
exporting to the U.S., or outside Eritrea. 

- The ruling and sole political party, in conjunction with the 
government and the military, dominate all sectors of the economy, 
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control the market and can fix prices as desired. All major 

industries and large businesses are owned by the political party, 

the government or the military. 

- Nearly 350,000 Eritreans, both men and women, under the age of 40 
remain conscripted in national service and an estimated 250,000 men 
and women remain in military service, with compulsory military 
training for all high school graduates. Conscriptees are given no 
definite end date to their service; some citizens have been in 
compulsory service for over 10 years. 

- While the GSE did eliminate the dual exchange rate, the fixed 
exchange rate of 15 nakfa per 1 USD is overvalued, presently the 
black market exchange rate is 50% lower at 22 nakfa per 1 USD. 

- The primary focus of the Central Bank is not monetary policy but 

the financing of government operations. 

- The GSE does not publish or make public economic data. 


Il. Political Reforms/Rule of Law/Anti-Corruption: 
A. Major Strengths Identified: 


- The GSE professes to support the rule of law and an independent 
judiciary. 

- There are stringent legal measures against corruption. Giving or 
receive bribes is a criminal act. 


B. Major Issues/Problems Identified: 


- The GSE established by proclamation a separate judicial system, 
the special courts, to operate in conjunction with the existing 
independent judiciary. Administered by the military, the special 
courts are overseen by the Office of the President, operate in 
parallel with the existing judiciary system and do not always follow 
the rule of law. 

- The Constitution approved in 1997 has yet to be implemented and 
National Assembly elections have not been held. 

- A multi-party democratic system does not exist. 

- Individuals arbitrarily arrested by the police are often held for 
extended periods of time without due process, and often are never 
formally charged with a crime. 

- GSE operations are not transparent and government officials often 
make decisions not based on written policy or regulations. 

- Individuals report having to pay small fees or bribes in order to 
obtain government services, especially in relationship to 
immigration. 


Ill. Poverty Reduction: 
A. Major Strengths Identified: 


- The GSE actively promotes programs in health, education and 
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development with a commitment to reducing poverty. 

- They cooperate with UN agencies and have received support for the 
health and education projects from the World Bank and the EC. 

- Eritrea has a low HIV infection rate (3%) and has positive health 
trends. 

- The GSE is committed to self-reliance and the government expresses 
a commitment to equitable development. 

- The GSE has a stated policy of moving toward food security. 


B. Major Issues/Problems Identified: 


- Limited resources and capacity constrain the GSE\'s ability. 
- Institutional capacity to implement development programs is weak. 


- In acountry that consistently faces food shortages, the GSE 
inexplicably in July 2005 requested that USAID, Eritrea\'s largest 
bilateral development partner, cease operations. 

- In Spring 2006, the GSE abrogated nearly all food aid programs in 
the country in order to implement a cash-for-work program. To date, 
post has seen no evidence of a viable cash-for-work program. 
International donors did not agree to this diversion from agreements 
already in place that specified food aid was to be distributed 

freely. The GSE refused to negotiate this decision with donors and 
impounded over 80,000 metric tons of food aid in spring 2005. How 
the appropriated food has been distributed or monetized remains 
unknown. 

- The Government has, through policy and by directive, reduced the 
number of NGOs from over 40 in 2004 to only 11 in 2006, most of 
which were engaged in poverty reduction programs. Remaining NGOs are 
subject to strict guidelines, including limiting the number of 
expatriate staff and restrictions on travel outside of Asmara. NGOs 
also cite difficulties with importation of capital equipment and 
program supplies; NGOs no longer have duty exemptions and are taxed 
at commercial rates. A number of NGOs have also reported 
significant delays in project implementation due to obstacles in 
obtaining memoranda of understandings with technical ministries. 

- The conscription of a majority of the labor market into the 

military and national service has had a deleterious effect on the 
economy, particularly in the agricultural sector, by removing a 
participating member of the household (often the head of household) 
from being able to support the family either through labor or 

through income. 


IV. Workers Rights/Child Labor/Human Rights: 

A. Major Strengths Identified: 

- In principle there are no government restrictions on the formation 
of unions and forced or compulsory labor, including by children, 


under the Constitution is prohibited. 
- The labor law states that no one under the age of 14 may work and 
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that employees under the age of 18 may not work more than 7 hours 
per day. 

- Child labor is not known to be problem. 

- Workers are permitted to remove themselves from dangerous 
worksites without retaliation. 

- Eritrea has ratified seven of the eight fundamental ILO 
Conventions. 

- The GSE does make efforts to address the victimization of sex 
workers, including of children, and to assist orphaned children. 

- While female genital mutilation remains widespread, the GSE does 
have an active program aimed at eliminating this practice. 


B. Major Issues/Problems Identified: 


- Eritrea\'s human rights record worsened during the reporting 

period. 

- The GSE continues to detain two Eritrean U.S. Embassy employees 
who were arrested without charge in October 2001. The families of 
both employees do not have access to them; the employees\' physical 
location is unknown. 

- In September 2001, the GSE arrested without charge 11 prominent 
political figures who called for political reform. The GSE claims 

they were arrested for national security reasons and not for their 
political views. They continue to be held incommunicado and the GSE 
refuses to provide information, will not allow family to visit them, 

and has not provided them with due process. 

- In September 2001, the government closed the entire independent 
press and arrested without charge journalists, editors, and 
publishers. Five years later, the press remains closed. 

- Freedom of assembly, association and speech is restricted. 

- Basic freedoms are severely restricted and individuals are often 
arrested under the guise of \"national security\" and detained at 
length without charges being filed. 

- Citizens do not have the right to change their government. 
Individuals who criticize the government are arrested and detained. 


- Eritrea has not ratified ILO 182 on the Worst Forms of Child 

Labor. 

- The government mandates national or military service for all men 
ages 18 - 40 and all women 18-27 who do not have children. Those 
in national service are assigned to work in government jobs or for 
businesses owned by the government or sole political party at 
significantly reduced wages. The government has even assigned these 
workers to foreign (non-U.S.) companies operating in Eritrea. 

- The penal code prohibits torture, however, physical and mental 
torture is used by security forces. 

- In 2004 and again in 2005, the U.S. designated Eritrea as a 
Country of Particular Concern for violations of religious freedoms. 


- Members of non-registered religious groups are often arrested and 
held without charge. 
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- Human rights organizations are not permitted in the country. 
- The GSE restricts the travel of all foreigners, including 
diplomats, UN employees and tourists in the country. 


V. International Terrorism/U.S. National Security: 
Major Strengths Identified: 


- Eritrea has long claimed to be a supporter of the U.S. efforts to 
secure U.S. National Security. 


Major Issues/Problems Identified: 


- Bilateral relations between the U.S. and Eritrea have deteriorated 
over the past year. 

- No active exchange of information exists between Eritrea and the 
U.S. nor does Eritrea participate in any U.S.- sponsored training 

and has denied flight clearance requests for U.S. personnel involved 
in regional counter-terrorism programs. 

- The GSE states that upon demarcation of the border with Ethiopia, 
the relationship with the U.S. will normalize, with the implication 

that they will support U.S. counter-terrorism programs in the Horn, 

if and when, this occurs. 

- In the past, the GSE has offered logistical support and use of 
airfield and port facilities to U.S. forces in the Global War on 
Terrorism. Yet, to date the GSE continues to restrict flight 
clearances and this support has not materialized. 

- In public speeches and official press releases in 2005, the GSE 
has downplayed U.S. concerns about terrorism in the Horn of Africa. 
In speeches made at Eritrean national holidays in May 2006, 
President Isaias pointedly made reference to the \"terrorism fantasy\" 
of the U.S. in the Horn. 

End Text. 


McIntyre 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, MY 

SUBJECT: MALAYSIA SUPPORTS DRAFT UN DECLARATION ON RIGHTS 
OF INDIGENOUS PERSONS 


REF: A. STATE 169257 


B. KUALA LUMPUR 929 
C. STATE 78740 


1. (SBU) On October 13, New Zealand Deputy High Commissioner 
Felicity Bloor, joined by New Zealand emboff, the human 

rights officer from the Australian High Commission, and 

poloff, delivered ref A demarche and accompanying documents 
to Astanah Banu, Principal Assistant Secretary in the MFA\'s 
multilateral political affairs division. As directed in ref 

A, NZ took the lead in delivering the demarche. Banu said 
Malaysia\'s position had firmed somewhat on the DRIP since our 
last tripartite demarche in May 2006 (ref B). She said the 

GOM has decided to support the Chair of the Working Group\'s 
text with regard to the UN Declaration on the Rights of 
Indigenous Peoples (DRIP). Banu stated she would pass our 
concerns about the DRIP to the Malaysian delegations in New 
York and Geneva, and inform them of our unwillingness to 
support its current form. 


2. (SBU) While explaining Malaysia\'s support for the DRIP, 
Banu said the GOM interprets the indigenous persons 
referenced in the DRIP to include all of Malaysia\'s 
\"bumiputeras\" (ethnic Malays and indigenous persons in 
Malaysia that together account for over 60% of the country\'s 
population). Under that broad definition, Banu said, \"Most 
(DRIP) provisions aren\'t a problem for us within our national 
context.\" Bloor pointed out to Banu that the UN\'s efforts to 
protect the rights of indigenous persons were focused more on 
marginalized minority communities than on protecting the 
rights of powerful majority populations like Malaysia\'s 

ethnic Malays. Bloor highlighted this as an example of the 
importance of agreeing upon an explicit definition of 
indigenous persons in the DRIP. Banu said Malaysia \"would 
certainly engage in discussions on the issue,\" if it ever 

came up for debate in the UNGA. 


3. (SBU) Banu questioned why some European countries support 
the DRIP. We explained that many European countries may not 
assign great importance to the DRIP, as they have few or no 
indigenous peoples, compared with the significant indigenous 
populations in our three countries. She stated Malaysia was 
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\"disappointed with the manner in which the DRIP text was 
drafted.\" She said the initial DRIP text was negotiated and 
drafted among a small group of \"wrong countries that didn\'t 
reflect the broader views\" of UN members. She said this was 
a major contributing factor to the DRIPYs \"drawn out" 
adoption process. Banu said Malaysia\'s attorney general had 
reviewed the DRIP and identified no major legal concerns. 
\"And anyway,\" she said, \"it is a declaration and not a 
convention. It is not a legally binding document.\" When 
asked whether Malaysia could potentially support any of the 
DRIP criticisms raised in our demarche, Banu suggested that 
\"some countries might be willing to support a 2-3 year delay\" 
in the DRIP adoption vote, in order to allow \"fuller 
discussions\" of the DRIP. She advised, \"You can\'t keep it (a 
proposal to delay the DRIP) open-ended, as that would be 
viewed as a delaying tactic.\" We said we would pass her 
views to our 

colleagues working on the issue in New York and Geneva. 
SHEAR 
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E.O. 12958: DECL: 10/13/2016 
TAGS: UNSC, GT, VE, ID 
SUBJECT: FINAL PUSH BEFORE GUATEMALA-VENEZUELA VOTE 


REF: A. STATE 171368 
B. STATE 164524 


Classified By: Amb. B. Lynn Pascoe for reasons 1.4 (b) and (d). 


1. (C) Pursuant to reftel A, PolCouns called on the 
Directorate of International Security and International 
Affairs of the Department of Foreign Affairs and requested 
reconfirmation of Indonesia\'s support for Guatemala as 
expressed to the Secretary on September 26 (ref. B). 


Column 3 

PolCouns\'s request was taken on board, but there were no 
senior enough officials available to make a formal response. 
The Director General for Multilateral Affairs had departed on 
travel to Turkey. 


2. (C) Comment: We believe that Indonesia will honor the 
commitment mentioned by Foreign Minister Wirajuda in a 
meeting with the Secretary on September 26. 

PASCOE 
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DEPARTMENT PASS AIT/WASHINGTON 


SIPDIS 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: DPRK NUCLEAR TEST, CAMPAIGN TO OUST 
PRESIDENT CHEN SHUI-BIAN 


1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage October 13 on a Taipei City Police Department decision 
Thursday to revoke permission for the \"Oust BianW campaign to 
assemble in front of the Presidential Office starting this coming 
Saturday; on the vote in the Legislative Yuan today over the motion 

to recall President Chen Shui-bian; and on the plane crash of New 
York Yankees pitcher Cory Lidle Wednesday. Both the 
pro-independence “Liberty Times," Taiwan\'s largest-circulation 
daily, and the pro-unification United Daily News\" reported on 

inside pages a U.S. Congressional Research Service report released 
Tuesday, which said Washington worries that \"the level of anti-Chen 
sentiment being whipped up by some of Chen\'s opponents may lead to 
more violent protests or to extra-judicial measures for addressing 

the corruption allegations.\" 


2. In terms of editorials and commentaries, a column in the 
mass-circulation \"Apple Daily\" commented on North Korea\'s recent 
nuclear test, saying the move has made China anxious and outraged, 
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but Beijing was unable to complain about it, like a mute person 
tasting bitter herbs. With regard to the campaign to oust President 
Chen, an editorial in the limited-circulation, conservative, 
pro-unification, English-language \"China Post" said the majority of 
the Taiwan people have spoken their minds about Chen\'s abuses of 
power and no longer consider him as their leader. An editorial in 

the limited-circulation, pro-independence, English-language WTaiwan 
News, on the other hand, urged the \"Oust BianW campaign to stop and 
allow the judiciary and constitutional system to decide whether Chen 
has abused his power. End summary. 


3. DPRK Nuclear Test 


\"Like a Mute Person Tasting Bitter Herbs, Beijing Is Unable to 
Complain\" 


Columnist Antonio Chiang noted in the mass-circulation \"Apple Daily\" 
[circulation: 500,000] (10/13): 


\"... North Korea\'s nuclear test came as a great encouragement for 
Iran\'s development of nuclear weapons. But more importantly, the 
nuclear test has drawn China, Japan, and South Korea closer to each 
other; it is rare for the three countries to find a consensus, and 

they now have to join hands together to deal with this challenge. 


\"The key purpose for Pyongyang to possess nuclear weapons is to use 
them for nuclear deterrence, and without a doubt, its main target is 

the United States. But since the United States is a long distance 

away, and it has interception ballistic missiles, it can sleep in 

peace for a while. But the neighboring countries of North Korea, 

such as Japan, South Korea, and, of course, China, are those which 
really feel the threat because there is no eternal friendship 

between nations. Once Beijing and Pyongyang are on bad terms, North 
Korea may switch its target of deterrence to China. 


\"When it comes to the problem of North Korea, if China chooses to 
side with South Korea, it is akin to carrying two burdens on its 

back - North Korea and South Korea. Also, once China forms an 
alliance with South Korea, the alliance between the United States 
and South Korea will surely collapse. [Should this be the case,] 
Washington will definitely seek to strengthen its alliance with 
Japan, which will create an impact on Beijing-Washington ties and 
may not be so favorable for China. This nuclear test is shaping 
Asia\'s geopolitics. Japan gets really nervous, while Washington\'s 
uneasiness is merely sham; China is both anxious and outraged, but 
like a mute person tasting bitter herbs, it is unable to complain.\" 


4. Campaign to Oust President Chen Shui-bian 


Column 3 
A) VChen Already Judged a Loser\" 


The conservative, pro-unification, English-language \"China Post" 
[circulation: 30,000] editorialized (10/13): 


\"... Knowledgeable people will say that, when a spate of evidence 
unmistakably has shown that the present judicial system is neither 
independent nor upholds justice, \letting the people decideY should 
be the best and most democratic way to resolve the current deadlock 
between pro- and anti-Chen camps. And, indeed, there is no 
legitimate reason for Chen, a politician who has always boasted of 
being a champion of democracy, to refuse to face such a public vote 
of confidence if he still firmly believes he is innocent and 

supported by the majority of the people. 


\"But, the fact is that all DPP legislators, understandably with the 
president\'s consent, do not agree to this democratic suggestion, 
with the result that the recall proposal cannot be passed. When a 
popularly elected head of state in a democracy is afraid of being 
PRESIDENT CHEN SHUI-BIAN 


tested by public opinion, it means he realizes that he has lost 
popular support. Hence President Chen is no longer a credible 
supreme leader even if he is digging himself in the Presidential 
Office and manages to preserve his precarious presidency through 
exploiting legal technicalities. ... 


\"Few believe that President Chen, with his determination and 
audacity, will ultimately be forced to relinquish his power by a 
Vpeaceful movement. But, the majority of the people have spoken 
their minds against his abuses of power. Deep in their hearts, they 
no longer consider him as their leader, which should be the most 
painful humiliation to a popularly elected supreme leader in a 
modern democracy. ...\" 


B) \"Time to Go Home and Wake up\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (10/13): 


\"We sincerely urge Shih Ming-teh and other leaders of the misnamed 
\'Million Voices against Corruption\' campaign to depose President 
Chen Shui-bian to take the advice offered by the Democratic 
Progressive Party Wednesday and go home. ... The last month has 
indeed been enlightening, but enough is enough. Mr. Shih, please do 
everyone a favor: Go home. We finally hope that the thousands of 
people who jumped into ShihYs campaign will reflect on their 
experiences, allow our judiciary and constitutional system to handle 
the question of whether President Chen has abused his powers and 
wake up to the fact that they have again been used by unscrupulous 
politicians.\" 


Column 3 
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SUBJECT: SARAWAK: OPPOSITION ADRIFT; INDIGENOUS PEOPLE LACK 
SERVICES; POLICE REJECT CRITICISM 


REF: A. KUALA LUMPUR 942 
B. 05 KUALA LUMPUR 1955 


Classified By: Political Section Chief Mark D. Clark for reasons 1.4 b, 
d. 


Summary 


1. (C) We met with political opposition leaders, human rights 
advocates and police during an October 2 visit to SarawakYs 
state capitol of Kuching. While the nationally active ethnic 
Chinese opposition party DAP performed well in the May 20 
state assembly election, we found the party has not yet 
articulated its political priorities or legislative goals in 

Sarawak. Through a combination of the governing coalition\'s 
media ownership and control, political and financial 

patronage, and the DAP\'s apparent lack of a coherent 

political agenda, the Barisan Nasional-affiliated governing 
coalition will likely remain in firm control of Sarawak. 

With regard to protecting the rights of the state\'s most 
vulnerable citizens, one of the 16 commissioners from 
Malaysia\'s government-funded national human rights commission 
(Suhakam) condemned the state\'s \"insufficient support\" for 
impoverished, rural, indigenous persons. Echoing comments we 
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have heard from other Suhakam commissioners, he said the 
government largely ignores Suhakam\'s recommendations. The 
state\'s second highest ranking cop told us that police 

leaders remain vehemently opposed to the contents of last 
year\'s police commission report, and they see no need for 
establishment of an independent oversight body. He said the 
government has heavily criticized the police without 

providing the funding necessary to build a more effective 

police force. End Summary. 


The Drifting Chinese Opposition 


2. (C) In Sarawak\'s May 20 state assembly election, the 
ethnic Chinese party DAP increased its representation from 
one seat to six, thereby establishing itself as the main 
opposition party in the state\'s 71 seat assembly (ref A). We 
met with two of those DAP representatives, lawyers Chong 
Chieng Jen and Violet Yong. Chong and Yong stated that 
during the run-up to the May 20 election, while the 
English-language media acted almost entirely as a mouthpiece 
for the state\'s long-governing National Front constituent 
parties, the Chinese-language media \"provided a surprising 
amount of coverage\" for opposition candidates. They claimed 
the primary campaign issue among their constituents was 
\"corruption by Chief Minister Taib and his cronies.\" Chong 
said over 1,500 postal votes were recorded in his district by 
military men posted outside Sarawak, and he claimed \"about 
99% of them voted against me.\" When asked why the National 
Front coalition didn\'t simply increase the number of postal 
voters to ensure victory for its candidate, he stated, \"They 
only have a limited total number of postal votes to apportion 

to the various electoral districts, and they simply 
misallocated.\" 


3. (C) Chong and Yong said the Sarawak state assembly meets 
for only 16 days per year. They questioned the state 
government\'s ongoing RM300 million ($82 million) construction 
project to build a 27-storey state assembly building. The 

new structure will remain largely empty during the 349 days 
when the assembly is not in session. They said Sarawak\'s 
Chief Minister Taib Mahmud ensured the construction contract 
was awarded to Cahaya Mata, a large holding company that is 
majority-owned by Taib\'s family. Upon being awarded the 
construction contract for RM300 million, Cahaya Mata hired a 
subcontracting firm to complete the construction for RM220 
million; Cahaya Mata (and the Taib family) pocketed the RM80 
million ($22 million) difference. The DAP politicians told 

us Taib, whose liver cancer was reportedly brought into 
remission earlier in 2006, \"will likely die in office.\" 

While the DAP representatives described election fraud in 
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great detail and articulated their opposition to government 
corruption, they could not (or would not) tell us of their 
political agenda. Although we asked them several times to 
define their political goals, we left the meeting with the 
impression that the DAP has no legislative plans or detailed 
political priorities - other than maintenance of their seats 

in the next state election. 


Enfeebled Suhakam Fights Losing Battle 


4. (C) Dr. Mohammad Herman Ritom Abdullah, Suhakam 
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Commissioner for the state of Sarawak, told us that most of 
Suhakam\'s work in the state focuses on the rights of 
indigenous persons. He said no specific state ministry looks 
after their affairs, and state assistance is provided on an 
Virregular, ad hoc basis.\" He described a recent visit to 
villages of the Penan tribe near Brunei. Abdullah stated 

that approximately 15,000 Penan tribe members there lack 
electricity, water treatment and schools. He criticized the 
federal and state governments for not fulfilling their 

promises to provide access to primary education for all 
citizens. For many Penan children, Abdullah said the nearest 
school is more than two hours away by foot or boat. To 
provide basic services on a centralized, more efficient basis 
for the Penan and other indigenous peoples, the government 
has established several \"service centers" that attempt to 
draw rural indigenous families from remote villages. 
Abdullah criticized these efforts as ineffective, saying the 
service centers \"are not vibrant and self-supporting.\" He 
said, \"All the young people end up leaving, as there are no 
jobs, and only elderly residents remain.\" 


5. (C) Indigenous persons account for over half of Sarawak\'s 
population, but they lack political power. Abdullah 

explained, \"There are plenty of indigenous leaders in the 
state government, but they can\'t do anything without the 
consent of the Chief Minister.\" He said Taib appoints 
\"compliant local leaders\" from various tribes into 
\"financially rewarding\" government positions as a means to 
stifle potential opposition. Taib belongs to the Melanau 
indigenous tribe and has been in power for the past 25 years. 
Embassy sources outside the government uniformly 
characterize him as highly corrupt. Abdullah said Taib has 
done little to assist the state\'s indigenous peoples as they 
attempt to establish legal ownership of their ancestral lands 
and defend themselves against encroachment by logging 
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companies. Taib and his relatives are widely thought to 
extract a percentage from most major commercial contracts - 
including those for logging - awarded in the state. 

Abdullah\'s efforts to represent the concerns of Sabah\'s 
impoverished indigenous peoples have fallen on deaf ears. He 
stated flatly, \"The government doesn\'t listen to us or act on 
our advice." 


All Stick and No Carrot for Police 


6. (C) Sarawak\'s Deputy Police Commissioner, Kuik Alias 
Harris, told us on October 2 in Kuching that the federal 
government "has done little for us other than to criticize 

our work." We discussed the government-sponsored police 
commission report published in May 2005 that was highly 
critical of police corruption, incompetence and prisoner 

abuse (ref B). Waving his finger in the air and leaning 

forward for emphasis, he said police leaders Ware 101 percent 
against (the report\'s) findings." National police leaders 

have been highly critical, both privately and publicly, of 

efforts to establish an Independent Police Complaints and 
Misconduct Commission (IPCMC) that would investigate reports 
of police abuse, use of deadly force during apprehension of 
suspects, deaths in police custody and the generally high 

level of corruption that pervades the force. While Harris 
welcomed public comments by government officials that 
salaries, living quarters and equipment for police must be 
improved, he said little had been done thus far by the 
government in these areas. 


7. (C) The head of Sarawak\'s Special Branch, Khariri Jaafar, 
added, \"The country's police stations are falling apart.\" He 
criticized the lack of funding for police facilities and 
equipment, calling the situation \"demoralizing.\" He told us 
to visit the police station in Dang Wangi that handles the 
center of Kuala Lumpur. He said, \"I wouldn\'t spend one day 
working there. Harris concluded, \"It\'s hard for us to do 

our jobs. The current situation is frustrating.\" 


Comment 


8. (C) Comments from the DAP politicians and Suhakam 
reinforce what we have heard from other Sarawak state leaders 
and national politicians. By these accounts, the Sarawak 

state government remains highly corrupt and firmly in the 
hands of its chief minister. The $82 million state assembly 
building now under construction serves as perhaps the most 
obvious and extreme example of the self-enrichment of the 
state\'s chief minister and other senior government officials. 
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Through a combination of financial and political patronage, 
media ownership and control, and a seemingly unfocused 


KUALA LUMP 00001935 003 OF 003 


opposition party, no serious challenge exists to the 

governing coalition\'s longstanding grip on political power in 
the state. The deputy police commissioner\'s strong negative 
reaction to the police commission report mirrors comments 
from the national police leadership in Kuala Lumpur. Despite 
the prime minister\'s earlier publicly stated support for an 
independent oversight body, the police have thus far won the 
stand-off. 

SHEAR 
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TAGS: OTRA, AL, SR 

SUBJECT: COUNTRY CLEARANCE GRANTED TO DOROTHY MAYHEW, OCT 15-18, 
2006 


REF: SECSTATE 168191 


1. US Office Pristina welcomes and grants country clearance to 

Office of Country Assistance Officer Dorothy Rogers Mayhew to visit 
Pristina October 15 - October 18, 2006. The purpose of the visit is 

to provide country assistance training and to attend the Justice 

Sector Assistance Review of FY07 Budget. Point of contact will be 
Economic Officer, Shante Moore, who can be reached at: office 
381-38-549-516 ext. 3141; GSM 377-44-501-745; fax 381-38-549-890. 


2. Post will coordinate arrangements for pick up. Post will also 
make arrangements for transportation for official meetings during 
the visit. Ms. Mayhew will be housed in TDY quarters on the USOP 
compound. 


3. Kosovo is a cash (Euro) economy. There are a few operating 
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ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: DECL: 10/13/2031 

TAGS: PREL, PGOV, MARR, MASS, TW, NU 

SUBJECT: FOREIGN MINISTER JAMES HUANG ON REGIONAL ISSUES 
AND DOMESTIC POLITICS 


Classified By: AIT Director Stephen M. Young, Reason 1.4 (b/d) 


1. (C) Summary: The Director discussed recent developments 
in East Asia, Central America, and Taiwan domestic politics 
with Foreign Minister James Huang (Chih-fang) on October 12. 
Huang reiterated Taipei\'s support for U.S. policy on North 
Korea and said regional instability underscored the need for 
Taipei to also improve its informal cooperation with Japan on 
security matters. On Vietnam, Huang said Taipei has delinked 
the APEC envoy issue with the question of Vietnam\'s WTO 
accession. Huang reiterated ongoing concerns about Beijing\'s 
influence in Central America, in particular Nicaragua and 
Guatemala. Turning to Taiwan domestic politics, Huang noted 
that the National Day protests tarnished Taiwan\'s 

international image. Huang expressed optimism that some 
elements of Taiwan\'s current defense budget could pass in the 
legislature this year. End Summary. 


2. (C) The Director, accompanied by DDIR and notetaker, 
discussed recent developments in East Asia with Foreign 
Minister James Huang (Chih-fang) on October 12. In response 
to the Director\'s appreciation for Taiwan\'s public 
condemnation of the North Korea nuclear test, Huang explained 
that Taiwan was quick to issue the statement because Taipei 
firmly supports maintaining regional stability. Huang later 
added that North Korean instability underscores the need for 
Taipei and Tokyo to cooperate informally on regional security 
matters. 


3. (C) The Director informed Huang that Vietnam will send 
an envoy to Taipei with a second letter on the APEC agenda 
next week. Huang reiterated Taipei\'s view that one special 
envoy, instead of two, is a departure from past practice, 
demurring that nevertheless Taipei will "see how it goes." 
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He said Taipei has already delinked the APEC envoy issue from 
the issue of Vietnam\'s WTO accession. 


4. (C) Huang thanked the U.S. for its continuing 

cooperation with Taipei on Central American affairs, in 
particular the series of meetings scheduled for Vice Minister 
Javier Hou with administration officials and experts on 

Central America. Huang characterized the region as an 
\"important\" area where Taipei and Washington share common 
interests. He further expressed Taipei\'s continuing concern 
over the November elections in Nicaragua. Huang said he may 
also travel to Guatemala after his meeting with regional 
TECRO representatives in Seattle next week to discuss with 
the Guatemalan Vice President and Foreign Minister the status 
of their recent high-level exchanges with Beijing. 


5. (C) Turning to Taiwan domestic politics, Huang noted that 
protests organized by the WDepose Chen campaign on National 
Day tarnished Taiwan\'s international image. He regretted the 
harassment of foreign delegations and said campaign leader 
Shih Ming-te needs to be given a way to step down gracefully. 
Huang predicted that the October 13 vote to recall President 
Chen was doomed to fail. He surmised that opposition 
Kuomintang Chairman Ma Ying-jeou would probably have to move 
on a no-confidence motion against the cabinet to convince 
pan-Blue supporters he has the ability to lead. Such a move, 
however, would pit KMT legislators in northern urban areas 

who support the motion against legislators from central and 
southern Taiwan who feel they have the most to lose if 

President Chen decides to dissolve the Legislative Yuan (LY) 
and hold a snap election instead of replacing the Premier. 


6. (C) In response to the Director's query on the status of 

the pending defense spending bill, Huang said an opposition 
lawmaker had recently assured him the measure would pass, but 
with some significant cuts. The P3C anti-submarine aircraft, 
assessed Huang, are on the top of the priority list and have 

the best chance of passing in the opposition-controlled LY. 

The PAC-II upgrades are also possible, though the PAC-IIIs 

and submarine purchases are \"under the waterline.\" Huang 
added that the recent North Korea test might force the 

opposition to reconsider approving PAC-III purchases. 
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Comment 


7. (C) Foreign Minister Huang, congenial and soft-spoken as 
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usual, continues to raise with AIT concerns over the upcoming 
Nicaraguan elections and the state of relations between 
Beijing and Taipei\'s key allies in Central America. His 
planned trip to Guatemala is one of a series of recent visits 

to the region and underscores that Taipei feels vulnerable to 
Beijing\'s overtures toward long-standing Central American 
allies. 

YOUNG 
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STATE FOR EAP/MLS; PACOM FOR FPA 

E.O. 12958: DECL: 10/11/2016 

TAGS: PGOV, PHUM, PREL, BM 

SUBJECT: BURMA: MFA DEMARCHES CHARGE ON UNSC DISCUSSION 
Classified By: CDA Shari Villarosa for Reasons 1.4 (b) and (d) 


1. (U) On October 10, Deputy Director General of the MFA\'s 
International Organizations Division, U Hla Myint, called in 
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the Charge dVAffaires to deliver a lackluster protest against 
U.S. comments during the September 29 UNSC discussion on 
Burma. Noting that the Foreign Minister had instructed him 

to deliver his points, U Hla Myint said that during the 

Security Council discussion, U/SYG Gambari had stressed 
Burma\'s complicated history and acknowledged progress in 
Burma such as decreasing opium poppy production. 
Additionally, U Hla Myint said, Gambari had acknowledged the 
GOB\'s progress on labor issues, including the release of two 
prisoners who had protested against forced labor and the 
GOB\'s ongoing consultations with the ILO to negotiate a 
credible mechanism to address forced labor cases in Burma. U 
Hla Myint concluded by stating that Burma was disappointed 
with U.S. action in the Security Council and requested that 

the U.S. make an effort to acknowledge positive developments 
in any future Council discussion on Burma. 


2. (SBU) The Charge responded that the U.S. recognizes 
progress when it sees it, and that while we had acknowledged 
decreased opium production in Burma, which the Foreign 
Minister cited in his speech to the U.N. last year, 
methamphetamine production in Burma has soared. She 
emphasized that the U.S. wants to see further, concrete 
progress on forced labor and political prisoners. The Charge 
pointed out that although the GOB had recently released two 
imprisoned labor activists, during the last two weeks the 
regime had detained five prominent pro-democracy activists: 
Min Ko Naing, Ko Ko Gyi, Htay Kywe, Pyone Cho, and Min Zeya. 
The Charge stressed that their detention contradicted the 
regime\'s claims of progress on democracy, and called for the 
immediate and unconditional release of the student prisoners, 
together with Aung San Suu Kyi, U Win Tin, and all remaining 
political prisoners. 


3. (SBU) In addition, she noted there had been no progress 
at all on increasing access for humanitarian assistance 
organizations as requested by U/SYG Gambari last May. The 
international community needs to see concrete progress in all 
these areas. U Hla Myint nodded agreeably and did not 
challenge any of the Charge\'s points. Charge noted that the 
U.S. and the GOB share the same objective for Burma: a 
peaceful, stable society progressing into the future. The 

U.S. strongly believes that this can only happen with an 
inclusive political transition that brings widely respected 
leaders like Aung San Suu Kyi and Hkun Htun Oo into the 
dialogue. 


4. (SBU) Comment: The Foreign Ministry\'s demarche coincided 
with the resumption of Burma\'s National Convention, which 
began with a series of repetitive, canned speeches denouncing 
the U.S. for raising Burma in the UN Security Council. U Hla 
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Myint delivered his points unenthusiastically and passed the 
Charge a more detailed aide memoire that he clearly had not 
even read, since it claimed that there was no methamphetamine 
production in Burma. We continue to receive messages of 
gratitude and support for our efforts on Burma in the UNSC 
from members of the pro-democracy opposition, the public, and 
even mny of the cease-fire groups participating in the 
Convention. End Summary. 

VILLAROSA 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, PGOV, CH, KN 
SUBJECT: SHANGHAI SCHOLARS ON NORTH KOREA 


CLASSIFIED BY: Simon Schuchat, Deputy Principal Officer, , US 
Consulate Shanghai. 
REASON: 1.4 (b), (d) 


1. (C) Summary: Five of Shanghai\'s North Korea Scholars told 
Poloffs that China would support a UN Security Council (UNSC) 
resolution to punish North Korea, but would oppose including any 
military action in the resolution. While one scholar said that 
China might also move its humanitarian assistance from bilateral 
to multilateral channels, others said that China would not cut 
back its bilateral assistance; in particular, oil deliveries 
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were already at the minimum level needed to maintain the 
pipeline. Scholars also said that the nuclear test clearly 
demonstrated that China had little leverage over North Korea and 
the United States needed to be flexible if there was any hope of 
resolving the crisis. Most scholars said North Korean conducted 
the test to improve their national security and prevent an 

attack from the United States. One scholar believed that North 
Korean President Kim Jong-Il had agreed to the test to secure 
support from the military not only to remain in power but to 
ensure succession of one of his sons. End Summary. 


2. (C) Shanghai Institute for International Studies (SIIS) 
Department of Strategic Studies Director Xia Liping told DPO 
during a lunch on October 12 that China would support 
\"punishing\" North Korea through a UNSC resolution, but would not 
support military action against the DPRK. During a meeting with 
Poloff on October 12, SIIS Research Fellow Gong Keyu had the 
same view as Xia and said that China needed to see how these 
sanctions would be used before it could support them. It was 
important that any action be effective. She added that China 
might support military action, if it was focused and short term. 
There would be no support for an Iraq or Afghan style military 
action. 


3. (C) Shanghai Academy of Social Sciences (SASS) Center for 
Korean Peninsular Studies Director Liu Ming in his conversation 
with Poloff on October 13 added that if sanctions were too 
severe, then they would be counterproductive since North Korea 
was an abnormal country. Instead of giving in, North Korea 
would react strongly to the sanctions and might accelerate its 
nuclear program. Xia thought that North Korea might respond to 
sanctions with another test. Their ultimate goal was a nuclear 
warhead on a long-range missile, and they had now tested both 
the missile and the warhead separately - so perhaps they would 
try to test them together. The low yield of last weekend\'s test 
might mean that the test was a failure, but it could also mean 
that the North\'s technology was advanced enough to produce a 
small warhead. 
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4. (C) Jiaotong University Shanghai Center for RIMPAC Strategic 
and International Studies Deputy Director Zhuang Jianzhong in a 
meeting with Deputy Principal Officer (DPO) and Poloff on 
October 11, said that China\'s attitude toward North Korea had 
changed. North Korea was certainly not a friend of China. 

China would continue to advise, persuade and criticize North 
Korea to get it to return to the Six-Party talks, but that the 

United States should not totally depend on China. SASS Liu went 
further and asserted that China\'s leverage over North Korea was 
limited. The one thing that North Korea wanted was a 
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relationship with the United States. It had created the current 
crisis to get the United States\' attention. He urged that the 
United States be more flexible towards North Korea and find a 
way to provide the North Koreans with a face saving way out. 


5. (C) Xia said that from a strategic perspective, North Korea 
believed it must have a good relationship with the United States 
in order to survive. The DPRK saw itself in a similar position 

to the Yi dynasty at the end of the nineteenth century, too weak 
to protect itself from Japan, China, or the ROK. It made sense, 
therefore, to ally with someone far away (the United States); 
nearby states were always threats, real or potential. 


6. (C) Most of the scholars said that China would not 
significantly reduce its assistance to North Korea. Zhuang said 
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that while China might take some economic actions, the 
assistance China provided was for North Korean people\'s basic 
needs. One must differentiate between humanitarian and 
political assistance. Both Gong and Liu told us that if China 

cut off its humanitarian assistance, this would only affect the 
common people and not the North Korean leadership. Liu added 
that the level of assistance, oil in particular, from China was 

the minimum needed to maintain the pipeline from North Korea to 
China. Decreasing assistance would jeopardize the pipeline 
infrastructure. In addition, China wanted to punish North 

Korea, but did not want to cut off all relations with the DPRK. 

It wanted to leave room for future contact. According to Xia, 
China would continue humanitarian aid, but might stop providing 
iton a bilateral basis and instead have it delivered through 
multilateral agencies. 


7. (C) Xia told DPO that there was a split in the North Korean 
leadership, which had influenced the timing of the DPRK nuclear 
test. The military wanted to develop and test nuclear weapons, 
while Kim Jong-il was less eager to, preferring to concentrate 

on economic reform. Kim did not fully control the military, 

which in turn did not trust him to the same extent that they had 
trusted his father. Because of concern over succession issues, 
Kim had to give in to the military leadership on the nuclear 

test. Kim had three sons, none of whom were particularly 
satisfactory as successors - the oldest was a playboy, the 

middle was something like a woman," and the youngest was still 
too young to be seriously considered as a successor. The 

military leadership preferred, as successor - or even as leader 

- Kim\'s younger brother, who was currently serving as Ambassador 
to Poland. This younger brother resembled Kim Il-Sung much more 
than Kim Jong-ll. In any case, because he needed military 

support both to remain in power himself and to arrange fora 
succession by one of his sons, Kim had to go along with the 
military\'s desire to test its nuclear weapons. 


8. (C) Xia added that China was very concerned about 
instability in North Korea and that any general who might 
succeed Kim would be more hard-line than Kim. Kim was very 
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conscious of threats to his personal security; he refused to fly 
and when he took trains, frequently changed his plans at the 

last minute to thwart assassination attempts. Liu had also 

heard the rumors about succession issues and added that some 
factions supported Kim\'s illegitimate son who was adopted by his 
sister. He said for now Kim was in complete control of North 
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Korea and the country was reasonably stable. 


9. (C) SASS Research Fellow Liu Aming, who participated in 
Poloff\'s October 13 conversation with Liu Ming, noted rumors 
that Kim agreed to the test to please different factions, but 
believed that the main reason for the test was North Korea\'s 
desire to increase its own security. North Korea had learned 
from the Iraq war that the United State was willing to invade 

other countries and it believed that if it had nuclear weapons, 

the United States would not attack it. According to Gong, North 
Korea felt that having nuclear weapons would make it more equal 
to the United States in status. Also, since the United States 

was so fixated on nuclear weapons, even the smallest compromise 
by North Korea would lead to big concessions from the United 
States. 


10. (C) All the scholars agreed that the best solution would 

be to resume the 6-Party Talks. Liu Ming said he was 
pessimistic about the prospects of restarting talks. He heard 
that North Korea did not trust President Bush and wanted to wait 
until the 2008 elections. All scholars hoped that the talks 

would resume quickly as they were the best way to resolve the 
crisis. 

JARRETT 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, ETRD, MY 

SUBJECT: GOVERNMENT -LINKED COMPANIES: UNRAVELING THE 
TANGLED WEB 


REF: KUALA LUMPUR 1300 


1. (SBU) Summary: The Malaysian government,s ability to 
control 

market access through its holdings in government linked 
companies 

(GLCs) is an important consideration in our ongoing FTA 
negotiations. 

Unraveling the tangled web of government holdings is 
difficult. 

Much information is publicly available, but tracing through 
the linkages 

between government and commercial entities requires close 
familiarity 

with the local market and major players. Even then the 
results can be 

controversial, as demonstrated by a recent report that leaked 
froma 

local think tank. One of our objectives in the FTA 
negotiations is for 

the Malaysian government to compile an annual report on GLCs 
-- as was done in the U.S.-Singapore FTA. Even 
knowledgeable 

Malaysian officials will find this a daunting task, but they 
could be 

persuaded that it fits with the government,s program for 
improved 

GLC performance. End summary. 


2. (U) According to a Malaysian Government website, 
Government- 

Linked Companies (GLCs) -- commercial companies in which the 
GoM has a direct controlling stake ) employ 5 per cent of 

the national 

workforce, account for approximately 36 per cent of the 


Column 3 

market 

capitalization of the Bursa Malaysia (the local stock 
exchange), and 

comprise 54 per cent of the benchmark Kuala Lumpur Composite 
Index. The Government of Malaysia manages its holdings in 
the 

GLCs through seven investment holding companies, or 
Government- 

Linked Investment Corporations (GLICs). The GLICs have 
differing 

mandates with varying roles and degrees of responsibility 
with regard 

to &executing Government policies and initiatives,8 
particularly 

regarding industrial policy and development initiatives. 

While a 

number of Malaysia,s GLCs have been loss makers for decades, 
some efforts are being made to improve their accountability 
and 

profitability (see reftel). 


3. (U) The role of the GLCs in the Malaysian economy is a 
sensitive 

matter, as they are inextricably linked with the 

government,s effort to 

advance the economic standing of Bumiputeras (ethnic Malays). 


Recently, a respected local think tank produced a report for 
the 

government that, i.a., included recommendations on the 
management 

of GLCs and their use as agents of the government,s 
socioeconomic 

policy. The report asserted that through the GLCs, 
Bumiputeras 

already hold sufficient corporate shares to have surpassed 
the 

government,s headline goal of owning 30% of Malaysia,s 
wealth 

(government statistics say Bumis only own 18.9%). This claim 
caused such a stir that the president of the think tank 
publicly 

repudiated the study. The chief researcher resigned in 
protest. 

(Comment: We will report on this controversial study in more 
detail in a separate message.) 
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4. (U) Sometimes the government exerts itself to protect 
the 
GLCs, and sometimes it,s the GLCs that serve the government. 


High tariffs and bureaucratic impediments to importing a car 
-- including limits on the number of approvals and required 
signatures from three separate government ministries -- 
clearly 
were designed to benefit the government-owned automobile 
manufacturer Proton. On the other hand, Khazanah, the 
largest 
GLIC, recently bought back from Singapore a controlling share 
in Pantai, the company granted sole authority to issue 
Malaysian 
medical clearances for foreign workers. One Khazanah 
employee commented to Econoff that the driving reason for the 
re-acquisition was not good business but rather, \"national 
pride.\" 

There was an understanding that Khazanah would have a 
majority 
stake but decision-making would remain in the hands of the 
company. 


5. (U) The level of publicly available information about 
Malaysia,s 

seven GLICs varies considerably. Khazanah, the largest GLIC 
(owned by the Ministry of Finance), publishes its holdings in 

a flow 

chart posted on its website, www.khazanah.com.my. Permodalan 
Nasional Berhad (PNB), a GLIC established specifically to 
promote 

the economic advancement of ethnic Malays (Bumiputeras), 
publishes 

financial data in its annual report available on its 

website, 

www.pnb.com.my. Some of the other GLICs have websites, but 
offer differing amounts of information on their holdings and 
strategies. 

In addition, these figures continually change as fund 

managers buy 

and sell on an ongoing basis. 


6. (U) Information on the ownership of publicly-traded GLCs 
can 
be found in their annual reports. The Malaysian Securities 
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Commission 

enforces requirements regarding publication of financial data 
on publicly- 

traded firms. Most listed companies disclose their top 30 
shareholders, 

listing the percentage ownership of each. Summing up the 
percentages 

of shares held by the various GLICs among the top 30 is the 
first step to 

determining the share of government control. However, it 
also is important 

to note which GLICs are major shareholders, as the different 
GLICs are 

charged with different objectives ) some more politically 
driven than others. 

For example, the Employee Provident Fund (EPF) is charged 
with 

investing the retirement savings of Malaysian workers ) a 
responsibility 

not as politically charged as Permodalan Nasional Berhad,s 
(PNB) 

mandate to advance the economic interests of ethnic Malays. 
However, almost all the GLICs have at some point made sales 
or 

purchases of corporate shares in support of government 
objectives. 


7. (U) When tallying up GLIC holdings familiarity with the 
local 
players, including the multiple layers of subsidiaries of 


the GLCs, 

is essential. For example, Cement Industries of Malaysia 
(CIMA) 

lists only two GLICs in its top 30 shareholders with a 
combined 

holding of about 13%. However, CIMA,s top non-GLIC 
shareholder 

is UEM World, in which Khazanah holds a a controlling 
interest. 

UEM World holds nearly 54% of CIMA. At first glance, the 


SIPDIS 

government share appears to be 13 per cent, but tracing the 
linkages 

among GLIC subsidiaries it becomes clear that CIMA is 
effectively 
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government controlled. 


8. (U) Some other companies provide this information more 
clearly. 

For example, Pharmaniaga Berhad, a pharmaceuticals 
manufacturer, 

includes in its annual report a list of indirect holdings 
following its 

list of direct holdings. The list of the company,s top 

thirty shareholders 

does not indicate a majority government stake, but the 

8 indirect8 

holdings present quite a different picture: non-GLIC 
shareholder 

Trinity Saga is held by UEM World, which is controlled by 
Khazanah. 

Add up all the pieces and in fact the government has a 
controlling 

interest in Pharmaniaga. Without being familiar with the 
multiple 

layers of ownership, Trinity Saga,s GLIC connections would 
be 

easy to miss. 


9. (U) Another example is Malaysian Airline System Berhad 
(MAS), 

which lists Penerbangan Malaysia Berhad with a 69.34 per cent 
holding. The government created this company solely to 
purchase 

MAS planes and lease them back to the airline. It is wholly 
owned 

by Khazanah. Another 11 per cent of MAS is held by the 
Employees 

Provident Fund (EPF). The third-largest shareholder is 
Amanah 

Raya Nominees. This is a government-managed trust fund for 
ethnic 

Malays. 


10. (U) Publicly listed companies include the names of their 
Boards 

of Directors in their annual reports, often including bios 

and photos 

as well. Sometimes the annual report lists Board Members 
as &lndependent8 or &Non-Independent8 as well as 
&Executives or 

&Non-Executive.8 Again, knowing the local players is 
essential 

to determining who has real decision making authority. 
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Islamic Banks behind the Veil 


11. (U) Fundamental concepts underlying Islamic finance 
preclude 

Islamic banks from publishing lists of their shareholders. 
All 

depositors are considered &shareholders8 and banks are 
reluctant 

to make available to the public a list of top depositors, 
complete 

with the size of their accounts. Khazanah,s website 
reports that 

Khazanah owns 30% of Bank Muamalat, a local Islamic Bank, 
but Bank Muamalat,s annual report does not list its 
shareholders. 


12. (U) Non-listed companies are not regulated by the 


Securities 

Commission, but by the Commission of Companies in Malaysia 
(CCM). Regulations require non-listed companies to send 
annual 

financial statements to the CCM, which will release the 
information 

for a nominal fee (currently less than USD 3.00). Most of 

the 

larger companies submit financial data regularly; however, 
enforcement for some smaller companies has been inconsistent. 


A proposed merger of the SC and the CCM could lead to tighter 
scrutiny. 


13. (U) The government retains a ¿Golden Share8 in two 
companies, MAS and Telecom Malaysia, dating from the 

time when these companies were 100 per cent government- 
owned. The &Golden Share®8 effectively gives the Government 
veto power on Board decisions. Other corporations offer 
regular shares with one vote per share. We are not aware of 
any companies besides these two with special voting rights. 


Untangling the Web 
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14. (SBU) Comment: In view of the role GLCs play in 
Malaysia,s economy and the government,s use of GLCs 
as policy agents, increasing the transparency of GLIC and 
GLC activities is an important goal in our FTA negotiations. 
But compiling the sort of annual report that Singapore is 
obliged to produce by our FTA with that country will be a 
major challenge for Malaysian officials. Not only are the 
relationships between government and commercial entities 
more complex in Malaysia than they are in Singapore; the 
political sensitivities are far, far higher. Malaysian 

officials 

will find reporting on GLCs a daunting task, but could be 
persuaded that this would support the government,s 
agenda for improved GLC performance (reftel). 

End comment. 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PGOV, PREL, KDEM, IZ 
SUBJECT: SECURITY IN MAYSAN PROVINCE DETERIORATES 


REF: A) BASRAH 142; B) BASRAH 158 


CLASSIFIED BY: Ken Gross, Regional Coordinator, REO Basrah, 
Department of State. 
REASON: 1.4 (b) 


1. (U) Summary: In an October 12 meeting between Maysan 
contact Abdul Kareem Mahod (Abu Hatem) and the Regional 
Coordinator (RC) at the REO, the discussion centered on the 
deteriorating security situation in Maysan. Violence and 
assassinations have markedly increased since the departure of 
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Coalition Forces from Camp Abu Naji at the end of August. 

Before the province can be turned over to Iraqi control, the 

security forces must be cleaned out, he said. The overall 

situation is worsening and he believes that the United States 

must lend its support to moderate and independent groups in 

order for change. He stated that with employment, militia 
membership would dwindle because membership is mainly seen as a 
source of income to many. End summary. 


2. (C) Leader of Maysan\'s Noble Council, Abdul Kareem Mahod 
(Abu Hatem) lamented Maysan\'s deteriorating security situation 
during a meeting with the RC and poloff on October 12. Abu 
Hatem reiterated his belief previously shared with the RC (Ref 

B) that Maysan was not ready to transition to Provincial Iraqi 
Control (PIC). He told the RC that since their last meeting on 
August 31, the security situation in Maysan has markedly 
worsened. He said that since the withdrawal of Coalition Forces 
from Camp Abu Naji in August, violence and assassinations have 
increased, echoing the sentiments of another close REO contact 
from Maysan (Ref A). Abu Hatem said that with the success of 
the Iranian-backed militias to drive out British forces from 

Camp Abu Naji, the militias have turned their attention to 
intimidating and assassinating independent members of the Maysan 
government along with members of the Sunni, Christian and 
Mandean communities, sectarian violence previously unseen in 
Maysan. In addition, he said that Iran is funding assassination 
teams to foment instability in the province. 


3. (C) Abu Hatem emphasized that Iraqi Security Forces would 
have to be \"cleaned out\" before PIC could be seriously 

considered. Abu Hatem said he met with the Minister of 

Interior, Jawad al-Boulani last week, and al-Boulani allegedly 
reported that that Chief of Police Ismail al-Majidi (Abu 

Maythem) was involved in smuggling goods and weapons across the 
border from Iran. Abu Hatem laughed off any assertion that the 
central government could ameliorate the violence in Maysan by 
saying that it could not even control the Green Zone 


4. (C) Abu Hatem strongly urged that the United States throw 

its support to independent and moderate groups since they were 
the only hope for Iraq. Without more support, Abu Hatem said 
that Iran would use the militias to increase instability 

throughout the country. The only remedy to increased militia 
influence is more employment opportunities for Iraqi youth, Abu 
Hatem said. He estimated that 80 percent of militia members are 
merely working for a paycheck 


5. (C) Comment: Abu Hatem is the leader of the Noble Council 

in Maysan and has his own agenda, but he genuinely seems to 

value improving the lot of the average Iraqi. His reputation as 

the \"Prince of the Marshes\" during the Saddam regime makes him a 
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popular figure, and the support he requested for independent 
political leaders obviously referred to him and the Noble 

Council. His view of Maysan\'s readiness for PIC coincides with 
the views of other REO contacts, as do his tales of increasing 
assassinations and lranian influence. Abu Hatem could well be a 
viable counterweight to the current Sadr/JAM government and 
Badr-led security forces in Maysan. End comment. 
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MCC FOR AMB. DANILOVICH, DEPARTMENT FOR EUR (DAS BRYZA) 


E.O. 12958: N/A 

TAGS: EAID, PGOV, PHUM, KMCA, AM 

SUBJECT: ARMENIA\'S SCORECARD DELIVERED WITH A WARNING ON 
POLITICAL RIGHTS 


YEREVAN 00001440 001.2 OF 002 


Sensitive but Unclassified. Please Treat Accordingly. 


Summary 


1. (SBU) On October 6, 2006, Charge d\'Affaires (CDA) and 
MCC Resident Country Director Alex Russin presented the MCC 
Indicator Scorecard on Armenia to Armenia\'s full MCA 
Governing Council, chaired by the Prime Minister. While we 
told the Council that Armenia had technically passed the 
criteria, the Board was seriously concerned about Armenia\'s 
poor policy performance on democratization issues, especially 
on the indicators in the \"Ruling Justly\" category. We pushed 
hard for better performance in these weak areas, and called 
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on the PM and his colleagues to fulfill completely the 
commitments made by Armenia in FM OskanianWs letter to MCC, 
including to support fully the work of international and 

local organizations to bring about free and fair elections in 
2007 and 2008. The MCC Board of Directors would consider 
these factors in its November 8 deliberations regarding 
Armenia\'s continued eligibility for MCC support. After a 
period of discussion, the Prime Minister closed the meeting 
by acknowledging that Armenia\'s eligibility depends on good 
performance in these elections and pledging to take all steps 
within his power -- both as Prime Minister and as head of his 
party to achieve this goal. End Summary. 


2. (SBU) On October 6, 2006, CDA and MCC Resident Country 
Director presented the 2006 MCC Indicator Scorecard on 
Armenia to the Government of Armenia at the MCA-Armenia 
Governing Council meeting, specifically convened to address 
Armenia\'s policy performance on the MCC eligibility criteria. 
The Governing Council is the highest authority in the 
MCA-Armenia program governance structure. It is chaired by 
the Prime Minister and is comprised of six members of the 
government and five representatives of civil society. (Note: 
Points delivered were drawn from those received from the 
State Department\'s European Bureau and MCC with additional 
points generated within the Mission; points received directly 
from MCC, without interagency consensus, were not suitable 
for this event. End Note.) 


3. (SBU) CDA reminded the Governing Council that the 
Millennium Challenge Account is built on the principle that 
USG assistance will be used more effectively in countries 
that have already adopted good policies. And that in 
selecting eligible countries, MCC uses sixteen indicators to 
evaluate a country\'s performance in the broad categories of 
ruling justly, investing in people and encouraging economic 
freedom as well as two recently added indicators to measure 
natural resources management. 


4. (SBU) We reviewed the scorecard with the MCA Governing 
Council noting that while Armenia had technically passed the 
MCC indicator requirements, the MCC Board was seriously 
concerned over Armenia\'s policy performance, specifically in 
the category of \"Ruling Justly.\" CDA was blunt about our 
concern about Armenia\'s decline in key indicators, Political 
Rights, Civil Liberties, and Voice and Accountability. In 
particular, Armenia\'s Political Rights score continued to 
decline this year from a 20 two years ago to a 13 for FYO7 
mostly as a result of the flawed November referendum on 
constitutional anendments. Armenia\'s Civil Liberties score 
declined from a 32 to a 28 reflecting, inter alia, government 
constraints on press freedom. 
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5. (SBU) CDA highlighted that the MCC Board takes these 
declines very seriously and stressed that, in addition to the 
Scorecard, the MCC Board also reviews the progress made by 
the GOAM on the implementation of democratic reforms and 
would pay particular attention to Armenia\'s engagement with 
the international and local organizations helping to 

implement reforms necessary for Armenia to carry out proper 
elections in 2007 and 2008. We called attention to MCC CEO 
Amb. Danilovich\'s letter to President Kocharian regarding USG 
expectations of steps that the GOAM would take and also 
Foreign Minister Oskanian\'s response to MCC which included 
specific commitments to engaging with and supporting 
activities related to democracy promotion. CDA noted that 

the MCC board meeting would take place on November 8 and that 
the Board would look for improved performance. 


6. (SBU) In the ensuing discussion there were some questions 
related to how the GOAM could improve its scoring and why 
some of the parameters used to measure the MCC indicators had 
changed. We underscored that it was pointless to complain 
about whether the GOAM thought the scores reflected an 
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objective assessment, but encouraged the GOAM to speak 
directly with Freedom House (who calculates the Political 
Rights, Civil Liberties indicators). In reference to the 

second question, we explained that the measurement changes 
where technical and did not affect Armenia\'s ranking. 


7. (SBU) The Prime Minister closed the meeting by stating 

that what needed to happen was that the GOAM continue to work 
towards implementing free and fair elections in 2007. He 
pledged that he would do all he could, both in his position 

as Prime Minister and as head of his party, to support this 

goal. 

GODFREY 
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E.O. 12958: DECL: 10/13/2031 

TAGS: PGOV, TW 

SUBJECT: SECOND PRESIDENTIAL RECALL FAILS AND THINGS CALM 
DOWN, FOR NOW 


REF: TAIPEI 3494 
Classified By: Director Stephen M. Young, Reason(s): 1.4 (B/D). 


1. (C) Summary: Voting along strict party lines, on October 
13 the Legislative Yuan (LY) rejected the second motion to 
recall President Chen this year. Before the vote, \"Depose 
Chen" protest movement leader Shih Ming-te instructed his 
followers to go home and rest instead of picketing the LY 
during the recall vote. In hopes of avoiding protester 
burnout, protest leaders announced a plan to drastically 
scale down protest activities, at least until the 

prosecutor\'s office releases its Presidential Office 
investigation report. As punishment for the alleged 
misconduct of anti-Chen protesters during the October 10 
\"national day\" protests, Interior Minister Lee Yi-yang 
ordered permission for the \"Depose Chen\" movement to host a 
rally from October 14-27 to be revoked. Taipei Mayor Ma 
Ying-jeou challenged Lee\'s order, but lost. End Summary. 


Presidential Recall Fails 


2. (U) As expected, the Legislative Yuan (LY) rejected the 
second motion to recall President Chen, by a 116-1 vote, with 
13 \"invalid\" votes. Before the vote, the KMT and PFP had 
threatened disciplinary action against party lawmakers who 
failed to support the recall. Only three Pan-Blue 

legislators failed to vote. The DPP directed its 85 

legislators to boycott the vote, which they did. The twelve 
members of the TSU, joined by one independent legislator, 
cast the 13 \"invalid\" ballots. There were no significant 
protest activities outside the LY as the legislators cast 
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their ballots because \"Depose Chen" movement leader Shih 
Ming-te had earlier called upon his supporters to go home and 
rest. 


\"Depose Chen\" Movement Takes a Breather 


3. (C) \"Depose Chen\" movement foreign press liaison Emile 
Sheng told AIT that he and others in the movement leadership 
had considered protesting outside the LY during the recall 
vote, but had canceled such plans for fear of 
\"overmobilizing\" their supporters, who were tired after more 
than a month of virtually non-stop protest activities. A 

protest outside the LY during the recall vote would have had 
little impact, Sheng said, and would have only worsened the 
protesters\' exhaustion. 


4. (C) Sheng and fellow protest organizer and KMT legislator 
Joanna Lei separately told AIT that many movement supporters 
are increasingly frustrated by the continued stalemate with 
President Chen, who has given no sign of considering their 
demand that he resign from the presidency. There is also a 
concern that more radical second-tier leaders may try to 

steer the movement in a more provocative, even violent, 
direction. Some of these leaders feel they must constantly 
increase the pressure on President Chen to keep up momentum, 
and have suggested that \"a few sacrifices\" may be needed to 
accomplish this. According to Sheng, Shih has been able to 
suppress these ideas, but has not pledged to disavow the 
movement should it lose its peaceful character. Nor has Shih 
ruled out more confrontational tactics in order to keep these 
more radical elements in the fold and under his control. 


5. (U) During an evening press conference on Thursday, 
October 12, \"Depose Chen\" movement leaders announced that the 
movement would await the release of the prosecutor\'s 
Presidential Office investigation report before planning any 
further large-scale protest activities. In the interim, a 

smaller contingent of Shih Ming-te and a few other movement 
leaders would continue their vigil at the Taipei Main Train 

Station, but reduce it from round-the-clock to four hours 

each evening. Movement leaders voiced disappointment over the 
Taipei City Police Department\'s October 12 decision to revoke 
their permit for a Ketagelan Boulevard demonstration 

scheduled from October 14 to 27, but said they would not 

appeal the revocation. (Comment: The revoked permit was a 
convenient excuse to table protest activities that were 
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already losing steam. End Comment.) 


Ma Embarrassed by Permit Row 


6. (U) Over the past two days, Taipei Mayor Ma Ying-jeou 
locked horns with Interior Minister Lee Yi-yang over the 

permit issue. The Taipei City government issued the 
Ketagelan Boulevard permit to the WDepose Chen movement 
weeks ago, but on October 12, Interior Minister Lee 

instructed the National Police Agency to order the Taipei 

City Police Department to cancel the permit, as punishment 
for alleged misconduct by anti-Chen protesters during the 
October 10 \"Double Ten!" national day. Mayor Ma publicly 
accused Lee of overstepping his authority, and of failing to 
understand local \"self-governance.\" Lee countered at a later 
press conference that the Interior Ministry and National 

Police Agency were constitutionally charged to preserve 

public order, and called on Ma to put his duties as Taipei 
Mayor before the interests of the KMT. For the past month, 
Ma had directed the Taipei police to approve all applications 
for anti-Chen protests in the city, and many Pan-Green 

critics had accused him of putting KMT political advantage 
before the safety and welfare of Taipei\'s citizens. The 
decision by the Taipei police to revoke the permit undercut 
Ma\'s mayoral authority and arguably bolstered criticsW claims 
that Ma had put party politics before civic order. But, many 
Blues don\'t think Ma has been partisan enough. KMT legislator 
Lei told AIT that many within the Shih movement don\'t care 
that Ma is a sitting mayor, and are bitterly disappointed 

with his failure to take a bolder leadership role in the 

anti-Chen movement. As for the rest of Taiwan, an October 11 
poll conducted by the China Times suggests public support for 
Shih\'s movement is waning: 54 percent of those polled said 
the \"Depose Chen\" movement should end, while only 32 percent 
said it should continue. 


Comment 


7.(C) With the second recall motion behind them, all sides 
are resting and regrouping in advance of the next big fight, 
which will follow the release of the prosecutor\'s 
Presidential Office investigation report. Whether the report 
implicates Chen or exonerates him, it will generate enough 
Blue anger to fuel Ma\'s promised third recall attempt, and 
Shih Ming-te\'s \"Depose Chen\" movement will get the 
transfusion of indignation it needs to muster one more big 
protest. But another recall attempt and another big 
demonstration won\'t be enough to unseat the president unless 
his still-solid block of DPP supporters break ranks with him, 
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something unlikely to occur unless Chen is personally 
implicated in serious wrongdoing. 

YOUNG 
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E.O. 12598: N/A 

TAGS: EFIN, EINV, ECON, PGOV, ID 

SUBJECT: INDONESIA\S ECONOMY ONE YEAR AFTER THE FUEL PRICE 
HIKES 


A) 05 Jakarta 11807; B) Jakarta 7013 


1. (SBU) Summary. Indonesia successfully restored 
macroeconomic stability in the first half of 2006 after the 
August 2005 rupiah \"mini-crisis\" and the fuel price hikes 
and interest rate increases that followed. After the 
Government of Indonesia (GOI) hiked fuel prices by an 
average of 126% in October 2005, high inflation resulted. 
Bank Indonesia (Bl) raised interest rates by a total of 425 
basis points in response, curbing inflation expectations and 
sharply limiting the hoarding of consumer goods. One year 
after the implementation of the fuel price hikes, the 
economy is on target to recover in the second half of 2006 
and the near-term downside risks to economic growth and 
stability are limited. Delays in enacting labor, tax and 
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investment reforms, however, may negatively impact the 
macroeconomic environment in the longer run. End Summary. 


Economic Conditions Stabilize After the Mini-Crisis 


2. (U) The GOI introduced two important policy measures to 
address a bout of macroeconomic instability in the third 
quarter of 2005. Most prominent was the 126% average hike 
in fuel prices on October 1, 2005, reducing increasingly 
costly government subsidies in an environment of rising 
global oil prices. This policy, which amounted to a 

transfer from consumers to the GOI of an estimated 3-4% of 
gross domestic product (GDP) ($7.5-10 billion), put 
Indonesia\'s fiscal spending on a sustainable path. In 
addition to the fuel subsidy reduction, Bl raised its 
benchmark interest rate from 8.5% in August 2005 to 12.75% 
in December 2005 in an effort to curb the depreciation of 

the rupiah. These policies were largely successful in 
restoring macroeconomic stability in Indonesia (Ref A). 


3. (U) After the two policies took hold, the rupiah 
appreciated steadily in response to tighter monetary policy 
and more prudent fiscal policy. The Indonesian currency 
firmed from over 10,000 Rp/USD in September to less than 
9,000 Rp/USD by May 2006, and has remained in the 8,800/USD 
- 9,300/USD range since. Higher interest rates also 
increased the interest rate differential between Indonesia 
and the rest of the world, particularly the United States, 
encouraging renewed interest among portfolio investors in 
Indonesia\'s capital markets. According to Bl, net portfolio 
investment liabilities jumped to $3.5 billion and $4.1 

billion in the fourth quarter (Q4) of 2005 and first quarter 
(Q1) of 2006, respectively. Increased portfolio flows in 

turn contributed to a significant improvement in Indonesia\'s 
foreign exchange reserves, which moved from $30 million in 
September 2005 to over $44 million by May 2006. The 
increase in reserves allowed Indonesia to repay its entire 
$6.94 billion debt to the International Monetary Fund in 
separate tranches in June and October 2006, well in advance 
of scheduled repayment. In February 2006, Standard and 
Poor\'s changed the outlook for Indonesia\'s sovereign rating 
from stable to positive. 


Impact on Consumer Demand Slows Growth 


4. (U) The fuel price hikes and interest rate increases 
stabilized the economy, but also led to slower growth in 

late 2005 and early 2006. Overall GDP growth slowed to less 
than 5% year-on-year (YoY) during the last quarter of 2005 
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and the first quarter of 2006, but remained roughly at or 

above GDP growth rates recorded during the 2000-2004 period. 
Further, GDP growth increased during the second quarter of 
2006 to 5.2% (YoY). Nevertheless, growth rates remain well 
below the Government\'s 6.6 average annual growth target for 
2005-09. 


5. (U) The sharp reduction in fuel subsidies in October 2005 
introduced a significant price shock to the domestic economy 
across a wide range of products. Headline inflation jumped 
from 9.1% in September 2005 to 17.9% in October 2005. 
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Fortunately, there was no hoarding of consumer goods. As 
illustrated in Table 1, real growth in household 

consumption, which accounts for almost 60% of gross domestic 
product (GDP), slowed in response to the price increases, 
dropping from 4.2% YoY in Q4 of 2005 to 3.2% YoY in the Q1 
of 2006. The decline in household spending growth continued 
in the second quarter of 2006, increasing by only 3% YoY. 


2005 2005 2006 2006 
Q3 Q4 Q1 Q2 


Household Consumption 4.4 4.2 3.2 3.0 
Government Consumption 14.7 30.0 14.2 31.6 
Fixed Capital Formation 9.4 1.8 2.9 -1.0 


Exports of Goods and 
Services 4.8 7.4 10.8 11.3 


Imports of Goods and 
Services 10.6 3.7 5.0 8.3 


Source: Central Bureau of Statistics 


6. (U) In addition to slowing household demand, the fuel 
price hikes coupled with delays in implementing investment 
climate reforms weakened already soft investment growth in 
Indonesia. Fixed capital investment grew at an anemic 1.8% 
YoY in Q4 of 2005, and increased only slightly to 2.9% YoY 
in Q1 of 2006, before contracting 1.0% YoY in Q2. More 
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positively, fiscal stimulus and gains from trade prevented a 
more significant slowdown in GDP growth. Strong growth in 
government spending linked to compensation programs for the 
fuel price hikes supported overall GDP expansion in the 
fourth quarter of 2005. However, growth in government 
spending weakened in 2006 as bureaucratic inefficiencies 
reemerged and local governments failed to spend funds. 
Nonetheless, the government was able to significantly 
increase spending in the second quarter of 2006. As shown 
in table 1, growth in government spending slowed to 14.2% 
YoY in the first quarter of 2006, before rebounding in the 
second quarter to 31.6% YoY. 


7. (U) Indonesia\'s exports of goods and services grew 
robustly in the first half of 2006. The strong growth was 
centered on non-oil exports and supported by robust global 
demand and an increase in global prices for Indonesia 
commodities, such as rubber, palm oil, coal, and cooper. 
This improvement coupled with a slowdown in import growth 
resulted in a strong trade surplus. Import growth slowed in 
response to weaker domestic demand. Import growth fell to 
5% YoY and 8.3% YoY, respectively, in the first and second 
quarters of 2006, with a slowdown in oil imports responsible 
for most of the decline. Growth of consumer goods imports 
remained strong, growing almost 17% YoY over the January to 
May 2006 period, but growth in imports of intermediate goods 
dropped 5.2% YoY during the same period, signaling a 
slowdown in manufacturing. 


Signs of Increased Growth in Second Half of 2006 


8. (U) In May 2006, Bl began lowering interest rates in 

response to lower inflation expectations and an improved 
balance of payments position. Headline CPI inflation slowed 

to 14.55% YoY in September, down from 14.9% YoY and 15.15% 
YoY in the two previous months. The YoY inflation rate will 
decline significantly in October with the elimination of the 

base effect from the fuel subsidy reduction. The IMF 

estimates that the full year 2006 headline inflation rate 

will be roughly 7%, in line with Indonesia\'s historical 
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performance. The recent fall in world oil prices is having 
some impact on the inflation rate, as the GOI reduces non- 
subsidized domestic oil prices in the line with global 
trends. While portfolio capital outflows exceeded inflows 
in the second quarter of 2006, a strong trade surplus led to 
an overall balance of payments surplus during the same 
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quarter. After pausing in June, Bl continued to ease 

interest rates in the July to October period, moving the 

Bank Indonesia rate from 12.50% in June 2006 to 10.75% by 
early October 2006. Bl is expected to cut rates further in 
November and December 2006 if moderate inflation and a 
positive balance of payments outlook continue, as expected. 


9. (U) GDP will likely expand at a faster pace in the second 

half of 2006 due mainly to increased household spending, 
spurred by the lower interest rate environment, and higher 
government consumption. A number of trends in recent months 
point to a rise in household consumption. September 2006 

car sales increased over 15% from the previous month, after 
declining through the first half of the year. Stronger 

cement sales and an increase in credit growth also point to 

a recovery in domestic demand. In addition, non-oil imports 
increased in August in response to more solid demand for 
foreign raw materials and capital goods. More negatively, 

BI\'s consumer confidence index slipped in August, revealing 
some renewed pessimism among households. Nevertheless, most 
observers expect to see somewhat stronger household 
consumption through the end of the year. 


Government Spending a Question 


10. (U) The GOI expects to increase expenditures 
dramatically in the second half of 2006. However, as in 
previous years, few observers expect the Government\'s end- 
year fiscal outtake to reach the target deficit of 1.3% of 
GDP, as bureaucratic obstacles and limited capacity at the 
local level continue to limit the government\'s ability to 
disperse funds. While slower execution of planned spending 
will limit the ability of the government to spur growth in 

the second half of the year, it will keep public debt levels 
from rapidly rising. In addition, lower world oil prices 

have reduced the cost of remaining fuel subsidies, 
contributing to a more stable fiscal outlook. 


11. (SBU) Most observers expect the current account surplus 
to shrink but stay positive during the second half of 2006. 
Stronger domestic demand will support growth, but may 
negatively impact the trade balance, as import demand rises. 
In addition, softer world oil prices will reduce the value 

of crude oil exports in the near term. Nevertheless, 
observers expect the value of Indonesia\'s non-oil-and-gas 
exports to continue to grow as a result of high global 

prices and strong demand for a variety of Indonesian 
commodities. 


12. (SBU) Most analysts expect limited increases in 
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investment during the second half of 2006, limiting the 
short-term growth outlook. While the increase in capital 
goods imports points to some increase in infrastructure 
spending for ongoing projects, there is little evidence of 
significant new greenfield investment outside of the 
property sector. The return of macroeconomic stability has 
piqued some interest from foreign investors, but potential 
investors still face major obstacles, limiting the amount of 
realized foreign direct investment. Delays in implementing 
the GOl\'s investment climate improvement package coupled 
with the relatively rapid speed of similar reforms in other 
countries in the region continue to limit the number and 
size of investment projects. 


Risks to Sustained Growth and Macroeconomic Stability 


13. (SBU) In the near term, Indonesia faces few significant 
risks to macroeconomic stability. While domestic demand 
will likely accelerate in the second half of 2006, most 
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observers believe it is unlikely to create significant new 
inflationary pressures. In addition, BI would likely limit 
monetary easing if considerable inflationary pressures 
resurface. World oil prices have been trending downward, 
limiting the pressure on the budget and Indonesia\'s balance 
of payments. Portfolio inflows should remain stable given 
the significant interest rate differential between the 

United States and Indonesia and the relative political 
stability of Indonesia in recent years. While profit taking 

has resulted in some outflows of \"hot money\" in recent 
months, these episodes have not resulted in major 
macroeconomic disturbances in 2006. Furthermore, Indonesia 
well diversified export base limits the balance of payments 
risk from a major correction in commodity prices. 


14. (SBU) Indonesia\'s medium-term growth rates will continue 
to depend on the GOI\'s success in implementing large-scale 
reforms to the investment climate and successfully boosting 
infrastructure spending. Delays in passing new tax, 
investment, and labor laws continue to undermine investor 
confidence in Indonesia, and the GON's infrastructure 
development program has not yet produced a significant 
number of projects. Given serious and growing 
infrastructure bottlenecks and a relatively low 
investment/GDP ratio, without large new capital investment, 
Indonesia will have difficulty achieving growth rates above 
the 6% level projected for 2007. 
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REF: A. STATE 171921 
B. BEIRUT 3292 


Classified By: Christopher W. Murray, Charge dWAffaires. Reason: Sect 
ions 1.4 (b) and (d). 


1. (C) On October 13, Charge spoke with Lebanese Foreign 
Minister Fawzi Salloukh to reinforce, per ref (a), the U.S. 
position on the race between Venezuela and Guatemala for the 
Latin American seat in the UN Security Council. Salloukh 
acknowledged our previous messages on this issue, initiated 

by Ambassador Feltman earlier this month and followed up most 
recently in ref (b). Salloukh said that he had met with the 
Guatemalan Foreign Minister in New York on the margins of the 
UNGA. 


2. (C) Salloukh then said that as for the GOL\'s support for 
either Venezuela or Guatemala, \"pressure is coming from 
different sides. He advised that the Prime Minister would 
be involved in the decision. 


3. (C) At this point, we judge that either the GOL has not 

yet made a decision (more likely) or that it has made a 

decision in favor of supporting Venezuela and is withholding 

that information from us (less likely). Pressure in favor of 
Venezuela would come Hizballah and sympathetic Shia elements 
in Lebanon, including the government and FM Salloukh himself. 
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Both Salloukh and his number two at the MFA, Boutros Assakr, 
who probably differ personally on this decision, have told us 
that no decision has been made and that Prime Minister 

Siniora will be involved. In response to ref (a) request for 
suggested follow-up action, we recommend a high level 
Department or NSC phone call to Prime Minister Siniora. PM 
Siniora would be most interested in knowing what other Arab 
countries support Guatemala. 

MURRAY 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, ASEC, CASC, KJUS, PHUM, ID 

SUBJECT: PROSECUTORS DELIVER SENTENCING REQUESTS IN TIMIKA 
TRIAL 


REF: JAKARTA 12161 


1. Prosecutors delivered their sentencing requests in court 
on October 13 for seven suspects accused of involvement in 
the murder of two Amcits in Timika, Papua in 2002. 
Prosecutors requested a sentence of 20 years for Antonius 
Wamang and 15 years for Agustinus Anggaibak and Yulianus 
Deikme on the charge of premeditated murder. For the other 
four defendants, prosecutors requested eight years on the 
lesser charge of accessory to murder. 


2. The six defendants who came to the court session once 
again refused to stand trial and were removed from the 
courtroom. Before their removal, Wamang and Reverend Isak 
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Onawatme complained about the situation of fellow suspect 
Hardi Sugomol, who was not in attendance and whose health has 
been deteriorating since the trial began. According to 
Wamang, the doctor who examined Sugomol told them that 
Sugomol was suffering from inflammation of the heart and 
liver and had sustained damage to his lungs as a result of 
tuberculosis. Chief Judge Adriani Nurdin then said that she 
and the prosecutors would meet with the doctor to discuss 
whether Sugomol needed to be hospitalized. (Note: Sugomol 
was hospitalized for a period of 15 days earlier in the 

trial. Funding for health care for prisoners is available 

but rather difficult to obtain. In many cases the 

prosecutors must pay the hospital out of pocket and then try 
to get reimbursed.) The defense lawyers did not attend the 
session. 


3. In view of the upcoming Idul Fitri holiday marking the 

end of Ramadan, Judge Nurdin scheduled the next session for 
October 31. Defense attorneys will have an opportunity to 
respond to the sentencing requests at that time. In order to 
comply with limits on detention of suspects, the judges must 
hand down their verdicts before November 17. 

PASCOE 
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E.O. 12958: DECL: 10/10/2016 

TAGS: PREL, PGOV, IZ 

SUBJECT: ARTICLE 140 COMMITTEE MEMBERS UPDATE ON CURRENT 
STATUS 


Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) 
and (d) 


1. (C) Summary. In meetings with PRT Kirkuk officers and 

Emboff, Baghdad-based Article 140 Committee members explained 
the Committee,s current structure and efforts taken to 

finish Kirkuk,s \"normalization.\" Basic questions including 


Column 3 

funding, Kirkuk,s boundaries, and who will participate in 

the referendum remain unanswered. While some Committee 
members remain convinced that the referendum will occur as 
scheduled in October 2007, others oppose pressing forward 
without adequately addressing the multiple outstanding 
issues. End Summary. 


2. (C) Prime Minister Maliki announced the Article 140 
Committee,s formation on August 9. The nine members 
immediately established a timeline with a March 2007 deadline 
for completing Kirkuk,s Wnormalization process, a September 
2007 deadline for completing a census, and an 
October/November 2007 goal for a referendum to decide 
Kirkuk,s future status. Committee member and Kurdistan 
Regional Government (KRG) Minister of Extra Regional Affairs 
Mohammed Ihssan explained in September and October meetings 
with PRT Kirkuk and Embassy officers the Committee,s latest 
changes. In addition to opening regional offices in 

Baghdad, Kirkuk, Makhmor (Erbil province), and Touz Hourmato 
(Sulaymaniyah province), five subcommittees based in Baghdad 
have been created. These subcommittees - a technical 
committee, follow-up committee, finance committee, fact 

finding committee, and an administrative committee ) will 

review applications received in the regional offices from 
residents seeking assistance leaving the region or former 
residents wanting to return to their previous properties. 


3. (C) Ihssan agreed that many of the Article 140 

Committee,s normalization process efforts are similar to 
efforts of the separate Commission for Resolution of Real 
Property Disputes (CRRPD). The key difference, according to 
Ihssan, is that the Article 140 Committee does not have to 
submit cases through a lengthy legal process. For example, 
according to Ihssan he \"knows of 7,000 families willing to 
move immediately from Kirkuk for 10,000 USD each.\" The 
regional offices could be used to collect these applications, 
pass them to the appropriate Article 140 subcommittee and 
disburse funds if the application is favorably approved. 

Ihssan concluded by saying that the Article 140 Committee has 
invited a CRRPD member to join the Committee \"as a non-voting 
member.\" 


4. (C) A subsequent meeting with Jassim Mohammed, Minister of 
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Youth and Sport and Committee member representing Shiite 
Turkmen, confirmed an invitation had been extended to the 
CRRPD. A response, however, has not been received. Mohammed 
agreed the Committee would benefit from a CRRPD 
representative since he believes there are approximately 

75,000 people who want to move into the Kirkuk area in 
advance of the referendum while approximately 5,000 people 
will seek compensation to leave the area. According to 
Mohammed, both the CRRPD and Article 140 Committee will be 
needed to process the high number of outstanding property 
claims. 


5. (C) In separate meetings, other members conveyed 
frustrations with the Committee,s progress and lack of 

support from the GOI. Ihssan stated that the Committee has 
been given a 200 million USD budget, but that the funds have 
not been made available. Furthermore, according to Ihssan, 
certain members have not been active in the Committee\'s work. 
The Minister of Interior, Ihssan stated, has not attended a 
Committee meeting and sends representatives \"unable to make 
decisions.\" 


6. (C) Jassim Mohammed expressed frustration at differences 
of opinion about the Committee,s focus. In addition to 
property and boundary disputes, Mohammed stated that the 
Committee must focus on displaced peoples and rebuilding 
destroyed villages. When questioned about the Committee,s 
progress, Mohammed replied that \"you can,t solve Kirkuk by 
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committee,\" and suggested that an international organization 
such as the UN could play an important role in protecting 
Kirkuk,s non-Kurdish residents. 


7. (C) Ihssan dismissed the idea of delaying the referendum 
would allow the Committee to finish its work, stating that 

the there is sufficient time to finish normalization and 

conduct a census before the referendum. When asked whether 
the UN could assist in Kirkuk,s normalization and 

referendum, Ihssan replied that UN involvement would be seen 
as a delay tactic and that \"delay is unacceptable.\" 
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8. (C) Other Committee members, however, express serious 
concerns about the Committee,s ability to meet their stated 
timeline. According to Minister Environment, Narmeen Uthman, 
a Kurdish Committee member, there is insufficient time to 
complete the outstanding property disputes and negotiate the 
provincial borders. Uthman stated that she \"hopes the 
referendum can be delayed\" but she is not sure if other 
Committee members will agree to a postponement. 
KHALILZAD 


81721 

RR RUEHCHI RUEHFK RUEHHM RUEHKSO RUEHPB 

DE RUEHHI #2633/01 2861014 

ZNR UUUUU ZZH 

R 131014Z OCT 06 

FM AMEMBASSY HANOI 

TO RUEHC/SECSTATE WASHDC 3704 

INFO RUEHHM/AMCONSUL HO CHI MINH 1990 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 

RUEHZU/ASIAN PACIFIC ECONOMIC COOPERATION","UNCLAS SECTION 01 OF 02 HANOI 0026: 


SIPDIS 


STATE FOR EAP/MLS AND DRL/IL 

STATE PASS USDOL ETA DAS SMALL, YOUNG, ILAB WATSON 
STATE PASS USTR FOR KARESH 

USDOC FOR 4431/MAC/AP/OPB/VLC/HPPHO 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ELAB, EAID, ECON, ETRD, EINV, WTRO, VM 
SUBJECT: Vietnam Addresses Workforce Anxiety in APEC Conference 


HANOI 00002633 001.2 OF 002 


This cable is sensitive and not for Internet distribution. 


1. (SBU) SUMMARY: Dealing with the anxieties and needs of the 
Vietnamese workforce as the country becomes more integrated into the 
world economy is high on the minds of the Vietnamese. This explains 
the huge turnout for a two-day APEC labor conference in Hanoi. Some 
175 participants from Vietnam and 14 of APEC\'s 21 economies attended 
\"Strategies for Workforce Development: Keys to Success in the 21st 
Century\" on September 19 and 20. One of the most welcome 
developments was the energized performance of MOLISA Vice Minister 
Nguyen Luong Trao, who actively engaged multiple panelists and took 
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copious notes throughout the conference. Diverse experts also made 
specific recommendations on the steps Vietnam should take to deal 
with the challenges the country\'s labor force faces. End summary. 


2. (SBU) Dealing with workforce anxiety as Vietnam becomes more 
integrated into the world economy is high on the minds of the 
Vietnamese. As this year\'s host of the Asia-Pacific Economic 
Cooperation (APEC) forum, Vietnam used its influence to get APEC to 
address this issue. Earlier this year it made a pitch to focus on 

the workforce challenges of globalization and succeeded. The APEC 
Human Resources Development Working Group approved the conference in 
May at the Second APEC Senior Officials\' Meeting (SOM-2). Vietnam 
also helped shape the agenda for the conference and provided 
speakers for most of the panels. It also designed one plenary 
session, \"Vietnam and the Forces of Globalization-Building a 
Competitive Workforce,\" to focus in particular upon Vietnam\'s 
workforce needs in the aftermath of its looming WTO entry. 


3. (U) The U.S. Department of Labor provided most of the funding for 
the conference. It co-sponsored the two-day event in Hanoi with 
Vietnam\'s Ministry of Labor, Invalids and Social Affairs (MOLISA) 
and the Department of State. The State Department also contributed 
money and the Embassy provided substantial planning and logistical 
support. \"Strategies for Workforce Development: Keys to Success in 
the 21st Century\" took place on September 19 and 20. About 175 
participants, the vast majority Vietnamese, attended the event. The 
others came from 14 of APEC\'s 21 economies. About half of the 
Vietnamese participants came from the private sector. U.S. firms, 
including Intel, Microsoft and Ford Vietnam, provided human 
resources specialists from their offices in Vietnam. Union 

officials, educators, employment service center employees and 
government policymakers in the labor, science and technology and 
education fields also participated. Representatives of the World 
Bank, the International Labor Organization and a range of local and 
international media also attended. 


Vietnam and Globalization 


4. (U) In their opening remarks, MOLISA Vice Minister Nguyen Luong 
Trao, Ambassador Marine, and Department of Labor Deputy Assistant 
Secretary Douglas Small all highlighted the challenges that 
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workforces face as globalization increases competition worldwide. 

\"In a world where businesses can choose among dozens of countries 
for their production sites, creative, skilled and hardworking 

employees can make all the difference between growth and stagnation 
for a nationYs economy,\" Ambassador Marine said. At a media 
roundtable for local and international journalists, DAS Small 

emphasized the importance of cooperation between the government and 


Column 3 

private sector. Workforce development was vital for general 

economic development, he added. Small endorsed the remarks of 
keynote speaker Martin Bean, the Global Director of Education for 
Microsoft that Business goes where the talent is.\" Asked at a 

press briefing for his advice on what the Government of Vietnam 
(GVN) should do, Small said the GVN needs to listen carefully to the 
private sector to determine its educational emphases. Several 
Vietnamese news outlets, including Vietnam News, Vietnam Economy, 
and Voice of Vietnam, covered the event. 


5. (U) World Bank Vietnam Chief Economist Martin Rama said Vietnam 
needs to focus on implementing WTO-compatible labor market 
regulations, improving social protections and boosting skills for 
development. He observed that Vietnam\'s minimum wage laws are 
currently not WTO-compatible because they apply different wage rates 
to Vietnamese and foreign-owned firms. He advised Vietnam to create 
a more flexible and market-responsive wage setting regulations for 
those working above minimum wage. (Note: Under current rules, the 
wage rates for all Vietnamese workers are set as a multiple of the 
minimum wage. Thus, an increase in the minimum wage results in 
automatic raises across the wage spectrum. End note.) In Rama\'s 
view, the wave of labor unrest in Vietnam earlier in 2006 

demonstrates the inadequacy of Vietnam\'s labor dispute resolution 
mechanisms. He recommended that Vietnam improve the social safety 
net for the tens of thousands of workers who stand to lose their 
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jobs as a result of state-owned enterprise restructuring. Because 
employers usually provide training only in specific job-related 

skills, Rama argued that Vietnam should focus its resources on solid 
basic education, particularly at the tertiary level. 


6. (U) David Knapp, the General Director of Motorola Vietnam, noted 
that aside from boosting basic engineering skills, firms such as his 
need more employees with drive, creativity and analytical skills. 

He recommended that Vietnam should eliminate the current regulation 
that limits the number of foreign employees to three percent. 
Strategically, the country should encourage knowledge transfer from 
abroad, and the best way to do so was by removing blocks to 
foreigners working in Vietnam. Ta Doan Trinh, the Director of the 
Vietnam Science and Technology Evaluation Center, decried low 
education levels in Vietnam. With a population of 83 million, the 
country has only 2 million citizens with university degrees. Only 
16,000 Vietnamese have master\'s degrees, he added. 


Vice Minister Actively Engages 


7. (SBU) The most welcome development was the active engagement by 
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MOLISA Vice Minister Nguyen Luong Trao. He visited Washington in 
August to participate in the 2006 Labor Dialogue at the Department 

of Labor. The standard practice in Hanoi is that Vice Ministers, if 

they show up at all, make canned speeches then disappear. This was 
not the case at this conference. Trao stayed the entire first 

morning. He returned for the entire second day and even asked at 
the last minute to deliver closing remarks. He took lengthy notes, 
asked several questions and grilled panels of American, Australian 
and Mexican experts with questions about labor market information 
and building effective public workforce systems. \"The views and 
experiences of the APEC economies are extremely useful to Vietnam. 
It will help us prepare our own strategy to face the challenges and 
opportunities of globalization, and | look forward to continuing to 
exchange views after this,\" he said. 


8. (U) Other sessions at the conference focused on strategies to 
create innovative public-private partnerships, education and 

training, youth and the role of entrepreneurship in economic growth. 
The last session described Topic64, an innovative public-private 
partnership involving Microsoft Corp., USAID, a local NGO, Qualcomm, 
Electricity Vietnam, Vietnam\'s Ministry of Science and Technology, 
among others. The project will bring an information technology 
curriculum to computer laboratories in community colleges in each of 
Vietnam\'s 64 provinces. 


Comment 


9. (U) The conference was a success in terms of the Mission\'s broad 
economic strategy for economic prosperity. Labor is an integral 
element of the process. Vietnam will need to create more jobs to 
absorb a growing workforce. The private sector has created most of 
the new jobs in the country. It was good for the Vice Minister to 

hear from the firms that are creating jobs what the challenges are. 


10. (U) This cable has been cleared by the Department of Labor. 
MARINE 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, PGOV, EU, DA 
SUBJECT: DENMARK ON UPCOMING GAERC 


REF: SECSTATE 170214 
Classified By: Pol/Econ Counselor Bill Mozdzierz, reasons 1.4b,d 


1. (C) Summary: Danish MFA European Correspondent Michael 
Bach Petersen told us October 13 that next weekYs GAERC will 
seek conclusions on Sudan, the Western Balkans, the Middle 
East, Iran, Georgia, and North Korea. Petersen pointed to 
emerging EU splits on Sudan, Kosovo and Zimbabwe that could 
manifest themselves in ministers\' discussions, while noting 

that deliberations on Iran and North Korea will be driven by 
ongoing Security Council negotiations. End Summary. 


2. (C) Sudan: Petersen said the EU consensus for now still 
favored \"quiet diplomacy.\" Denmark wants to see continued 
pressure on Bashir to accept a UN force, but Copenhagen also 
increasingly senses a desire on the part of some member 
states for a \"pragmatic\" approach to UNSCR 1706. According 
to Petersen\'s understanding, this might involve an \"AMIS 
plus\" type force along the lines of that recently constituted 

for Lebanon, where some governments wanted a brand new 
monitoring force but in the end settled for \"UNIFIL plus.\" 
Petersen stressed that Denmark, both within the EU and as a 
current UNSC member, continues to support and advocate for 
full implementation of 1706, including the transition from 

the AU force to a robust UN peacekeeping force. 


3. (C) Zimbabwe: Petersen also referred to emerging division 
within the EU on Zimbabwe. Some member states are 
increasingly dissatisfied with the EU\'s refusal to speak to 
Zimbabwe, which they complain limits the EU\'s Africa Dialogue 
to Troika consultations rather than full summits with all 
representatives present. Southern EU members (including 
France), according to Petersen, want a broader engagement in 
the Africa Dialogue on immigration from North Africa, and 
claim that the more limited Troika format prevents this 
discussion. Denmark is standing with those, including the 

UK, who wish to keep Zimbabwe away from the EU-Africa 
Dialogue, but Petersen noted this GAERC should give an 
indication of whether or not the EU intends to maintain the 
status quo. 


4. (C) Western Balkans: Petersen remarked that member state 
debate is intensifying as the \"hour of truth\" in Kosovo 
approaches. Spain, Petersen claimed, is resisting an imposed 
solution on Serbia, afraid of the precedent it might set for 
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the Basques. Others, Petersen continued, are wondering 
whether Ahtisaari should not be given \"additional time!" to 
reach a solution, especially given proposed December 
elections in Belgrade. Denmark fully supports Ahtisaari and 
sees no reason to drag out his mission, since Belgrade would 
be unlikely to use the extra time constructively, Petersen 
said. 


5. (C) Middle East/lran: Petersen said Denmark sees little 
movement on most Middle East issues and added that ministers\' 
discussions on the Middle East and Iran would likely be 

driven by reports due out early next week. The head of 

Solana\'s policy unit, Helga Schmidt, was still in Lebanon 

trying to wrap up discussions there on implementation of 

UNSCR 1701 and seeing where the EU might be able to offer 
additional help. On Iran, Denmark continues to favor a tough 
response to Tehran\'s nuclear program, but one that keeps the 
Security Council united. 


6. (C) Georgia: Petersen said that ministers will call on 

both Georgia and Russia to exercise restraint. Again, here, 
too, there are differences of style and emphasis, with EU 
member states neighboring Russia naturally favoring a tougher 
line toward Moscow. Denmark considers RussiaWs recent 
actions in Georgia \"very serious\" and \"disproportionate.\" 


7. (C) North Korea: Petersen acknowledged that GAERC 
consideration of North Korea will be informed by ongoing 
discussions in New York. Petersen here, too, stressed that 
Denmark wants to see a united Security Council take strong 
action, adding that Denmark and the EU will want to continue 
humanitarian assistance for the North Korean people. 

CAIN 
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SUBJECT: PRESIDENT CHEN AND DIRECTOR DISCUSS BILATERAL 
ISSUES AND TAIWAN DOMESTIC POLITICS 


REF: A. HANOI 2616 
B. STATE 168287 


Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 


1. (S) Summary: The Director briefed President Chen 
Shui-bian on October 12 on his recent consultations in 
Washington, underscoring the importance Washington attaches 
to Taiwan\'s passage this fall of a robust defense budget. 
President Chen stressed his strong determination and his 
expectation that the defense budget will be approved. The 
Director informed Chen that Vietnam has agreed to send a 
special APEC envoy to Taiwan around the end of next week. 
President Chen pointed out to the Director that he had 

avoided including any reference to the controversial issue of 
constitutional revision in his two national day speeches on 
October 10. Chen was most enthusiastic when he turned to the 
domestic political trends that he saw turning in his favor, 
expressing confidence he would serve out his full term until 
2008. He argued that Kuomintang (KMT) Chairman and Taipei 
Mayor Ma Ying-jeou\'s chances of becoming the KMT presidential 
candidate in 2008 have been seriously damaged because of his 
\"concessions\" to the Shih Ming-te protest movement against 
the President. Chen told the Director that while he fully 
respected freedom of speech, he intended to take firm action 
against those responsible for illegally disrupting an honor 

guard and vehicle movements at the national day ceremony. 
End Summary. 


2. (S) The Director, accompanied by DDIR and notetaker, met 
with President Chen Shui-bian, accompanied by Presidential 
Office Deputy Secretary General Liu Shyh-fang, notetaker, and 
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interpreter, at the Presidential Office on October 12 to 
discuss his consultations in Washington, bilateral issues, 
and Taiwan\'s domestic political situation. The Director 
expressed appreciation for President Chen\'s stressing the 
importance of strengthening defense in his October 10 
national day speech. The Director briefed Chen on his 
consultations with senior officials in Washington, noting 
that he had focused on three subjects: the Taiwan political 
situation, the defense budget, and economic ties. 


Vietnam and APEC 


3. (S) The Director informed Chen that, under instructions, 

our Embassy in Hanoi has recently made a high-level approach 
to the Vietnamese government, urging it to send a special 

envoy to Taiwan regarding the APEC meeting. The Vietnamese 
promised our Embassy that they would send an envoy to Taiwan 
around the end of next week (Refs a-b). While not optimal, 

this was something, and the Vietnamese had said they would 
follow past APEC practice. 


Chen to Push Hard on the Defense Budget 


4. (S) President Chen stressed to the Director that he had 
personally added into the draft national day speech the 

section urging the Legislative Yuan (LY) to pass the defense 
budget, which underscored his own determination to see the 
defense budget approved. He had discussed the issue with LY 
Speaker Wang Jin-pyng (KMT), who was optimistic that the LY 
would pass the supplementary defense budget from last June, 
which has been blocked in the LY Procedure Committee. Chen 
said he would continue pushing both the supplementary and the 
regular defense budget. The regular defense budget will be 
voted on at the end of the LY fall session and should pass. 

Ma Ying-jeou and Wang Jin-pyng clearly understand the 
importance of the defense budget being approved this LY 
session. Although People First Party (PFP) Chairman James 
Soong also clearly understands the need, he has not shown a 
willingness to cooperate. Chen agreed with the Director that 
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the important point was to achieve results and not give the 
opposition any excuse to oppose the defense budget. 


No Constitutional Revision in National Day Speeches 
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5. (S) Chen underscored to the Director that he had made no 
reference to the issue of constitutional revision in either 

his indoor or outdoor national day speeches on October 10. 


National Day Ceremony Disruptions 


6. (S) Turning to the protests that had taken place at the 
October 10 national day ceremony, President Chen stressed 
that he and the government fully respected freedom of speech, 
including even the heckling and display of banners by 
pan-Blue legislators and others during the ceremony. 
However, speaking with some passion, Chen asserted the 
government could not tolerate illegal disruption of the 
ceremony itself. The government would take legal action 
against those who had disrupted the march of the honor guard 
and those who had pounded on vehicles carrying foreign 
dignitaries departing the ceremony. In addition, Chen said 

he had asked for an immediate report from national security 
officials and the armed forces on the disruptions. The 
government will take administrative measures against any 
national security or armed forces personnel who were derelict 
in performing their duties at the ceremony, and Chen added 
that he would make personnel changes if necessary. 


Anti-Chen Movement a Bust 


7. (S) Chen assured the Director that the \"Red Tide!" (i.e., 
Shih Ming-te\'s anti-Chen movement) was not winning much 
support and the second recall vote against him would fail 

again on Friday. At a state dinner the previous evening, 

Chen noted, Wang Jin-pyng had told the president of Honduras 
that the recall vote would definitely fail, that he expected 
President Chen to serve out his full term until 2008, and 

that he also expected there to be further positive 
accomplishments in this period. 


Shih Ming-te Is Dragging Down Ma Ying-jeou 


8. (S) Asked about Shih Ming-te, Chen said simply, \"Ignore 
him.\" Shih will not be satisfied regardless of the results 

of the prosecutor\'s report and will continue to protest, Chen 
predicted. The person most damaged by Shih\'s movement is Ma 
Ying-jeou, Chen said gleefully. According to DPP internal 

polls, dissatisfaction with Ma is now over 50 percent, while 

his approval rating has declined from a high of 76 percent 
following his trip to the U.S. to just 41 percent now. The 

trend line for Ma is clearly heading downward, and it will 
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continue to do so as long as Ma makes concessions to Shih. 

In dealing with Shih, Ma is not fulfilling his mayoral duties 

but acting as the KMT chairman, Chen observed. With just two 
months left in office, Ma is showing his worst side at the 

end of his term, when he should be showing his best. This 

will hurt his future chances, and pan-Blue divisions will 

take away Ma\'s opportunity to become president in 2008, Chen 
predicted. The Democratic Progressive Party (DPP) noticed 
Ma\'s problems long ago but others had refused to believe this 
until the last month or two. While Ma has less and less 

chance for 2008, it is too early to say who will be the DPP 
candidate. Much can happen before the DPP presidential 
primary, and the front-runner now may not necessarily be on 
top in six months, as Ma\'s example shows. 


Kaohsiung and Taipei Mayoral Races 
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9. (S) Chen expressed confidence that DPP candidate Chen Chu 
has a chance to win the mayoral election in Kaohsiung, 
because of recent polling trends. Her numbers are moving up, 
while those of her KMT opponent Huang Chun-ying are moving 
down, and they are now separated by just four percent in the 
polls. In Taipei, the big question is whether People First 

Party (PFP) Chairman James Soong will enter the race on 
October 17, which would put pressure on KMT candidate Hau 
Long-bin, because his criticism of Ma Ying-jeou and Hau 
Long-bin would be more effective than criticism from the DPP 
side. While Soong cannot win, he probably believes he has to 
enter the race to help the PFP candidates for the Taipei city 
council. DPP candidate Frank Hsieh\'s chances are less than 
those of Chen Chu, but he should not be counted out because 
he is a good campaigner and there are two months left before 
the election. If the DPP holds on to Kaohsiung, that will 
stabilize the overall political situation for the DPP, Chen 
suggested. 


Comment 


10. (S) Chen seemed confident and buoyed by current trends 
in politics, which he portrayed as holding considerable 
promise of turning the negative tide which has engulfed him 
and his party the past year or more. However, he was much 
clearer in analyzing KMT politics than explaining how the DPP 
can put together a winning ticket in 2008, despite our 

efforts to probe this question. The implication of his 
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description of the DPP process of determining its 
presidential candidate for 2008 seems to be that Chen is not 
yet reconciled to Premier Su Tseng-cheng\'s claiming that 
prize. The conventional wisdom would suggest he may still 
hope to push DPP Chairman Yu Shyi-kun as his successor, 
despite poll numbers which indicate Su is the much stronger 
candidate. Chen also seems much too eager to count Ma 
Ying-jeou, his longtime rival, out of the running for 2008, 
though we agree that Ma has not covered himself with glory 
these past several weeks. 

YOUNG 
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SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 


2. US-Israel Relations 


Key stories in the media: 
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Leading media reported that a total of 8 or 9 Palestinians, 

including two children, were killed Thursday in two IDF operations 

in the Gaza Strip. Five Qassam rockets landed in Sderot Thursday, 
causing a blackout in the city. Israel Radio quoted Israeli 

military sources as saying that weapons smuggling into the Gaza 
Strip has recently intensified. The radio and other media reported 
that this morning, three Hamas activists who the IDF said were about 
to launch missiles at Israel were killed in an IAF strike in the 

Gaza Strip. 


The Jerusalem Post reported that sources close to PM Ehud Olmert 
accused Defense Minister Amir Peretz on Thursday of ordering the 
immediate evacuation of illegal outposts in an attempt to prevent 

the addition of Avigdor Lieberman\'s Yisrael Beiteinu party to the 
government coalition. Media reported on disagreements within the 
Labor Party and on Yisrael Beiteinu\'s disappointment with maneuvers 
by members of the Labor Party. 


Major media reported that despite concerns of GOI officials that the 
international community has been moving too slowly on Iran, a 
special ministerial meting on the issue endorsed the diplomatic 
approach to halting Iran\'s quest to become a nuclear power. Olmert, 
who convened the discussion, stressed that the efforts against Iran 
were being led by the international community. 


Hatzofe quoted PA Chairman [President] Mahmoud Abbas as saying in an 
interview with Al Arabiya-TV that neither Hamas nor Fatah nor the 
PFLP have not been asked to recognize Israel. Israel Radio quoted 
Khaled Mashal, the head of Hamas\'s political bureau, as saying that 
his movement does not want to rule the PA on its own, that it is 
interested in establishing a national union government with Fatah, 
but that such a government should receive orders from the 
Palestinians, not from the US or Israel. The station quoted Mashal 
as saying that Hamas was prepared to hold a prisoner swap with 
Israel involving abducted IDF soldier Cpl. Gilad Shalit, in 

accordance with previous deals with Israel. HaVaretz and Hatzofe 
reported that Hamas\'s military wing, Izz al-Din al-Qassam, warned 
Thursday that if Israel attempted a full scale invasion of the Gaza 
Strip, it would face many \"surprises.\" A spokesman for the group 
said at a press conference that Hamas fighters were involved in an 
ongoing effort to upgrade their abilities to wage war. Yediot 

reported that on Thursday, during a meeting with Palestinian 

Interior Minister Said Siam in Tehran, Iranian President Mahmoud 
Ahmadinejad promised Hamas financial aid. 


Leading media reported that on Thursday Syria rejected Vice PM 
Shimon Peres\'s invitation, in a television interview, for President 
Bashar Assad to visit Jerusalem, saying the Israeli gesture 
reflected the country\'s weak position after its war with Lebanon. 
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The Jerusalem Post reported that talks over the final withdrawal of 
IDF troops from the northern part of the town of Ghajar, which 
straddles the Israel-Lebanon border, are to resume next week with 
UNIFIL and IDF officials optimistic that a solution will be found to 
complete the Israeli pullout from southern Lebanon and the 
implementation of UN Security Council. On Thursday, HaVaretz had 
cited anger in Lebanon over the current situation in Ghajar. This 
morning, Israel Radio reported that Lebanese Defense Minister Elias 
Murr ordered that his country would respond to violations of its 
airspace with gunfire. 


Leading media reported that on Thursday Hamas militants assassinated 
a commander of the PA General Intelligence, who was loyal to Mahmoud 
Abbas, and that that Fatah members retaliated by killing Majed 

Darbiyeh, commander of the Hamas forces in Beit Lahiya, northern 
Gaza Strip. 


Israel's Ambassador to Australia Naftali Tamir was quoted as saying 
this week in an interview with HaVaretz that Israel should utilize 

its strong links with Australia to expand relations in Asia, whose 
population he termed the \"yellow race,\" in which Israel was the 
\"white race.\" Tamir was quoted as saying during a meeting with FM 
Tzipi Livni that \"Australia is not lagging behind the US\" in its 
support of Israel. 


The Jerusalem Post reported that, rejecting charges that he received 
bribes from a leading Israeli defense contractor, former Indian 

defense minister George Fernandes told the newspaper Thursday he had 
approved the USD 268-million deal in 2000 because he feared an 
imminent war with Pakistan. 


HaVaretz reported that the panel of eight experts brought together 

by the newspaper has published its second ranking of potential US 
presidential candidates based on their positions on Israel-related 
issues. The panel said that not only does it like former New York 
mayor Rudolph Giuliani\'s positions in the matter, but that it also 
believes him. US Senator Barack Obama (D-IL), who continues to get 
the lowest overall ranking, also scores lowest on the credibility 

index. HaVaretz said that the real reason for his low ranking is 

that the panel has no faith in the sincerity of his pro-Israel 

statements. 


Yediot presented the results of a Mina Zemach (Dahaf Institute) 
poll: 

\"What is do you think about conducting negotiations with Syria over 
peace in exchange for the entire Golan?\" Opposed: 64 percent; in 
favor: 33 percent. 


1. Mideast: 
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Washington correspondent Shmuel Rosner and diplomatic correspondent 
Aluf Benn wrote in the independent, left-leaning HaVaretz: \"Suddenly 

the Palestinian issue is becoming a key aim, almost an exalted 

one.... Such a simple diplomatic achievement, so very simple. Is it 
possible that Rice too has fallen into the trap?\" 


Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post: \"The 
Secretary of State ... claims that the establishment of a state for 
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a people who have distinguished themselves ad the most overtly 
pro-jinad, terrorist society of the world would be the greatest 
thing American could ever do.\" 


Prof. Amnon Rubinstein, President of the Interdisciplinary Center 
Herzliya, who served as (Meretz) education minister, wrote in the 
popular, pluralist Maariv: \"It is not only Israel that is 

threatened.... The plausible victory of Iran-style extremist Islam 
also threatens the Christian communities, the cradle of whose faith 
is the Middle East.\" 


Block Quotes: 


|. \"For Rice, It\'s Time For Palestine\" 


Washington correspondent Shmuel Rosner and diplomatic correspondent 
Aluf Benn wrote in the independent, left-leaning HaVaretz (10/13): 
\"The American Task Force on Palestine made history this week.... 
Rice ... talked about Palestine. Here is a sure sign that time is 
passing: Like President Bill Clinton in his day, for Rice, too, the 
volume increases as the term approaches its end. Suddenly the 
Palestinian issue is becoming a key aim, almost an exalted one. 
This, apparently, is its chimerical nature -- after all, it always 

looks as though a solution is close enough to touch. Such a simple 
diplomatic achievement, so very simple. Is it possible that Rice 

too has fallen into the trap? Although she is thoroughly familiar 

with the end of Clinton\'s profound commitment to a solution to the 
conflict, she is not perturbed. \'l promise you my personal 
commitment to that goal,\' she says. \"There could be no greater 
legacy for America. But is this indeed the case? Last July, 
opinion pollsters asked the American public whether the US Vhas a 
responsibility to try to resolve the conflict between Israel and 

other countries in the Middle East, or is that not the United 

States\' business?\' The answer was different from Rice\'s. Only 33 
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percent of the respondents thought that this is America\'s 
responsibility; 58 percent said it is none of America\'s business.\" 


ll. \"Soros Moves On To Israel\" 


Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post (10/13): \"The 
Secretary of State of a President who was once friendlier to Israel 
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than any of his predecessors now claims that the establishment of a 
state for a people who have distinguished themselves as the most 
overtly pro-jihad, terrorist society of the world would be the 

greatest thing American could ever do. Unfortunately, unless 
concerted steps are taken by the Israeli government, Israeli 

citizens and the American Jewish community, the downward trend in 
elations with the US will only get worse. Perhaps most upsetting is 
the central role that a tiny minority of American Jews has played in 
souring ties between Jerusalem and Washington. That minority has 
undermined support for Israel in the Democratic Party, and now seeks 
to undermine Israel\'s position in the US in general.... Not all of 

our friends are Jews and not all Jews are our friends. \" 


lll. \"The Jews Are Not Alone\" 


Prof. Amnon Rubinstein, President of the Interdisciplinary Center 
Herzliya, who served as (Meretz) education minister, wrote in the 
popular, pluralist Maariv (10/13): \"Is something fundamental taking 
place in Europe? Is this an intellectual rebellion against the 

Islamic threat? It is too early to tell.... Arab Christians view 
themselves as part of the Arab national movement -- in fact, they 
were among its founders -- and they are united with their ethnic 
brothers in condemning Israel and opposing it. Some of the more 
hostile Arab Knesset members, who identify with Hizbullah more than 
other [Arabs], are Christian. Nonetheless, Israel radicalization is 
detrimental to the Christians and speeds up their emigration from 
the Middle East.... The Christian distress changes nothing in the 
Israeli-Arab-Muslim conflict and does not subtract anything from the 
might of Arab Christians\' feelings vis-a-vis Israel. It is not only 
Israel that is threatened. The Jews are not alone. The plausible 
victory of Iran-style extremist Islam also threatens the Christian 
communities, the cradle of whose faith is the Middle East.Y 
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Washington correspondent Nathan Guttman wrote in the conservative, 
independent Jerusalem Post: \"The 2006 mid-term elections are, 
ultimately, not all that important for the [American] Jewish 
community,\" 


Block Quotes: 


\"Israel and the Mid-Term Elections\" 


Washington correspondent Nathan Guttman wrote in the conservative, 
independent Jerusalem Post (10/13): \"The 2006 mid-term elections 
are, ultimately, not all that important for the [American] Jewish 
community.... If there are any differences on the issue of Israel, 

they are nuanced and minor. Jewish activists are looking at the 
larger picture: What will happen if -- as many analysts expect -- 

the Democrats takeover one or both houses of Congress? This could 
mean a complete change in the leadership of all Congressional 
committees. But the activists agree that even here, thought the 
changes might make a difference on several issues important for the 
Jewish community, they will not affect Congress\'s strong support for 
Israel.\" 
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E.O. 12958: N/A 

TAGS: PREL, PARM, KNNP, KN, MA 

SUBJECT: OFFICIAL RESPONSE FROM MADAGASCAR ON NORTH KOREAN NUCLEAR 
TEST 


REF: A) ANTANANARI 1141 
B) SECSTATE 169418 


1. The Government of Madagascar officially responded to reftel 
demarche via facsimile of diplomatic note No. 561-AE/M/NV/DCM, 
dated 12 October 2006. Informal translation of the text of the 
diplomatic note follows: 


BEGIN TEXT OF DIPLOMATIC NOTE: 


MINISTRY OF FOREIGN AFFAIRS 

OFFICE OF THE SECRETARY GENERAL 
DEPARTMENT OF MULTILATERAL COOPERATION 
Office of the United Nations and International Institutions 


No. 561-AE/M/NV/DCM 


THE MINISTRY OF FOREIGN AFFAIRS OF THE REPUBLIC OF MADAGASCAR 
presents its compliments to the EMBASSY OF THE UNITED STATES OF 
AMERICA in Antananarivo and, referring to the statement by the 

People\'s Democratic Republic of Korea on October 8, 2006, that it 

has tested a nuclear weapon, has the honor to inform the Embassy of 

the following: 


The Government of Madagascar wishes to remind that Madagascar is a 
Party to the Nuclear Non-proliferation treaty, and as such, the 
country wishes to reconfirms its commitment towards the Treaty. 


Madagascar is a peaceful and pacifist country, and entirely agrees 
with the position of the International Community, namely that of the 
United Nations. Therefore, Madagascar encourages the Security 
Council in its efforts for the respect for the international 

standards in the field of preservation of peace in the world. 


THE MINISTRY OF FOREIGN AFFAIRS OF THE REPUBLIC OF MADAGASCAR avails 
this opportunity to renew to the EMBASSY OF THE UNITED STATES OF 

AMERICA the assurances of its highest consideration. 

Antananarivo, October 12, 2006 

END TEXT 


2. Post will fax and mail original diplomatic note upon receipt to 
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AF/E, Maria Beyzerov. 
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Classified By: Poloff Dean Tidwell for Reasons 1.4 (b) and (d) 
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1. (C) SUMMARY: Despite obstacles to travel, emboffs made a 
rare visit to Loikaw, capital of Kayah State, on September 
26-29. Local businesspersons, religious leaders, and 
humanitarian workers described the very rigid controls by 
authorities on their movements and activities. Tourism is 
non-existent in Kayah State, Christian leaders carry out 

their activities with great difficulty, and humanitarian 
organizations must jump through many hoops to provide even 
basic assistance. While mediators take tentative steps to 
restart peace talks between the military regime and the 
Karenni National Progressive Party (KNPP), the regime keeps 
Kayah cease-fire groups on a tight leash. END SUMMARY. 


2. (SBU) Poloff and Pol/Econ Assistant visited Kayah State 
September 26-29. Kayah State is Burma\'s smallest state both 
in size and population (250,000). With an active insurgency 
led by the KNPP, it remains one of the most difficult areas 
in Burma for foreigners to access. Although the Ministry of 
Foreign Affairs granted our travel request, our movements 
were closely monitored throughout the trip. All three 
checkpoints on the road from Heho Airport in Shan State to 
Loikaw were crowded with military, police, and immigration 
officials awaiting our arrival. At one checkpoint, 

authorities inadvertently waved us through without stopping 
our car, then raced after us on motorcycles to check our 
travel permit and identification when they realized their 
error. 


PEACE TALKS AND CEASE-FIRE GROUPS 


3. (C) Rev. Maung Thaung, a retired Baptist pastor from 
Demoso Township and a board member of the Shalom Foundation, 
traveled to Loikaw to brief us on the status of peace 

negotiations between the State Peace and Development Council 
(SPDC) and the KNPP. The KNPP broke their 1996 cease-fire 
with the regime after only four months. Maung Thang and 
another colleague have tried to restart talks since 2000. 

They made progress in 2006, after the KNPP agreed to let them 
serve as mediators with the regime. Following a recent 

meeting between the mediators and Major General Ye Myint, 
Chief of Military Security Affairs, the KNPP and the SPDC 
agreed to use the \"16 points\" of their original cease-fire 
agreement as a basis for future talks. 


4. (C) National Convention delegates from the Kayan New Land 
Party (KNLP) and the Kayan National People\'s Liberation Front 
(KNPLF) were eager to meet us in Loikaw; KNLP Joint Secretary 
Saw Lwin even interrupted our meeting with MSF to give us a 
hand drawn map to his office. However, when we arrived at 

the walled KNLP compound on the outskirts of town, a sentry 

in the cease-fire group\'s uniform handed us a letter from Saw 
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Lwin that apologized for canceling the meeting and explained 
that the Loikaw military commander had forbidden him to meet 
us (ref A). The letter also contained a copy of the KNLP\'s 
statement \"condemning\" the U.S. proposal to place Burma on 
the UNSC agenda, signed by Chairman Than Soe Naing, The 
letter was the first clear evidence that revealing that the 

KNLP had selected their former vice chairman to replace 
recently deceased Chairman Shwe Aye. Later, when we went to 
meet the KNPLF delegate, his family claimed that he was \"not 
at home,\" indicating that he, too had been pressured not to 
meet with us. 


MORE THAN A HOTEL 
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5. (C) The only place for foreigners to stay in Loikaw is the 
Minmahaw Hotel, and we were the only guests at the hotel 
during our three-night stay. The owner, U Tha Du, was a 
helpful contact. A founding member of the National League 
for Democracy in Kayah State, local authorities pressured him 
to resign from the party after the regime cracked down on the 
NLD following the 1990 elections. He described how the local 
authorities frequently interrogated NLD members and 
interfered in their business affairs, finally forcing most of 

them to renounce their party affiliation. Kayah State is the 
only state or division in Burma where no official NLD 
presence remains today. 


6. (SBU) Tha Du described Kayah\'s brief fling with tourism 
that lasted from January - April 1996. During that period, 
which coincided with \"Visit Burma Year,\" he registered 600 
foreign hotel guests. The tourist bubble burst on April 16, 
when the Karenni National Progressive Party (KNPP) (ref C) 
broke its cease-fire. According to Tha Du, 17,000 KNPP 
soldiers and supporters exited Loikaw and returned to the 
jungle. The regime then reinstated Kayah State as a \"black 
zone\" and banned foreigners from travel there. The 
infrequent foreign visitors to Loikaw today are all from NGOs 
or UN agencies (UNDP, UNICEF, and WHO). Diplomats visit 
rarely. 


7. (C) During our stay, Tha Du stayed up all night to watch 
European soccer matches on his hotel\'s satellite TV. He had 
an encyclopedic knowledge of the teams and players. When we 
jokingly asked how much he won on the previous night\'s games, 
he told us he bet on six games and won five of the bets, 

netting $10. He elaborated that each evening he goes to a 

local bookie and places bets on the night\'s games. He 
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claimed a vast soccer gambling network exists in 300 towns 
and cities throughout Burma, controlled by a central office 
in Rangoon. The central office and local bookies regularly 
bribe officials who allow the gambling network to operate 
freely. Tha Du said he pays five percent of his winnings to 
the local bookie. He claimed that billions of kyat change 
hands every night through sports gambling countrywide. 


BAPTISTS LIE LOW 


8. (C) Rev. Phae Bu and Rev. Khureh Kyaw Htoo, leaders of the 
Kayah Poo Baptist Association, and Rev. Sah Law La, Secretary 
General of the Kayah Baptist Association, described 
conditions faced by approximately 20,000 Baptist members in 
Kayah State. They said that restrictions on their movement, 
with numerous checkpoints on main roads, was their most 
serious problem. They also cited recent instances where the 
Burmese Army forced Christian villagers to hew bamboo for 
them. On the other hand, they reported that they usually 

have no trouble building new bamboo and thatch churches in 
villages, whereas building or repairing a church in towns and 
cities is not legal. Authorities will not even accept 

applications for repairing or building churches, so the 

pastors never use the word \"church,\" but claim they are \"rest 
houses." assembly halls,\" or Wkindergartens.Y While they 
never receive a direct \"yes\" from authorities to build or 

make repairs, they usually inform the authorities and 
discreetly carry out the construction if the authorities do 

not immediately object. Sometimes authorities order them to 
stop; they can then only complete their work after protracted 
negotiation. 


9. (C) The Baptists operate a hostel in Loikaw for 
approximately 120 youths from remote villages without 
schools. The pastors told us there are few jobs available 
locally for youth after they graduate from high school. The 
more ambitious seek work in Rangoon. The pastors estimated 


RANGOON 00001520 003.2 OF 004 


that each year about two dozen Baptist youth contact 
recruitment agencies in Rangoon to travel legally to Thailand 
or Malaysia for employment (ref D). 


PRESSURE TO BECOME BUDDHISTS 


10. (C) The pastors said the government does not pressure 
their members to become Buddhists, but they recalled that the 
Burmese Army conducted a massive roundup of villagers to 
serve as porters in 2001 and told villagers they would stop 
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forcing them to work as porters if they converted to 

Buddhism. More recently, the Department for the Promotion of 
Sasana (Buddhism) has actively promoted Buddhism in Kayah 
State, especially in mountainous areas where some villages 
still practice animism. The Ministry of Border Affairs 

(NaTaLa) operates public schools in Loikaw. Non-Buddhist 
students who attend these schools are pressured to convert to 
Buddhism. Christian students were not allowed to enroll in 

the government high school or to participate in study trips, 
even if they had good grades. 


ANGLICANS DO AGRICULTURE 


11. (SBU) Rev. Stylo established the Anglican Church in 
Loikaw 10 years ago. He built a nice compound on the edge of 
Loikaw with a church and several substantial buildings. 
Educated at the Asian Rural Institute in Nagoya, Japan, he 
established a local agriculture training center in Loikaw. 

Up to 20 students enroll in popular three-month courses that 
he holds twice a year. Lack of financial support prevents 

him from conducting more. The students come from all over 
Burma to learn how to raise chickens, pigs, and fish and how 
to use scientific methods to grow vegetable and fruit crops. 


12. (C) Although we saw countless physic nut trees growing in 
and around Loikaw, Stylo was critical of the regime\'s 
promotion of physic nuts for bio-diesel and refused to 
encourage villagers to grow what he called the \"good for 
nothing plant. At best, he thinks the oil can be used to 

fuel wick lanterns, but it cannot be processed locally for 

use in even single piston engines. He believes the cost of 
processing physic nut oil to create a fuel suitable to run 
engines would make it more expensive than diesel. 


13. (SBU) Our contacts said that gem mines in Mawchi in 
southern Kayah State are not very active, partly a result of 
fighting in the area. The KNPP and the Burmese Army 
reportedly also skirmish over access to teak forests near the 
Thai border. Convoys of trucks frequently travel south to Pa 
Sang, laden with Chinese goods and Shan agriculture crops, 
destined for Thailand. On their return, the trucks carry 

teak logs from the border areas back into Burma. There is a 
large teak log storage depot on the outskirts of Loikaw. 


HUMANITARIAN ASSISTANCE IN KAYAH STATE 


14. (SBU) Two UN agencies work in Kayah State, UNDP and 
UNICEF. UNDP has only been in Kayah State since April 2005, 
and the regime restricts their activities to Loikaw Township 
only. UNDP has launched projects in 40 out of 123 villages 
there, focusing on rain water collection, village footpaths, 
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female self-reliance groups, water, and sanitation. It also 
conducts health awareness courses in malaria prevention, 
reproductive health, and managing snake bites. UNICEF funds 
a physician based in Loikaw. 


15. (C) At least three international NGOs WORK in Kayah State 
-- CARE, World Vision, and Medecins Sans Frontieres 
Switzerland (MSF). CARE and World Vision requested us not to 
meet with their local staff in Loikaw to avoid regime 

pressure on them. MSF, which has three expatriate staff 
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based in Loikaw, did meet with us. MSF Field Coordinator 
Juan Prieto (Spain) said MSF Switzerland signed an MOU with 
the Ministry of Health (MOH) in 2005, which technically 

allowed them to work anywhere in Kayah State. In reality, 

the expatriate staff must request permission from the local 
commander each month to visit their eight Primary Health Care 
clinics. The commander has refused to let the expatriate 

staff visit one of the clinics, citing security reasons. The 
farthest clinic is in Pa Sang in southern Kayah State, and 

even when the authorities grant permission, MSF must wait 
until a military convoy is traveling there and join the 

convoy. Prieto has visited Pa Sang only twice in 2006. The 
government also requires MSF expatriate staff to return to 
Rangoon every three months to renew their residence permit to 
live in Loikaw. When they return to Loikaw, a liaison 

officer from the MOH insists on accompanying them on the 
journey from Rangoon. 


16. (C) MSF uses the local hospital in Loikaw as a referral 
center for its patients who require more than primary health 
care services. MSF provides drugs for the patients it refers 
and covers other hospitalization expenses. MSF recently 
agreed to supply the hospital with a waste incinerator 
reasoning, that not only was it good public relations, but 

also helpful to ensure proper destruction of biohazard waste. 


17. (C) COMMENT: Conditions in Kayah State are as grim as in 
the rest of the Burma. Health and education services are 
rudimentary and economic opportunities for most people are 
extremely limited. Kayah\'s isolation from the rest of the 
country exacerbates these conditions and prevents farmers and 
entrepreneurs from shipping their products to more profitable 
markets. Gambling on European soccer games may be the most 
reliable source in income. Until the KNPP renews a 

cease-fire agreement or the regime loosens its tight control 
over access, Kayah will remain not only Burma\'s smallest 
state, but also one of its most isolated. END COMMENT. 
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ons: 1.4 (b, d). 


1. (C) Summary: Mark Taylor, Senior Coordinator for the 
Office to Monitor and Combat Trafficking in Persons (G/TIP), 
accompanied by Gayatri Patel, G/TIP Reports Officer for 
China, met with government and non-government contacts in 
Macau September 29-30 to gather information on human 
trafficking and to assess the Macau Government\'s efforts to 
combat the problem. Officials and social workers in Macau 
showed slighty greater awareness of Macaus trafficking 
problem; nevertheless, Macau contiues to lack a law 
enforcement response to inboun trafficking and data on 
trafficking remains sparse. One Macau Governent officer 
requested USG asistance to mature Macau\'s program to combat 
traficking. Several interlocutors also said that orgnized 

crime had complicated measures to combat tafficking. End 
summary. 


Macau Government: Pleading for Ideas 
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2. (C) Taylor met with Patricia Ferreira, Deputy Director of 
Macau\'s International Law Office, who acknowledged the 
trafficking problem in Macau and sought help maturing her 
Government\'s program to combat it. Ferreira urged us to 
build contacts with social welfare associations and to 

propose practical ideas for Macau\'s Government to consider 
and implement. She suggested contacting the Women\'s General 
Association of Macau and the Institute of Social Affairs, the 
latter of which studies trafficking issues of \"entertainment 
industry workers\" as well as domestic violence. Ferreira 

said that one study underway by the \"Women\'s Commission\" 
would evaluate laws relating to women\'s issues. According to 
Ferreira, \"parallel realities\" existed in Macau; the public\'s 
view of street life in Macau, versus the casino underworld. 
Macau\'s social fabric, acknowledged Ferreira, was highly 
affected by mafia activities. 


3. (C) Ferreira said preventative measures on trafficking 
would require \"political authority\" from Florinda Chan, the 
Secretary for Administration and Justice, but that \"good 
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ideas in practical terms\" that were consistent with Macau\'s 
laws and realities were also required. She suggested 

consulting the Commission for Women\'s Affairs, led by Chan 
and comprised of both Government and private members, about 
its efforts to advise Macau\'s Government on women\'s and 
children\'s welfare issues. 


4. (C) Referring to Macau\'s legal gambling and prostitution, 
Ferreira opined that Macau was a \"city of sin" If INTERPOL 
referred trafficking cases to Macau, MSAR police would 
investigate, but she cautioned that witness protection was 
not easily guaranteed. \"We can\'t protect them\" from the 
triads and judges are afraid of trying cases involving triad 
interests, she stated, illustrating this point by stating 

that judges had to be flown in from Portugal for important 
anti-triad prosecutions during the MSARG\'s crackdown on 
triads in the 1990\'s. Many non-trafficking crimes in Macau 
are solved in a matter of minutes because of Macau\'s 
extremely effective system of technical street surveillance 
(cameras, etc.). Additionally, MSAR\'s Judiciary Police, 
charged with investigating serious crimes, would sometimes 
round up groups off the street for \"immigration control,\" 
followed by 48 hours of detention, and that this afforded the 
police an opportunity to identify trafficking victims. 

Ferreira outlined the organization of Macau\'s police forces: 
Security Police, responsible for street policing of minor 
crimes; Judiciary Police, responsible for serious crimes; and 
the Special Operations Group, responsible for enforcing the 
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most serious and sensitive crimes in Macau. The 
International Law Office has requested a law requiring the 
public prosecutor\'s office to supply statistics about crime 
investigations, but Ferreira did not seem optimistic that it 
would be passed soon. 


5. (C) Taylor questioned Ferreira about information he had 
gathered from the Mongolian government and Mongolia-based 
NGOs claiming that groups of Mongolians had been trafficked 
into Macau. Ferreira acknowledged the problem, saying it was 
reported in Macau newspapers. She also, however, questioned 
why the Mongolian NGOs had not consulted with local churches 
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or police. Ferreira noted that trafficking into Macau is not 
criminalized; only trafficking out of Macau is covered by a 
criminal statute. She implied the Macau Government was 
hesitant to crack down on trafficking activities carried out 

by organized crime interests. 


6. (C) Ferreira closed by suggesting that high-level changes, 
for example in international conventions or treaties related 
to Macau, might best be sought in consultation with the 
Government of the People\'s Republic of China. 


Catholic Church and Police on the Beat 


7. (C) Father Lancelot Rodrigues, Director of Catholic Social 
Services - Macau, said he had \"heard very little about 
trafficking.\" Rodrigues provided Taylor with a copy of the 
short 2005 annual report published by the Good Shepherd 
Centre in Macau, which included statistics on local women \"in 
need of care or protection\" as well as information on the 
group\'s efforts to improve social workers! ability to deal 

with cases of sexual violence against women. The report did 
not go into great detail on categories of cases and did not 
include a separately identified category for trafficking 

victims. 


8. (C) Ho Peng Nam, a Chief Senior Inspector in the Macau 
Security Force whose portfolio includes the investigation of 
immigration cases, said that many foreign workers first 

arrived in Macau as tourists and then applied for a work 

visa. He said that workers, after realizing the unexpected 

or \"coerced\" circumstances under which they were employed, 
often reported to the \"complaint officeW of the Labor 
Department or Immigration Department. Ho said that 
businesses complained to police about prostitutes loitering 
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on their premises, and that all complaints were pursued by 

the police. While NGOs sometimes ask the Government for 
assistance, Ho explained that the \"social department," 
probably referring to the Macau SAR\'s Social Welfare Bureau, 
only acted under guidance from the courts. He suggested we 
attend the late October \"Pacific Rim Conference!" in Hong 
Kong, stating that trafficking issues related to immigration 
would likely arise. 


9. (C) During a September 30 meeting, Sister Juliana Devoy 
(strictly protect), the Director of the Good Shepherd Centre, 
showed us several news clippings from the Chinese-language 
\"Macau Daily News!" reporting on alleged trafficking cases. A 
September 29 article reported a couple from Heilongjiang 
Province had been arrested in the Lisboa Hotel on September 
27 for battery and forcing two PRC girls to engage in 
prostitution. One of the girls possessed forged mainland 
travel documents and claimed she was beaten up after being 
trafficked to Macau via Zhuhai and refusing to prostitute 
herself; the paper did not detail the circumstances of the 
second girl. Devoy said that Macau newspapers carried 
\"regular articles about prostitutes being beaten after being 
reluctant to work,\" but often did not include many facts 

about trafficking cases in Macau. She added that organized 
crime groups were probably involved in many of these cases. 
Catholic Social Services recently requested statistics on 
domestic violence -- an issue given considerably greater 
attention by Macau authorities -- from the Macau police, said 
Devoy, and was surprised after getting an informative 
response. Separately, she told Taylor that police had raided 
a local hotel following complaints by the owner that a group 

of Thai prostitutes regularly frequented his hotel. Devoy 

also told us of her effort with Father Michael Sasso to start 

a \"helpline and public awareness campaign\" for a mix of 
social welfare issues, which included trafficking. 


10. (C) Comment: The rapidly expanding economy and foreign 
investment in Macau provide both a challenge and an 
opportunity for anti-trafficking efforts. To date, the 

forces involved in trafficking -- part of Macau\'s legacy as a 
center for Chinese triads -- remain largely unchecked. Macau 
is trying to overcome its formerly sleepy, laissez-faire 
reputation and grow into a world-class entertainment and 
tourism destination; this provides potential motivation for 

the government to clean up the seamier sides of Macanese 
society. Clearly, there is much work to be done against 
trafficking there and Consulate General Hong Kong will 
continue to press on the Macau government and work with 
religious groups and NGOs to ensure that trafficking is 
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acknowledged and reduced and victims are cared for. 


11. (SBU) G/TIP has cleared on this cable. 
Cunningham 
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Classified By: Poloff John OVLeary, Reason 1.4 (d) 


1. (C) Summary. Adam Shogar, the Sudanese Liberation 
Movement,s N,Djamena representative, told Poloff in a 10/12 
meeting that the SLM had beaten Sudanese government forces in 
Darfur in a battle on 10/07 near the Chadian border, 

inflicting heavy casualties and capturing many soldiers and a 
great deal of materiel. Shogar had no hope that the Darfur 
peace process would terminate the fighting in the province 
because Bashir was not serious about finding a lasting peace. 
The SLM would welcome UN troops to Darfur. He said that his 
group does nat recruit in the refugee camps, though other 
groups might. Shogar himself is still under Chadian 
government orders to leave Chad, pursuant to the Chad/Sudan 
border agreement. End Comment. 


2. (SBU) Poloff met with Adam Shogar, spokesman for the 
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Sudanese Liberation Movement (SLM), on October 12 at 
Shogar,s residence in N,Djamena. Topics discussed included 
the October 7 fighting in Darfur near the Chad border, the 
state of the SLM, and SLM,s view of prospects for the Darfur 
peace process. 


3. (SBU) According to Shogar, the fighting on Saturday 
10/07 took place near the village of Kariyari, 15 KM east of 
a dam on Wadi Hawar near the Chad border in territory 
controlled by the SLM. At no time, according to him, did the 
fighting spill over into Chad, although Sudanese government 
soldiers did flee across the border. 


4. (C) Shogar stated that approximately 4,000 soldiers of 

the Sudanese Armed Forces (SAF) moved into an SLM area 
VliberatedW since 2004 and set up camp approximately 5 KM 
east of the dam. On the morning of 10/07, he said, elements 

of the SAF began moving east. SLM intelligence was aware of 
the movement, and SLM and Justice and Equity Movement (JEM) 
fighters prepared accordingly. Approximately 10 KM east of 

the SAF camp, the SLM/JEM attacked. According to Shogar, the 
combined rebel units \"crushed\" the advancing SAF forces, 
killing about 375 and capturing more than 400 including a 
brigadier general, a colonel, and three captains. The 

captured remain in SLM custody but will be turned over to the 
ICRC in the near future. The SLM/JEM also captured 
approximately 70 Toyota Land Cruisers and 40 \"big trucks\", 
including mounted automatic weapons, according to Shogar; and 
another 150 SAF vehicles probably were destroyed. He said 
more than 100 SAF soldiers fled into Chad and surrendered to 
Chadian authorities. Surviving SAF forces have since 
abandoned their camp near the dam and left the SLM-controlled 
area. 


5. (C) The SLM/JEM, according to Shogar, suffered 13 dead 
and 40 wounded; no SLM/JEM were captured. He said the SLM 
motivation for engaging the SAF was simply to defend their 
territory against an invading force that was preparing to 

attack them. 


6. (C) Shogar stated that morale was \"very high\" among 
SLM fighters. They have been able to capture their weapons, 
ammunition, and vehicles from Sudanese government forces. 
Local villagers of extended family on both sides of the 
Chad/Sudan border, he said, have been sharing food received 
from NGO,s with them. Lately, however, food has become a 
problem; and fuel, vehicle spare parts, uniforms, and boots 
are in short supply. Shogar stated that the SLM also needs 
medicines to treat malaria and diarrhea. The SLM,s own 
medical teams are able to dress wounds at the front, and the 
group takes its more severely wounded to an ICRC medical team 
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7. (SBU) According to Shogar, the SLM does not and never 
has received supplies from the Chadian government. The 
Chad/Sudan border agreement, which prohibits either country 
from allowing supplies to reach the other,s rebels, is 

making it more difficult to operate. 


8. (C) The SLM does not recruit in refugee camps, Shogar 
said, though he could not vouch for other rebel groups. SLM 
fighters do go to the camps to visit relatives, but he 

stressed that they always return to the ranks. He himself 

has visited the camps, often at the behest of refugee 

officials, to mediate conflicts between the camp residents 

and the local population. He noted that the refugees had no 
complaints about shortages of food, water, or fuel and that 
health services seemed to be adequate. He did not believe 
that the camps with which he was familiar (Touloum and Iriba) 
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faced any serious threat from the Sudan side of the border. 


9. (C) According to Shogar, the SLM is a member of the 
National Redemption Front (NRF) along with the JEM and the 
Federal Democratic Alliance. The NRF is open to any faction 
opposed to Sudanese President Bashir and his current 
government. The Front has one of two aims, he said: either 
make an agreement with the Government of Sudan which 
guarantees the rights of the people of Darfur, e.g., power 
and wealth sharing; or, remove Bashir from power. Shogar 
confided that he himself would like to rule Sudan. Absent 
that, he would like to participate in a coalition that would 

rule in peace, benevolence, and justice. 


10. (C) The NRF is trying to unify the Darfur rebel 

factions into a single, cohesive military and political 
organization, Shogar said. A meeting scheduled for August 25 
among the various groups to promote this idea, however, had 
to be postponed in the face of the Chad/Sudan border 
agreement. The NRF is trying to reschedule. 


11. (C) Shogar did not see any hope for the Darfur peace 
process as represented by the Darfur Peace Agreement signed 
between the GOS and the Minni Minawi faction. Bashir,s fall 
offensive in Darfur amounts to a declaration of war, he said, 
and the members of the NRF are now willing to attack 
government troops wherever they may be in Darfur. Shogar 
insisted that the SLM had no current contact with the 

Khartoum government, though he could not speak for his NRF 
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partners. He also stated that his group had no official 

contact with the late John Garang,s Sudan People,s 

Liberation Army but acknowledged that unofficial contacts may 
be occurring. 


12. (C) According to Shogar, Bashir and his government 
simply are \"not interested", \"not serious\". If Bashir truly 
wanted peace, he would not have sent his army on the attack 
in Darfur these past few weeks, Shogar continued. To 
progress in the peace process, talks would have to begin 
again, virtually from scratch; Bashir would have to 
demonstrate that he was serious about negotiating with the 
rebels; imbalances in power and wealth sharing would have to 
be redressed; and the talks would have to take place in a 
neutral venue. (Comment. Shogar did not elaborate on how 
Bashir could establish his bona fides. End comment.) 


13. (C) Shogar expressed contempt for Minni Minawi, 
calling him \"Janjaweed IN". According to him, Minni has lost 
both his credibility and his territory in Darfur. Five 

times, Shogar said, Minni,s forces attacked the SLM since 

the Peace Agreement; and each time the SLM has \"crushed\" 
Minni. Seventy percent of Minni,s fighters have now joined 
the SLM, Shogar continued, demonstrating their disdain for 
Minni,s alliance with Bashir. 


14. (C) The SLM would welcome a United Nations peace 
keeping force that brought stability and protection to 

Darfur, according to Shogar, but not one which sought to 
&impose the May 58 peace agreement on the remaining rebel 
factions. 


15. (C) Shogar concluded by noting that he was still under 
government order to leave Chad. He had been able to delay 
his departure due to an illness requiring medical attention 

in N,Djamena, but time was running out. His car is packed, 
and he is ready to leave within the week. The Chadian 
government is giving him a pass to the Darfur border. He 
bemoaned the fact, however, that six fellow SLM members 
currently outside Chad and Sudan who had planned to join him 
in N,Djamena for the return to Darfur were not being allowed 
into Chad due to the Chad/Sudan border agreement. 


16. (SBU) Comment. Although it does appear that the 
SLM/JEM prevailed in Saturday,s fighting, some of Shogar,s 
claims pertaining to numbers of troops, casualties, and 
captured materiel may be exaggerated. End comment. 


17. (U) Tripoli minimize considered. 
TAMLYN 
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Classified By: P/E Chief Leslie Hayden for Reasons 1.4 (b) and (d) 


1. (C) Summary: Detained pro-democracy leaders Min Ko 
Naing, Htay Kywe, and Ko Ko Gyi contacted members of their 
organization via cell phone on October 12, instructing them 

to begin demanding that the GOB release them. Meanwhile, the 
88 Generation Students have obtained over 210,000 signatures 
for their petition campaign and publicly encourage Burmese 
citizens to wear white until Min Ko Naing\'s 44th birthday on 
October 18. The 88 Generation\'s interim leadership has 
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decided against holding mass demonstrations, but rather will 
launch a grass-roots political campaign, based on a strategy 
they used in prison, to encourage Burmese to unite at local 
levels and demand that authorities adhere to the rule of law. 
End Summary. 


2. (C) On the evening of October 12 three of the detained 88 
Generation Student leaders obtained access to cell phones and 
called members of their organization. Min Ko Naing and Htay 
Kywe separately called acting 88 Generation leader Mya Aye. 
Min Ko Naing told Mya Aye he will demand that regime 
authorities tell him how long they planned to detain him and 
provide him with a date of release for all five leaders. If 

the authorities refused to provide this information, Min Ko 
Naing said he will telephone Mya Aye with further 
instructions. Ko Ko Gyi called a close associate and 
instructed him that the families should begin to sue the 
government for their sons\' release. Mya Aye is currently 
consulting lawyers on how to proceed. 


3. (C) Meanwhile, the 88 Generation\'s signature campaign 
continues to gain momentum and the interim leadership is 
formulating a long-term strategy to promote peaceful 

political change. The students have collected over 210,000 
signatures to date and have initiated a public \"color 
campaign, encouraging all who support the leaders release 
to wear white shirts from now until October 18, Min Ko 
Naing\'s forty-fourth birthday. Because of the initial 

success of the signature campaign, the Students have decided 
to extend the deadline an extra week, until October 23rd. 88 
Generation leaders have informed us that after the campaign 
is over, the leadership plans to present the petitions to the 

U.S. Embassy to be passed to USUN Ambassador Bolton as a way 
to demonstrate the Burmese public\'s support for true national 
reconciliation rather than the regime\'s sham National 
Convention. lf the National Convention is concluded and the 
regime holds a fixed referendum, the students plan to present 
the signatures again to show the peoples opposition to the 
regime\'s manipulated \"roadmap to democracy." 


4. (C) The interim leaders told us they have collectively 
decided not to hold mass demonstrations. Instead they have 
prepared a strategy to peacefully protest the detentions 
within the law. Former political prisoner and 88 Generation 
Student leader VW Jimmy!" told us their new campaign will 
resemble a strategy they used in prison to convince prison 
guards and wardens to give them the rights entitled to 
prisoners under Burmese law. In prison, political prisoners 
passed knowledge of the laws on to their non-political cell 
mates and encouraged them to unify and approach the prison 
authorities in a non-threatening manner to point out the 
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rights they were entitled to under the law, asking that they 

be respected. After several discussions between prisoners 

and the guards, many prisoners received better treatment and 
more freedom to associate and carry out political 

discussions. Guards would sometimes even allow political 
prisoners to hold small memorial ceremonies commemorating the 
August 88 pro-democracy uprising. 


5. (C) The students plan to combine this strategy with 
knowledge they have gained from human rights and community 
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workshops they have attended at the American Center and 
British Council to begin building political opposition at the 
grass-roots level. Jimmy told us Su Su Nwe\'s village will 
serve as a model for this strategy. Her township has an 
unusual amount of political activists and extraordinary 

unity. Her home village has consistently stood behind Su Su 
Nwe and referred to Burmese law to challenge the local 
authorities demands for illegal forced labor. Because the 
people are so unified, local authorities have been less 

abusive to the villagers. The more the community educated 
itself about the protections it is entitled to under Burmese 

law, the more unified and empowered it became. The 88 
Generation Students plan to use contacts they have developed 
in villages throughout the country to educate people about 

the rule of law and their rights under Burmese law. If their 
plan is successful, they hope Burmese citizens will begin to 
use this greater awareness to unite and demand more respect 
for their rights from local authorities. If the public is 

less divided, Jimmy said, the SPDC officials will be less 

able to abuse their authority. 


6. (C) Jimmy said the signature and color campaigns are the 
first step of the Students\' new strategy. Their campaigns 

are designed to test the political mood of the Burmese people 
and analyze the effectiveness of their organization. It will 
also test the capacity of their campaigners and their ability 

to draw out the public\'s desire for political change. They 
have been pleasantly surprised by their success so far. 
Jimmy said the students deliberately chose white for their 
color campaign because it is the standard color for most 
student and civil service uniforms. This would introduce an 
advantageous note of ambiguity, giving cover to those who 
wanted to participate, but were afraid. In this way, people 
could tell authorities that they are only wearing their 

standard uniform knowing themselves that they also supported 
the detained leaders. 
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7. (C) Comment: 88 Generation Student leaders recognize that 
their strategy must be long-term and may not produce 
immediate change, but the 210,000 signatures they have 
collected and unanticipated early success of their color 
campaign have encouraged and emboldened them. The Indian 
Ambassador commented to the Charge that the Students\' success 
had surprised him and revealed much greater willingness to 
challenge the authorities. After an initial period of panic 

when their most important leaders were arrested, they rallied 
and began to develop realistic strategies for grass-roots 

level political change in Burma. As their efforts succeed, 

others are joining their cause. Last week two NLD youth 
activists in Bago Division were detained by authorities after 
successfully convincing an entire village to sign the 

Students petitions. These small victories show that the 
students refuse to be intimidated, and that a more united and 
active opposition in Burma is emerging. End comment. 
VILLAROSA 
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SUBJECT: SRI LANKA: LTTE CLAIMS A WIN IN ENGAGEMENT ON 
JAFFNA DEFENSE LINE 
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REF: COLOMBO 1670 AND PREVIOUS 


Classified By: Charge\' dV Affaires James R. Moore for reasons 1.4(b,d). 


1. (C) Summary: Over 100 Sri Lanka Army (SLA) soldiers and 
an unknown number of Liberation Tigers of Tamil Eelam (LTTE) 
cadres were killed in a two-day battle at the Forward Defense 
Line (FDL) in Muhamalai, Jaffna October 11-12. This was the 
highest one-day death toll since the 2002 ceasefire agreement 
(CFA). The Government of Sri Lanka (GSL) has described the 
engagement as \"defensive,\" but appear to have lost an 
unexpected number of soldiers. Pro-LTTE media played up the 
engagement as representing a major GSL offensive. However, 
no credible reports indicate an SLA attempt to push towards 
LTTE-controlled Elephant Pass at the neck of the Jaffna 
peninsula. The LTTE said the operations would endanger peace 
negotiations planned for October 28-29 in Geneva. However, 
Defense Ministry spokesperson Keheliya Rambukwella told the 
media that the military would continue to mount \"defensive 
operations\" as necessary. End Summary. 


Fighting at the Forward Line 


2. (C) Military spokesman Brigadier Prasad Samarasinghe 
confirmed to PolOff that the SLA continued to fire mortar and 
artillery rounds on LTTE targets at Muhamalai for a second 

day on October 12, aided by Sri Lanka Air Force (SLAF) 

bombing raids. He said that both the GSL and LTTE had 
returned to their original FDL positions following the 

battle, however. Also on October 12, according to 

Samarasinghe, two suspected-LTTE claymore bombs exploded in 
Jaffna town, killing three pro-government Eelam People\'s 
Democratic Party (EPDP) \"bicycle cadres\" and two policemen. 


High Casualties Unexpected 


3. (C) As of October 13, GSL officials estimated the October 
11-12 death toll at between 129 and 133. The LTTE claimed 
that more than 200 SLA soldiers had been killed. The GSL, in 
turn, claimed to have killed 200 Tiger cadres. One GSL 
source told us on October 13 that between 500 and 1000 
soldiers had been wounded, and that the death toll also 
probably exceeded official estimates. Military spokesman 
Brigadier Prasad Samarasinghe told PolOff on October 12 that 
78 troops comprising \"a whole company\" were missing -- and 
presumed dead in light of the LTTE\'s claim to have the bodies 
of 74 soldiers. On the evening of October 12, the LTTE 
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handed over 74 bodies to the International Committee for the 
Red Cross (ICRC). 


TNA Sees Major Offensive 


4. (C) In an October 12 press conference, pro-LTTE Tamil 
National Alliance (TNA) Members of Parliament Gajendrakumar 
Ponombalam and Suresh Premachandra touted the battle as an 
LTTE victory, claiming the LTTE had \"successfully repelled\" 
the SLA. Ponnombalam urged the Co-chairs and the 
international community to \"take concrete steps\" to pressure 
the GSL to halt its \"military agenda\" and warned that the 

action had diminished prospects for peace talks. 


A Time for Restraint 


5. (C) COMMENT: It appears likely that GSL security forces 
attempted to consolidate their gains on the FDL before the 
October 28-29 peace talks. The Sri Lankan Army may have been 
trying to take out LTTE artillery positions about 5 

kilometers behind the front line. However, counter to recent 
trends, the Tigers appear to have acquitted themselves well 

on this occasion. The apparent LTTE success may serve to 
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deflate some of the Sri Lankan military\'s bravado about their 
recent string of successes against the LTTE. In any case, 

any further escalation of hostilities would further undermine 
the basis for a meeting in Geneva at the end of October. In 
this context, the Department spokesperson\'s well-timed 
statement calling for restraint received broad media play 

here, appearing on the front pages of both English-language 
and vernacular newspapers. We should lose no opportunity to 
reinforce this message in the coming days. The visit of A/S 
Boucher on October 19 and 20 will present another occasion to 
try to rein in some of the more belligerent elements on the 
government side. 


MOORE 
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E.O. 12958: N/A 
TAGS: TBIO, SENV, ECON, EAGR, PREL, CASC, KFLU, HR 
SUBJECT: CROATIA MAINTAINS VIGILENCE ON AVIAN INFLUENZA 


REF: ZAGREB 740 AND PREVIOUS 


1. Scientists at the Croatian Veterinary Institutes Poultry Center 

plan to begin active monitoring of wild, migratory birds this month, 
beginning October 21 and continuing through December. Dr. Vladimir 
Savic, center director, told Econoff the center is collaborating 

with the State Veterinary Office and local ornithologists. 


2. Wild, migratory birds likely to carry the virus will be captured 

at lakes, fishponds and other habitats where they normally rest. 
Ornithologists are purchasing special equipment (rocket nets and 
traps) for capturing wild birds. The birds will be tested and 
released, unharmed, Dr. Savic said. 


3. There have been no cases of Avian Influenza in Croatia since 
April. 


4. Responding to an article on U.S. surveillance of avian influenza 
(Washington File, Oct. 11, 2006), Dr. Savic said, so far, H5N1 

viruses isolated in wild birds in the Western Hemisphere are 

different in origin from those viruses isolated in Eurasia. Dr. 

Savic said it shows the Eurasian H5N1 virus is more likely to reach 
the Western Hemisphere through poultry trade and smuggling than by 
bird migration as U.S. scientists feared. 
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E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, KFLU 
SUBJECT: INDONESIA - OCTOBER 12 AVIAN INFLUENZA (Al) UPDATE 


REF: A) Jakarta 11582 B) Jakarta 12253 


1. (SBU) Summary. On October 6, Dr. Ir Anton Apryanto, Minister 
of Agriculture promised Manho So, Food and Agriculture 
Organization (FAO) Representative more vigorous coordination and 
communication in controlling Al. Local press reported on October 
10 that faculty from Udayana University detected avian influenza 
virus in pigs in Bali last July. On October 10, NAMRU-2 

confirmed H5N1 virus in a 67 year-old female from Bandung. As of 
October 12, NAMRU-2 data reflect 70 confirmed cases with 52 
fatalities. End Summary. 


FAO Meets with Minister of Agriculture 
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2. (SBU) Manho So, FAO Representative to Indonesia met with Dr. 
Ir Anton Apriyanto, Minister of Agriculture on October 6 to 

discuss the need for more high level engagement by the Ministry 
on avian influenza control. According to the FAO, Apriyantono 
agreed to: 


establish a steering committee that would be charged with 
ensuring that critical issues related to the agricultural 
response to Al are being addressed effectively. The Minister 
agreed to chair the committee which would bring together high 
level Ministry of Agriculture (MOA) staff with FAO and other 
interested parties. 


--appoint Jim McGrane (new FAO team leader on Al in Indonesia) as 
his Special Advisor on Al. This will ensure that FAO will have 
regular and direct access to the Minister. 


--hold more press conferences on the Ministry of Agriculture 
(MOA) response to Al to keep the public and international 
community more fully informed. 


3. (SBU) Sources additionally report that the MOA will launch a 

$1 million, 80-day media public relations campaign on Al after 

the October 24-25 Idul Fitri holiday period. However, it is 

unclear how effective the campaign will be since the MOA has not 
done formative research or coordinated the campaign with other 
stakeholders. In addition, the MOA has no plans to evaluate or 
analyze the effectiveness of the campaign. 


Bird Flu Virus Reportedly Found in Pigs in Bali 


4. (U) On October 10, Indonesian press reported that the H5N1 
bird flu virus has infected pigs in Bali. According to the 

press, a team from the veterinary faculty at Udayana University 
had discovered avian influenza infected two pigs in the regencies 
of Gianyar and Tabanan in Bali during their investigations in 

July. The University team had not yet submitted their official 
report but had relayed findings to the Ministry of Agriculture. 

The FAO is investigating this report and will relay their 

findings to us as soon as possible. The Ministry of Agriculture 
and Indonesian university researchers have announced positive 
results for H5N1 antibodies from pig specimens in the past, and 
NAMRU-2 and the US CDC have previously identified infection in 
swine from Tangerang. The FAO has informed us that the 
laboratory capacity for testing pig samples is limited in 

Indonesia and that false positive results are common. 
International laboratories have not confirmed the recent swine 
results. 


NAMRU-2 Human Al Case Profile 
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5. (SBU) NAMRU-2 reports one new critically ¡ll case of human 
H5N1 infection for October, a 67 year-old female from Bandung. 
The patient had contact with dying poultry. Investigation into 
the case is continuing. The case is of clinical interest because 
the patient\'s signs and symptoms-including renal insufficiency 
and encephalitis-have not been reported in most previous 
instances. A secondary infection has not been ruled out. 


6. (SBU) NAMRU-2 data indicates the following Al-related case 
profile as of October 12: 


-- Number of laboratory confirmed (positive PCR and/or serology) 
human Al cases: 70, of which 52 have been fatal (case fatality 
rate of 74 percent). 


-- Number of probable Al cases 3, of which 2 are fatal (case 
fatality rate of 67%). 


-- Number of cases awaiting analysis at the U.S. CDC: 2. 


-- Number of possible untested Al cases under investigation (last 
30 days): approximately 31. 


Note: NAMRU-2 data corresponds with MOH data but may vary at 
times with Al case figures presented on the official World Health 
Organization (WHO) website, which usually lags NAMRU-2 data by 
one week. The WHO website, last updated on October 3, notes 69 
human Al cases in Indonesia with 52 deaths. WHO figures can be 
accessed at www.who.int/csr/disease/avian_influenza. 


PASCOE 
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Classified By: PolCouns Margaret Scobey for reasons 1.5 (b) and (d) 


1. (C) Summary: Ministry of Foreign Affairs Undersecretary 
Mohammad Hamoud has agreed to meet in Baghdad with the United 
Nations High Commission for Refugees (UNHCR) and the Kurdish 
Regional Government (KRG) to discuss the future of the 

Makhmour refugee camp. Hamoud lamented that the Turkish 
Embassy would not participate in this meeting, and hoped that 

in the future the Turkish government will be more forthcoming 

on the issue. End summary. 


MFA - Talks \"Useless\" Without Turkey 


2. (C) Embassy refugee coordinator (RefCoord) met on October 
12 with Ministry of Foreign Affairs (MFA) Undersecretary 
Mohammad Hamoud to confirm the Government of Iraq continued 
engagement with UNHCR to find a permanent solution to the 
plight of Turkish Kurd refugees in Iraq. Hamoud confirmed 

that he planned to attend a meeting with KRG representatives 
and UNHCR in Baghdad on October 17, and welcomed U.S. 
interest and participation in the process (Note: RefCoord 

will attend as an observer. End note). At the same time, he 
lamented that no one from the Turkish Embassy in lraq would 
be present at the meeting, not even as an observer. Without 
Government of Turkey participation, Hamoud contended, 
meetings about the future of Makhmour are \"useless\". 


3. (C) RefCoord agreed that all stakeholders should be 
involved in finding a permanent solution for the refugees, 
and that the proposed GOT-GOI-UNHCR Tripartite Agreement 
provides a vehicle to do so. The October 17 meeting, as 
planned by UNHCR, will examine measures to restore the 
civilian character of the camp (i.e., expelling PKK fighters 
from it). The GOI will need to lead and execute these 
measures. The GOT will also have to be involved in 
subsequent meetings to discuss the draft text of the 
Tripartite (Note: The Tripartite Agreement commits all 
parties to facilitate the voluntary repatriation and 
reintegration of up to 15,000 Turkish Kurd refugees from 
northern Iraq, including the 11,000 at the Makhmour refugee 
camp. End note). 


Iraqi MFA Focused on Permanently Closing Makhmour 


4. (C) Hamoud responded that the GOI does not oppose the 
restoration of the camp\'s civilian nature, but that clearing 
the camp of PKK would be futile if shortly afterwards it is 

not shut down permanently, as the GOI would not be able to 
prevent the PKK from infiltrating the camp again. For 
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Hamouad, the lack of progress in finding a permanent solution 

for the refugees lies on the GOT\'s \"unwillingness to make any 
commitments\". As an example, Hamoud mentioned that the GOI 
does not know how the GOT feels about the draft Tripartite 
Agreement, as it has provided no comments on it. RefCoord 
noted that the GOI had not provided any comments either. 
Hamoud responded that the GOI \"has no problems with the 
current draft\" but that he would check with his legal 

department to see if they have any comments. 


5. (C) Hamoud stated that the refugees should voluntarily 
return to Turkey. Those who do not want to return should be 
resettled in third countries. Hamoud did not think that the 
refugees could be locally integrated in Iraq. For the GOI, 

he said, Makhmour is a headache and an unwelcome factor that 
detracts from the GONs goal of fostering friendly relations 

with Turkey. He suggested that perhaps the USG could 
convince the GOT to talk to the GOI about the issue. 


6. (C) Comment: Dr. Hamoud has been following Makhmour for 
some time and is well informed about the issue. He 
downplayed the importance of restoring the civilian character 
of the camp vis-a-vis the larger issue of closing the camp 
entirely. While he agreed that expelling the PKK from the 
camp may be addressed as a separate issue from the eventual 
repatriation of the refugees, his inclination was to link 

both issues and to implicitly justify the GOI\'s lackadaisical 
approach to the PKK expulsion by the GOT\'s perceived refusal 
to address repatriation. End Comment. 

KHALILZAD 
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FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 1252 

INFO RHEHNSC/NSC WASHDC PRIORITY 
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RUEHKO/AMEMBASSY TOKYO 0049 
RUEHWL/AMEMBASSY WELLINGTON 1080""CONFIDENTIA L JAKARTA 012546 
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E.O. 12958: DECL: 10/13/2016 

TAGS: KPKO, PREL, MASS, MARR, ID 

SUBJECT: INDONESIA SEEKS GPOI FUNDING FOR PLANNED 
INDONESIAN CENTERS 


REF: A. STATE 102385 


B. JAKARTA 08179 (INDONESIA RESPONSIVE TO GPOI 
PARTNERSHIP PROPOSAL) 


Classified By: Political Officer Daniel Turnbull, for reasons 1.4 (b) a 
nd (d). 


1.(C) Summary: Officials at the Indonesian Department of 
Foreign Affairs have confirmed Indonesia\'s interest in 
participating in the Global Peace Operations Initiative 

(GPOI) and have asked whether GPOI funding could be used to 
support a national PKO center Indonesia is creating to train 

its military and police in peacekeeping operations. 
Department\'s guidance is requested in paragraph 4. End 
Summary. 


2. (C) Ref b reported GOI interest in GPOI ahead of an 
interagency discussion in response to USG query in ref a. We 
followed up with Hasan Kleib, Director for International 

Security and Disarmament Affairs at the Indonesian Department 
of Foreign Affairs (DEPLU), on October 10. Kleib reaffirmed 
GOI interest in participation and then described plans to 
establish a National Peacekeeping Center for training of 
peacekeepers and coordination of Indonesian PKO activities. 
Kleib said the plan had the formal support of DEPLU, the 
Department of Defense (DEPHAN), the Indonesian Armed Forces 
(TNI) and the Indonesian National Police. The center would 
encompass two facilities, one each at the military and police 
headquarters, and would be coordinated by DEPLU. The plan 
still needed the assent of the Coordinating Minister for 

Political, Legal and Security Affairs before being sent to 

the President for approval. The center was to be directed by 

a former commander of Indonesian peacekeeping forces in 
Bosnia. 


3. (C) Kleib said GOI hoped to be able to obtain GPOI 

assistance for the launching and operation of the center, 

which would use the \"train the trainer\" approach. By using 
domestically located facilities, he said, Indonesia could 

train a larger number of troops in PKO. The objective would 

be to create a permanent Standby Force which met UN standards 
and could be deployed as needed. 


4. (C) Embassy requests Department\'s guidance regarding the 
availability and terms of assistance for the proposed 
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Indonesian center. 
PASCOE 
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E.O. 12958: N/A 
TAGS: JA, PREL, MARR 
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SUBJECT: SURVEY OF PAST OKINAWAN POLLS SHOWS INCREASING ACCEPTANCE OF 
US BASES 


NAHA 00000225 001.2 OF 003 


PER ORIGINATOR (TRACYE BOYD), PLS ZFR IMI ZFR (CANCEL) NAHA 
000225 SECTIONS 01 THRU 03 DTG R 131055Z OCT 06 AND BLANK 
IMI BLANK ALL IMI ALL ASSOCIATED MCNS. 

MESSAGE HAS BEEN RESENT AS NAHA 000227 


SORRY FOR ANY AND ALL INCONVENIENCES 
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SIPDIS 


SENSITIVE 
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DEPT ALSO FOR EUR/WE, INR/EUC, EUR/ERA, EUR/PPD, IO AND OES 
DEPT OF HHS FOR SECRETARY LEAVITT 


E.O. 12958: N/A 

TAGS: FR, PGOV, WHO 

SUBJECT: BERNARD KOUCHNER\'S CANDIDACY FOR DIRECTOR GENERAL 
OF WORLD HEALTH ORGANIZATION (WHO) 


1. (SBU) Bernard Kouchner met with the Ambassador October 12 
to lobby for his candidacy as Director General of the World 

Health Organization. His purpose was not to seek outright 

U.S. support for his candidacy, but rather support for 

including him on the short list of final candidates. 

Kouchner reviewed his substantial qualifications and 

felicitous public profile for the position, and he stressed 

two objectives if elected -- better 
management/transparency/accountability, and concrete results 

in the field in particular against emerging diseases. 


2. (SBU) Kouchner, who served as UN Special Representative 
in Kosovo from 1999 to 2001, and founded the NGOs \"Doctors 
Without Borders\" (which received the Nobel Peace prize in 
1999) and \"Doctors of the World,\" has a long and 
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distinguished record of innovation in humanitarian assistance 
and health. Kouchner made a convincing case for himself as 
an outsider willing to tackle the entrenched bureaucratic 
interests that hamstring the WHO from within. He has 
experience leading large organizations; for example, he 
served for eight years as France\'s Minister of Health. His 
claim that he would focus on improving budgetary transparency 
and on bettering accountability for results at this UN 
specialized agency is supported by his record in France. 
Kouchner is also a world-class, humanitarian celebrity -- 

and, from our perspective in Paris, the clout that comes with 
that level of fame would help in bringing renewed visibility 
and vitality to the WHO in this era of deep crisis and great 
opportunity in global health. 


3. (SBU) Also worth noting is the fact that Kouchner, 
consistently one of the most popular left-of-center political 
figures in France, was the only prominent political leader to 
publicly support the U.S. intervention in Iraq, a stance he 
has continued to defend on a humanitarian basis. He is 
generally well-disposed towards the U.S. 


4. (SBU) Ambassador\'s comment: Washington is in a position 
to judge the competing candidacies for this key and 
unexpected vacancy, but Kouchner,s record, experience, and 
outlook warrant a serious look. End Comment. 

Please visit Paris\' Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 

STAPLETON 
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DEPT FOR SCA DAS EVAN FEIGENBAUM 
DEPT ALSO FOR SCA/CEN 


E.O. 12958: DECL: 10/05/2016 
TAGS: PGOV, PREL, PHUM, ECON, KPAO, KG 
SUBJECT: BISHKEK SCENESETTER FOR SCA DAS FEIGENBAUM 


REF: A. BISHKEK 1423 
B. BISHKEK 1333 
C. BISHKEK 1316 
D. BISHKEK 1196 
E. BISHKEK 1195 
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Classified By: CDA Lee Litzenberger, Reason 1.4 (b) and (d). 


1. SUMMARY: Your visit offers an opportunity to move our 
democracy and civil society agenda forward. Following the 
downturn in our relations this summer, and building on A/S 
Boucher\'s August visit, the Kyrgyz are now indicating they 
may have gone too far, and want to repair relations. Moving 
ahead, however, will not be easy. The current domestic 
political atmosphere is confrontational, with government 
reforms seemingly stalled and the opposition threatening to 
take to the streets. And there are tensions in the south, 
where the government has been quick to use force against 
suspected extremists, and slow to address economic and social 
problems. END SUMMARY. 


Overview: At a Better Point, but... 


2. (C) Embassy Bishkek warmly welcomes your October 17-21 
visit to Kyrgyzstan. In early August, we were at a difficult 

point in our relationship with Kyrgyzstan. After years of 

strong bilateral cooperation, Kyrgyz Government officials 
seemed to have developed a suspicion of the United States and 
our intentions here. Official news outlets had run stories 

critical of the Embassy and USG programs. The MFA had 
expelled two Embassy diplomats. And the security services 
had detained and harassed Embassy local staff. Much of this 
downturn in the relationship was attributable to false 
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information being generated by the Kyrgyz National Security 
Service (SNB) (and, we suspect, being fed to them by the 
Russian Federal Security Service), and Kyrgyz officials -- 
even those who said they wanted a good relationship with the 
United States -- were at a loss to explain how to improve 
things. 


2. (C) The August 10-11 visit to Bishkek by Assistant 
Secretary for South and Central Asian Affairs Richard Boucher 


SIPDIS 

helped to change the tone of the relationship and lay out a 
path forward. In his meetings with President Bakiyev and 
other senior officials (Refs D and E), A/S Boucher urged the 
Kyrgyz to demonstrate commitment to a better relationship by 
taking the following immediate steps: provide legal 

authority for the operation of the Embassy\'s Surveillance 
Detection Team; make clear the GOKG\'s support for the 
American University in Central Asia (AUCA) and reinstate the 
license for its law faculty; make a public show of support 

for the Coalition Air Base at Manas and for U.S.-Kyrgyz 
cooperation in the war on terrorism with a presidential visit 

to the Base for the September 11 memorial event; and move 
forward quickly with promised democratic reform, including 
specifying the process and timetable for adopting a new 
constitution. 


3. (C) Two months later, we are at a better point in the 
bilateral relationship. We have made progress in getting the 
Surveillance Detection Team up and running again; the MOU 
that would regularize its operation is ready to be signed. 
President Bakiyev led a senior Kyrgyz Government delegation 
to the Manas Air Base for the September 11 ceremony and 
publicly re-affirmed Kyrgyzstan\'s commitment to the war on 
terrorism. AUCA regained the license for its law faculty, 
although its long-term status remains uncertain. President 
Bakiyev sent three drafts of a new constitution to the 
Parliament for hearings, although he has not set a clear 
process for adopting a new constitution. There remain 
difficult bilateral issues, and the current political and 

security environment is uncertain. But there are signs that 
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some in the Kyrgyz leadership realize that they may have gone 
too far last summer in straining the relationship and want 
now to repair the damage. 


4. (C) Your visit can capitalize on this GOKG reassessment, 
pushing forward on a number of key issues and setting out 
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markers for future cooperation. Among the important issues 
will be: 


Stalled Constitutional Reform 


5. (SBU) The constitutional reform process has stalled, and 
there has been no clear process established for consideration 
of proposals or adoption of a new constitution. One of 
President Bakiyev\'s 2005 campaign promises was that he would 
propose a new constitution, one that limited the authority of 

the executive and included better checks and balances between 
the branches of government. Since that time, several drafts 
have been prepared. A Constitutional Council produced a 

draft in June 2005. Various political leaders, including MP 
Alisher Sabirov and recently Prime Minister Felix Kulov, have 
put forward drafts or suggested amendments. In August 2006, 
a constitutional working group, appointed by the President 

and headed by opposition MP Azimbek Beknazarov, proposed 
three drafts for a presidential, parliamentary, and mixed 

form of government. 


6. (C) The three August 2006 drafts were reviewed in 
September by the Council of Europe\'s Venice Commission, and 
while it found important improvements with respect to human 
rights and the independence of the judiciary, it concluded 

that none of the three was satisfactory in terms of balance 

and separation of powers. President Bakiyev nevertheless has 
sent the three drafts to Parliament for consideration, and 
Parliament is scheduled to hold hearings beginning in early 
November. Many in the political opposition, however, believe 
that sending the current unsatisfactory drafts to Parliament 
was a Stalling tactic, and they have demanded that the 
President send the June 2005 draft to Parliament. Parliament 
lacks the authority to change drafts submitted by the 

President, and Bakiyev, they say, does not want to go forward 
with any reform process that could end up weakening his 
authority. 


The Opposition\'s Planned Protest 


7. (C) After a relatively quiet summer, the political 

opposition seems re-energized. Spurred on by recent events 

-- the scandal surrounding the planting of drugs on former 
Speaker and opposition MP Omurbek Tekebayev (Ref C); security 
crackdowns against alleged extremists in the south; and 

attacks on the press, including the physical attack on 

independent Piramida TV -- the opposition, led by the \"For 
Reforms\" movement, is planning to take to the streets in a 

mass demonstration on November 2. They believe that the 
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Bakiyev administration has had enough time to address the 
various demands put forward at rallies last spring, at the 
September 17 Kurultai (Ref B), and most recently in a 
resolution in Parliament, and they say they will demand that 
the tandem of President Bakiyev and Prime Minister Kulov 
resign if the government does not implement real reforms by 
the end of October. 


8. (C) Leaders of the opposition group \"For Reforms,\" 
including former Trade Minister Almaz Atambayev, have told us 
that they plan to negotiate with the government over the next 
month, but it is not clear that they have a strategy -- 

beyond mass demonstration -- that would force out Bakiyev and 
Kulov. Many in the opposition sincerely believe that the 

current administration is repeating the excesses of the 

Akayev regime and that a change in leadership is warranted, 
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but are more cautious about the idea of yet another 
\"revolution.\" 


AUCA: A Short-term Solution 


9. (SBU) The American University in Central Asia (AUCA) is a 
private institution in Bishkek that prides itself on its 
American-style curriculum, academic integrity, and quality of 
education. Many courses are taught in English by Western 
academics, and the student body is drawn from throughout 
Central Asia. For Kyrgyzstan, this university is a great 
experiment. As a liberal arts institution, it is not 

designed to fit into the traditional Kyrgyz education model. 


10. (SBU) After its founding in 1998, AUCA benefited from 
political support from former President Akayev and his 

family. However, after the March 2005 events, AUCA has found 
itself under increasing pressure. In April 2006, the 

Ministry of Education declared during a countrywide 
re-evaluation of law and medical faculties that AUCA would be 
forbidden from enrolling new law students and would have its 
law program re-evaluated in a year. Following strong Embassy 
support and much negotiating by AUCA, the law faculty was 
allowed to enroll its freshman class this fall. However, as 

a result of this compromise, all AUCA faculties will be 
re-evaluated by the Ministry of Education in April 2007. 

AUCA President Hurwitz will be looking to you for promises of 
continued U.S. political support to the university. While 

the short-term problem has been solved, and students are 
studying again, the larger issue of general accreditation for 
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AUCA can be expected to become extremely contentious in the 
beginning of the coming year. 


Manas Air Base 


11. (C) In August, we were concerned that, despite the 
successful conclusion of a new agreement for the Coalition 
Air Base at Manas, some in the government were trying to 
unravel the agreement or complicate Base operations. Since 
that time, President Bakiyev led a Kyrgyz Government 
delegation to the September 11 ceremony at the Base, and 
there he publicly re-affirmed his government\'s commitment to 
the base and to the war on terrorism. We have also seen 
excellent cooperation from the Ministry of Transport and from 
the airport authorities in the investigation of the causes of 

the collision of a U.S. fuel tanker with a Kyrgyz airliner. 

While negotiations last summer were often difficult, we 
believe that the agreement reached was fair to both sides, 
and the first payment under the new agreement of USD 4.35 
million will be made October 18 -- a move which will please 
the Kyrgyz. The October 11 Federal Register Notice that the 
U.S. is allocating USD 2.05 million for helicopters for 
Kyrgyzstan received wide coverage. While opposition to the 
Base has not disappeared, we believe that the Base is now on 
sounder footing with the government. 


MCA Threshold: Eagerly Anticipated 


12. (C) Kyrgyz officials, from President Bakiyev on down, are 
anxious for approval of Kyrgyzstan\'s Millennium Challenge 
Account Threshold Country Plan. The Kyrgyz proposal\'s three 
components would target the effectiveness of the judicial 
system, corruption in the law enforcement agencies, and more 
effective criminal prosecutions. While we expect the MCC 
Board to consider Kyrgyzstan\'s Plan in November, we remain 
concerned about the government\'s commitment to make needed 
reforms. Kyrgyzstan can help generate a positive Board 
decision by taking concrete steps to demonstrate the will to 
fight corruption and improve the rule of law. 
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The South: Potential Hot Spot 


13. (C) Kyrgyz Government officials and other observers are 
concerned about the situation in the south. Widespread 
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poverty, ethnic rivalries, religious extremism, drug 

trafficking, armed incursions last spring, and a heavy-handed 
crackdown by the security services against perceived 
extremists have all contributed to tensions in the region. 
Government officials in the south say that the situation is 
under control at present, but they believe that resolving the 
region\'s many tensions will depend on continued economic 
development. To date, the government has been quick to use 
force against suspected extremists, but has not put forward 
any long-term strategy to address social and economic issues. 


HIPC: Unpopular and Misunderstood 


14. (C) Participation in the Heavily Indebted Poor Countries 
Initiative (HIPC) would, in our assessment, result in a 
significant reduction of Kyrgyzstan\'s foreign debt burden, 
lowering average annual debt service payments by USD 20 
million according to the World Bank. Despite these obvious 
benefits, many oppose participation, with the critics saying 
that they do not want Kyrgyzstan to be seen as an \"African 
country," unable to pay its debts. Foreign Minister 
Jekshenkulov continues publicly to oppose Kyrgyzstan\'s 
participation in the initiative, and the For Reforms movement 
came out strongly against HIPC at an October 12 forum. 
However, President Bakiyev has said that he would support 
Kyrgyzstan joining HIPC, as long as the terms were 
acceptable. We understand that Bakiyev does not want to 
include energy, hydro, or mining within the conditionalities 
of a HIPC agreement, but such an exemption would be a 
non-starter for the IMF and World Bank. 


Suggested Points to Make 


15. (C) In your meetings with government, political, civil 
society representatives, and press in Bishkek and in Osh, you 
may wish to draw on the following points: 


--We are grateful for President Bakiyev\'s, and the 
government\'s, renewed commitment to Coalition Air Base at 
Manas and to the war on terrorism. The first payment under 
the new agreement will be made shortly. 


--We urge that all parties work constructively on 

constitutional reform. We urge that any new constitution 
provide for protection of human rights, the independence of 
the judiciary, and a separation and balance of powers between 
the president, prime minister, and parliament. 


--We urge the government and the political opposition to take 
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constructive steps to implement needed reforms and 
anti-corruption measures. Ultimatums and confrontation are 
not helpful to implement real reforms. 


--AUCA represents a great experiment that enhances 
Kyrgyzstan\'s reputation in education. As a liberal arts 
institution, however, AUCA is not designed to fit into the 
traditional Kyrgyz education model. We are concerned by 
those who are questioning AUCA, and we would look to the 
Kyrgyz Government -- including the Ministry of Education -- 
to support AUCA\'s status as a liberal arts university. 


--In our view, the HIPC Initiative would bring substantial 
benefits to Kyrgyzstan in terms of a reduced debt burden, 
allowing for increased spending on anti-poverty measures. 
While we are willing to assist in getting Kyrgyzstan into the 
program, it is ultimately Kyrgyzstan\'s decision whether or 
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not to join. 


--We are committed to supporting programs to improve the 
effectiveness of the judicial system, fighting corruption in 

the law enforcement agencies, and making more effective 
criminal prosecutions. We expect a decision to be made on 

the Threshold Country Plan in early November, but Millennium 
Challenge Account financing is tied to the political will to 

improve governance. The Kyrgyz Government can help generate 
a positive decision by taking steps now to fight corruption 

and support rule of law. 


--We are concerned by the security situation in the south of 
Kyrgyzstan. We have provided substantial support to the 
Ministry of Defense, the Border Guards, and the Drug Control 
Agency. However, addressing the social and economic needs of 
the people is also essential. What initiatives is the 

government taking to address these issues? 


Conclusion 


16. (C) The Kyrgyz appear to want to improve the bilateral 
relationship. With the opposition threatening to take to the 
streets, and with the administration often paralyzed by its 

own mistakes, it is difficult for the government to move 

ahead on reforms in the current climate. Your visit can help 
focus the government and opposition on the need to find a way 
to move forward, while reassuring those who doubt U.S. 
intentions that our interests lie in helping Kyrgyzstan 
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develop a strong, independent, and stable society. 
LITZENBERGER 
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EUR FOR PDAS VOLKER 
WHA FOR PDAS SHAPIRO 
EUR/WE FOR ALLEGRONE, CLEMENTS, AND CERVETTI 


E.O. 12958: DECL: 10/11/2016 
TAGS: PREL, UNGA, VZ, SP 
SUBJECT: SPAIN ON GUATEMALA/VENEZUELA UNSC ELECTION 


Classified By: DCM Hugo Llorens; reasons 1.4 (B) and (D). 


1. (C) In a brief meeting on the margins of a 
representational event on October 11, the Ambassador and MFA 
Secretary of State for Ibero America Trinidad Jimenez 
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discussed the status of the Venezuelan and Guatemalan 
candidacies for a non-permanent UN Security Council seat. 
Jimenez reiterated to the Ambassador Spain\'s support for 
Guatemala\'s election and said that Spain was working on 
securing Chilean support for Guatemala as well. Jimenez 
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ventured that if Chile could be swayed, it could affect the 

votes of Paraguay and Uruguay as well. She said that Peru 
had confirmed to Spain its support for Guatemala\'s candidacy. 
The Ambassador thanked Jimenez for her readout of Spanish 
efforts and encouraged Spain to continue pressing in Latin 
America and elsewhere in support of Guatemala. 


//¡COMMENT?// 


2. (C) Jimenez may be engaging in wishful thinking with 
respect to the chances of securing the votes of Uruguay and 
Paraguay for Guatemala, but at least the MFA understands the 
importance of this issue to the USG and has engaged in 
support of Guatemala. This is our first experience with 
Jimenez in her new role and we are pleased that she appears 
prepared to put Spanish influence to good use on this crucial 
vote. 

AGUIRRE 
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1. PAO and PAS Grants Manager recently visited several NGOs outside 
of Yerevan that had received support from the Democracy Commission, 
whose work encompassed anti-corruption (in public education), 
journalism, and human rights. Not only did we find dedicated 
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people, young and old, staffing the organizations, but we were able 
to witness the positive impact that the organizations were having in 
their communities and beyond. End Summary. 


2. In Gyumri, we attended the sixth and final roundtable discussion 
on corruption in Armenia\'s schools held by the NGO \"Guaranty.\" The 
goal of the NGO is to bring attention to the problem of teachers and 
University professors accepting bribes for better grades. The issue 

is particularly critical for male students who must enter and remain 

in good standing at state universities in order to defer their 

mandatory military service. Participants were mostly educators and 
students. Notably absent were government educational officials and 
representatives of university administrations. (COMMENT: Corruption 
is a serious and startlingly widespread issue at all levels of the 
education sector, which we will explore in more detail in future 
reporting. END COMMENT) 


3. The discussion was quite candid, much of it directed toward the 
question of whether the primary effort of the group should be 
focused on trying to convince students and their families not to 
offer bribes or trying to prevent educators from seeking them. The 
objective of \"Guaranty\" is to set up monitoring groups that would 
try to detect instances where test scores did not appear to 
correspond to a student\'s academic record and denounce such 
instances in the press. Guaranty has a good relationship with the 
local press, which was well represented at the roundtable. 


4. The PAO and Grants Manager were interviewed by the local 
television station, giving us a chance to explain the goals and 
decision-making process of the Democracy Commission. The interviews 
were aired later that evening. The PAO also helped in the 

presenting of awards to students who participated in Guaranty\'s 

poster design contest and certificates to key supporters in the 

local government, press and police force. 


5. The PAO and Grants Manager also attended a teacher training 
session of the Gyumri NGO Ajakits (Supporter) which seeks to raise 
awareness and reduce the incidence of domestic violence. In a well 
organized participatory session at a local school, Ajakits, with the 
assistance of a Peace Corps volunteer, helped a group of over 30 
teachers better understand the nature of domestic violence and 
trained them in recognizing its signs among their students. Over 
the last eight years, Ajakits has provided training to over 850 
teachers. 


6. Through training sessions, media activities, and 
awareness-raising events, Ajakits has achieved a fairly high public 
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profile. Although meaningful statistics are hard to come by and 
interpret, Ajakits seems to have increased the willingness of the 
victims to come forward and of the police to investigate. 
Nevertheless, impediments to reporting the problem continue to 
exist. The Director recounted a recent case where a victim had been 
unwilling to go to the police for fear of the consequences at home. 
Ajakits will try to bring the case to the attention of school 

officials in the hopes that a teacher might be able to raise the 
issue with the law enforcement authorities and avoid problems for 
the woman. 


7. Another NGO which has received support from the Democracy 
Commission is the Gyumri Press Club - \"Asparez\" (Arena). The Club, 
whose membership consists primarily of print and broadcast 
journalists, has been active for many years in promoting freedom of 
the press issues in Gyumri and beyond. Asparez also promotes a code 
of journalistic ethics. In the Club\'s office space is a conference 

room that is available to groups for free to hold press conferences 

and televised debates. The rather nice office space is partly 

financed by some for-profit activities that Asparez operates, 

including a furniture company which made the conference table and 
much of the furniture in their offices. 


8. The day of our visit, Asparez had joined forces with the Yerevan 
Press Club and other interested parties to successfully delay a new 
draft law on the broadcasting industry that the government was 

trying to rush through the National Assembly (reftels). Later that 
evening, the head of Asparez was on the local television station to 
discuss Armenia\'s freedom of information law. Earlier that morning, 
the Armenian Telephone Company \"Armentel\" had been one of the 
\"winners\" of the Freedom of Information Center of Armenia\'s (FOICA) 
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\"Padlock\" award. FOICA gives annual awards for positive performance 
(\"golden keys\") and far-less-coveted negative awards \"padlocks.\" 
Asparez had nominated Armentel as the least forthcoming, least 
transparent company in Armenia and FOICA agreed. 


9. PAO and Grants Manager also met with the Armenian Constitutional 
Rights-Protective Centre (ACRPC) in Vanadzor. With the help of a 
Democracy Commission grant, ACRPC has set up human rights libraries 
in half a dozen regions of Armenia. The libraries are used mostly 

by lawyers and university students to research human rights issues. 
ACRPC\'s main activity is to teach principles of human rights in 
Armenia\'s schools, part of the required curriculum. But the group 
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also does advocacy on particular issues. 


10. While PAO was sitting in ACRPC\'s offices, word came through 
about a ruling by Armenia\'s Constitutional Court on a case in which 
ACRPC had been intimately involved. In the Court\'s first ruling 
ever on a case brought by private individuals, it decided in favor 

of the plaintiffs, supported by ACRPC, who argued that they were 
entitled to government benefits, even if they chose not accept the 
newly created social security cards. The impact of the ruling 
should result in the release of benefits for hundreds of Armenians 
who are without the cards. NOTE: Ironically, although the ruling 
was a victory for the individual against the state, USAID has been a 
key promoter of the social security card system. Some Armenians 
(and the Armenian Apostolic Church) objected to exchanging their 
Christian names for anumber. END NOTE. 


11. COMMENT: While the above is a select sampling out of hundreds 
of Armenian NGOs, (precisely ones that have established enough 
credibility to receive Democracy Commission support), nevertheless 

it offers an encouraging picture of dedicated people managing to 

make a difference in an often difficult political and economic 
environment. We are encouraged not only by the idealism of the 
young and not so young people involved in these organizations, but 
also by their ability to make an impact on the society in which they 

live. 


Godfrey 
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E.O. 12958: DECL: 10/13/2016 


TAGS: UNSC, GT, VE, LT 
SUBJECT: UNSC SEAT: LESOTHO AFFIRMS SUPPORT FOR GUATEMALA 
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REF: (A) STATE 171368 (B) CDA-AF/S E-MAILS 10/11-12 (C) MASERU 493 


CLASSIFIED BY: W. Patrick Murphy, Charge dVAffaires, EXEC , 
STATE. 
REASON: 1.4 (b), (d) 


1. (C) Charge spoke on October 13 with Pitso Makosholo, acting 
Principle Secretary at the Ministry of Foreign Affairs, to urge 
Lesotho\'s continued support for Guatemala as a non-permanent 
member of the UNSC during the first round ballot on October 16, 
and through all subsequent balloting, even if other candidates 
emerge (ref A). 


2. (C) Mokosholo reaffirmed Lesotho\'s support, as expressed to 
Charge on several occasions earlier in the week (ref B). He said 
he had spoken directly with the Foreign Minister, who in turn 

had consulted with the Prime Minister. On the basis of those 
conversations, Mokosholo planned to make additional contact on 
October 13 with the Lesotho PermRep in New York to reiterate 
instructions supporting Guatemala. 


3. (C) Comment: FM Moleleki remained unreachable to us on 
October 13, as he has been all week, due to an unrelated crisis 
in Parliament for his governing political party, the LCD 

(septel). Makosholo\'s assurances of Lesotho\'s support for 
Guatemala, however, are sound, and are consistent with FM 
Moleleki\'s previous expressions of outrage over Venezuelan 
President Chavez\'s UNGA speech (ref C). 


MURPHY 
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1. Former Mozambican Prime Minister, Dr. Pascoal Manuel 
Mocumbi, and the Mozambican Ambassador to Portugal, Miguel 
Costa Mkaima, met with Ambassador Hoffman on October 4, to 
solicit support for Dr. Mocumbi,s candidacy for Director 

General of the World Health Organization (WHO). If selected, 
Dr. Mocumbi says that he will advocate for primary health 

care and universal coverage in the developing world and will 
fund such initiatives through partnerships and donor programs. 


2. Dr. Mocumbi, the only candidate from a developing country, 
is currently a High Representative with the European and 
Developing Countries Clinical Trials Partnership (EDCTP) and 
was previously Mozambique,s Minister of Health (1980-87), 
Minister of Foreign Affairs (1987-94), and Prime Minister 
(1994-2004). 


3. Ambassador Hoffman accepted Dr. Mocumbi,s CV and wished 
him the best of luck in his campaign. 
Hoffman 
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TAGS: UNSC, GT, VE, NP 
SUBJECT: GUATEMALA-VENEZUELA DEMARCHE DELIVERED 


REF: A. SECSTATE 171921 
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B. SECSTATE 171368 


Classified By: Charge d\'Affaires Nicholas J. Dean. 
Reasons 1.4 (b/d). 


(C) Charge delivered ref B points to Deputy Prime Minister 
and Foreign Minister KP Oli on October 13. Oli replied that 
Nepal would vote for Guatemala as requested. He expressed 
disappointment that it appeared that the United States would 
not support Nepal\'s own candidacy and instead preferred 
Indonesia. He assured Charge that Nepal would vote for 
Guatemala regardless. 

DEAN 
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E.O. 12958: DECL: 09/30/2016 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: CHAIR OF SECURITY AND DEFENSE COMMITTEE OUTLINES 
VIEW ON EXTENSION OF UNSCR 1546 IN IRAQ 


Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) 
and (d). 


1. (C) SUMMARY: Chair of the Council of Representatives 
(CoR) Committee on Security and Defense Hadi Al-Amri said 
that the Policy Council on National Security (PCNS) has 
decided that the Iraqi government needs a mandate from the 
CoR in order to request an extension of UN Security Council 
Resolution (UNSCR) 1546. Al-Amri stated that he supported a 
\"middle way\" whereby the Iraqi government would request an 
extension after negotiating with MNF-I a timetable for 

building the capacity of Iraqi Security Forces (ISF) and 
delineating MNF-I, ISF, and Iraqi government authorities more 
clearly and transparently. Al-Amri made an urgent plea for 
MNF-I or ISF presence in several \"deserted\" areas, where, he 
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said, the levels of violence and absence of security forces 

were fertile ground for terrorists. Finally, Al-Amri 

complained that MNF-I was delaying implementation of an 
agreement to integrate former Badr Corps members into the ISF 
and raised the Shi'a perception that the US was \"tilting\" 
toward the Sunnis. END SUMMARY. 


2. (C) Hadi Al-Amri told PolCouns on September 28 that the 
PCNS, of which he is a member (as head of the Badr 
Organization), has decided that the Iraqi government needs a 
mandate from the CoR in order to request an extension to 
UNSCR 1546. (NOTE: UNSCR 1546 of June 8, 2004 established 
the mandate for MNF-I. The Security Council extended the 
mandate until December 31, 2006 in Resolution 1637 of 
November 11, 2005. END NOTE.) Al-Amri said that some 
members of the PCNS believe that the resolution should be 
extended \"without conditions,\" and others believe it should 

not be extended at all. Given the divisiveness of the issue, 
Al-Amri suggested, the Iraqi government needed the support of 
the CoR\'s elected representatives in order to request the 
Security Council to extend the resolution: \"We need to get 
parliamentary approval to prevent future allegations that the 
Kurds and ShiVa are selling the country to the US. (NOTE: 
According to the PM, the PCNS has made no decisions about how 
to handle this issue. END NOTE.) 


3. (C) Al-Amri said that he did not believe the time was 

right for the Iraqi government to ask MNF-I to withdraw 
because \"lraqi forces are not yet capable of handling certain 
domestic and foreign challenges." MNF-I assistance was 
necessary to train Iraqi security forces (ISF), he said, a 
process that could take years. Unlike some other 
politicians, Al-Amri continued, he understood how long it 
takes to stand up security forces, pointing to his own 
experience in standing up and leading the Badr Corps. Yet 
Al-Amri also noted that if good relations were to prevail 
between ISF and MNF-I, it was critical to have a better 
definition of authorities of MNF-I, ISF, and the Iraqi 
government. \"When | read Resolution 1546 and the letters of 
Ayad Allawi and Secretary Powell to the Security Council,\" 
Al-Amri said, holding copies in his hand, \"| see foggy areas, 
places where authorities are not defined clearly and 
transparently enough.\" 


4. (C) Al-Amri then proposed a \"middle way\" between the 
extremes. According to Al-Amri\'s vision, the Iraqi 
government would ask the UN for a one-year extension of UNSCR 
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1546 (with the potential to renew) based on two conditions: 
(1) a defined timetable for building the capacity of the ISF; 
and (2) greater clarity and transparency in the roles of 

MNF-I, the ISF, and the Iraqi government. Asked by PolCouns 
how he would deal with likely Sadrist opposition, Al-Amri 

said that he had begun to \"pave the way!" for this solution in 
talks with Sadrists and Sunni Arabs and expressed his hope 
that \"logic would prevail.\" Agreeing with PolCouns that 
media tirades against the MNF-I were not helpful in resolving 
the issue, Al-Amri noted that \"the same Sunnis who tell the 
American Ambassador privately that withdrawal would be a 
disaster then publicly demand an end to the occupation.\" He 
later specifically cited CoR and National Dialogue Council 
(Tawafuq) member Abd Al-Nasr Al-Janabi as an example. 


5. (C) Al-Amri urged that discussions begin as soon as 
possible between the concerned parties to develop an 
agreement on the two conditions and begin the groundwork for 
raising the issue in the CoR. Regarding the first condition, 

he suggested the formation of an ISF technical committee to 
set a timetable for building ISF capacity, as \"the Iraqi 

armed forces know best what they need.Y He also added that 
MNF-I needed to train and equip the ISF at a faster pace. He 
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stressed that in the end it was the Iraqi government that 

would decide whether the MNF-I should stay. PolCouns thanked 
Al-Amri for his frank exposition of his views on the issue, 

agreed with him on the need for serious discussions, and 
emphasized the USG did not want the American troops to stay 
one day longer than necessary to help build a stable and 
democratic lraq. 


6. (C) Al-Amri then asked PolCouns to relay several messages 
to the Ambassador. The first message, he said, was that the 
following areas needed urgent attention from MNF-I or the 

ISF: Al-Basam (near Taji); Arab Al-Jabour, Sayafia, and 
Diraeya (near the town of Suwera south of Dora); Al-Wasifiya 
(west of Mahmoudiya); and Khan Beni Said (between Baghdad and 
Diyala). He described these areas as \"deserted\" by MNF-I and 
ISF and as \"bases of terrorism outside of Anbar.\" He said 

that in the absence of legitimate security forces, the people 

in these areas were turning to militias such as Jaysh 

al-Mahdi as their saviors: \"What is happening is the building 

of militias at the expense of Iraqi forces.\" He described a 
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vicious circle of violence which began with \"Saddamists and 
takfiris\" attacking Iraqi Shi'a. If MNF-I and ISF did not 

stop these attacks, he continued, then the ShiVa would 
ultimately turn to militias to protect them. 


7. (C) Al-Amri\'s other messages dealt with the reintegration 

of Badr Corps members into the ISF and with ShiVa perceptions 
of the U.S. On the reintegration issue, Al-Amri, who leads 

the Badr Organization, said that he had signed an agreement 
five months ago with representatives from MNF-I, the Prime 
Minister\'s Office, MoD, and Mol to integrate 1,117 Badr Corps 
members into the Iraqi army and other security forces at the 
officer level. Five months later no action had been taken, 
Al-Amri said, and MoD officials were telling him that the 

U.S. was objecting to moving forward with implementation. \"I 
have concluded that delaying implementation of our agreement 
was a political decision of the U.S. Embassy,\" Al-Amri said, 
warning that the frustrations of these unemployed Badr Corps 
members could boil over. 


8. (C) On the issue of ShiVa perceptions, Al-Amri argued 

that in certain instances the performance of MNF-I was \"not 
good\" and was causing the perception that the U.S. was 

tilting toward the Sunnis. \"The ShiVa are saying that the 

MNF-I takes weapons away from the people,\" he continued, \"and 
then the terrorists come and attack the area. PolCouns 
emphasized the U.S. commitment to establishing democracy in 
Iraq, a democracy in which the ShiVa group would have the 
largest voice by virtue of its size. She noted that although 

70 to 80 percent of coalition activities were against 

terrorists, takfiris, BaVathists, and Saddamists, there were 
admittedly some ShiVa involved in death squad activities and 

that MNF-I had to take action against these criminals and 
murderers. Al-Amri acknowledged that \"U.S. politicians\" had 
consistently affirmed that there was no change in the U.S. 

stance vis-a-vis the ShiVa, but argued that \"we must have one 
common understanding of the enemy\" as Saddamists and takfiris. 


9. (C) Al-Amri has clearly thought through a strategy on the 
issue of extending UNSCR 1546. He was prepared and on 
message, repeating his position several times over the course 

of the conversation. His portrayal of his position as a 

\"middle way\" between the \"extreme\" views of no extension and 
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extension without conditions is likely a preview of the 

political strategy of the non-Sadrist elements of the Shia 
Coalition to address this divisive issue in the public arena 
and in the CoR. As a member of the PCNS, chair of the CoR 
committee on security and defense, and leader of the Badr 
Organization, Al-Amri will be a key player as this issue 
comes to a head. END COMMENT. 

KHALILZAD 
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REF: A. DHAKA 06225 


B. DHAKA 06257 
C. DHAKA 06261 


Classified By: Charge dVAffaires a.i. Geeta Pasi; reason 1.4(d) 


1. (C) SUMMARY. Charge d\'Affaires a.i. met with Home 
Minister Lutfozzaman Babar on October 12 to discuss 
journalist Salah Uddin Shoaib Choudhury. Charge informed 
Babar that the Embassy remains very engaged in the 
Choudhury case. She reminded the Home Minister of U.S. 
focus in the case, namely to ensure that Choudhury receives 
due process and that his safety is guaranteed. Babar 
confirmed GOB concurrence on both points and detailed his 
personal efforts on behalf of Choudhury as well as the 
attention the case has received within the government, 
including from the Prime Minister. POLOFF served as 
notetaker. END SUMMARY. 


2. (C) Babar said the U.S. has been misled by Choudhury, 
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adding that he has been dishonest. Asking that we not make 
it public,\" he told us he had been providing Choudhury with 
monthly stipends since the latter\'s release from prison in 
2004. According to Babar, on October 4 - the day before 

the most recent incident (REFTEL Dhaka 06225) - Choudhury 
had called him asking for an emergency advance. Babar 
confided that he sent him 20,000 taka (300 USD). The next 
day Choudhury called Babar\'s personal aide to inform him of 
the incident. Babar said he immediately ordered police to 
Choudhury\'s office to investigate. 


3. (C) Babar dismissed the October 5 attack as a property 
dispute completely unrelated to the sedition case. 

Hilaluddin Khan owned the property where Choudhury had set 
up an office. Khan\'s brother Mahbubul Alam Khan, who was a 
business partner of Choudhury\'s on the property issue, now 
claims that Choudhury falsified documents to claim 

ownership of the property. The Home Minister provided 

copies of legal documents related to this case. Babar 

added that Choudhury is also refusing to pay rent on his 
residence, noting that it is frustrating to help Choudhury 

when he unnecessarily antagonizes people at every turn. 
Describing Choudhury, the Minister said, \"he is always 
creating a mess, | don\'t understand it.\" The two recent 
property incidents served to convince him that Choudhury 

was \"a bad man.\" Babar said he would not help Choudhury out 
in the property cases. 


4. (C) The Home Minister said, however, he has been working 
to get Choudhury\'s sedition case dropped. When he asked the 
PM for permission to do so, she told him, \"do whatever you 
have to.\" Babar arranged with the Law Minister to get the 

case dropped. \"All Choudhury had to do was file a review 
petition [similar to an appeal],\" but he dragged his heels. 
Babar said that he would continue to try to help Choudhury 

in the sedition case. He asked rhetorically, \"What is he 

going to do when | am out of office at the end of the 

month?\" 


5. (C) Babar detailed another of his efforts to help 
Choudhury financially. It involved paying him a large sum 

to place positive articles about Bangladesh in US 
newspapers and required Babar to approach enlist BNP 
officials to contribute money. Choudhury said he would have 
a \"well-known journalist who wrote for the Washington Post, 
the New York Post, etc.\" place the articles. The articles 
never appeared, and when the Bangladesh Embassy in 
Washington tried to verify the bonafides of the journalist, 
they could find no evidence she existed. Babar confessed he 
is paying a political price for endorsing Choudhury. 
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6. (C) COMMENT: Babar confirmed and detailed the long 
history between himself and Choudhury, and while visibly 
frustrated, he once again said he would keep Choudhury safe 
and ensure his trial is carried out properly (noting 

repeatedly that he wants to have the sedition case 
dismissed). The Home Minister shared many details about the 
Choudhury case for the first time, including his personal 
interaction with Choudhury. While very upset with 

Choudhury, the Home Minister reiterated his commitment - 
and that of his government - to ensure due process and 
security for Choudhury. END COMMENT. 


PASI 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PINR, KDEM, UNSC, IV, SF, FR 

SUBJECT: FRANCE/COTE DVIVOIRE: ECOWAS MEETING FAILS TO 
ENERGIZE PEACE PROCESS 


REF: PARIS 6651 


Classified By: Political-Minister Counselor Josiah Rosenblatt, 1.4 (b/ 
d). 


1. (C) SUMMARY: MFA Cote d\'Ivoire desk officer Montel on 
October 10 expressed frustration that the October 6 ECOWAS 
summit accomplished little in moving the peace process 
forward, although she identified a number of points made by 
ECOWAS that were helpful (condemnation of Afi N\'guessan, 
affirmation of UN Security Council Resolution 1633, positive 
reference to UN and French forces in Cote d\'Ivoire). Montel 
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was unable to express optimism that the African Union, at its 
planned October 16-17 PSC meeting, would be able to do much 
more. The French were displeased that some of ECOWASVs 
recommendations to the AU had been leaked, especially the 
point about Gbagbo\'s continuing in power until elections take 
place. Montel reported French irritation that Ghana, China, 

and Russia in the UNSC Sanctions Committee had blocked at the 
11th hour possible sanctions against Afi N\'guessan. She said 
that South Africa\'s intention to resume an active role 

regarding Cote d\'lvoire seemed problematic, commenting that 
South Africans did not appear to grasp that the situation had 
changed since the period 18 months previously when South 
Africa was last active. END SUMMARY. 


ECOWAS Meeting 

2. (C) MFA Cote d\'Ivoire desk officer Charlotte Montel on 
October 10 reviewed recent developments, beginning with the 
October 6 ECOWAS summit meeting in Abuja, Nigeria. She said 
that France was disappointed with the results of the meeting, 
which had failed to take decisive action that might have 
produced movement in the peace process. The meeting had 
begun badly, with ECOWASVs having to issue a statement on 
October 4 condemning FPI President Afi N\'guessan for his 
earlier remarks suggesting that ECOWAS mediation efforts 
could lead to violence against citizens of ECOWAS member 
states residing in Cote dWlvoire. ECOWAS had properly and 
forcefully criticized N\'guessan for his remarks, but the 
episode had poisoned the atmosphere as the meeting began, 
Montel said. 


3. (C) Montel reported that the GOF considered the summit 
final communique to be weak, \"totally lacking guts,\" as she 
put it. It was devoid of concrete measures and consisted 
largely of observations. ECOWAS clearly wanted to pass the 
issue to the African Union and the October 16-17 PSC meeting. 
She said that it was entirely possible that the AU would in 

turn pass the issue to the UN Security Council. Montel said 
that several African leaders attending the recent 

Francophonie Summit in Bucharest had told the French that the 
AU would not take a tough stance on Cote d\'Ivoire and would 
pass the buck to the UN. Montel wondered whether the 
international community, occupied with so many other pressing 
issues, would or could re-engage vigorously in Cote d\'Ivoire. 


4. (C) Montel was able to find a few positive elements to 

the ECOWAS summit communique, however. The communique 
endorsed UN Security Council Resolution 1633 as the framework 
for resolving the Cote d\'Ivoire crisis (communique paras 5 

and 9). The communique indirectly praised PM Konan Banny 
(although not by name) and indirectly criticized President 
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Gbagbo (communique para 6 -- \"Commending the efforts made by 
the Ivoirian Government to accelerate the implementation of 

the roadmap . . .\"). It suggested, again indirectly, that 

sanctions might be appropriate (Communique para 9 -- \"and 
recommend to the United Nations Security Council to take 

every necessary appropriate measure. . .\"). Finally, the 
communique expressed support for the International Working 
Group (communique paras 5 and 10) and appreciation for UN and 
French forces in Cote dVlvoire (communique para 10). Montel 
said that these points were well and good but that the ECOWAS 
communique did little to achieve the goal of having Africans 
actively engaged in ending the crisis in Cote d\'Ivoire. 


African Union and Leaks 

5. (C) Montel noted communique para 11, which stated that 

the summit participants would make their recommendations to 
the AU\'s PSC in anticipation of the October 16-17 meeting. 
These recommendations, according to Montel, were to have been 
conveyed to the AU on a confidential basis. However, they 
apparently had been leaked to the press, which reported that 
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these recommendations included extending Gbagbo\'s presidency 
until elections are held, increasing PM Konan Banny\'s power, 

and continuing the disarmament program. Montel said that the 
Liberians were the apparent source of the leak. She 

regretted the leak, which allowed Gbagbo to argue that ECOWAS 
supported his continuation in power. The other two points 

(on increasing the PM\'s power and resuming disarmament) were 
not bad, she said, but leaking the point about Gbagbo was 
unfortunate. 


Sanctions 

6. (C) On the issue of sanctions against individuals, 

Montel regretted that Ghana, China, and Russia had blocked 
efforts in the UNSC Sanctions Committee to impose sanctions 
against Afi N\'guessan. She said that the three countries had 
broken silence very late, which did not allow others much 
time to respond. She noted bitterly that they had thus 
blocked the international community from sanctioning an 
individual that ECOWAS had just condemned in very strong 
terms for inciting potential violence. Although not giving 
specifics, Montel indicated that France was continuing to 
work the issue in order to obtain Ghanaian, Chinese, and 
Russian cooperation on sanctions. 


South Africa 
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7. (C) Montel deemed South Africa\'s intention to re-engage 

in the Cote d\'Ivoire issue \"not helpful." She said that 

South Africa\'s active engagement had ended about 18 months 
previously, with the Pretoria Il process. Much had happened 
since then, including all of the work of the IWG pursuant to 
UNSCR 1633. South Africa, however, seemed not to recognize 
this and \"tended to view everything as if we were still in 

the Pretoria Il timeframe,\" Montel complained. She said that 
South Africa seemed to want to \"Africanize\" the Cote d\'Ivoire 
issue -- rather than work through the UNSCR 1633/IWG 
framework -- and exert influence as the AUYs mediator. Only 
Gbagbo seemed to want South Africa to re-engage, which itself 
was not a good sign, Montel said. 


8. (C) Moreover, Montel expressed concern that South Africa 
would be well placed to create complications, since it would 

be present at the October 16-17 AU PSC meeting and would, in 
January 2007, begin its expected two-year tenure on the UN 
Security Council (see reftel, reporting other GOF discomfort 
with South Africa\'s presence on the Security Council). She 
worried that South Africa, if it so chose, could, beginning 
shortly, undo much of the IWG\'s work. She acknowledged that 
the UNSC 1633/IWG process was stalled, but she believed it 
would be an unfortunate waste of time, energy, and resources 
to abandon the process and start virtually from scratch again. 


COMMENT 

9. (C) Although Montel\'s comments and much of her tone were 
negative regarding recent events, she did not project a 
defeatist attitude and indicated that these developments, 

albeit serious, were more in the nature of setbacks, of which 
there have already been many. She was disappointed that 
African states, acting within either the ECOWAS or African 
Union context, did not seem likely to take up the problem and 
move toward a solution. That would mean that the members of 
the international community already engaged in Cote d\'Ivoire 
would have to continue to find a solution without much fresh 
support from Africa\'s regional bodies. END COMMENT. 
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Classified By: Charge dVAffaires a.i. Geeta Pasi; reason 1.4(d) 


1. (C) SUMMARY. Charge dVAffaires a.i. met with Home Minister 
Lutfozzaman Babar on October 12 to discuss journalist Salah 
Uddin Shoaib Choudhury. Charge informed Babar that the 
Embassy remains very engaged in the Choudhury case. She 
reminded the Home Minister of U.S. focus in the case, namely 

to ensure that Choudhury receives due process and that his 
safety is guaranteed. Babar confirmed GOB concurrence on both 
points and detailed his personal efforts on behalf of 

Choudhury as well as the attention the case has received 

within the government, including from the Prime Minister. 
POLOFF served as notetaker. END SUMMARY. 


2. (C) Babar said the U.S. has been misled by Choudhury, 
adding that he has been dishonest. Asking that we \"not make 
it public,\" he told us he had been providing Choudhury with 
monthly stipends since the latter\'s release from prison in 
2004. According to Babar, on October 4 - the day before the 
most recent incident (REFTEL Dhaka 06225) - Choudhury had 
called him asking for an emergency advance. Babar confided 
that he sent him 20,000 taka (300 USD). The next day 
Choudhury called Babar\'s personal aide to inform him of the 
incident. Babar said he immediately ordered police to 
Choudhury\'s office to investigate. 


3. (C) Babar dismissed the October 5 attack as a property 

dispute completely unrelated to the sedition case. Hilaluddin 

Khan owned the property where Choudhury had set up an office. 
Khan\'s brother Mahbubul Alam Khan, who was a business partner 
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of Choudhury\'s on the property issue, now claims that 
Choudhury falsified documents to claim ownership of the 
property. The Home Minister provided copies of legal 
documents related to this case. Babar added that Choudhury 
is also refusing to pay rent on his residence, noting that it 

is frustrating to help Choudhury when he unnecessarily 
antagonizes people at every turn. Describing Choudhury, the 
Minister said, \"he is always creating a mess, | don\'t 
understand it.\" The two recent property incidents served to 
convince him that Choudhury was Wa bad man." Babar said he 
would not help Choudhury out in the property cases. 


4. (C) The Home Minister said, however, he has been working 
to get Choudhury\'s sedition case dropped. When he asked the 
PM for permission to do so, she told him, \"do whatever you 
have to.\" Babar arranged with the Law Minister to get the 

case dropped. \"All Choudhury had to do was file a review 
petition (similar to an appeal),\" but he dragged his heels. 
Babar said that he would continue to try to help Choudhury in 
the sedition case. He asked rhetorically, \"What is he going 

to do when | am out of office at the end of the month?" 


5. (C) Babar detailed another of his efforts to help 

Choudhury financially. It involved paying him a large sum to 
place positive articles about Bangladesh in US newspapers and 
required Babar to approach enlist BNP officials to contribute 
money. Choudhury said he would have a \"well-known journalist 
who wrote for the Washington Post, the New York Post, etc.\" 
place the articles. The articles never appeared, and when 

the Bangladesh Embassy in Washington tried to verify the 
bonafides of the journalist, they could find no evidence she 
existed. Babar confessed he is paying a political price for 
endorsing Choudhury. 


6. (C) COMMENT: Babar confirmed and detailed the long history 
between himself and Choudhury, and while visibly frustrated, 
he once again said he would keep Choudhury safe and ensure 
his trial is carried out properly (noting repeatedly that he 

wants to have the sedition case dismissed). The Home Minister 
shared many details about the Choudhury case for the first 
time, including his personal interaction with Choudhury. 

While very upset with Choudhury, the Home Minister reiterated 
his commitment - and that of his government - to ensure due 
process and security for Choudhury. END COMMENT. 

PASI 


81747 

PP RUEHCI 

DE RUEHKA #6264 2861125 
ZNY CCCCC ZZH 

P 131125Z OCT 06 


Column 3 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC PRIORITY 2128 

INFO RUEHKT/AMEMBASSY KATHMANDU PRIORITY 8752 

RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 1316 

RUEHNE/AMEMBASSY NEW DELHI PRIORITY 9405 

RUEHLM/AMEMBASSY COLOMBO PRIORITY 7605 

RUEHCI/AMCONSUL CALCUTTA PRIORITY","C ONFIDENT IAL DHAKA 006264 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/12/2016 
TAGS: PGOV, PREL, PHUM, BG 
SUBJECT: HOME MINISTER PROVIDES BACKGROUND ON CHOUDHURY CASE 


REF: A. DHAKA 06225 


B. DHAKA 06257 
C. DHAKA 06261 


Classified By: Charge dVAffaires a.i. Geeta Pasi; reason 1.4(d) 


1. (C) SUMMARY. Charge dVAffaires a.i. met with Home Minister 
Lutfozzaman Babar on October 12 to discuss journalist Salah 
Uddin Shoaib Choudhury. Charge informed Babar that the 
Embassy remains very engaged in the Choudhury case. She 
reminded the Home Minister of U.S. focus in the case, namely 

to ensure that Choudhury receives due process and that his 
safety is guaranteed. Babar confirmed GOB concurrence on both 
points and detailed his personal efforts on behalf of 

Choudhury as well as the attention the case has received 

within the government, including from the Prime Minister. 
POLOFF served as notetaker. END SUMMARY. 


2. (C) Babar said the U.S. has been misled by Choudhury, 
adding that he has been dishonest. Asking that we \"not make 
it public,\" he told us he had been providing Choudhury with 
monthly stipends since the latter\'s release from prison in 
2004. According to Babar, on October 4 - the day before the 
most recent incident (REFTEL Dhaka 06225) - Choudhury had 
called him asking for an emergency advance. Babar confided 
that he sent him 20,000 taka (300 USD). The next day 
Choudhury called Babar\'s personal aide to inform him of the 
incident. Babar said he immediately ordered police to 
Choudhury\'s office to investigate. 


3. (C) Babar dismissed the October 5 attack as a property 

dispute completely unrelated to the sedition case. Hilaluddin 

Khan owned the property where Choudhury had set up an office. 
Khan\'s brother Mahbubul Alam Khan, who was a business partner 
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of Choudhury\'s on the property issue, now claims that 
Choudhury falsified documents to claim ownership of the 
property. The Home Minister provided copies of legal 
documents related to this case. Babar added that Choudhury 
is also refusing to pay rent on his residence, noting that it 

is frustrating to help Choudhury when he unnecessarily 
antagonizes people at every turn. Describing Choudhury, the 
Minister said, \"he is always creating a mess, | don\'t 
understand it.\" The two recent property incidents served to 
convince him that Choudhury was Wa bad man." Babar said he 
would not help Choudhury out in the property cases. 


4. (C) The Home Minister said, however, he has been working 
to get Choudhury\'s sedition case dropped. When he asked the 
PM for permission to do so, she told him, \"do whatever you 
have to.\" Babar arranged with the Law Minister to get the 

case dropped. \"All Choudhury had to do was file a review 
petition (similar to an appeal),\" but he dragged his heels. 
Babar said that he would continue to try to help Choudhury in 
the sedition case. He asked rhetorically, \"What is he going 

to do when | am out of office at the end of the month?" 


5. (C) Babar detailed another of his efforts to help 

Choudhury financially. It involved paying him a large sum to 
place positive articles about Bangladesh in US newspapers and 
required Babar to approach enlist BNP officials to contribute 
money. Choudhury said he would have a \"well-known journalist 
who wrote for the Washington Post, the New York Post, etc.\" 
place the articles. The articles never appeared, and when 

the Bangladesh Embassy in Washington tried to verify the 
bonafides of the journalist, they could find no evidence she 
existed. Babar confessed he is paying a political price for 
endorsing Choudhury. 


6. (C) COMMENT: Babar confirmed and detailed the long history 
between himself and Choudhury, and while visibly frustrated, 
he once again said he would keep Choudhury safe and ensure 
his trial is carried out properly (noting repeatedly that he 

wants to have the sedition case dismissed). The Home Minister 
shared many details about the Choudhury case for the first 
time, including his personal interaction with Choudhury. 

While very upset with Choudhury, the Home Minister reiterated 
his commitment - and that of his government - to ensure due 
process and security for Choudhury. END COMMENT. 
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Classified By: Charge dVAffaires a.i. Geeta Pasi; reason 1.4(d) 


1. (C) SUMMARY. Charge dVAffaires a.i. met with Home Minister 
Lutfozzaman Babar on October 12 to discuss journalist Salah 
Uddin Shoaib Choudhury. Charge informed Babar that the 
Embassy remains very engaged in the Choudhury case. She 
reminded the Home Minister of U.S. focus in the case, namely 

to ensure that Choudhury receives due process and that his 
safety is guaranteed. Babar confirmed GOB concurrence on both 
points and detailed his personal efforts on behalf of 

Choudhury as well as the attention the case has received 

within the government, including from the Prime Minister. 
POLOFF served as notetaker. END SUMMARY. 


2. (C) Babar said the U.S. has been misled by Choudhury, 
adding that he has been dishonest. Asking that we \"not make 
it public,\" he told us he had been providing Choudhury with 
monthly stipends since the latter\'s release from prison in 
2004. According to Babar, on October 4 - the day before the 
most recent incident (REFTEL Dhaka 06225) - Choudhury had 
called him asking for an emergency advance. Babar confided 
that he sent him 20,000 taka (300 USD). The next day 
Choudhury called Babar\'s personal aide to inform him of the 
incident. Babar said he immediately ordered police to 
Choudhury\'s office to investigate. 


3. (C) Babar dismissed the October 5 attack as a property 

dispute completely unrelated to the sedition case. Hilaluddin 

Khan owned the property where Choudhury had set up an office. 
Khan\'s brother Mahbubul Alam Khan, who was a business partner 
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of Choudhury\'s on the property issue, now claims that 
Choudhury falsified documents to claim ownership of the 
property. The Home Minister provided copies of legal 
documents related to this case. Babar added that Choudhury 
is also refusing to pay rent on his residence, noting that it 

is frustrating to help Choudhury when he unnecessarily 
antagonizes people at every turn. Describing Choudhury, the 
Minister said, \"he is always creating a mess, | don\'t 
understand it.\" The two recent property incidents served to 
convince him that Choudhury was Wa bad man." Babar said he 
would not help Choudhury out in the property cases. 


4. (C) The Home Minister said, however, he has been working 
to get Choudhury\'s sedition case dropped. When he asked the 
PM for permission to do so, she told him, \"do whatever you 
have to.\" Babar arranged with the Law Minister to get the 

case dropped. \"All Choudhury had to do was file a review 
petition (similar to an appeal),\" but he dragged his heels. 
Babar said that he would continue to try to help Choudhury in 
the sedition case. He asked rhetorically, \"What is he going 

to do when | am out of office at the end of the month?" 


5. (C) Babar detailed another of his efforts to help 

Choudhury financially. It involved paying him a large sum to 
place positive articles about Bangladesh in US newspapers and 
required Babar to approach enlist BNP officials to contribute 
money. Choudhury said he would have a \"well-known journalist 
who wrote for the Washington Post, the New York Post, etc.\" 
place the articles. The articles never appeared, and when 

the Bangladesh Embassy in Washington tried to verify the 
bonafides of the journalist, they could find no evidence she 
existed. Babar confessed he is paying a political price for 
endorsing Choudhury. 


6. (C) COMMENT: Babar confirmed and detailed the long history 
between himself and Choudhury, and while visibly frustrated, 
he once again said he would keep Choudhury safe and ensure 
his trial is carried out properly (noting repeatedly that he 

wants to have the sedition case dismissed). The Home Minister 
shared many details about the Choudhury case for the first 
time, including his personal interaction with Choudhury. 

While very upset with Choudhury, the Home Minister reiterated 
his commitment - and that of his government - to ensure due 
process and security for Choudhury. END COMMENT. 
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E.O. 12958: N/A 
TAGS: SENV, ETRD, PREL, EAID, KMPI, KTIA, JO 
SUBJECT: FTA Sparks Strengthened Environmental Protection in Jordan 


Ref: Amman 7064 


1. (U) Summary: During the environment session of the September 17 
Free Trade Agreement (FTA) Joint Committee meeting, Jordanian 
Minister of Environment Khaled Irani noted that Jordan has made 
major strides in strengthening environmental protection since the 
U.S.-Jordan FTA was ratified in 2001. He warmly praised U.S.-Jordan 
environmental cooperation under the FTA as practical and productive. 
Public diplomacy efforts to highlight USG contributions to Jordan\'s 
environmental protection efforts should be strengthened. Future 
areas of environmental cooperation should focus on the Qualifying 
Industrial Zones (QIZs) and on enforcement. Specific projects could 
include support to Jordan\'s new \"environmental rangers\" and its 
Environmental Fund. End summary. 


2. (U) During the environmental session of the September 17 FTA 

Joint Committee meeting, GOJ Minister of Environment Khaled Irani 
spoke in warm terms of the many contributions by the USG to 

protecting Jordan\'s environment. USG attendees included AUSTR Shaun 
Donnelly, USTR delegation, Charge, and embassy officers. 


3. (U) lrani opened by talking about the development of his young 
ministry since the passage of the FTA. He noted the several 
meetings that had taken place on environmental cooperation under the 
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FTA, including most recently a video conference in April 2006 and 
his own series of meetings in Washington in March 2006. He said 
that the Ministry of Environment had been created only in 2003 after 
languishing for years as an orphan bureau in the Ministry of Health, 
and then as a stand-alone department. 


4. (U) Since 2003, the pace has picked up, Irani continued. In 

2006, the Ministry completed a complete reorganization that will 
strengthen environmental enforcement and outreach. Parliament 
passed a permanent environmental law only days before the FTA Joint 
Committee meeting. Irani said that passage institutionalized the 
Ministry\'s role and gave it new enforcement and compliance tools by 
creating an environmental rangers corps and an environmental fund. 
The role of the ministry as a regulator, not as an implementer, is 

now clear, said Irani. He added later that environmental protection 

is not a choice any more; \"we\'re not asking (industry) \'please.\\" 


5. (U) Minister Irani went on to warmly thank the USG for its role 

in strengthening environmental protection in Jordan. He singled out 
EPA\'s work, through the Embassy Science Fellows program, on the \"hot 
spots\" of the Al-Ekeder waste disposal site and the Russeifa 

landfill near Zarga. He complimented USAID\'s work on wastewater 
reuse, and their involvement in the feasibility study and design for 
setting up an industrial wastewater treatment plant for \"blue water\" 
from the QIZ industrial zones (ref A). He also noted USG assistance 
(through USAID contractor CDM) with reviewing the manifest system to 
track solid and liquid waste. The manifest system is an important 

new tool in strengthening environmental enforcement, he said. 


6. (U) Irani finished his opening remarks by calling attention to 

the new \"environmental rangers,\" and asking for USG support to 
develop an enforcement curriculum for the rangers. He also noted 

the creation by Parliament of an \"Environmental Fund,\" and the GOJ\'s 
desire for assistance to develop capacity in economic incentives to 

take full advantage of the fund. 


7. (U) U.S. delegation head AUSTR Shaun Donnelly noted that the 
Free Trade Agreement with Jordan was the first U.S. FTA to include 
references to environmental protection. He said that the GOJ has 
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been strong in environmental protection, which helps to debunk the 
myth that free trade hurts environmental protection. In fact, 
Donnelly said, Jordan is a clear case where an FTA has led directly 
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to stronger environmental protection. The USG wants to continue to 
strengthen that protection. 


8. (U) DAUSTR for Environment and Natural Resources Jennifer 
Prescott then presented a list of environmental accomplishments and 
progress in Jordan since the FTA was signed. She said Jordan\'s case 
is exactly what we had hoped for," and that Jordan\'s situation 
proves that FTA critics are wrong. Jordan has passed new, tougher 
environmental laws, and enforcement is improving. Environmental 
protection and trade are linked and are mutually supportive, 

Prescott said, and FTAs do not trigger a \"race to the bottom.\" In 
conclusion, Prescott noted mutual interest in continuing cooperative 
activities to strengthen environmental enforcement in Jordan. 


9. (U) Tiffany Prather from EPA\'s Office of Trade and Environment 
noted EPA\'s continuing support of the USG\s free trade partners. 
Prather called attention to the need for economic incentives for 
environmental protection. With respect to enforcement, she said 
that EPA will present a regional training course in Amman in 
February 2007 that will focus on environmental inspections. The 
International Network for Environmental Compliance and Enforcement 
(INECE) will use this opportunity, she added, to launch a Middle 

East network of environmental enforcement officials. Note: INECE 
receives MEPI support. End note. She concluded by noting that EPA 
sees Jordan as a regional leader in environmental enforcement. 


10. (U) In concluding remarks, Minister Irani noted his interest in 

making the QIZs models of environmental compliance and in partnering 
with the USG and NGOs to make that happen. AUSTR Donnelly said the 
USG shares Irani\'s sense of the importance of environmental 

protection in the QIZs, and that the USG wants the GOJ to be active 

on environment issues in the QIZs. Minister of Industry and Trade 

Sharif Zu\'bi wrapped up the session by saying that the GOJ was aware 
of environmental issues in the QIZs and welcomed any assistance in 
upgrading treatment of \"blue water\" from the QIZs. 
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11. (U) AUSTR Donnelly raised environmental protection during his 
September 18 speech to the American Chamber of Commerce. Donnelly 
reviewed the linkage of environmental protection to the Free Trade 
Agreement, and summarized the positive discussions that had taken 
place on environment the previous day at the FTA Joint Committee 
meeting. He said there is no inconsistency between trade and 
environmental protection, and that Jordan has earned a place as a 

model on environmental protection. 


12. (U) Following is a list of recent and upcoming trade-related 
activities in environmental protection and enforcement in Jordan. 

The list covers both USG-assisted activities and activities done 
without USG assistance. These milestones are presented as a 
backdrop to the environmental discussions that took place at the FTA 
Joint Committee meeting. 


13. (U) Major upcoming milestones that will directly and 
significantly strengthen environmental protection in Jordan, 
especially in the QIZs: 


-- (ongoing) September 2006 - GOJ begins trial of pilot program of 
waste manifest systems based on recommendations from USAID 
contractor and from EPA. (Note: USAID has received an official 
letter from the Ministry of Environment requesting assistance to 
establish a manifest system in 2007. USAID is planning full 
implementation over two years.); 


-- December 2006 - GOJ and donors to reach agreement on course of 
action for funding the upgrading of Al-Ekeder industrial wastewater 
disposal site; 
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-- February 2007 - EPA to deliver regional training course on 
environmental inspections in Amman including a \"train the trainers\" 
segment, perhaps including a QIZ-related case study on industrial 
wastewater, among others, and engaging the NGO the Royal Society for 
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the Conservation of Nature as a partner; 


-- February 2007 - MEPI-supported NGO International Network for 
Environment Compliance and Enforcement (INECE) to launch Middle East 
regional network for environmental enforcement officials 


-- March-May 2007 - USAID contractor to complete bid documents of 
Al-Hassan QIZ feasibility study and design documents to open bidding 
for industrial wastewater treatment plant. 


14. (U) Other upcoming activities that will promote environmental 
protection in Jordan: 


-- (ongoing) - USAID promoting Environmental Management Systems 
among selected industries in Jordan; 


-- (ongoing) September 2006 - draft Investment Law provides tax 
breaks for environmental protection (has not yet passed 
Parliament); 


-- September 2006 - Support for environment-focused Park Rangers 
initiated through USAID and U.S. Forest Service collaboration to 
conduct a watershed management course and study tour in the United 
States; 


-- October 2006 - USAID contractor to complete survey of wastewater 
quality and quantities at Al-Hassan QIZ; 


-- October 2006 - Al-Hassan QIZ to open bidding for expansion of 
domestic wastewater treatment plant; 


-- November 2006 - USAID to convene expert panel on valuation of 
water; 


-- 2007 - State OES Initiative grant to support development of 
environmental economics programs in Jordanian universities that 
focus on engagement with industry; 


Completed Activities that Have Promoted 
Environmental Protection 


15. (U) Completed activities: 


-- September 2004 - First U.S.-Jordan Joint Forum on the Environment 
organized under the FTA; 
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-- May 2005 - Jordan hosts and participates in MEP I-sponsored course 
from EPA on principles of environmental law and enforcement; 


-- December 2005 - Jordan participates in MEPI-sponsored course from 
EPA in Muscat on Pollution Prevention and Cleaner Production; 


-- March 2006 - Minister of Environment Irani meets State, EPA, and 
Interior officials in Washington DC; 


-- April 24, 2006 - U.S.-Jordan digital video conference on 
environmental cooperation under the FTA; 


-- Summer 2006 - Ministry of Environment completes reorganization to 
strengthen inspections and enforcement, and to institutionalize 
personnel system; 


-- August 2006 - Senior Environment Ministry enforcement officials 
take USAID-funded study tour to New York and Massachusetts on 
environmental enforcement, and one official visits EPAYs Denver 
Regional Office for enforcement-focused meetings; 


-- September 2006 - EPA delivers course (funded by State/OES 
Initiative grant) on economic incentives in environmental 
decision-making; 


-- September 2006 - Parliament passes new Environment Law; 


-- September 2006 - EPA provides two boxes of detailed manuals, 
papers, regulations, and CDs on environmental enforcement to 
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Ministry of Environment; 


-- September 2006 - EPA Science Fellow presents Ministry of 
Environment with suggestions on manifest (tracking) systems for 
liquid and solid waste; 


-- September 2006 - EPA Science Fellow presents Ministry of 
Environment with report and recommendations on improving industrial 
wastewater processing and on upgrading Al-Ekeder wastewater site; 


-- September 2006 - Jordan participates in MEPI-sponsored course 


from EPA in Muscat on principles of Environmental Impact 
Assessments; 
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16. (SBU) The following is a notional list of actions that could be 
taken to support trade-related environmental protection in Jordan. 
These ideas were developed through the FTA Joint Committee 
discussions and related meetings. 


-- Support for environmental rangers, perhaps through USAID and 
involving EPA\'s National Enforcement Training Institute (NETI); 


-- Support for environmental fund, perhaps through USAID; 


-- USAID to develop a one-page \"fact sheet" on its support for 
industrial wastewater treatment; 


-- USAID to strengthen environmental capacity in a selected QIZ that 
could serve as a platform for public diplomacy events; 


-- Strengthened public diplomacy on USG support in Jordan for 
environmental protection through public events, press outreach, a 
\"Washington File\" article, and web postings; 


-- Environmental law training for Jordanian judges through 
specialized courses or International Visitor programs; 


-- USG support for regional partnerships (e.g. Morocco-Jordan) on 
sector-specific (e.g. garments) environmental enforcement; 


-- USTR to provide suggestions and feedback on Jordan\'s draft list 
of environmental goods and services. 


17. (SBU) Comment: Environmentally, Jordan is on the right path. 
Environmental enforcement is definitely on the GOJ\'s agenda. The 
GOJ has logged major progress in its laws and regulations, and in 
engaging a diverse group of stakeholders. Industry is relatively 
plugged in, and there are no complaints about a lack of transparency 
of which Post is aware. QIZ environmental compliance should be at 
the top of our list of priorities. The USG can contribute through 
supporting the environmental rangers and the environmental fund, and 
we can help ourselves by doing more public diplomacy to promote the 
good work and results we are supporting. 


18. (U) USTR and EPA cleared this message. 
RUBINSTEIN 
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SUBJECT: U.S.-INDONESIA SOFA TALKS LAY BASIS FOR POSSIBLE 
NEGOTIATIONS 


REF: STATE 153063 
Classified By: DCM John A. Heffern, for reasons 1.4 (b) and (d). 


1.(C) Summary: U.S. delegation\'s exploratory talks with the 
Indonesian government on October 5 in Jakarta made 
considerable headway in establishing a basis of understanding 
for possible formal negotiation of a bilateral Status of 

Forces Agreement (SOFA). Embassy shared a draft template 
text (reftel) with GOI in advance and USDEL addressed GOI 
concerns over the rationale for a SOFA as well as specific 
provisions in the draft text. The Indonesians were 
represented by the Department of Foreign Affairs, but other 
agencies are expected to be included in future discussions. 
USDEL met separately with the Indonesian Department of 
Defense. GOI interlocutors expressed interest in receiving a 
revised text addressing Indonesian concerns, preferred an 
agreement as opposed to an exchange of notes and were open to 
further talks. Key issues are expected to be criminal 
jurisdiction, the carrying of weapons and the scope of the 
agreement, primarily because of their sensitivity among the 
Indonesian public. Embassy proposes to use the upcoming 
visit of President Bush to secure high-level agreement to 
begin formal negotiations. End summary. 


2. (C) Political-Military Affairs Senior Adviser Ambassador 
Robert G. Loftis and his delegation, accompanied by Embassy 
Jakarta Charge d\'Affaires, conducted exploratory talks with 
Indonesian officials on October 5 as a prelude to possible 
negotiations. The talks succeeded in laying out for the GOI 
the basic elements of a SOFA, clarifying terminology and the 
practical application of these elements and addressing GOI 
policy concerns. Nonetheless, substantive reservations on 
specific issues will need to be overcome. By the end of the 


Column 3 
talks, GOI interlocutors were ready to receive a revised U.S. 
text for further discussion. 


3. (C) The Indonesians were well prepared and had read 
carefully the draft text provided in advance. The main 
discussion took place at DEPLU and consisted solely of DEPLU 
representatives from the Americas Desk and DEPLU offices for 
international security, legal affairs and consular affairs. 

The Indonesian side was led by Director General Eddi 
Hariyadhi, supplemented by Americas Desk Director Harry 
Purwanto. DEPLU acknowledged other agencies would need to 
participate directly at later stages but said the DEPLU 
presentation reflected interagency views. 


OPENING STATEMENTS: HUMANITARIAN ASSISTANCE ONLY? 


4. (C) Loftis opened by explaining that the text was being 

used worldwide for SOFA arrangements where troops might be 
deployed temporarily and noted the United States had 
approximately 80 such agreements. GOI should see the SOFA as 
a \"framework document!" setting forth respective terms, 
conditions and responsibilities for military cooperation, as 

a means of strengthening cooperation. Although the USG had 
certain conditions it needed to meet within each SOFA, the 

text was negotiable in order to accommodate the specific 

needs of the relationship. 


5. (C) In the initial GOI statement, Hariyadhi said Indonesia 
saw the chief benefit of a SOFA in humanitarian disaster 
relief. Indonesia was grateful for assistance rendered by 

the United States and the international community in response 
to the 2004 tsunami, the Yogjakarta earthquake and other 
disasters. A SOFA could provide a basis for such cooperation 
in the future. Indonesia had offered a counterproposal to 

the U.S.-proposed text during the Yogjakarta earthquake 
relief effort but Washington had not responded. Ship visits 
were an additional area GOI was willing to consider, but this 
lay outside humanitarian relief. The carrying of weapons, 
which had been tolerable during tsunami relief operations in 
Aceh because of the extensive Indonesian military presence 
there, had not been appropriate for Yogjakarta, a seat of 
traditional culture in the heart of Java where no armed 
hostilities were present. Indonesia could not grant blanket 
permission to carry weapons anywhere in the country. 
Indonesia also did not see the need to include Pentagon 
contractors under the agreement. The Yogjakarta counteroffer 
remained on the table as a potential starting point for 
negotiations, Hariyadhi said. 


6. (C) Purwanto added that the stationing of foreign troops 
on Indonesian soil was incompatible with Indonesia\'s 
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long-standing policy of non-alignment. He also questioned 

the need for a broader standing arrangement, since 
humanitarian emergencies were only temporary. Indonesia must 


remain in control of all military operations on its 

territory, he stressed, and the settlement of disputes must 

be consistent with Indonesian law and regulations. Indonesia 
was trying to open its door to many countries and wanted to 
offer equal terms and conditions to all partners. The 
legislature would need to be involved in any agreement, which 
must be defensible before Indonesian public sensitivities. 


DISCUSSION OF INDIVIDUAL COMPONENTS 


7. (C) Responding to these initial points, Loftis walked 

through the text of the agreement and clarified each 
component in turn. The United States did not question or 
intend to change Indonesia\'s nonaligned status, he stressed, 
and the SOFA was not designed to put the United States in 
control of activities: each event must be approved by the 

GOI and would not occur if the GOI did not concur. The SOFA 
simply provided standardized rules and procedures for a range 
of military cooperation activities. The same rules and 
procedures governed all activities, humanitarian assistance 

or otherwise. 


8. (C) Discussion of the individual components of the SOFA 
template stressed the following U.S. rationales toward 
allaying GOI concerns: 


-- Administrative and Technical Status: military personnel 
are deployed abroad at the direction of the government: they 
have a status different from that of tourists or other 

travelers and are subject to the Uniform Code of Military 
Justice (UCMJ) at all times; because most U.S. military 
personnel do not have passports, we request they be allowed 
to enter the host country with their military identification 

and official orders; We request that the host government 
recognize U.S. driving and professional licenses; this eases 
host country customs and regulatory burden; 


-- Criminal jurisdiction: in order to maintain good order 

and discipline and have the same standards of justice for all 
U.S. military personnel no matter where they are in the 
world, USG seeks to exercise criminal jurisdiction over its 
forces; this reflects USG\'s responsibility to host 
governments and citizens, as well as to its own personnel; 
jurisdiction does not apply to contractors; a SOFA provides a 
clear, agreed way to handle incidents before the fact rather 
than once an incident has occurred; granting U.S. 
jurisdiction does not imply immunity; 
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-- Contractors: USG relies on contractors to perform many 
support functions; this allows soldiers to focus on military 
duties; contractors are integrated into military deployments; 
SOFA covers contractors only for official activities and not 
for any activities unconnected with activities carried out 
under the agreement; given that contractors can be an 
integral part of U.S. military deployments, U.S. seeks to 
have the same conditions regarding taxation, import/export 
privileges and the same respect for professional and drivers\' 
licenses as for U.S. military personnel; 


-- Taxes, tolls, charges and local contracting: exemption 

from taxes and similar charges is consistent with standard 
international principle that sovereigns do not tax 

sovereigns; troops and contractors have a legitimate need to 
import equipment and supplies; USG will pay reasonable 
charges for services requested and received on terms no less 
favorable than those afforded to the host nation\'s military; 
USG should not pay for right of use; U.S. military property 

is an extension of USG; where possible, U.S. will hire U.S. 
local contractors if they meet our price and quality 
requirements; however, U.S. must contract in accordance with 
U.S. law; 


-- Telecommunications equipment and frequencies: is a 
legitimate need during operations; deconflicting is 
advantageous to both sides: both have mutual interest in 
avoiding interference; only establishes the right to use 
available frequencies; specific frequencies to be agreed for 
each visit; 


-- Claims: governments normally do not seek damages from the 
other. 


BENEFITS FOR MILITARY RELATIONSHIP 


9. (C) USDEL explained the U.S. considered SOFAs as an 
essential framework document for building a durable and 
stable military-to-military relationship, such as we hoped to 
have with Indonesia. The host government still decided which 


activities it would undertake with the United States on its 
territory, but the SOFA set the rights and obligations of 

both parties whenever such activities took place. Long 
experience had shown that having such a \"rules of the road\" 
agreement in place made such cooperation run more smoothly, 
prevented problems from arising and helped resolve issues 
much easier. In response to a question, USDEL explained that 
SOFAs were not reciprocal, as they only covered the 

activities of the U.S. military in Indonesia. USDEL also 
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explained that the two sides could develop implementing 
arrangements which laid out specific procedures on such 
matters as import and export, assigning telecommunications 
frequencies and the like. We preferred not to include them 

in the SOFA itself because any procedural changes would then 
have to be reflected in an amendment. 


KEY ISSUES FOR FUTURE DISCUSSION 


10. (C) The discussion of the specific components helped 
allay Indonesian concerns. GOI interlocutors appreciated the 
the explanations presented, though they did not suggest 
agreement. Hariyadhi in particular indicated willingness to 
pursue all the issues. Both he and Purwanto, however, 
expressed doubt that the Indonesian legislature would accept 
all SOFA provisions. The most significant issues which would 
need to be addressed in future discussions appeared to be the 
following: 


-- Arms: DEPLU tended to see this as an infringement of 
Indonesian sovereignty and an indictment of Indonesia\'s 
ability to protect its \"guests.\" The optics were problematic 
in view of the media\'s tendency to seize on it. (Although 
the Indonesians had almost a visceral reaction against a 
provision allowing carriage of weapons, USDEL believed 
further discussion, including the applicability of 
implementing arrangements, should help overcome this 
difficulty.) 


-- Criminal jurisdiction: DEPLU did not make this a major 

issue, but they were categorical in not being prepared to 

concede the point without closer inspection, particularly 

with other agencies. In a separate discussion at the 

Department of Defense (DEPHAN), BG Dadi Susanto emphasized 
this concern above all others. He noted that Singapore was 
seeking the same provision in its defense cooperation 

agreement and would not succeed. Susanto said in practice 
Indonesia would not likely prosecute foreign soldiers but the 
legislature would not accept such a provision in writing. 


-- Purwanto suggested on several occasions that certain 
elements, such as weapons, troop levels and the like, be 
removed from the SOFA and treated in separate agreements or 
handled informally, largely to avoid legislative scrutiny. 

USDEL indicated USG was not interested in pursuing such 
options. 


STRATEGY FOR STARTING NEGOTIATIONS 


11. (C) USDEL proposes to reformat the current diplomatic 
note into a formal bilateral agreement. This will allow the 
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addition of preambular language about basic principles, in an 
effort to satisfy Indonesian concerns on sovereignty and 
nonalignment. The new text would be recirculated and cleared 
interagency, with the goal of forwarding it to Embassy 

Jakarta for consideration by the GOI before President Bush\'s 
visit in late November. Embassy proposes to use the visit to 
obtain President Yudhoyono\'s public imprimatur on the idea of 
an agreement, to provide momentum for formal negotiations and 
help to overcome bureaucratic resistance. 


12. (U) Ambassador Loftis was accompanied by John A. Heffern, 
Charge d\'Affaires, Embassy Jakarta; Christopher C. French, 
Deputy Legal Counsel, OJCS; Raul Antonio Francisco Pedrozo, 
Staff Judge Advocate, USPACOM; and by Daniel E. Turnbull, 
Deputy PolCouns, Embassy Jakarta. Col. Kevin E. Richards, 
Defense Attache, Embassy Jakarta joined USDEL for the meeting 
at DEPHAN. 


13. (U) This message has been cleared by Ambassador Loftis. 
PASCOE 
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SUMMARY 


1. (C) In a luncheon October 12 with SCA/INS Director Marcia 
Bernicat and Charge, Ambassador Finn Thilsted of Denmark and 
Ambassador Tore Toreng of Norway stressed the need for Maoist 
outreach and engagement to ensure a viable peace process, 
while Indian Political Counsellor Prabhat Kumar remained 
consistent with the U.S. position on the need for arms 
management first. Both Ambassadors expressed hope that the 
international community could put forth a unified message in 
response to whatever peace settlement results from ongoing 
summit talks. Danish Ambassador Thilsted challenged the U.S. 
on its arms management focus, and all guests were curious as 
to the U.S. planned response for potential Maoist entry into 
government. 


ENGAGING MAOISTS AS MEANS TO ADVANCE A VIABLE PEACE PROCESS 


2. (C) In October 12 discussions, SCA/INS Director Bernicat 
asked the Danish and Norwegian Ambassadors and Indian 
Political Counsellor Kumar for their reaction to a 
recommendation Joint Secretary Battarai had made that the 
U.S. should engage the Maoists as a means to influence their 
positive participation in the peace process. The Norwegian 
and Danish Ambassadors agreed emphatically with this notion 
as the viewpoint of their own governments. As long as the 
Maoists subscribe to international norms as participants in 
the negotiation process, both Ambassadors felt that 
engagement and outreach to the Maoists was central to 
advancing the peace process. 


3. (C) The Norwegian Ambassador said Maoist engagement may 
provide an opening to answer many unknowns--e.g. Maoist 
political intentions and plans and policies vis-a-vis issues 

such as economics and security. He also mentioned that 
engagement could assist in reducing the potential of internal 
Maoist splits--ensuring that recognized Maoist leadership 

would have the clout to negotiate a transition process. The 
Danish Ambassador reiterated that, since the Government of 
Nepal recognized the Maoists as a negotiating partner, the 
international community must do the same. Charge said Maoist 
engagement assumed Maoists were responsible participants in 
the peace process, and ignored the reality of continued 

Maoist intimidation and fear tactics in violation of the 

ceasefire code of conduct. 


THE DANGEROUS SIDE OF MAOIST ENGAGEMENT: WORTH THE RISK? 
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4. (C) Bernicat raised the potential dangerous side of Maoist 
engagement, stating that perhaps the Maoists had no intention 
of positive participation in a transitional governance 

structure but were rather orchestrating the full realization 

of their power-holding agenda. Bernicat said the Maoists, 
despite recent rhetoric, may remain tied to an ideologue 
agenda rather than genuinely wish to engage as political 
pragmatists as the Norwegian and Danish Ambassadors assumed. 
The Danish Ambassador said that in meetings he held with 
Maoist Chairman Prachanda, he felt the leadership had a 
genuine interest in peaceful and democratic solutions and in 
joining the political mainstream. He also emphasized that 

the Maoists did not have the capacity (arms, personnel) nor 
the influence over the Nepali population to turn Nepal into a 
Maoist state. 


5. (C) The Norwegian Ambassador said the international 
community could not be sure of Maoist intentions without 
letting the peace process unfold. He reiterated the need to 
\"trust the process\" and if there were indeed a \"negative 
outcome\" the international community could then provide the 
needed oversight and influence to check Maoist aggression. 


CHALLENGING THE U.S. ON ARMS MANAGEMENT FOCUS 


6. (C) Danish Ambassador Thilsted questioned the U.S. focus 
and repetitive public pronouncements on the arms management 


issue, asserting that it put the U.S. in a sticky situation 

if the Maoists do come into government and that the Nepali 
population was increasingly frustrated at what they perceived 
as U.S. meddling in a Nepali-owned process. Ambassador 
Thilsted thought U.S. statements were perceived as a 
one-issue agenda rather than reflecting wider U.S. interest 
in a legitimate transition process leading to multi-party 
democracy. He expressed little concern over Maoists 
retaining arms, emphasizing that the MaoistsV entry into 
government would force their accountability. 


7. (C) Charge responded that the U.S. was speaking up where 
the GON could not due to Maoist intimidation. He reiterated 
the danger to the peace process and to any transitional 
governance scheme if the Maoists were accepted with arms. 
Indian Political Counsellor Kumar seconded this sentiment. 


MAOISTS INGOVERNMENT: WHAT HAPPENS NEXT? 


8. (C) All three diplomats were interested in U.S. plans for 
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a possible Maoist entry into government. The Norwegian 
Ambassador urged a unified donor response to any agreement as 
a powerful oversight mechanism for the implementation 

process. He mentioned that the EU was already devising a 

joint approach and both the Norwegian and Danish Ambassadors 
referenced ongoing planning within their offices and 

development agencies regarding Maoist entry into government. 


9. (C) Charge and Bernicat emphasized the particular U.S. 
policy and legislative contraints present in regard to Maoist 
entry into government. Charge mentioned U.S. consideration 
of what response would be needed in the event of Maoist 
entry, and emphasized that the parameters by which the 
Maoists entered government (e.g. with or without arms, in 
cantonment sites, etc.) would likely influence U.S. response. 


COMMENT 


10. (C) As Bernicat has heard in various consultations, many 
believe the only way to force Maoist accountability is 

through engagement and their entry into governance 
structures. While Ambassador Thilsted brushed off the 
assertion that the Europeans may be displaying \"naivete\" in 
accepting that the Maoists had honorable intentions, their 
plan to \"wait and see\" how events unfold and then deal with 
any negative consequences leaves something to be desired. 


11. (C) With the imminent potential of summit results, the 
U.S. dilemma on Maoist engagement necessitates quick 
contingency planning regarding Maoist entry into government, 
including legislative and policy parameters that would need 

to be addressed under various scenarios. If a settlement 
does occur, the Danish and Norwegian Ambassadors seem eager 
to work with the U.S. on a joint message, underscoring a 
shared interest in multi-party democracy in Nepal and shying 
away from any diverse viewpoints on the arms management 
issue. To respond quickly to summit results and pursue joint 
messaging with international partners, the USG will need 
policy clarity regarding the U.S. ability to engage a GON 

that includes Maoists. 


12. (U) SCA/INS Director Bernicat did not have an opportunity 
to clear this message. 
DEAN 
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SUBJECT: BALLOT PRINTING PITS UN AND ELECTORAL COMMISSION 
AGAINST GOVERNMENT 


Classified By: CDA Steven Koutsis, Reasons 1.4(b)(d) 


-- The UN steering committee is strongly opposed to the 
government\'s current ballot printing plan, which calls for 
two of the three ballots for November\'s elections to be 
printed by the state-owned national printer. 


-- The UN ResRep has sent a letter to the government asking 
for the plan to be amended, adding that the UN basket fund 
will not fund the current ballot printing proposal. 


-- A special UN steering committee meeting has been set for 
October 17 to address this issue. 


-- The government clearly wants to control the printing of 
ballots, and has the necessary funding to do so without 
basket fund support. 


-- The government\'s stated reason for its preference for a 
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local printer is its concern that an outside printer would 

not deliver the ballots in time, especially for the second 
round. Some observers speculate the true motive is to keep 
the profits inside Mauritania. 


-- However, nearly all western partners and the Mauritanian\'s 
own electoral commission agree that the current proposal 
\"leaves too many questions unanswered regarding the security 
and oversight of the ballots,\" opening the process to 

potential fraud. 


-- If the government goes ahead with its plan despite western 
objections, it will not invalidate the transition. But it 

has caused unnecessary friction between the government and 
partners, and will make observers\' work more difficult. 


End Summary and Comments. 


1. (U) An October 12 UN Steering Committee meeting, including 
representatives from the EU, UN, the Ministry of the 

Interior, the National Independent Electoral Commission 

(CENI) and the embassies of Spain, France, Germany, and the 
U.S., focused on the government\'s ballot printing plan for 
November\'s elections. 


2. (C) Steering Committee members agreed that the 
government\'s current ballot printing plan, which calls for 

two of the three ballots for November\'s elections to be 
printed by the state-owned national printer, "leaves too many 
questions unanswered regarding the security and oversight of 
the ballots,\" UN ResRep Cecile Molinier said. Partners 
authorized Molinier to send a letter (which was sentQhat 

day) Q the Ministry of Interior explaining the position of 

the committee and would \"make it clear that if the government 
does not address our concerns, that the basket fund will not 
fund the printing of ballots,\" as currently planned for. The 
letter said the Steering Committee will meet again on October 
17 to discuss the matter further. 


3. (C) EU Ambassador Jean Eric Paquet asked \"why split the 
printing of the ballots,\" while the German Ambassador 
Ernst-Joachim Doring added that \"the government\'s approach to 
this issue is very strange and inevitably leads one to 

question their motives.\" \"If we don\'t have confidence in the 
security and oversight of the ballots, we can\'t have 

confidence in the elections,\" UN communications expert 
Riccardo Barranca said. 
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4. (C) CENI member Cheikh Saad Bouth Kamara shared the 
concerns of the other committee members, saying that \"CENI 
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began ballot printing discussions with the Ministry of 

Interior weeks ago, but the ministry\'s decision on how to 

print the ballots does not follow with the logic of those 
discussions.\" Pressed by committee members for more 
information, Kamara added that he was \"confused\" and 
\"concerned\" about this development. Kamara later added that 
the government\'s current plan did include CENI oversight of 
the ballot printing process, and he said \"CENI will work to 
ensure the security of the balloting process regardless of 

what decision is made.\" 


5. (C) Addressing the short timeline remaining for resolving 
the ballot printing issue, Paquet said \"I don\'t want the 
government to respond favorably to our letter and say that 
they will work with us because I\'m not sure that we have 
enough time to change things. Molinier added \"the ministry 
was supposed to have resolved this issue in September, and 
here we are in mid-October without a consensus.\" 


6. (C) The Ministry of Interior letter sent to Molinier on 
October 9 outlined the government\'s ballot printing plan, 
including the agreement between the Ministry of Interior and 
the national printer signed on October 3. The letter stated 
that the national printer would be responsible for the 
municipal ballots and ballots for the regional deputy races, 
while the ballots for the 14 national deputy seats would be 
printed by a printer selected by the UN. The document 
described the printing requirements for the national printer, 
including ballots being printed in a special color ink, using 
90-gram card stock, and that ballots must include the state 
seal. The letter added that every security measure must be 
taken to \"avoid the counterfeiting or parallel production of 
ballots.\" The letter said the national printer must begin 
printing ballots by October 31 for the municipal candidates 
and by November 10 for the legislative candidates. 
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E.O. 12958: DECL: NA 

TAGS: EPET, ENRG, PGOV, SOCI, RS, UP 

SUBJECT: UKRAINE: Rada Reviews Natural Gas Sector; Allows Price Rise 
for Households 


Ref: KIEV 3758 
Sensitive but Unclassified. Not for Internet Distribution. 


1. (SBU) Summary. The Verkhovna Rada (parliament) reviewed on 
October 4 the preliminary results of its investigatory commission on 
NaftoHaz and the natural gas sector. The commission reported 
multiple instances of mismanagement, malfeasance, and possible 
criminal acts within state-owned oil and gas monopolist NaftoHaz in 
2005-6, and made recommendations to regulate more rigorously the 
industry and the monopolist. On October 5 the Rada reversed its 
vote of a week prior which canceled the huge price rises authorized 
since July. Rada members were persuaded to reverse themselves after 
Deputy Prime Minister Kluyev promised to reduce the price by 18% 
from the July level and institute tiered pricing based on 

consumption. Regional governments will therefore be able to charge 
$68/tcm for gas this winter, 94% higher than last year. Consumers 
remain strongly opposed to the increases and many say they cannot 
afford them. The GOU\'s maneuvering underscored the reality of 
higher energy prices for Ukraine and may have shifted blame for the 
higher prices from the Yanukovych government to its predecessors, 
while scoring a few populist points with the 18% price reduction. 

End Summary. 


Commission Finding: 
Poor NaftoHaz Management, Questionable Contracts 


2. (U) The Verkhovna Rada\'s Temporary Investigative Commission on 
the Gas Sector reported on October 4 its preliminary results at a 

Rada plenary session and promised full results by December 30. 
Commission Chairman and Socialist MP Andriy Derkach announced that 
the GOU had lost control of the gas sector in 2005, and that 
\"incomprehensible and unprofessional\" NaftoHaz negotiating positions 
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had led to the significant rise in gas prices in January 2006. 
Derkach noted that evidence of possible malfeasance and other 
illegal acts had been uncovered and directed to law enforcement for 
review. 


3. (SBU) The commission found the following reasons for NaftoHaz\'s 
worsened financial state: a decrease in profits due to the 2005 halt 

in gas re-exports; a sharp decline in payment discipline; a mistaken 
NaftoHaz policy of covering working capital deficits with foreign 

loans; and significant increases in non-production and management 
expenses. (Comment: Oddly, the Derkach Commission did not list as a 
reason the reduced revenue that followed NaftoHaz\'s loss of 
higher-paying industrial customers to the NaftoHaz-RosUkrEnergo 
joint venture UkrHazEnergo.) The commission found violations and 
possible criminal offenses in NaftoHaz\'s foreign operations and 
financial management. The majority of contracts for the supply of 

gas to Ukraine and its transit through Ukraine, according to the 
Commission, were signed in a non-transparent manner with significant 
procedural violations. 


Commission Finding: 
GOU Can Reduce Residential Gas Price 30% 


4. (U) The commission found that, based on cost data supplied by 
Ukrainian gas producers, the GOU could reduce the residential price 
of gas by 30% from the July 1 level of 414 UAH/tcm. To protect 
vulnerable populations from rising gas prices, the Commission 
recommended establishing a working group to create a new system of 
subsidies for the 2008 budget. The Commission recommended that all 
NaftoHaz profits from export, re-export, and transit of gas within 
Ukraine fund energy price subsidies. (Note: Post is unaware of any 
current export or re-export of NaftoHaz gas and Gazprom recently 
reduced its planned 2007 sales volume to NaftoHaz, thus apparently 
eliminating a portion that could have been re-exported.) The 
Commission also suggested that the NERC cancel UkrNafta and 
ChornoMorNaftoHaz\'s licenses to sell gas at unregulated rates, since 
according to Ukrainian legislation these state companies should be 
providing gas to residences at regulated rates. 


Commission Recommendation: 
Trust No One; Regulate Everyone 


5. (SBU) The Commission preliminarily recommended greater government 
oversight for the sector and for NaftoHaz, to include 


-- The National Electricity Regulatory Commission (NERC) and 
government ministries should verify NaftoHaz rate change 
recommendations. 
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-- A special commission from Ukraine\'s Accounting Chamber should 
review NaftoHaz gas procurements to ensure the company is purchasing 


the lowest priced gas. 


-- The Ministry of Fuels and Energy should develop a system to 
review NaftoHaz contracts and agreements before NaftoHaz signs them. 


-- The Ministry of Labor should develop a salary matrix for energy 
sector employees, with bonuses or higher salaries only to be paid 
from company net profits. 


-- The Ministry of Fuels and Energy should ensure the sector adopts 
international accounting standards. 


-- The Cabinet of Ministers should simplify the organizational 
structure of NaftoHaz. 


-- Employment decisions should be based on professional ability, and 
the Commission recommended reviewing the credentials of current 
members of Boards of Directors and Supervisory Councils of Ukraine\'s 
energy sector state companies, including NaftoHaz and its 

subsidiaries. 


Rada Flip Flops on Gas Rate Rollback 


6. (U) Following the investigatory commission\'s report, the Rada 
voted on October 5 to invalidate its over-ride of a presidential 

veto of September 22, which had rolled back gas prices to January 1 
levels and imposed a moratorium on future increases (reftel). The 
October 5 decision was supported by 249 of 436 deputies. Party of 
Regions, Socialist, and Communist deputies who initially supported 
the rollback now voted to overturn it, while Our Ukraine deputies 
who originally opposed the rollback voted to keep it in place. Only 
Yuliya Tymoshenko Block deputies showed consistency in the two 
votes, being for the rollback in both instances. 


7. (SBU) A major reason for the Rada\'s reversal on gas prices was a 
change in the Yanukovych\'s government\'s position on gas prices: the 
Cabinet of Ministers asked the Rada to reverse itself, despite the 

fact that the majority of ruling coalition MPs had voted for it. 

Prime Minister Yanukovych said it was too early to lower gas prices, 
noting that he was not yet confident it would be a \"responsible 
step.\" The parliamentary flip flop came after Deputy Prime Minister 
Klyuev promised to introduce a range of compromise measures, 
including an 18% reduction in the residential gas price (to 339 
UAH/tcm) and a system of tiered pricing based on a family\'s monthly 
usage and floor space. Communist Party leader Pyotr Symonenko 
pointed to the 18% rate reduction specifically in explaining his 
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party\'s vote switch. (Note: Boyko later announced the 18% reduction 
had been enacted, effective immediately, after an October 11 CabMin 
meeting. The tiered pricing Boyko said would begin November 1.) 


Local Governments Prepare for Winter Price Rise 


8. (U) Across Ukraine, regional governors are preparing their 
electorates for higher gas prices, which must be set at the local 

level to coincide with the NERC\'s increased wholesale price (339 
UAH/tcm) for regional distributors. Governors in Zaporizha, Kiev 
Oblast, Lviv, Odesa and Poltava, as well as Kiev Mayor 
Chervonitskiy, have spoken out on the need for higher, economically 
justified rates. Zaporizha, Kherson, Sevastapol, Lviv, 
Ivano-Frankivsk, Lutsk and Odesa have already raised rates, while 
Sumy, Luhansk and Karkhiv plan to do so soon. Other major cities 
have put off the unpopular decision until the last possible moment. 


9. (U) Chernovitskiy\'s Kiev City Administration published a draft 
resolution on October 10 to triple residential heating and hot water 
rates. Residents would pay 2.03 UAH/m2/month for heat (up from 0.80 
UAH) and 10.72 UAH/m3 for hot water (up from 3.72 UAH). For an 
average-sized apartment of 50 m2, a household\'s monthly heating bill 
would rise from 40 UAH ($8) to 101.5 UAH ($20), though Klyuew\'s 
price-tier plan, which includes a 20% reduction for families with 
household sizes of less than 100 m2, would reduce this payment to 
$16/month. (Note: Ukraine\'s minimum wage currently is 375 UAH/month 
($75), while pensions are 366 UAH/month ($73); a $16 monthly heat 
payment is over 20% of a pensioner\'s income.) 


10. (U) A September 15-20 Razumkov Center poll found that 72% of 
respondents thought high residential gas prices were not justified. 
48.5% of respondents blamed the government for the rise in prices, 
while 19.1% blamed President Yushchenko and 6.7% blamed local 
government. 14.4% answered that no one was to blame since the 
prices were based on higher gas prices from Russia. Among 
respondents who already are paying higher gas prices, 31.3% 


responded that their families could not pay the new rates, and 56.9% 
answered that they could pay, but it would be difficult. Only 5.5% 
said the higher prices would not cause budget problems. (Note: 
Until the May and July increases, the GOU had not raised residential 
gas prices since 1999, aside from increases to cover overall 
inflation.) 


Comment 


11. (SBU) The September gas price rollback vote created a minor 


Column 3 

firestorm in the Ukrainian press and served as a platform to 

highlight the preliminary findings of the Rada\'s investigatory 
commission on the gas sector. The commission\'s recommendations were 
heavy on regulatory oversight and allocations, light on transparency 
and bringing modern management to NaftoHaz, and silent on 
introducing competition to the sector, which would likely be the 

only way to effect real reform and growth. The media scrutiny 
highlighted the reality of higher gas prices, with one sound-bite 

noting that until recent increases Ukraine was behind only 
Turkmenistan in having the lowest residential gas prices in the CIS, 
and in Turkmenistan gas for households was free. While the increase 
brings residential gas rates here closer to international levels, 

they remain below wholesale prices for imported gas. Some in the 
GOU like to argue that they are not selling gas to households at a 

loss because cheaper domestically-produced gas is dedicated" to 
household customers. However, this in turn leads the GOU to depress 
prices at domestic well-heads, removing an incentive for greater 
domestic gas production. The commission and media attention may 
have shifted blame from the sitting Yanukovych government to the 
previous one, but regardless of who is in the CabMin, increased 
energy prices will be a bitter pill for Ukraine\'s most vulnerable 
consumers. 
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SUBJECT: NOVEMBER 2006 CONVENTION ON CONVENTIONAL WEAPONS 
REVIEW CONFERENCE 


Column 3 
REF: STATE 168629 
Classified By: A/Polcouns C. J. Lenzen, reasons 1.4 (b) and (d) 


Reftel demarche was delivered to Nasser Bourita, Director of 
United Nations and International Organizations, in the 

Ministry of Foreign Affairs on October 13. Bourita said that 

he will consult with his colleagues in Geneva prior to 

discussing the issues contained in the demarche. Post will 
inform Department of substantive comments following Bourita\'s 
consultations. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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|. BROAD ITEMS OF INTEREST TO ADVISORS AND AGENCY MANAGERS: 


1. Export Control and Related Border Security (EXBS) Program 
Advisor Larry Adkins concluded his temporary duty assignment with 
EXBS Astana on October 2. Larry\'s numerous and invaluable 
contributions to the EXBS office during his two-month-plus sojourn 
in Kazakhstan are highly appreciated. 


2. September marks the EXBS program office\'s final month in 
the interim Embassy Branch Office facility. Beginning next month 
the program will operate from its office in the new embassy. 


3. The EXBS program office took receipt of three new 
workstations in September. 


4. EXBS Advisor Jim Kelly arrived in Astana on September 26 on a 
one-month TDY assignment. 


5. EXBS program staff composed a letter from Ambassador Ordway to 
Kazakhstani Customs Committee Chairman Askar Shakirov to gauge his 
interest in the State Department\'s Voluntary Visitor Program. The 

letter was sent to Mr. Shakirov in late September; a response has 

not yet been received. 


6. The US Customs and Border Protection survey of the 
Kazakhstani-Russian frontier scheduled for November 6-17 has been 
postponed until late spring or summer 2007. 

Il. COMPLETED ACTIONS FOR THE REPORTING PERIOD 

A. SITE ASSESSMENTS AND MEETINGS CONDUCTED 

1. September 6-8 - EXBS Advisors Larry Adkins and Andrew 


Offenbacher drove the offices Nissan Pathfinder several hundred 
miles east to Sherbakty and Kosak, two border posts in neighboring 
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Pavlodar region, to assess customs and border control procedures, 
and evaluate inspection techniques and equipment. A report with a 
detailed summary of the findings is available upon request. 


2. September 12-19 - Two contractors working on the National 
Nuclear Security Administration\'s (NNSA) Second Line of Defense 
(SLD) program conducted surveys at seven ports of entry on 
Kazakhstan\'s border with Krygyzstan and Uzbekistan. The information 
from the survey will be used to develop a scope of work that will be 
used to guide the future installation of portal monitors at rail, 

vehicular and pedestrian crossings. On September 12, the EXBS 
Advisor met with the two SLD contractors, representatives from 
Kazakhstani Customs, and other interested parties to discuss the 
project. 


The SLD implementing arrangement was signed on May 5, 2006, after 
approximately four years of negotiations. The EXBS program office 
has been designated the embassy point of contact for the 
implementation stage of the SLD program and acts as a liaison 
between NNSA/SLD and Kazakhstan\'s Customs Control Committee. 


3. September 12 - EXBS Advisors Larry Adkins and Andrew Offenbacher 
met with General Alexei Artemchuk of Kazakhstan\'s Border Service to 
discuss the details of modular shelter and Ural truck procurements. 


4. September 22 - EXBS Advisor joined Political / Economic 
Section Chief Deborah Mennuti for a meeting with Talap Sakhtapov and 
Alexandra Vozhakova of Kazakhstani Customs to discuss the SLD 
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project. 


5. September 26 - Commonwealth Trading Partner\'s (CTP) Molly Pyle 
visited the EXBS program office to discuss the next days\' meetings 

on the Administrative Enforcement (AE) project. The AE project was 
first proposed to Kazakhstan at a preparatory conference in July 

2005, and aims to improve the knowledge and skills of government 
officials in investigating and taking administrative action on 
non-criminal export control violations. For several reasons--not 

the least of which was a change in CTP\'s local contractor--the 

project has not yet entered the implementation phase. 


6. September 27-28 - AE project meetings were held in Astana, 
during which a preliminary agreement was reached on target dates for 
the project\'s four stages, including the development of the course 
materials and instructor training. Participants included CTP\'s 

Molly Pyle, several representatives from Kazakhstan\'s Customs 
Committee, a representative from the Ministry of Industry and Trade, 
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CTPYs Kazakhstani subcontractor, and Vladimir Sidorenko of the 
Moscow-based Center on Export Controls. Mr. Sidorenko\'s 
participation in the meetings was particularly beneficial - his NGO 
was responsible for the customization of the materials for the AE 
and Product Identification Tool projects in Russia and this allowed 
him to provide many valuable insights. 


B. TRAINING DURING THE REPORTING PERIOD 
1. None. 
C. EQUIPMENT DELIVERED DURING THE REPORTING PERIOD 


1. On September 12 the EXBS office granted surplus computer 
equipment and furniture valued at $14,610 to the Border Control 
Management Faculty of the Military Institute in Almaty. 


2. Fast Response \"Safe\" Boat: replacement parts for a faulty 
air conditioning control card and a defective voltmeter were 
received by EXBS Astana in late September. The parts will be 
delivered to the Border Guard\'s Maritime Division in Aktau during 
the meeting there scheduled for October 10. 


D. IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE 


1. October 3-5 - The Department of Energy/National Nuclear 
Administration\'s (DOE/NNSA) International Nonproliferation Export 
Control Program (INECP) will hold a workshop on export controls for 
biological research institutes. The workshop aims to help the 
institutes better understand and comply with Kazakhstan\'s export 
control regulations. Representatives of Kazakhstani nuclear 
enterprises will also attend the workshop; large companies such as 
Kazatomprom and the Ulba Metallurgical Plant will share their 
experience in implementing internal compliance programs with the 
less export-control savvy bio institutes. 


2. October 10 - EXBS Regional Maritime Advisor Mike Taffe will join 

EXBS Program Coordinator Gulnara Abildaeva and EXBS TDY Advisor Jim 
Kelly for a meeting with Kazakhstan\'s Maritime Border Guard Division 

to discuss a range of maritime issues related to pending deliveries 

and procurements, as well as the maintenance of EXBS-provided 

assets, including the three 42-foot fast response \"safe\" boats 

provided to Kazakhstan by the EXBS program earlier this year. The 

team will also travel approximately 100 miles north of Aktau to the 

port of Bautino to visit the location of the three Safe Boats. 
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3. October 9-10 - The Monterey Institute\'s Center for 
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Nonproliferation Studies (CNS) will host a two-day workshop in 
Almaty to discuss the implementation of UN Security Council 
Resolution 1540 in Central Asia and the Caucasus. 


4. October 31-November 2 - The DOE/NNSA\'s INECP will conduct a 
regional Internal Compliance Program workshop in Almaty. 


5. October 31-November 1 - EXBS Program Coordinator Gulnara 
Abildaeva will attend the second annual EXBS Program Workshop for 
Locally Employed Staff in Bratislava, Slovkia. 


6. November 6-10 - The Defense Threat Reduction Agency\'s Weapons of 
Mass Destruction Proliferation Prevention Initiative (DTRA WMD-PPI) 

will conduct a \"Combating WMD Proliferation at Maritime Ports\" 

training. 


7. Two $400,000 task orders for the procurement of four modular 
shelters and 11 high-clearance Ural trucks are in the process of 
being finalized. The items will be provided to Kazakhstan\'s Border 
Service. 


E. SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS, NONPROLIFERATION, OR 
RELATED BORDER SECURITY 


1. The world\'s fifth nuclear-weapon-free zone was established 
in Central Asia on September 8, 2006 with the signing of a treaty by 
the foreign ministers of the five Central Asian states. 


F. CASPIAN SECURITY INFORMATION 


1. Please see paragraph C, item 2 and paragraph D, item 2 
above. 


lll. RED FLAG ISSUES. 
1. None. 


The point of contact for this report is Andrew S. Offenbacher, EXBS 
Advisor, OffenbacherAS@state.gov, tel: +7(3172)70-21-00, ext. 2420; 
cell: +7(333)225-1156. 
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DEPARTMENT FOR AF/C, P AND IO/UNP 
PLEASES PASS TO KARA MCDONALD AND BRIAN HARRIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, UNSC, VE, GT 
SUBJECT: RWANDA STILL UNDECIDED ON GUATEMALA 


REF: A. STATE 171368 
B. STATE 171921 
Classified By: POLOFF GLEARNED, REASONS 1.4 (B,D) 


1. (C) This is an action request for A/S Frazer. Please see 
paragraph 3. 


2. (C) On 13 October Charge delivered demarche (ref B) to 
Foreign Minister Murigande emphasizing that the USG 
considered the vote to be one of the most important decisions 
the UNGA would make this year. Murigande noted that Rwanda, 
while approached by the USG, had never been lobbied by the 
government of Guatemala noting that Venezuela pressed him 
personally on his visit to Havana for the NAM conference in 
September. Charge reiterated that, unlike Venezuela, 
Guatemala had contributed and recently lost troops supporting 
UN missions and that a decision to support Guatemala would 
not be inconsistent with Rwanda\'s regional neighbors. 
Murigande acknowledged USG position and observed that \"you 
should feel confident that whatever chances they (Venezuela) 
had were squandered by the horrible speech at the UN\". 


3. (C) Action request. Murigande said that the Prime 

Minister and President were currently \"unavailable\", but he 
would contact them and call Charge with an answer this 
weekend. Post thinks that a call from A/S Frazer to Foreign 
Minister Murigande or President Kagame would strongly 
reinforce the USG\'s position and may convince the GOR to vote 
for Guatemala. Please see paragraph 4 for contact 

information. End action request. 


4. (C) Mobile phone numbers: 

Rwanda country code: (250) 

President Paul Kagame: 0818.2007 and 0830.2414 
Foreign Minister Dr. Charles Murigande: 0830.4545 
THURSTON 
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E.O. 12958: DECL: 10/12/2016 
TAGS: PREL, PARM, KNNP, KN, LY 
SUBJECT: RESPONSE TO NORTH KOREA TEST ANNOUNCEMENT 


REF: STATE 169418 


CLASSIFIED BY: Elizabeth Fritschle, Pol/Econ Chief, United 
States Embassy, DOS. 

REASON: 1.4 (b), (d) 

1. (C) Charge met with Ahmed Fitouri, Secretary of American 
Affairs at the General People\'s Committee for Foreign Liaison 
and International Cooperation (MFA equivalent) on October 12 and 
conveyed reftel talking points, stressing the need for swift and 
stern measures in response to the North Korean announcement. 
Fitouri questioned whether or not the nuclear test had actually 
taken place and asked if the U.S. had independently confirmed 
the North Korean\'s announcement. 


2. (C) In response to the request for support of an UNSC 
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Chapter VII resolution , Fitouri said, \"Libya acknowledged how 
dangerous nuclear weapons can be; the Leaders initiative set a 
positive example for the entire world.\" He added that, while it 
was unclear what repercussions would be appropriate if the 
testing took place, \"Libya will work to prevent any dangers to 
the world.\" He did not offer any response to the request that 
countries take firm actions, including financial measures, to 
freeze assets and transactions related to proliferation 

activities. 
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SIPDIS 

DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 
OSD FOR COMMANDER CHAFFEE 


WHITEHOUSE FOR NSC/WEUROPE 


E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: October 13, 2006 


OeVP Wants Ministry of Finance 


1. Coalition negotiations over formation of a new government begin 
Friday. OeVP says it will play hardball, trying to push through its 
budget goals and retain the Finance Ministry. Current Minister 
Karl-Heinz Grasser no longer rules out staying in office in the next 
government. Independent daily \"Der Standard" reports that Minister 
of Finance Karl-Heinz Grasser gave a budget account on Thursday 
where he claimed to remain \"very relaxed\" in the face of the 
coalition negotiations. Asked whether he could imagine staying on 
under a Chancellor Gusenbauer, Grasser replied that he did not yet 
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know whether Gusenbauer would actually become chancellor. Grasser\'s 
budgetary record contains a lower budget deficit than so far 

assumed. He also insisted that a zero deficit for 2008 was realistic 

and demanded that every new project of the coming government would 
have to be presented together with a plan for how it will be 

financed. 


Greens Expected to Name Next Citizens\' Attorney 


2. Green parliamentarian Terezija Stoisits will probably become the 
next head of the Citizens Attorney\'s Office. The Greens\' third-place 
finish in the national elections allows them to claim the position, 
which so far has been held by the FPOe. The Greens will also occupy 
the position of third President of the Federal Assembly, for which 
they also intend to nominate a woman. Terezija Stoisits, the Greens\' 
candidate for the position of Citizens\' Attorney, has been a Member 
of Parliament for 16 years. Born in Croatia, the expert for human 
and rights has retained her ethnic roots and has always been at the 
forefront fighting for civil rights for Austrians and foreigners, 

and especially for minority groups. Stoisits will probably assume 
office middle of next year, when her predecessor has finished his 
term. The Office for Citizens\' Rights was founded in the seventies 
with the aim of creating an institution that could mediate between 

the citizens in quest of legal advice and the bureaucracy. The 

Office for Citizens\' Rights has three chairpersons, one from each of 
the three largest parties. During the past few years, its position 

has been weakened because state, provinces and communes have 
privatized parts of their administrative institutions, writes 
independent daily \"Salzburger Nachrichten. 


Setbacks for Turkey 


3. This year\'s Nobel Prize for Literature went to the Turkish author 
Orhan Parmuk, who is prosecuted in Turkey because of his harsh 
criticism of the regime, just as the French Parliament passes a law 
forbidding denial of the Armenian genocide. Orhan Pamuk is known for 
his sharp criticism of the repression of the Armenians and Kurds by 
the Turkish government and therefore decried as a traitor by 
Turkish-nationalist groups. Centrist daily WDie Presse\" points out 

that the symbolism inherent in this decision by the Swedish Academy 
in favor of Pamuk was enhanced by the French Parliament\'s decision 
to make the denial of the genocide of Armenians during the years 
1915-17 punishable by law. This decision is threatening to have a 
negative impact on relations between Turkey and the EU, especially 
France. According to the daily, Turkish Foreign Minister Abdullah 

G|l warned that the implementation of the law by France might 

provoke economic sanctions such as the exclusion of French 
enterprises from contracts. In the face of this threat, the French 
government might postpone the implementation of the law. President 
Jacques Chirac has already called it \"unnecessary polemics\" - 
however, he, too, demanded that Turkey acknowledge the genocide as a 
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fundamental condition for EU membership. 


EU Pressure: Retirement Age Should Be Increased 


4. EU Commissioner for Employment and Social Issues Vladimir Spindla 
warns that, in 2030, there will be a considerable deficit in the 

European labor force of about 20 million, due to low birth rates and 
increasing life expectancy. According to Spindla, immigration alone 

will not solve the problem. Mass circulation daily \"Kurier\" reports 

about the worrying prognosis with regard to Europe\'s future 
demographic development, quoting EU Commissioner Spindla as saying 
that the situation in Europe was a \"time bomb\" and solutions had to 

be found now. Spindla pointed out the necessity of \"aging actively,\" 
called for more childcare facilities, and facilitating immigration. 

Austria does rather better in comparison to most EU states. It has 
already implemented a pension reform, however, it is lagging behind 
when it comes to keeping older employees in the work process. With 
regard to population growth, Austria is doing well - projections are 

that the Austrian population will grow by about ten percent until 

2050, writes the daily. 

Veto Powers Close to Agreement on North Korea 


5. Agreement of the five UN veto powers and Japan over sanctions 
against North Korea is in sight. US Ambassador to the UN John Bolton 
said Thursday that most of the Chinese and Russian objections have 
been eliminated. A resolution could come Friday. The strongest 
reaction to the nuclear test has so far come from Japan - it has 
decided to impose a total embargo for supplies from North Korea and 
a ban on North Korean ships wanting to anchor at Japanese ports. In 
addition, North Korean government officials may not travel to Japan 
during the next six months, writes ORF online, stating that this 
reaction was so far the sharpest answer from a member of the 
international community to the North Korean threat. According to 
reports of independent daily \"Der Standard,\" South Korea is also 
considering measures: More armament and possibly accepting the 
long-standing US offer to take South Korea under its protective 
nuclear shield. The South Korean army is preparing for various 
scenarios as a reaction to North Korea\'s testing of a nuclear bomb. 
In the meantime, China is contemplating taking a tougher stand 
against its ally. Criticism in the country is growing with regard to 
China\'s appeasement policy regarding North Korea, writes \"Der 
Standard.\" 


Terror Fears in New York 


6. The accidental crash of a small plane into a New York skyscraper 
heightens fears of a new terrorist incident and raises questions 
about the security of the city\'s air space. Independent daily \"Der 
Standard\" refers in this connection to information, which the 

Federal Aviation Agency gave to the German weekly magazine \"Der 
Spiegel.\" According to the FAA, there is an \"Air Defense 
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Identification Zone\" over New York - three overlapping circles with 
the airports Kennedy, La Guardia and Newark in the center. Within 
this zone, planes can move around freely, provided that they 
announce a flight plan. Private jets simply have to identify 
themselves. A permanent military surveillance of the air traffic 

would be too expensive, said Bruce Hoffman, a terror prevention 
expert of the Rand Corporation, adding that the air space remained a 
\"deplorably vulnerable point even after the attacks of 9/11.\" 


Republicans on the Defensive 


7. The Foley scandal has struck at the heart of the Bush party: That 

a Congressman who publicly fought for moral values sexually harassed 
an underage intern could harm the Republicans in the upcoming 
midterm Congressional elections. This scandal has now increased the 
Democrats\' chances of winning congressional seats in the elections, 
writes semi-official daily \"Wiener Zeitung.\" In various opinion 

polls, the Democrats were 21 to 23 percentage points ahead of their 
Republican opponents, endangering the latter margin not just in the 
House of Representatives, but also in the Senate. The popular 
dissatisfaction with George Bush\'s policies and the Iraq war has 

been aggrandized by the Foley scandal. The traditionally minded and 
religious Republican voters are bound to regard it as hypocrisy. 

Polls conducted by the \"New York Times\" and \"CBS News\" showed that 
79 percent of persons polled believed that the Republicans were more 
interested in political power than in the welfare of minors, writes 
\"Wiener Zeitung.\" 

McCaw 


81759 

RR RUEHWEB 

DE RUEHNC #1762 2861207 

ZNR UUUUU ZZH 

R 131207Z OCT 06 

FM AMEMBASSY NICOSIA 

TO RUEHC/SECSTATE WASHDC 7035 

INFO RUEHAK/AMEMBASSY ANKARA 4752 
RUEHTH/AMEMBASSY ATHENS 3691 

RUEHIT/AMCONSUL ISTANBUL 1006","UNCLAS NICOSIA 001762 


SIPDIS 

SIPDIS 

SECSTATE FOR DRF/IRF AND DRL/SEA 
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TAGS: CY, KIRF 
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1. (U) In an October 10 meeting at the Foreign Ministry, 
Second Secretary/Human Rights Officer Cristiana Tzika 
delivered the Republic of Cyprus,s (RoC) official response 

to the 2006 Department of State International Religious 
Freedom Report (IRFR). Not surprisingly, RoC objections on 
IRFR substance related mainly to the \"Area Administered by 
Turkish Cypriots\" section of the report. Tzika noted 
instances of church and graveyard desecration that had 
occurred there during the reporting period that were 
\"incorrectly\" noted either as government claims!" or 
\"alleged.\" She called them \"publicly documented and 
recognized by the UNA" Tzika also mentioned several 
instances where harassment by \"Turkish Republic of Northern 
Cyprus\" (\"TRNC\") officials had prevented enclaved Greek 
Cypriots from exercising their right to worship. On the 
section titled simply \"Cyprus,\" Tzika raised no objections. 


2. (U) Tzika,s main focus, however, was in voicing the 
RoC,s opposition to the perceived US elevation of the 
\"TRNC,s\" status. Her objections were two-fold. Firstly, 
splitting the IRFR into two parts was inherently \"divisive,\" 
and secondly, the use of words and/or phrases in the report 
leant legitimacy to the \"TRNC\" regime. The RoC objected to 
\"Areas Administered by the Turkish 

Cypriot Authorities,\" \"the north,\" and \"TRNC,\" for example, 
preferring instead \"areas not under Government control,\" 
\"Turkish occupied areas," or \"occupied territories.\" Tzika 
concluded by repeating the RoC,s belief that our change in 
terminology, beginning with the 2005 reporting cycle, 
illustrated a not-so-subtle USG policy swing aimed at 
\"upgrading the pseudo-state.\" 


3. (SBU) COMMENT: Interacting with RoC officials, we 
attempt to stay on task, discussing, say, Kosovo final status 
or nuclear non-proliferation. Nine times out of ten, 

however, we end up arguing the Cyprus Problem, our 
interlocutors spewing \"pseudo-state,\" \"outlaw regime,\" and 
\"occupation power" invectives. It was therefore no surprise 
the MFA,s IRFR response focused not on the issue at hand -- 
whether the island\'s residents could worship the God of their 
choosing -- but on our pick of descriptors that 

\"legitimized\" the \"TRNC\". With the split-report format our 
choice for the foreseeable future, we are likely to be called 
on the carpet loudly and often, despite Washington\'s 
oft-stated policy stance against any \"creeping recognition\" 
of the \"TRNC.\" END COMMENT. 
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SIPDIS 
SIPDIS 
PLEASE PASS ALSO TO USOAS AND USAID/LAC 


E.O. 12958: DECL: 09/27/2016 
TAGS: KDEM, PGOV, EC 
SUBJECT: ELECTIONS: CAMPAIGN CLOSES, ELECTION NIGHT WORRIES 


REF: A. QUITO 2436 
B. QUITO 2450 
Classified By: PolOff Erik Martini for reasons 1.4 (B&D) 


1. (C) Summary: The formal campaign period closes at 
midnight on October 12. Noboa received a rebuke from the 
Catholic Church for his use of religion in his campaign and 
Roldos veered further left on free trade. Electoral 

officials are scrambling to manage expectations of quick 
results on election night. The Constitutional Court\'s 

decision upholding the formula for apportioning congressional 
and council seats prevented any change in the election 
timetable. Increasingly dirty campaign tactics have 

surfaced, mostly aimed at Correa. End Summary. 


Quick Count May Not Be So Quick 


2. (SBU) Balloting opens at 7:00 am and closes nationally at 
5:00 pm (6:00 pm EST). Supreme Electoral Tribunal (TSE) 
systems engineers have told Embassy that preliminary results 
will be calculated for the presidential elections first. 

Each voting booth will certify presidential results and then 

a police officer will hand carry the results to the precinct 
officials which will usually be in the same building. Then 
results will be phoned in by land line to one of three 
clearinghouses in the country, two in Quito and one in 
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Guayaquil, where officials at the Brazilian firm E-Vote will 
be standing by. The GOE has hired E-Vote to perform 
election-day quick counting. 


3. (SBU) E-Vote has been frantically trying to manage 
expectations. In the press, the firm prefers not to give a 
fixed time frame for election results. When pressed, 
officials have said they should have preliminary presidential 
results by 19:00 on election day, two hours after polls 

close, and congressional results by midnight. They say two 
factors could delay results: the time it takes for results to 

be counted, certified and carried by the police to the 

precinct officials; and, the phone lines may jam with all the 
extra calls made to report results from the 2,291 reporting 
centers. OAS workers report that during a simulation in 
Guayas, the most populous province of Ecuador, only 10% of 
results had been analyzed by E-Vote after three hours of 
simulation. The E-Vote chief in Ecuador, admitted to the 
press the firm\'s problems counting results quickly during the 
simulation. 


4. (C) The Embassy is supplying 35 of the 120 accredited OAS 
election observers who will call in preliminary quick count 
results to the OAS mission. There will also be NGO observers 
reporting their own quick count, but they will only cover 

about half of the precincts. For the first time, the media 

will be allowed to report exit poll results after the polls 

close. Embassy personnel will monitor results reported from 
the field, media and the TSE (IVG line 644 4409) on election 
night. We will report first round presidential results as 

soon as available, but given the problems with E-Vote and 
other quick counts, an accurate report could be delayed well 
past 19:00. 


Campaign Dirty Tricks Aimed at Correa 


5. (C) Members of the business community in Guayaquil are 
reportedly funding a nationwide phone bank that makes 500 
calls per hour claiming to be seeking support on behalf of 
the Correa campaign. During the calls, potential voters are 
urged to, for example, vote for Correa and return Ecuador to 
the Sucre (in areas where currency stability and 

dollarization are popular). One in five people reportedly 
change their favorable opinions of Correa after the calls. 
Focus groups based on these calls indicate voters are not 
bothered by Chavez, Castro or Correa\'s association with them, 
even if Correa were proven to have received funding from 
Chavez. 


6. (C) A fake poll marked \"For Exclusive Use of the U.S. 
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Embassy in the Republic of Ecuador" began circulating October 
11 showing Cynthia Viteri in second place and ultimately 
winning in the second round. The poll was marked as 
sponsored by \"Dichter € Neira," a fake firm, and two other 
international firms. The poll sparked requests for comment 
from seven major print and TV media outlets; Embassy lO 
managed to kill the story with a clear statement that the USG 
had commissioned no election polls and had no familiarity 

with any of the three firms cited. Meanwhile, the Correa 
campaign accused the Social Christian Party (PSC) of handing 
out posters and buttons with photos of Correa with Chavez. 


Noboa\'s Religious Cloak Draws Church Ire 


7. (SBU) Noboa is hitting his populist stride in the closing 
days of the campaign, casting himself as devoutly religious. 
Wearing a black shirt with an enormous rosary, he knelt at 
one campaign event with recipients of his donated wheelchairs 
to pray for healing. On other campaign stops he is seldom 
found without a bible or rosary in hand and often prays with 
his supporters. In his closing campaign rally in south Quito 

he thanked God for having chosen him to be the candidate of 
the poor. His tactics provoked the Catholic Episcopal 
Conference to denounce his use of vestments and religious 
claims during the political campaign. Many are offended by 
Noboa\'s tactics, with leading leftist pundit Carlos Vera 
expressing disgust and chastising the Church for not speaking 
out sooner. 


Constitutional Court Removes Election Obstacle 


9. (U) The Constitutional Court threw out a controversial 
challenge to the way votes would be counted and apportioned 
in congressional elections (Ref A). The ruling is 

significant because it solves an issue that could have 
potentially thrown the election schedule into disarray. The 
Court upheld the constitutionality of the weighted 
(\"ponderado\") mathematical formula for distributing seats in 
Congress and on provincial and municipal councils 
proportionally. 


Roldos Places More Restrictions on FTA 


10. (SBU) Roldos\' latest veer to the left has him further 
dimming prospects for a Free Trade Agreement (FTA) under his 
would-be administration. During the most recent debate, 
Roldos said not only would he put any FTA negotiated to a 
popular referendum, but he would also require \"protection for 
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migrants\" as part of any deal -- an obvious appeal to the 
140,000 migrants eligible to vote in this election from 

overseas for the first time, and to their families back in 

Ecuador. During his campaign closing rally the night of 
October 11, Roldos again said his government would never sign 
an FTA with the U.S. unless the agreement \"includes benefits 
for migrants.\" Roldos\' continuing rush to best Correa\'s 
appeal has not reversed his fortunes, according to recent 

polls. 


Comment 


11. (C) Election officials and their contractors acknowledge 
potential for additional stress on election machinery due to 
delayed reporting of results. With the TSE (through E-Vote), 
the OAS, assorted NGOs, and the media all performing separate 
quick counts and exit polls, the potential for confusion and 
divergent results increases. We do not believe widespread 
fraud is likely, but logistical glitches and isolated 

incidents could feed into the fraud-expectant atmosphere 
already primed by some of the candidates (Ref B), most 
notably Correa, who claims only fraud would explain falling 
short of an outright victory. 

JEWELL 
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STATE FOR EUR/WE 
FAA FRA/IFO SHELLY WATSON 


E.O. 12958: N/A 
TAGS: EAIR, FAA, IFO, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA LES WILLIAMS 


REF: FRANKFURT 06757 
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1. Embassy grants country clearance to Melchor Antunano, MD, 
Director, Civil Aerospace Medical Institute to travel to 

Valencia, Spain from November 6 to November 9, 2006. The 
purpose of the trip is to conduct Recertification Inspections 

to FAA repair stations. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 


E.O. 12958: N/A 

TAGS: EFIN, ECON, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR SECURITIES 8 EXCHANGE 
COMMISSION OFFICERS 


REF: A. SECSTATE 169240 
B. EMAIL BLAGMOND@SEC.GOV 


1. Embassy grants country clearance and warmly welcomes 
Securities & Exchange Commission Officials; Felicia Kung, 
Julie Ehrhardt, Janet Luallen, Len Jui, and Scott Taub to 
travel to Madrid, Spain from October 16 to October 20, 2006. 
The purpose of this visit is to attend a meeting of the IOSCO 
Standing Committee. 


2. Post understands that no assistance is requested. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 
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Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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SIPDIS 
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STATE FOR EUR/WE 
EB/IFD/OMA, CAROLYN.DRACHOFRB.GOV 


E.O. 12958: N/A 

TAGS: EFIN, ECON, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR FEDERAL RESERVE SYSTEM 
OFFICIALS 


REF: SECSTATE 167993 


1. Embassy grants country clearance and warmly welcomes 
Federal Reserve System Officials; Bill Estes, Senior Vice 
President, Robert Schenck, Vice President, Molly Willison, 
Director Foreign Bank Analysis, Laurence Bonnemere, Assistant 
Vice President, Jane Green, Surpervising Examiner and Terry 
Muckleroy, Senior Supervisory Financial Analyst to travel to 
Madrid and Barcelona, Spain from October 13 to October 21, 
2006. The purpose of this visit is to meet with management 

of U.S. banks operating in Spain. 


2. Post understands that no assistance is requested. Please 
contact Whitney Baird, Economic Counselor, to discuss 
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meetings, she can be reached at Embassy number 91-587-2288 or 
cell phone number 650-624-831. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
STATE PASS TO NASA/OER: TSOUGRANISONASA.GOV 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA DELEGATION; 
LAURINI, SAMS, SAWIN 


REF: SECSTATE 164479 


1. Embassy grants country clearance to Kathy Laurini, 

Clarence Sams, and Charles Sawin, from NASA\'s Johnson Space 
Center to travel to Barcelona, Spain from October 22 to 

October 28, 2006. The purpose of this visit is to attend the 
Sodankyla Total Column Ozone Intercomparison Workshop. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 
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http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81765 

RR RUEHLA 

DE RUEHMD #2572 2861231 

ZNR UUUUU ZZH 

R 131231Z OCT 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC 1000 

INFO RUEHLA/AMCONSUL BARCELONA 2132","UNCLAS MADRID 002572 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
STATE PASS TO NASA/GSFC: TAMMY.L.POSEY@NASA.GOV 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA DELEGATION; 
BHARTIA, MCGEE, AND PETERS 


REF: SECSTATE 168603 


1. Embassy grants country clearance to Pawan Bhartia, Thomas 
McGee, and Richard McPeters, from NASA\'s Goddard Space Flight 
Center to travel to Tenerife, Spain from November 5 to 

November 13, 2006. The purpose of this visit is to attend 

the Sodankyla Total Column Ozone Intercomparison Workshop. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 
essential items including a photocopy of your passport\'s 


Column 3 

photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


STATE FOR EUR/WE 
STATE PASS TO NASA/OER: ALLISON.M.TITMAN@NASA.GOV 


E.O. 12958: N/A 
TAGS: TSPA, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA; CARL WALZ 


REF: SECSTATE 168402 
1. Embassy grants country clearance to Carl Walz, from NASA 


Headquarters to travel to Madrid, Spain from October 22 to 
October 27, 2006. The purpose of this visit is to attend the 
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meeting of the International Space Life Sciences Working 
Group. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


SIPDIS 


STATE FOR EUR/WE 
STATE PASS TO NASA/OER: ALLISON.M.TITMANONASA.GOV 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA; DOMINGUEZ AND 
KASS 


REF: SECSTATE 168401 


1. Embassy grants country clearance to Olga Dominguez and 
Howard Kass, from NASA Headquarters to travel to Madrid, 
Spain from October 20 to October 27, 2006. The purpose of 
this visit is to attend meetings on the Commercial Power 
Project. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 


Column 3 

documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
STATE PASS TO NASA/GSFC: TAMMY.L.POSEY@NASA.GOV 


E.O. 12958: N/A 
TAGS: TSPA, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA; DAVID LE VINE 


REF: SECSTATE 166731 


1. Embassy grants country clearance to David Le Vine, from 
NASAVs Goddard Space Flight Center to travel to Madrid, Spain 
from October 31 to November 4, 2006. The purpose of this 
visit is to attend a meeting of Soil Moisture and Ocean 

Salinity Mission Science Advisory Group. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
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being street-smart, alert and aware of their surroundings. 
In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
STATE PASS TO NASA/OER: ALLISON.M.TITMANONASA.GOV 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA; THANGASAMY 
VELUSAMY 


REF: SECSTATE 166749 


1. Embassy grants country clearance to Thangasamy Velusamy, 
from NASA to travel to Madrid, Spain from November 11 to 
November 18, 2006. The purpose of this visit is to attend 

the Science with ALMA: A new era for Astrophysics Conference. 
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2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, TBIO, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/CDC DONALD BOONE 


REF: A. ATLANTA GA 03755 
B. ATD # 3552 


1. Embassy grants country clearance to Donald Boone, 
Associate Director for Science, NCHM, HHS/CDC to travel to 
Madrid, Spain from October 21 to October 30, 2006. The 
purpose of the trip is to chair and attend the European 
Platform for Patients Organizations, Science and Industry 
Conference. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
States website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 


Column 3 

documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, TBIO, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/CDC FAYE WONG 


REF: A. ATLANTA GA 03754 
B. ATD # 3551 


1. Embassy grants country clearance to Faye Wong, Health 
Scientist, NCCDPHP, HHS/CDC to travel to Madrid, Spain from 
October 18 to October 22, 2006. The purpose of the trip is 

to attend and participate in the Public Health Conference. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 
essential items including a photocopy of your passport\'s 
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photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
NNSA, BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/DPTRAV 
RASMUSSEN 

REF: SECSTATE 167265 


1. Embassy grants country clearance to Steen Rasmussen, from 
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the National Nuclear Security Office to travel to Barcelona, 
Spain on October 14 to October 17. The purpose of this visit 
is to attend collaboration meetings at the Complex Systems 
Laboratory. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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TO RUEHC/SECSTATE WASHDC 1008 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NNSA, BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/DPTRAV 
MIRKARIMI 


REF: SECSTATE 167261 


1. Embassy grants country clearance to Paul Mirkarimi, from 
the National Nuclear Security Office to travel to Barcelona, 
Spain on October 13 to October 20. The purpose of this visit 
is to attend and present at the International Symposium on 
EUV Lithography. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
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Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 

TAGS: KSCA, TBIO, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DRS. WILSON, 
JANIK, AND WIESTNER 


REF: A. SECSTATE 165938 
B. FICT 3147-06 


1. Embassy grants country clearance to Dr. Wyndham Wilson, 
Chief, Lymphoma Therapeutics Section, Dr. John Janik, 
Investigator, and Dr. Adrian Wiestner, Investigator, National 
Heart, Lung, and Blood Institute, NIH, to travel to 

Barcelona, Spain from October 12 to October 16, 2006. The 
purpose of the trip is to attend and participate in the Fifth 
International Workshop on Non-Hodgkins Lymphoma. 


2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 
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4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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PASS TREASURY FOR OASIA/ICB/VIMAL ATUKORALA 
TREASURY ALSO FOR OCC/EILEEN SIEGEL 
TREASURY ALSO PASS FEDERAL RESERVE 

USDOC PASS TO OITA 

USDOC FOR 4212/MAC/EUR/OWE/PDACHER 

PARIS ALSO FOR USOECD 


E.O. 12958: N/A 
TAGS: ECON, EFIN, ELAB, EUN, AU 
SUBJECT: AUSTRIAYS ECONOMY POISED FOR FASTER GROWTH 


REF: VIENNA 2030 


Summary 


1. Austrian economic institutes have revised 2006 and 2007 GDP 
forecasts upward to 3.1% and 2.3-2.5% respectively. Data for the 
first half of 2006 indicate continued robust growth of exports and 
investments, and some improvement in private consumption. Growth in 
2007 should slow, as the negative impact from the German VAT 
increase takes hold. The 2006 growth rate will be the highest since 
2000 and 0.5% higher than forecasts for the Euro area. The 
unemployment rate should decline slightly, but remains sticky at 
4.8-5.0% due to an increasing labor supply. Inflation remains low 
at 1.6-1.7% despite higher oil prices. The institutes criticized 

the total public sector deficit of 1.7% of GDP in 2006 as too high 
for the current economic cycle. End Summary. 


2. The Austrian Institute for Economic Research (WIFO) and the 
Institute for Advanced Studies (IHS) recently presented revised 
economic projections for 2006 and 2007 from their June 2006 
estimates. Most notably, both institutes revised their 2006 GDP 
estimates upward to 3.1%. Projections for 2007 are for slightly 
lower growth, but both institutes are now predicting higher growth 
rates -- 2.3% (IHS) and 2.5% (WIFO) - than they predicted in June. 
The 2006 growth rate will be the highest since 2000, and will be 

half a percentage point higher than that of the Euro area and the 
EU-25. Strong global demand continues to boost AustriaWs exports. 
Solid investment growth and improving private consumption will 
continue in 2007 and partially offset the anticipated negative 

impact from the German VAT increase. According to WIFO Director 
Karl Aiginger and IHS Director Bernhard Felderer, slower growth in 
2007 does not portend an economic downturn. 


3. In real terms, exports of goods are benefiting from a strong 
international economic environment and Austria\'s improved 
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international competitiveness. Exports of goods should grow by 
around 10.0% in 2006 and another 7.0-8.0% in 2007. Investments 
should register an increase of approximately 5.0% in 2006 and 4.0% 
in 2007. Private consumption will only rise by around 2.0% in 2006 
and 2007. Aiginger and Felderer point to any mild slowdown in the 
U.S. economy as the only factor potentially negatively affecting the 
2006/2007 forecast. 


Unemployment Starting to Decline, But Still Sticky 


4. Solid economic growth is beginning to have a positive effect on 

the labor market, despite an increasing labor supply. Robust growth 
should add 50,000 jobs in 2006 and 43,000 in 2007. The 1.5% and 
1.2% employment growth in 2006 and 2007 will be the highest since 
the early 1990s. Concurrently, the number of unemployed has started 
to decline slightly, by about 11,000 in 2006. However, labor supply 
should grow by about 40,000 in both years, causing the unemployment 
rate to remain sticky at 4.8-5.0%. The unemployment rate is 

unlikely to drop significantly in the near-term, thus remaining a 

major challenge for a new GoA. 


Assumptions for Forecasts 


5. The institutes based their revised 2006/2007 forecasts on the 
following assumptions: 

-- U.S. economic growth of 3.3% in 2006 and 2.5-2.8% in 2007; 

-- Euro area growth of 2.5-2.6% in 2006 and 2.0-2.3% in 2007; 

-- EU-25 growth of 2.5-2.7% in 2006 and 2.0-2.4% in 2007; 

-- German growth of 2.3-2.4% in 2006 and 1.5-1.7% in 2007; 

-- oil prices of $65-68 per barrel in 2006 and $65-70 in 2007; and 

-- dollar/Euro exchange rates of 0.80 in 2006 and 0.78-0.80 in 2007. 


Inflation: No Problem 


6. Inflation should remain low in 2006 and 2007 at 1.6-1.7%, with 
little impact from higher oil prices. Due to the relatively high 
unemployment rate, economists do not expect significant inflationary 
effects from higher wage demands. Increasing imports of industrial 
goods from emerging countries continue to dampen inflationary 
pressures. 


Public Finance 
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7. WIFO and IHS project the 2006 total public sector deficit to be 
1.7-1.8% of GDP, slightly higher than the 2005 deficit of 1.5%. The 
primary factor driving the higher deficit is that cost-savings from 
administrative reform will not offset the continued impact of the 
2005 tax cut and higher expenses in specific areas, such as civil 
service wage increases, R&D spending and SME promotion. Aiginger 
and Felderer both cautioned that a deficit of 1.7% is too high for 
the current economic cycle, given 3.1% growth. Both institutes 
implied it would be difficult for the GoA to achieve its goals of a 
0.8% deficit in 2007 and a balanced budget in 2008. 


8. Statistical Annex 


Austrian Economic Indicators 
(percent change from previous year, 
unless otherwise stated) 


WIFO IHS WIFO IHS 

project. project. project. project. 

2006 2006 2007 2007 
Real terms: 
GDP 3.1 3.1 2.5 2.3 
Manufacturing 6.7 ma 5.0 ma 
Private consumption 1.9 2.2 2.1 1.9 
Public consumption 1.7 1.1 15 05 
Investment 5.0 53 40 3.6 
Exports of goods 10.1 9.7 68 78 
Imports of goods 8.0 7.8 70 7.6 


Nominal Euro billion 
equivalents: 
GDP 256.6 256.0 267.5 266.0 


Other indices: 
GDP deflator 16 1.3 1.7 1.6 
Consumer prices 1.6 1.6 1.7 1.6 
Unemployment rate 5.0 4.9 5.0 48 
Current account (in 
percent of GDP) 1.3 n/a 1.2 n/a 
Exchange rate for 
US$ 1.00 in Euro 

0.80 0.80 0.80 0.78 
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SIPDIS 
SIPDIS 


DEPT FOR AF/EPS - JANET POTASH, DRL/AE, G/TIP AND AF/W 
DEPT PLEASE PASS USTR FOR CONNIE HAMILTON 


E.O. 12958: N/A 
TAGS: ETRD, ECON, PHUM, AGOA, SG 
SUBJECT: AGOA ELIGIBILITY REVIEW - SENEGAL 


REF: STATE 163056 


Embassy Dakar is pleased to provide information for Senegal\'s AGOA 
eligibility review. The following information is based on the 
template provided and has also been provided via e-mail to AF/EPS. 


Country: SENEGAL 
Current AGOA Status: Eligible 


Country Background Summary: Senegal has an estimated population of 
11.7 million. 2005 GNI was $8.2 billion; GNI per capita was 

$710.0. Senegal had GDP growth of 6.2 percent in 2005 following a 
similar rate in 2004. Projections for 2006 indicate significantly 

lower growth, due in part to high global fuel prices, local energy 
distribution problems, an underperforming fisheries sector, and 

major congestion in Dakar. During 2005, annual inflation was 2.5 
percent, and government debt manageable. Senegal reached its 
Heavily Indebted Poor Countries (HIPC) Completion Point in April 
2004, triggering debt rescheduling by most bilateral and 

multilateral donors, with a potential for a total of $488 million 

(net present value) in debt stock reduction. HIPC criteria for 

Senegal include enhanced governmental spending on primary education, 
improved health care and sounder governmental finances. Senegal 
enjoys the benefits of long-term democratic stability, including a 

free press and active opposition. President Abdoulaye Wade won the 
presidency in free and peaceful elections in 2000. Senegal has been 
a vocal supporter of U.S. anti-terrorist actions, and does not 

engage in activities that undermine U.S. national security or 

foreign policy interests. Senegal does not engage in gross 

violations of internationally recognized human rights. Senegal 

faces severe challenges in providing adequate education and social 
services for its growing population. 


Comments on Eligibility Requirements 


|. Market-based Economy 
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A. Major Strengths Identified 

-- Since 1994, the Government has implemented a series of economic 
policy reforms to enhance competitiveness by dismantling monopolies, 
liberalizing markets and privatizing state-owned industries. 

-- Senegal\'s investment code provides for equitable treatment of 
foreign and local firms. Free transfer of capital and profits is 
guaranteed. The Government is pursuing additional reforms to ensure 
transparency and a level playing field in procurements and 
infrastructure projects under competitive bidding procedures. 

-- Foreign private entities are permitted to establish and own 
businesses and to engage in most forms of remunerative activity. 
There is no restriction on 100 percent ownership of businesses by 
foreign investors in most sectors. Senegal has attempted to attract 
foreign investment with a liberal investment code. 

-- The Investment Promotion Agency (APIX) works to improve service 
to investors, including offering a single window (or one-stop shop) 

for government services. This agency is becoming more effective 
over time. APIX has completed an action plan for simplifying 
administrative procedures for private investment, based on World 
Bank recommendations. APIX administers a Presidential Committee on 
Private Investment, which identifies problem areas and suggests 
regulatory fixes. 

-- Senegal is a member of WIPO and of the Bern Copyright Convention, 
and is working to update its IPR code. The Government is 
cooperating with Microsoft on a software legitimization campaign. 

In 2006, the USG sponsored a regional workshop in Dakar to highlight 
the growing problem of counterfeit pharmaceuticals. 

-- The Government lowered the corporate tax rate to 25 percent 
effective January 2006. 


B. Major Issues/Problems Identified 

-- In 2006, Senegal\'s energy delivery system was severely disrupted, 
with routine, short-lived power interruptions throughout the county. 
The promised privatization of Senelec, the electricity parastatal, 

is not on track, and the firm had difficulty remaining current on 
payments to power generation companies. The county\'s sole refinery 
ceased operations, pending its re-nationalization and the 

formulation of a new operational plan. 

-- Additional judicial reforms are essential for Senegal to increase 
private investment. 

The number of days it takes to start a business in Senegal increased 
in 2006 from 57 to 58. 

In 2005, the Government sold the national peanut-processing 
parastatal to a consortium of private investors, but the groundnut 
sector remains stagnant. 

-- Senegal\'s fishing agreement with the European Union ended in 
April 2006 and a renegotiated agreement has not yet been signed. 
The local fisheries sector is seriously depressed. 

-- The Government does not plan to institute a direct pass-through 

of the total rise in fuel input cost to consumers. 
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-- Senegal needs to address serious shortcomings in its pension 
system. 
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Il. Political Reforms/Rule of Law/Anti-Corruption 


A. Major Strengths Identified 

-- Senegal has a pluralistic democratic political system. 

Opposition political parties operate freely. Freedom of expression 
is protected. 

-- Senegal has a diverse and lively press, although it practices 
self-censorship on some sensitive political and security issues. 

-- The legislative elections of April 2001 were free and fair, and 
resulted in the first parliamentary majority for the Senegalese 
opposition; legislative and local elections held since October 2001 
were widely regarded as free and fair. 

-- Presidential and legislative elections are scheduled for February 
2007. 

-- The armed forces are generally professional and disciplined. 
They traditionally remain aloof from politics and are firmly under 
civilian control. 

-- Audits of state-owned companies and agencies, begun in 2000 after 
President Wade\'s election, have resulted in judicial proceedings 
against government officials. The President raised the judges\' 
salaries after the latter protested in 2002 and 2005 over poor pay 
and working conditions. 

-- Freedom of religion is guaranteed in Senegal, which is a secular 
state. 

-- The Government supports an alternative business dispute 
resolution center. 

-- The Government has enacted legal reforms to provide greater 
protection for women and children. 


B. Major Issues/Problems Identified 

-- The judiciary is subject to executive influence and pressure. 
Lengthy pre-trial detention is a problem. The Government of Senegal 
has considered reviving criminal charges against former Prime 
Minister Idrissa Seck, provisionally released earlier in the year 

after being charged with corruption-related crimes. 

-- Credible allegations of corruption have been made concerning 
government procurement, dispute settlement, regulatory and 
enforcement agencies. President Wade has himself admitted to 
possible public corruption within his government, including 
allegations against the former Prime Minister and former and serving 
Ministers. 

-- Corruption can range from large-scale customs fraud, including 
false invoice declarations, to bribe taking by inspectors and public 
safety officials. Corruption in the judiciary is also a problem. 
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Ill. Poverty Reduction 


A. Major Strengths Identified 

-- The Government continues to allocate national budgetary outlays 
according to its former Poverty Reduction Strategy Paper (PRSP). It 
is developing a new Strategy for Accelerated Economic Growth, 
calling for export-driven growth and additional emphasis on 
expanding agricultural output. 

-- A World Bank program provides capacity-building and training for 
Senegal\'s judiciary. The U.S. Department of the Treasury also 
provided training in anti-money laundering and terrorism finance 
issues. 


B. Major Issues/Problems Identified 

-- Senegal\'s proposed \"Return to Agriculture Program\" to discourage 
illegal migration and increase rural incomes remains ineffective, 

and agricultural productivity continues to fall, relative to other 

African countries. 


IV. Workers\' Rights/Child Labor/Human Rights 


A. Major Strengths Identified 

-- The Government generally respects the rights of its citizens. 

The Government rejected calls from some intellectuals to introduce 
ShariVa and reaffirmed the separation of state and religion. 

-- The Government has enacted laws increasing the legal protection 
of women and children, and ratified ILO Convention 182 on the worst 
forms of child labor in 2000. 

-- The labor code recognizes the right of workers to form and join 
trade unions, and any group of workers in a similar trade or the 
same profession may create a union. Similarly the right to strike 

is recognized but restricted. The new Constitution, adopted in 
2001, undermines the right to strike by stipulating that a strike 

must not infringe upon the freedom to work or jeopardize the 
enterprise. 

-- Senegal has recently passed laws to protect children from 
pedophilia, pornography, prostitution and trafficking. The Minister 
of Women and Family was recognized in 2005 as a \"Trafficking Hero\" 
for her dedication to fighting trafficking in children and the 

leader of a Senegalese NGO was a Trafficking Hero in 2006. In 
October 2006, President Wade and the World Bank organized a 
Presidential Council on street children. 

-- The Government has taken significant steps to curtail human 
rights abuses by the military and gendarmerie. 

Most private and public sector workers in the formal economy are 
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organized and bargain collectively. 
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-- Senegal has remained a stable democracy since its independence. 
Good governance and respect for human rights are policy priorities. 


B. Major Issues/Problems Identified 

-- Prison conditions and lengthy pre-trial detention continue to be 
problematic. 

The Government has taken major steps to eliminate human rights 
abuses by the military in Casamance counter-insurgency operations. 
The conflict today includes petty banditry. 

-- The Government must approve the existence of a trade union. The 
Government has the authority to dissolve and disband trade unions by 
administrative authority, and broad powers to requisition workers 
from private enterprises and public services. The ILO has raised 
questions regarding Senegal\'s full adherence to worker rights, 
particularly with regards to the right of association. 

-- While there are legal regulations concerning workplace safety, 
government officials often do not enforce them. The ILO has been 
critical of the process by which the Government registers trade 
unions. 

-- Police at times tortured and beat suspects during questioning and 
arbitrarily arrested and detained persons, including one report of 
torture in 2006. This is not a government policy but an act of 
individual police officers acting on their own. 

-- Anti-union sentiment within government is strong. 

-- Many children live on the streets and work as beggars, vendors, 
or prostitutes, some under force or duress. Girls as young as eight 
work up to 12 hours per day, seven days per week as domestics. 

-- The law prohibits the sale of persons, abduction, and hostage 
taking; there are reports of women and girls trafficked for work or 
prostitution. 


V. International Terrorism/U.S. National Security 


A. Major Strengths Identified 

-- Senegal participates in UN peacekeeping operations in the 
Democratic Republic of the Congo, Cote d\'Ivoire, Liberia and Sudan. 
Senegal also has civilian police and gendarmes in Bosnia-Herzegovina 
and Haiti. 

-- Senegal has been a leading African supporter for the U.S.-led 

global coalition against terrorism. President Wade proposed an 
African pact against terrorism and, as the leader of a country that 

is 95 percent Muslim, has taken a strong pro-U.S./anti-terrorist 
position. Senegalese Islam is generally moderate. 


B. Major Issues/Problems Identified 
None. 


Jackson 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: RUBERWA DECLARES HIMSELF NEUTRAL 
FOR SECOND ROUND 


1. (U) Vice President Azarias Ruberwa announced October 12 
that he and his party -- the Rally for Congolese Democracy 
(RCD) -- will remain neutral in the upcoming presidential 
runoff election between President Joseph Kabila and Vice 
President Jean-Pierre Bemba. The RCD\'s Founden\'s College 
released a statement after meeting in Kinshasa October 12 
stating that the party has opted for a position of \"positive 
neutrality.\" Although the RCD did not endorse either 
candidate, it called on its members to vote, and to do so 
according to their consciences. 


2. (U) The RCD is the last major Congolese political party to 
declare its position in the forthcoming electoral contest. It 

is also the only major party (aside from the UDPS, which is 
boycotting elections) not to align with either Kabila or 
Bemba. 


3. (SBU) Comment: The RCD has little to offer either 

candidate in any case, as it won just 15 seats in the 

500-member National Assembly, and as Ruberwa himself captured 
less than two percent of the vote in the first-round 

presidential election. End comment. 

DOUGHERTY 
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STATE FOR EUR/NB, EUR/NCE, EB/ESC 

STATE PLEASE PASS TO FEDERAL TRADE COMMISSION 
DOE FOR HARBERT 

DOC FOR 4231/IEP/EUR/BOHIGIAN 

NSC FOR GRAHAM, MCKIBBEN AND COEN 

TREASURY FOR LOWERY, LEE AND COX 


E.O. 12958: DECL: 10/12/2016 

TAGS: ENRG, EPET, PREL, LH, RS, PL, HT12, HT25, HT9 

SUBJECT: PROSECUTORS AND GOL WILL INVESTIGATE CAUSE OF 
LITHUANIAN REFINERY FIRE 


REF: VILNIUS 939 AND PREVIOUS 
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Classified By: POL/ECON Section Chief Rebecca Dunham for reasons 1.4 (b 
) and (d) 


1 (C) Summary: Local prosecutors have launched an 
investigation into the cause of the October 12 fire at 
Lithuania\'s Mazeikiu Nafta oil refinery (MN). The GOL plans 
to open its own investigative commission as well. There is 
no evidence yet that the fire was set deliberately. Initial 
estimates of the amount of damage to the refinery vary 
wildly. There are no reports of deaths or serious injuries 
resulting from the blaze. The damage to the refinery may be 
restricted to the unit producing heavy fuel oil products, 
leaving gasoline, diesel, and jet fuel production largely 
unaffected. End summary. 


2. (C) Jurijus Malininas, a senior prosecutor in the 
Mazeikiai District, told us October 13 that investigators 
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currently \"don\'t have a single piece of evidence suggesting 
that the fire was the result of a deliberate act. He said, 
however, that his office would investigate all possibilities, 
including the possibility of deliberate sabotage. 


3. (U) The prime minister\'s spokesperson told journalists 
October 12 that the PM will launch an investigative 

commission to determine the cause of the fire. The 
government\'s well-regarded Government Chancellor (akin to the 
USG\'s OMB Director) Valdemaras Serapinas will chair the 
commission, which will include representatives from several 
ministries (Interior, Environment, Economy, and 

Transportation), the State Security Department, MN, and 
independent experts. 


4. (U) More than 100 firefighters battled the blaze on 
October 12, bringing it under control within two hours of its 
outbreak. Dozens of firefighters worked throughout the night 
battling hotspots and small flare-ups. MN has its own fire 
brigade, but the size of the conflagration -- flames shot up 
more than 150 meters, according to eyewitnesses -- required 
the response of fire services from around the region. There 
are no reports of injuries or fatalities. 


5. (SBU) Dr. Vaclovas Miskinis, who heads the Energy Systems 
Research Laboratory at the Lithuanian Energy Institute, told 

us that the fire appears to have severely damaged only one 
part of the refinery, the distillation tower that processes 

heavy fuel oil into more refined products. He said that 
production of petroleum products such as gasoline or jet fuel 
that are not derived from heavy fuel oil should not be 

severely hampered, because they are distilled from the crude 
earlier in the production process. (NOTE: Dr. Miskinis does 
not work at MN and offered us this explanation based on his 
understanding from press reports of what happened. END NOTE.) 


6. (U) An MN spokesperson told reporters October 13 that the 
fire will not affect the production of gasoline and that MN\'s 
night shift worked a full production schedule overnight in 
those production lines not affected by the fire. Local press 
reports that the PM\'s office indicated that damages to MN 
could reach USD 3.6 million to USD 7.2 million and take 
\"months\" to repair. These reports emphasized, however, the 
preliminary nature of these figures. 


Effect on PKN deal 
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7. (U) Local press reports that PolandYs PKN Orlen announced 
on October 13 that the company was ready to cooperate with 
the GOL and Yukos International (MNVs current majority 
shareholder) to resolve the situation and that the fire will 

not have a significant impact on its planned purchase of the 
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refinery. Other press reports quoted MN\'s chairman, Nerijus 
Eidukevicius, saying that only the complete loss of one of 
MN\'s operating units, like the refinery or Butinge terminal, 
would allow PKN to cancel legally its contract to buy MN. A 
more pessimistic account appeared in the Russophilic daily 
Respublika. lts coverage emphasized the possibility that, in 
the fire\'s wake, PKN might insist on a lower price for the 
refinery or reconsider its offer entirely. 


8. (C) The MN blaze will continue to attract a great deal of 
attention: three ministers, including the PM, have already 
visited the refinery. These GOL officials are (responsibly) 
avoiding a rush to conclusions about the fire\'s cause. 
Somewhat surprisingly, so is the media, at least for now. 
All eyes will now turn to the investigations, which will take 
place under considerable public scrutiny. 

KELLY 
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PARIS FOR POL - DVELIA 
USUN FOR SCOTT 


E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, UNSC, GT, VE, PU 

SUBJECT: GUINEA-BISSAU: ENCOURAGING BUT NON-COMMITAL 
SUPPORT FOR GUATEMALA 


REF: STATE 171921 
Classified By: Charge Robert P. Jackson for reasons 1.4 (b) and (d). 


1. (C) PolOff delivered reftel demarche to Bissau-Guinean 
Foreign Minister Antonio Isaac Monteiro on Oct. 13. The 
Foreign Minister was receptive and acknowledged the previous 
conversations he had with the Ambassador, Charge and PolOff 
on this topic. Monteiro understood the urgency of the matter 
and agreed to discuss it immediately with the Prime Minister 
and telephone their representative in New York. He did not 
make a commitment to support Guatemala for a seat on the 
Security Council outright, but he said both the GOGB and he 
personally put great importance on the relationship with the 
U.S. and will take our request seriously. 


2. (C) PolOff also took the opportunity to tell Monteiro that 
the U.S. is working toward re-opening its embassy in Bissau. 
The return of the U.S. is one of the GOGB,s highest foreign 
policy priorities and it may provide leverage on this and 
other issues. Monteiro expressed sincere gratitude and 
requested that the timeframe for reopening be accelerated if 
possible. 

JACKSON 
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STATE FOR NEA/MAG 


E.O. 12958: DECL: 10/12/2011 
TAGS: PGOV, PBTS, PHUM, MO 
SUBJECT: WESTERN SAHARA: CONFIDENCE BUILDING MEASURES 


REF: A. RABAT 01394 
B. RABAT 01405 
Classified By: CDA Wayne Bush, reasons 1.4 (b) and (d) 


1. (C) On October 13, Johannes Vander Klauuw, the country 
director for the UNHCR, called to say that Morocco has agreed 
to resume the confidence building measures (CBM\'s) in the 
Western Sahara. The CBMs have been stalled since May when 
family visitation flights were to go between Dakhla in the 
territory and the Tindouf camps. 


2. (C) Poloff met with Nasser Bourita, Director of United 
Nations and International Organizations, in the Ministry of 
Foreign Affairs (MFA) to discuss the resumption of the CBM\'s. 
Bourita said that the GOM had been pressured into agreeing 
to the resumption of the CBM\'s when it was the Polisario who 
had caused the measures to be halted. For Bourita, the GOM 
was blamed for a problem it did not cause. He noted that the 
\"Polisario has been given room\" to continue to manipulate the 
CBM\'s and has been given the power over the process by the 
international community. Bourita noted that the US and other 
governments concentrated only on the family visits when the 
CBM\'s also consisted of telephone calls, which were not 
suspended. 


3. (C) Comment: The GOM\'s agreement to resume the CBMVs is 
coupled with its desire to portray itself as working with all 

parties in resolving the Western Sahara issue. The decision 

is likely intended to reinforce the GOM\'s efforts to persuade 

the Security Council to extend MINURSO\'s mandate which is due 
to expire at the end of October. End Comment. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: DECL: 10/12/2016 

TAGS: PGOV, KPKO, CG 

SUBJECT: ITURI UPDATE: FRPI ATTACKS FARDC POSITIONS, BUT 
MAKES OVERTURES TOWARDS DISARMING 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Summary: A series of clashes between the Congolese 
military and the Patriotic Force of Resistance in Ituri 

(FRPI) militia has heightened security concerns in the 
southern part of Ituri District. Two Bangladeshi MONUC 
peacekeepers were wounded in the latest round of fighting, 
which resulted in the deaths of at least a dozen militia 
members, reportedly including several top commanders. While 
other Ituri militia groups have signaled their willingness to 
disarm, the FRPI has until now demonstrated no intention of 
doing so. The militia\'s recent military losses, however, may 
be forcing it to rethink its position and accept the 
disarmament process. End summary. 


2. (C) Early in the morning of October 7, members from Cobra 
Matata\'s FRPI militia launched an attack on positions of the 
Armed Forces of the DRC (FARDC) around Avi Heights, near the 
town of Aveba (approximately 28 miles south of Bunia). 

According to MONUC military reports, a firefight broke out 
between the two sides around 6:30am, and FARDC commanders 
soon called upon a nearby MONUC battalion for assistance. 
During the battle, the MONUC troops directed mortar fire on 

the militia positions, and two Bangladeshi peacekeepers were 
slightly wounded by gunfire. FARDC officers reported they 
recovered the bodies of at least 12 killed militia members, 

and said several dozen more were wounded during the attack. 
MONUC Ituri Brigade Commander General Mahboob Haider Kahn 
said among the dead were FRPI sub-commander Yuda, along with 
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several other lower-ranking officers of the militia. Kahn 
said the situation as of October 11 remains under control. 


3. (C) The October 7 incident follows another firefight 

between the FARDC and the FRPI near the village of Singo 
(approximately 37 miles south of Bunia) on October 1. FARDC 
Ituri Operations Commander General Mbuayama Nsiona said the 
incident in Singo began as an internal battle between two 
factions of the FRPI -- one led by Matata, the other by Yuda 

-- over control of a local gold mine. Nsiona said the FARDC 
troops intervened to try to stop the fighting. Ultimately, 

the FARDC captured the area, which had fallen under militia 
control some three weeks earlier. The fighting, which lasted 
some 14 hours according to MONUC military reports, killed 
three FARDC soldiers, and as many as a dozen FRPI militia 
members. The FARDC reported another seven of its soldiers 
were wounded during the battle. 


4. (C) General Mahboob said the FRPI likely attacked the 
positions near Aveba and Singo so as to control access and 
supply routes towards the Similiki area near the border with 
Uganda on Lake Albert. He added that the Singo gold mine can 
help the FRPI purchase supplies across the border. Mahboob 
said that corridor has long been suspected of being a main 
resupply route for weapons and materiel coming from outside 
Ituri District. 


5. (C) The recent firefights with the FRPI appear to have 
resulted in a change in position of the militia regarding 
disarmament. Acting MONUC-Bunia Head of Office Peter 
Swarbrick said FRPI President Emile Muhito contacted MONUC 
Eastern Division headquarters in Kisangani October 10 to 
re-establish contact with MONUC and to discuss the 
demobilization of the militia. (Note: Muhito had previously 
entered the militia disarmament program in Bunia several 
months ago, but then mysteriously disappeared from the 
transit camp in July. It was believed, as now been proven 
correct, that Muhito left the camp to rejoin the FRPI in the 
bush. End note.) General Mahboob said the likely explanation 
for this renewed contact stems from the death of Yuda, who 
was adamantly opposed to disarmament, causing a rift in the 
upper ranks of the FRPI. Mahboob added that the military 
losses in Aveba and Singo have put the militia in complete 
disarray. 


6. (C) Comment: The overture made by the FRPI with regard to 
disarmament is not likely to receive any substantive response 
from the GDRC, which has shown no inclination to resolve 
Ituri\'s militia problem. With elections quickly approaching, 

top ministers being replaced, and a new government to be 
installed in December, there has been no coordination at the 
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highest levels to disarm these remaining militia. Muhito\'s 
comments notwithstanding, the FRPI is likely only trying to 

buy time to regroup and rearm. The attacks on Aveba and Singo 
were strategic, aimed at bolstering their positions for 

possible future operations. Even if the FRPI offer to 

demobilize is sincere, the GDRC will likely let this 
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opportunity slip away. End summary. 
DOUGHERTY 
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SUBJECT: THIRD CONTRACT KILLING EVOKES MEMORIES OF 1990\'S 


REF: A. MOSCOW 10248 
B. MOSCOW 10603 


Classified By: Econ M/C Quanrud, Reasons 1.4 (b/d) 


1. (C) Summary. Vneshtorgbank banker Alexander Plokhin was 
gunned down October 11 in an apparent contract killing, the 
third in Moscow in a month. Foreign investors are growing 
increasingly concerned by the perception of lawlessness in 

the streets of Moscow, although local business leaders are 
taking this latest killing in stride so far. Separately, the 

press is reporting that authorities have apprehended suspects 
in Deputy Central Bank Chair Kozlov\'s murder case. All this 
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evokes memories of 1990s violence in Moscow. Further 

violence could undermine what many Russians considered one of 
Putin\'s greatest successes: the return of public order. End 
Summary. 


Plokhin 


2. (U) As commentators and analysts still try to make sense 

of the recent killings of Deputy Central Bank Chairman Kozlov 
and human rights journalist Anna Politkovskaya, the apparent 
contract murder of banker Alexander Plokhin this week evoked 
memories of the early 1990s when business partners and mafia 
alike resorted to guns to settle disputes. According to the 

press, Plokhin, director of an affiliate branch of 

state-owned Vneshtorgbank (VTB), was shot in the head as he 
got off the elevator to his Moscow apartment on October 11. 
Authorities suspect an accomplice outside tipped off the 
shooter as Plokhin entered the building. Plokhin\'s relatives 

told the press that he had received death threats in the 

past, but had opted not to employ bodyguards. Plokhin worked 
for Vneshtorgbank for the past 9 years. In the mid-1990s, he 
headed Moscow City Council\'s budgetary and finance committee. 


3. (C) According to Deutsche UFG chief economist, Yaroslav 
Lissovolik (strictly protect), foreign investors are 

increasingly concerned about this latest round of contract 
killings. However, he said that Russian contacts in Moscow\'s 
banking community are not particularly worried, but they were 
puzzled about Plokhin\'s murder and could not offer 
explanations. The president of the Association of Russian 
Banks suggested to the press on October 12 that Plokhin\'s 
murder was not the result of turf wars in the banking sector 
as some have speculated, but a general \"criminalization of 
society.\" 


Kozlov murder case update 


4. (U) The press on October 11 reported Moscow authorities 
apprehended three suspects on October 3 in connection with 
the Kozlov case, but were denying that the suspects were in 
their custody. Two of the three suspects are Ukrainian 
nationals. The press reports that the three claim that an 
unknown intermediary approached them at the end of summer to 
kill \"a bandit who swindles good people\" for $20,000. One of 
the suspects turned himself in to the police after finding 

out on television the identity of the victim. Subsequently, 

the two other suspects were apprehended. According to the 
press, the suspects refuse to cooperate in identifying the 
intermediary because they fear retribution. 
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5. (C) Comment. Whereas the Kozlov and Politkovskaya murders 
had political overtones, Plokhin was a mid-level banker. 
Plokhin\'s murder has received more attention because it is 
the third contract killing in Moscow in a month. The only 
common factor in all three murders so far is that they all 
appear to have been contracted and professionally executed. 
However, bankers have been regular targets of assassination 
with Plokhin the seventh banker to be killed in the past six 
years, according to the press. Many are closely following the 
Kremlin\'s response to these contract murders, as they 
undermine a central pillar of Putin\'s public support: the 
perception that Putin brought stability and order to Russia 
after the chaotic 1990s. End Comment. 

RUSSELL 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PGOV, PREL, PHUM, KDEM, PBTS, AJ 

SUBJECT: AMBASSADORYS INTRODUCTORY CALL ON CENTRAL ELECTION 
COMMISSION CHAIRMAN MAZAHIR PANAHOV 


Classified By: AMBASSADOR ANNE E. DERSE PER 1.4(B,D) 


1. (C) SUMMARY: In her October 4 introductory call on Central 
Election Commission (CEC) Chairman Mazahir Panahov, the 
Ambassador highlighted the interlinked priorities in the 

bilateral relationship: cooperation in regional and global 
stability and security; energy security; and strengthening 
democracy through political and economic reform. She outlined 
the building blocks of a strong democracy: rule of law; a 

strong political process; a free and independent media; an 
engaged citizenry; and respect for human rights. Chairman 
Panahov briefed the Ambassador on the CEC\'s preparations for 
Azerbaijan\'s October 6 partial Municipal Elections, and 

shared his opinion that the international community places 

too much emphasis on specifics like finger-inking, and not 
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enough on the integrity of the overall process of democracy. 
Panahov said that the Municipal Councils\' role is gradually 
strengthening. Mentioning Azerbaijan\'s security situation, he 
said that eventual NATO membership would be the \"only way\" 
for Azerbaijan to emain secure. Panahov said that the 
conflict in Ngorno-Karabakh and the occupied territories is 

te biggest impediment to Azerbaijan\'s democratic reform. He 
also cautioned that a growing view in Azerbaijan that the 
WestVs position on Armenia and the N-K conflict reflects a 
double standard toward this Muslim country could undercut 
support for Azerbaijan\'s Euro-Atlantic aspirations. END 
SUMMARY. 


BILATERAL PRIORITIES 


2. (C) During her October 4 introductory call on Chairman of 
the Central Election Commission Mazahir Panahov, the 
Ambassador outlined the priorities in the U.S.-Azerbaijani 
bilateral relationship: cooperation in the Global War on 

Terror and ensuring regional and global security and 

stability, global energy security, and advancing democracy 
through political and economic reform. She noted that while 

in recent years, observers have been focused on Azerbaijan\'s 
elections, all five building blocks of democracy are 

important in democratic reform: rule of law and a strong 
judicial and legal system; a viable political process, 

including elections, political parties, and Parliament; a 

free and independent media; an engaged, empowered, educated 
citizenry; and respect for human rights. The Ambassador also 
underscored the importance of economic freedom and 
development in establishing an environment that will foster 
democratic development. 


MUNICIPAL COUNCILS VS. THE EXECUTIVE COMMISSIONS 


3. (C) Chairman Panahov said that although elections are 
important in every country, they are particularly important 

in Azerbaijan. He shared his opinion that Azerbaijanis are 
gradually beginning to understand the importance of Municipal 
Councils. According to Panahov, most of the population 
prefers the elected Municipal Councils to the 
bureaucratically-appointed Executive Commissions (ExComms), 
and in some cities there is increasing friction between the 

two. Panahov said that in the future, Municipal Councils will 
play an increasingly important role, and that the ExComm 
structure will change, requiring commissioners to be elected. 
He explained that Azerbaijan\'s regions are still home to many 
\"babies of the communist system,\" but that the country\'s 
youth view the role of local government differently and will 
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be able to change the system. 


THE ELECTORAL PROCESS 


4. (C) Panahov told the Ambassador that each completed step 
of the electoral process had gone smoothly, including the 
registration process and campaign season. He expressed his 
optimism that election day would also pass in a fair and 

free, transparent manner. Panahov said that after the Soviet 
Union\'s collapse, most problems in Azerbaijan\'s electoral 
process arose during the registration process, such as 
candidate intimidation. He said that improvement in the 
registration process indicated improvement in Azerbaijan\'s 
overall electoral process. 


ANTI-FRAUD EFFORTS 


5. (C) The Chairman said that the CEC had sufficient 
anti-fraud measures in place, such as finger-inking, although 
he explained that using finger ink in this election is 
technically illegal because the May 11, 2005 Presidential 
decree mandating the use of finger ink was intended only for 
the Parliamentary Elections. Panahov shared his opinion that 
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the international community had paid too much attention to 
the use of finger ink in the November 2005 Parliamentary 
Elections. He said that the level of fraud prevented by 
finger-inking was \"not worth its cost.\" According to Panahov, 
President Aliyev\'s decision to directly punish the members of 
the ExComms for interfering in elections made the most 
significant change to Azerbaijan\'s election climate. 


PANAHOW\'S COMMENTS ON AZERBAIJANYS SECURITY INTERESTS... 


6. (C) Panahov brought up Azerbaijan\'s security interests. He 
said that becoming an eventual NATO member would be the \"only 
way\" for Azerbaijan to remain secure. Pahanov shared his 
opinion that, as a Muslim state, Azerbaijan is in a more 
sensitive position than Georgia and Armenia - making NATO 
membership a higher priority. He said that other Muslim 
countries do not accept Azerbaijan as a truly Muslim state 
because of the population\'s preference of western culture and 
lifestyle. Panahov emphasized the importance of Azerbaijan 
being supported by strong countries like the U.S. to remain 
safe and secure. 
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... AND DEMOCRATIC REFORM 


7. (C) According to Panahov, although most of the Azerbaijani 
population prefers the western lifestyle, many also feel that 
the U.S. and western European countries have double, even 
tripleW standards when it comes to Armenia and the conflict 
in Nagorno-Karabakh and the occupied territories. He 
complained that the international community is not doing 
enough to help resolve the N-K conflict, and said that this 
conflict is the single greatest impediment to Azerbaijan\'s 
overall democratic reform. Panahov cautioned that most 
Azerbaijanis do not openly express their frustration with the 
WestVs position on N-K, but that this is a sentiment shared 

by most of the population Won the inside. He also said that 
losing Nagorno-Karabakh and the occupied territories would 
\"put Azerbaijani society back by decades, as Azerbaijanis 
would quickly become disenchanted with the West. 

DERSE 
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E.O. 12958: DECL: 10/04/2016 

TAGS: PREL, EAID, SI, YI, SR 

SUBJECT: DAS DICARLO ENGAGES ON REGIONAL ISSUES IN LJUBLJANA 


Classified By: COM Thomas B. Robertson for reasons 1.5 (b) and (d) 


1. (C) Summary: In October 3-4 meetings with EUR DAS Rosemary 
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DiCarlo, Slovenia\'s Deputy Foreign Minister Bozo Cerar, and 
chief international affairs advisor to the Prime Minister, 

Andrej Rahten reiterated Slovenia\'s support for the work of 
both the UN Special Negotiator Ahtisaari and the Contact 
Group on resolving the question of independence for Kosovo in 
2006. Both stressed the importance of moving ahead with 
Ahtisaari\'s proposals, as delay would cause more problems 
than it might solve. Maintaining a euro-Atlantic perspective 

for the entire region, but especially Serbia, was also high 

on the Slovene agenda. Echoing Prime Minster Janez Jansa\'s 
recent comments to Secretary of Defense Rumsfeld, Cerar 
predicted that if Kosovo independence were resolved by the 
end of 2006, by the end of 2008 we could see significant 
peacekeeping troop reduction in the region. In her meetings 
DAS DiCarlo delivered a strong message on the need for the 
U.S. and EU to send a clear and unified message to the 
Government of Serbia about the need to prepare itself and its 
public for the inevitable independence of Kosovo. Progress in 
other parts of the region and the potential for bringing 

Bosnia and Herzegovina and Montenegro into the Partnership 
for Peace were also discussed extensively. Slovenia is 
prepared to contribute technical assistance to the entire 

region through its Center for European Perspective (CEP), but 
it does recognize there may be financial and political 
limitations to overcome. End Summary. 


2. (C) In separate meetings on October 3, EUR DAS Rosemary 
DiCarlo met with Deputy Foreign Minister Bozo Cerar and 
International Affairs Advisor to the Prime Minister Andrej 
Rahten to exchange views on the way ahead in the Western 
Balkans. Both conversations focused heavily on Kosovo, its 
impending independence and how to convince Serbian political 
leadership of the need to prepare itself and the public for 

this immanent change. Cerar and Rahten both urged that 
Ahtisaari and the UN move forward sooner rather than later on 
a decision on Kosovo. A long delay would only cause further 
instability in Serbia and, they feared, could spill over into 
Bosnia. They echoed Prime Minister Janez Jansa\'s assessment 
given to Secretary of Defense Rumsfeld in late September, 
that PM Kostunica, an admirable dissident in his day, was no 
longer able to provide the kind of strong, moral leadership 
Serbia needs, and the outcome of Serbian elections, should 
they happen, would have no positive effect on the process. 
Kosovo was not let off the hook, however, as both expressed 
the need to keep Pristina focused on its responsibilities 
vis-a-vis minorities and other standards it needs to meet. 
Cerar also predicted (as had PM Jansa in late September) that 
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if Kosovo independence were resolved by the end of 2006, by 
the end of 2008 we could see significant peacekeeping troop 
reduction in the region. 


3. (C) Both Cerar and Rahten agreed with DiCarlo\'s assessment 
that an EU and NATO perspective must be kept alive for 
Serbia, and that ICTY cooperation is of paramount importance. 
Given the hurdle of handing over war criminals, they 

discussed how Slovenia and others could help Serbia to meet 
this responsibility and not become discouraged by talk of EU 
enlargement fatigue and lack of access to the resources of 
transatlantic partnership. DiCarlo urged the GOS to continue 
reinforcing the message with their Serb counterparts that the 
EU is of one mind and in sync with the US on the independence 
of Kosovo. Additionally, Serbia must face this reality and 

do what is necessary to prepare for the future without Kosovo 
and within the EU and NATO. Rahten discussed a \"Food for 
Thought" paper on possible measures to be taken in support of 
Serbia that Slovenia had drafted with the V-4 and Austria and 
discussed in mid-September in Austria. The paper contains a 
variety of concrete measures that can be taken bilaterally 

and regionally, such as student exchanges and closer 
involvement in existing regional partnerships, that would 
encourage the government as well as the population to see its 
future in Europe. Slovenia has pledged to keep the Western 
Balkans on the EU agenda and will certainly make it a primary 
focus of its own presidency in early 2008. 


4. (C) Discussion of recent Bosnian elections centered on 
whether the candidates, and particularly Dodik of Republika 
Srpska (RS), could put the rhetoric behind them and get on 
with Constitutional and other necessary reforms. DiCarlo 

told Cerar and Rahten that the decision to terminate OHR 
would be made in February, and the effectiveness of the 
Bosnian presidency and government between now and then would 
factor into that decision. Rahten expressed real concern over 
the renewal of the RS-Serbia Agreement on Special and 
Parallel relations. Tying it to the Kosovo decision, Rahten 
thought if that decision were delayed, it might further 
embolden the RS-Serbia relationship in a negative direction. 
He was not very concerned, however, about the ability to work 
with Bosniak leader Haris Silajdzic, referring to Silajdzic\'s 
stints as Foreign Minister and Prime Minister as positive 
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indications for his future behavior. 


5. (C) The overall tone on Montenegro was upbeat and 

positive. Cerar and Rahten agreed that Montenegro\'s 
cooperation with ICTY was positive and that, all things 
considered, it was a very good candidate for PfP. There was 
also agreement that the problem of organized crime would need 
to be seriously tackled. Slovenia is preparing to receive 

the President of Montenegro in Ljubljana the week of October 

9 and plans to offer technical assistance on training of 
diplomats and/or civil servants, depending on what the 
Montenegrins request. Cerar was very hopeful that Montenegro 
would soon be considered for PfP, saying that it could 

provide a stimulus for Serbia to also do what it can to get 

on board. 


6. (C) Cerar and Rahten both stresed the importance of 
keeping the NATO doors ope to the Western Balkans and 
perhaps moving ahead(without Serbia) on bringing Montenegro 
and Bosna into PfP. In a separate meeting with DAS DiCarlo 
MFA Director of the Office for Security Policy,Stanislav 
Vidovic, said that NATO needed to develop a common position 
onthe future of the Western Balkans and ideally thiswould 

be done by the Riga Summit. He also said t would be very 
important for NATO, during the Rga Summit, to send a strong 
message that it had ts own policy on enlargement and as 
countries filed the requirements for membership, they would 

b given full consideration. Vidovic stressed that hile 
compliance with ICTY was a serious prerequiite, it was 
important not to leave Serbia behind, and ways would have to 
be found to encourage democratic forces and not \"humiliate\" 
Serbia as others passed it on the path to NATO. DiCarlo 
explained that the USG fully appreciated the need to keep 
Serbia moving forward and though PfP was not currently an 
option, we were doing a great deal bilaterally to help reform 
and modernize the Serbian military. She urged Slovenia to 
also engage more bilaterally as a way to keep Serbia focused 
on a Euro-Atlantic future. 
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7. (C) A theme which ran throughout the two days of DAS 
DiCarlo\'s visit was the desire to \"keep the doors to the EU 
open\" for Serbia, Croatia and the other countries of the 
Western Balkans. The GOS has said consistently that it will 
make this a top agenda item during its presidency of the EU 
in early 2008. Slovenia believes membership of the rest of 
the former Yugoslavia in the EU and NATO is the only true 
guarantee for peace, stability and prosperity in the region. 


8. (C) In a separate lunch with MFA Director General for 
Bilateral Affairs Bogdan Benko, Director of the Office of 

South Eastern Europe, Leon Marc, and Program Manager of the 
Center for European Perspective, Denis Risman, DiCarlo 
discussed with the group ways in which Slovenia could engage 
most effectively in the region, and practically, in areas 

where the USG has to be careful about leaving too strong a 
mark itself. DiCarlo mentioned the need for the Government 
of Serbia to do a better job on public relations and 

preparing for the public for Kosovo\'s independence. She 
suggested this as an area where Slovenia might be able to 
engage, particularly with civil society, and where it is 

difficult for the USG to do so. Risman agreed that Serbia 
could use some help in this area. He added that while 
Slovenia might be able to work on that type of issue with 
Serbia, there could be some resistance from Belgrade to 
receiving this sort of assistance from a country which only 

15 years ago was a quiet backwater of a Belgrade-centric 
Yugoslavia. Nonetheless, Risman sees great potential for 
technical assistance in Serbia, Kosovo and the rest of the 
region. In addition to training CEP is preparing for Kosovar 
civil servants, it has had requests for diplomatic training 

from Montenegro. There are plans for a program on energy 
cooperation underway, which would be held in December and is 
a joint project with local think tank ISS. Risman made a 
strong pitch for joint projects in the region and 

particularly Kosovo and Serbia. Both Cerar and Rahten also 
promoted CEP as a good vehicle for the transformation of the 
Western Balkans into stable, prosperous, westward looking 
countries. 


9. (U) DAS DiCarlo has cleared this cable. 
ROBERTSON 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PGOV, PREL, PINR, ECON, ETRD, PHUM, KG 
SUBJECT: STRAIGHT TALK FROM LOCAL KYRGYZ IN NARYN 


BISHKEK 00001451 001.2 OF 002 


Classified By: CDA Lee Litzenberger, Reason 1.4 (b) and (d). 


1. (SBU) SUMMARY: During an October 5-6 trip to the coldest 
region in Kyrgyzstan, Country Desk Officer and Poloff met 
with various NGO representatives and Naryn government 
officials about the current state of the region\'s economy and 
civil society. Local government officials were candid in 
voicing their concerns about Naryn\'s lack of sustainability 
and the current government structure, but offered differing 
opinions on the city\'s \"free trade zone. The NGO leaders 
also listed a wide range of problems facing the citizens of 
Naryn, but voiced considerable interest in the constitutional 
reform process. END SUMMARY. 


2. (SBU) The city of Naryn, located approximately five hours 

by road south of Bishkek, is situated along a river of the 

same name and engulfed by the Tien Shan mountain range. Both 
government and NGO representatives agreed the population of 
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45,000, almost entirely ethnic Kyrgyz, benefited from a wide 
range of USG assistance and technical support. This was 
evident when visiting Country Desk Officer and Poloff toured 

the USAID-funded PEAKS Project (Participation, Education and 
Knowledge) in one local school and the Naryn Oblast Family 
Medicine Center, where USAID-supported health reforms, which 
included the establishment of Family Group Practice Clinics 
(FGP) and the restructuring of the entire health delivery 

system, vastly improved patient care and hospital efficiency. 


CONTRADICTORY COMMENTS FROM LOCAL OFFICIALS 


3. (C) Isabek Abdugaziev, the Naryn Oblast Deputy Governor, 
echoed comments by other regional officials in speaking of 
the need for decentralization of the government and 
complained of the redundancy of operating under both an 
oblast and rayon level structure, which would be easily 
resolved by eliminating one layer. He also touted the 
potential benefits of the \"free trade zone\" established in 
Naryn, which offers tax exemption to foreigners willing to 
produce goods for export. Abdugaziev claimed that over 50 
companies representing fourteen different countries have been 
registered, primarily in such small-scale areas as leather 

and sugar cube production, but did not provide any examples 
of specific facilities. 


4. (C) Although initially touting the party line, the Deputy 
Governor was more frank about Naryn\'s dependence on the tax 
revenues and crop production from other parts of the country. 
Abdugaziev spoke candidly about comments by other regional 
officials that Naryn is \"a pension oblast,\" living off of the 
produce and incomes of the citizens in other oblasts. The 
sparse population of Naryn endures 6-7 months of harsh winter 
climate, preventing most fruits and vegetables from 

flourishing. Most of the produce available in the markets is 
shipped to Naryn from other parts of the country, thus 
increasing the price. 


5. (C) In a separate meeting, Deputy Mayor Chinara 
Abdiraiymakunova spoke proudly of the eight city schools, 
practices of the city parliament, the opening of the Aga Khan 
University on the outskirts of the city, and recent 

renovations to several main streets. However, when the 
subject of the \"free trade zone\" arose, she scoffed at the 
whole idea, arguing that it had no impact on the daily lives 
of the people of Naryn. In clear contrast to comments made 
by the Deputy Governor, Abdiraiymakunova claimed that the 
\"free trade zone\" was a joke, as companies register in Naryn 
for the tax benefits and then move to Bishkek without 
supporting the community with jobs. 
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NGO REPS EVEN MORE CRITICAL, BUT HOPE FOR REFORM 


6. (C) During a working lunch, Naryn-based NGO 
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representatives shared their thoughts on the many obstacles 
facing the local population. With high levels of 
unemployment, and bitterly cold winters, alcoholism has 
become a widespread problem in Naryn. Domestic violence and 
bridal kidnapping also persist in the community. Naryn 
residents complain about the large noisy trucks traveling 
through the center of town on their way to and from the 
Torugart border crossing on the border with China. (Note: 
Officers expected to see heavy traffic on the roads in and 
around Naryn but witnessed almost none. End note.) 
Corruption was also mentioned as being systemic throughout 
the public and private sector, in particular in the courts. 

One of the representatives explained that it starts from the 
children in school, who pay for their grades instead of 

earning them, and continues all the way up to the government 
officials,\" who get elected by bribing voters with money and 
vodka. The group also reported crime was on the increase, in 
particular among young people. 


7.(C) The NGO representatives reported that local officials 
recognize the important role the groups play in civil society 
and provide opportunities for them to offer input. The real 
glimmer of hope for all representatives was the possibility 
of a reformed constitution that would protect the rights of 
citizens and balance the various powers of the government. 
They agreed that local residents were very aware of and 
interested in the constitutional reform process, seeing a 
direct connection between their own joblessness and the 
inefficacy of the current government structure. They also 
agreed that the public needed further education on the 
process of reform and the substance of specific proposals. 


COMMENT 


8. (C) The various representatives of the Naryn community 
made no attempt at hiding the difficulties of living in this 
harsh, remote region. This was evident during meetings with 
government officials, who touted the accomplishments of their 
administrations but were also frank about the economic 
situation. The local leaders of civil society provided a 

laundry list of problems with few solutions, instead placing 
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their faith in the possible changing effects of a reformed 
constitution. END COMMENT. 


LITZENBERGER 
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SIPDIS 
SENSITIVE, SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KDEM, ASEC, LT 
SUBJECT: LESOTHO POWER SHIFT: 18 MPS QUIT GOVERNING PARTY 


REF: MASERU 507 


1. (SBU) SUMMARY: On October 13, stepping up a rapidly 
unfolding political drama in Lesotho, eighteen members of the 
governing Lesotho Congress for Democracy (LCD) abandoned their 
party, symbolically crossing the aisle at Parliament to join new 
splinter party, the All Basotho Convention (ABC). As partisan 
crowds outside Parliament chanted political slogans, 
unsubstantiated rumors swirled that more defections from the LCD 
could follow in the coming days--potentially leading to a vote 

of no-confidence against the Government. As of COB October 13, 
Maseru remains calm and commercial activity normal. Many 
government and party leaders, including PM Mosisili, returned to 
their home constituencies for the weekend of October 13-15, 
seeking support and/or consultations. END SUMMARY. 


2. (U) Eighteen Members of Parliament formally defected from the 
governing Lesotho Congress for Democracy (LCD) on October 13 to 
join the newly formed political party \"All Basotho Convention 
(ABC),\" led by Thomas Thabane, former Minister of Communication. 
Thabane, who quit the LCD and formed his new party on October 

9, succeeded in wooing several more MPs than he and local 
observers had anticipated (reftel). With the dramatic 

floor-crossing at Parliament, the LCD\'s previous two-thirds 

majority has been cut significantly, from 79 out of 120 National 
Assembly seats to a slender one-seat majority of 61 seats. 


3. (SBU) Following the brief, but boisterous, session of 
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Parliament, leaders of the LCD and various opposition parties 
departed Maseru for their home districts either to seek support 
from constituents or to consult with local leaders on next 
moves. Prime Minister Mosisili (leader of the LCD), joined by 
Foreign Minister Moleleki and other GOL officials, traveled to 
his home district of Quacha\'s Nek in remote southeast Lesotho. 
A senior MFA official (PROTECT) told Charge that the dramatic 
political development \"had seized the attention of all Basotho.\" 


4. (SBU) Unsubstantiated rumors circulated among members of the 
new ABC party that several more MPs from the LCD, including the 
Assistant Minister of Justice, could defect over the next few 

days. Local observers speculate that some MPs did not join the 
new party on October 13 as they wish to first consult with 
constituents. 


5. (SBU) Amidst a significant police presence around Parliament 
buildings on October 13, hundreds of supporters of the LCD and 
the ABC, separated by security officials, sang and chanted party 
slogans. ABC supporters appeared to slightly outnumber those 
defending the governing party. There were no reports of 
violence. Maseru was calm at COB October 13 and local 
commercial activity was normal. 


6. (SBU) COMMENT: If ABC parliamentarians are correct in their 
optimistic prognosis that two or more additional LCD MPS intend 
to defect over the next week, this opens the possibility of a 
subsequent no-confidence motion in Parliament against the 
current LCD Government. Lesotho\'s opposition parties, however, 
are highly fragmented and would face great difficulty forging a 
coalition government. Thabane\'s new ABC party will have to 
contend with the country\'s current top opposition party, the 

BNP, led by former putchist (ret.) General Lekhanya. Neither 
Thabane nor Lekhanya is inclined to play second fiddle within a 
hypothetical coalition government. END COMMENT. 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: MEDIA AUTHORITY SETS PRESIDENTIAL 
DEBATE FOR OCTOBER 26 


1. (U) The DRCVs High Media Authority (HAM) has proposed for 
October 26 the one and only planned presidential debate 
between President Joseph Kabila and Vice President 
Jean-Pierre Bemba. Neither Kabila nor Bemba participated in 
the handful of televised debates held among the 32 candidates 
who ran in the July 30 presidential contest. The location and 
format of the two-hour encounter will be determined by 

Kabila\'s and Bemba\'s respective political camps. 


2. (U) Neither campaign, however, has officially accepted to 
take part in the debate. Olivier Kamitatu, spokesman for 
Kabila\'s Alliance for the Presidential Majority (AMP), said 
recently that Kabila is ready for the debate. According to 
Kamitatu, the AMP wants the rules of the debate clearly 
defined in advance before accepting the invitation. He added 
that the encounter must be dignified and not an exchange of 
insults. For its part, Bemba\'s Union for the Nation (UN) 
alliance has expressed its willingness to participate, but 

that it is waiting to confirm its position until the AMP 

first signs a code of conduct for the debate itself. 


3. (U) In an October 10 statement, the HAM put forward the 
rules all Congolese media must agree to follow during the 
presidential campaign, which begins at midnight October 13. 
Television and radio stations will be permitted to produce 

two political debates each week (presumably between 
representatives of Kabila and Bemba), ensuring that more than 
one viewpoint is represented in the discussion. In addition, 
stations can broadcast political advertisements (such as ads 
or jingles) only during certain hours of the day: from 0600 

to 0700, from 1400 to 1900, and from 2100 to 2300. None of 
these political advertisements are permitted to have messages 
related to ethnicity, hate, violence, or xenophobia. The 
government-controlled station RTNC was also specifically 
called upon to assure equal coverage of both Kabila and Bemba 
during the campaign period. 


4. (SBU) Comment: A Kabila-Bemba debate remains uncertain. A 
great deal of mistrust exists between the two camps and 
neither side believes the other will adhere to the rules. End 
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comment. 
DOUGHERTY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 

TAGS: PGOV, PTER, PARM, UN, NP 

SUBJECT: IAN MARTIN\S SHOP STAFFED UP AND POISED TO 
RUN...BUT WHERE? 


Classified By: Charge dVAffaires Nicholas J. Dean. Reasons 1.4 (b/d) 


SUMMARY 


1. (C) In consultations October 12 with Charge and SCA/INS 
Director Marcia Bernicat, the UN Secretary General\'s Personal 
Representative to Nepal, lan Martin, and Tamrat Samuel, 
visiting UN Political Advisor expressed measured optimism on 
the progress of GON-Maoist summit talks. Martin seemed 
poised to engage more substantially in \"tripartite 
discussions\" with the Seven-Party Alliance (SPA) and Maoists 
on the parameters of possible UN assistance. He said 
tripartite talks could provide a way for the UN to offer 

expertise and best practices on the details of complex 
settlement issues such as arms management and electoral 
reform. Martin felt his core team of four, all of whom will 

arrive by early next week, may be coming in the nick of time 

to provide what may be far-reaching UN assistance. 
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SEVEN-PARTY ALLIANCE-MAOIST-UN TRIPARTITE DISCUSSION? 


2. (C) lan Martin, the UN Secretary Generals Personal 
Representative to Nepal, expressed the UNVs willingness to 
immediately engage in \"tripartite discussions\" between the 
SPA, Maoists and UN to hammer out the parameters of UN 
assistance. Martin said tripartite talks may also offer the 
opportunity for the UN to inject worldwide experience and 

best practices in arms management, electoral reform and other 
complex issues critical to the peace process. Martin said the 
SPA is eager for such a dialogue, already reaching out to the 
UN on possible models for arms management, but the Maoists 
need more time. Martin felt formal tripartite talks will 

likely have to wait until at least the outline of a peace 

deal is in place. 


MARTIN TEAM STAFFING UP; MANDATE QUESTIONS ON HOLD 


3. (U) Martin expressed relief that most of his team had 
arrived or would arrive in the next few days to prepare for 
possible outcomes of the summit talks. The permanent team 
includes Electoral Advisor Ecaterina Salvu (Romanian), who 
arrived October 10; UN Department of Peacekeeping Operations 
(DPKO) Military Advisor Jan Erick Wilhemson (Norway), who 
also arrived October 10; Political Advisor John Norris, a 
former International Crisis Group (ICG) Analyst for Nepal, 
arriving October 15; and Ceasefire Monitoring Expert John 
Bevan (U.S.) arriving October 16. Tamrat Samuels is joining 
the team on a temporary basis in his capacity as a long-time 
Nepal watcher from the UN Department of Political Affairs. 


4. (C) Although anticipating the potential for an increased 

UN role, Martin said more clarity was needed regarding the 
parameters of a peace deal before he re-engaged New York on 
the scope of his mandate and possible funding needs. Until 
tripartite discussions were held, it would be difficult to 

know what would be expected from his team. 


UN PERSPECTIVES ON ONGOING NEGOTIATIONS 


5. (C) Martin and Samuels had few additional details on 
agreements reached in the day\'s GON-Maoist summit talks. 
However, they referenced a general feeling of \"optimism\" 
among the negotiating parties despite the complex details yet 
to be decided. They felt public expectations for a 

settlement were providing sufficient pressure on the parties 
to produce results. Martin and Samuels said that, while 


Column 3 

still chaotic in comparison to their Maoist counterparts, the 
SPA had shown improvements in putting forth a coherent and 
consensus message based on both internal party consultations 
and cross-party communication. 


UN ON MAOIST INTENTIONS 


6. (SBU) Bernicat asked Martin and Samuels for any insights 
on Maoist intentions and plans. Martin referenced three 
tracks in which the UN had engaged the Maoists: 1) the 


political track, through Samuels ongoing UN/DPA 
consultations; 2) the human rights track through the UN 

Office of the High Commissioner for Human Rights\' (OHCHR) 
dialogue and efforts to sensitize the Maoists on 

international human rights norms; and 3) through UN 
humanitarian activities in Nepal, educating the Maoists on 
humanitarian principles and Basic Operating Guidelines (BOGs) 
to ensure continued humanitarian space for activities. These 
three tracks, Martin said, had allowed the UN access to the 
Maoists at both the central political and local levels and 
provided some opening to inform Maoists of international 
standards and expectations vis-a-vis their participation in 

the peace process. 


7. (C) Martin said he perceived the Maoists to have very 
sophisticated political and military leadership. However, he 
felt there was a lack of clarity regarding the strength of 

the Maoist command-and-control structure, referencing local 
Maoist \"autonomous\" structures that had become a bit \"too 
autonomous,\" as well as the rise in localized and 
opportunistic criminality, extortion, and abductions. He 
questioned the ability of Maoist political and military 
leadership to \"order down\" commands and mentioned that a 
settlement may leave Maoist Chairman Prachanda with an 
enormous internal management challenge. 


8. (C) Martin and Samuels reiterated what Bernicat was told 
by many in previous consultations--there are an abundance of 
conflicting signs in terms of Maoist intentions. Martin and 
Samuels stressed the difficulty of understanding Maoist goals 
until they are brought into governance structures under a 
peace settlement. Only at this juncture, Martin said, could 

the Nepali people and the international community have the 
ability to hold Maoists accountable and provide monitoring 
and oversight. 


UN ON KEY NEGOTIATION ISSUES 
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9. (SBU) ON ARMS MANAGEMENT: Martin said he felt the SPA was 
hanging tough on the arms management issue, inferring that 

U.S. statements may have helped them focus on arms management 
as a central issue to a successful settlement. He emphasized 

the danger of the parties agreeing on interim steps (i.e. 

cantonment) without delineating what the next steps, or a 

more holistic and sustainable plan, would entail (e.g. 

separation of arms, an eventual plan for Maoist 

reintegration, or possible Maoist absorption into future 

security forces). 


10. (SBU) ON THE CENTER VS. PERIPHERY DIVIDE: Samuels 
referenced the importance in the peace process of looking 
beyond just capital-centric political solutions to some of 

the underlying causes of conflict plaguing the country, 
specifically the need for the reassertion of governance and 
law-and-order outside of Kathmandu. He also connected the 
expansion of governance and security in the countryside to 
the feasibility of holding nation-wide free and fair 

elections. He raised the notion of mirroring power-sharing 
between the Maoists and the SPA in the capital with joint 
local administration in the districts that included 

international oversight, replacing parallel Maoist systems as 
necessary. Samuels emphasized the localized nature of 
conflict, stating that district-level structures would have 

to be designed to fit diverse local conditions and population 
needs. 


11. (SBU) ON ELECTORAL REFORM: Martin said that UN electoral 
experts had concluded that it would be very difficult, but 

not impossible, to have constituent assembly elections before 

the beginning of the monsoon in June. Martin said he felt 

raising doubts on the timeline at this stage would not be 

helpful to the process, as it may undermine trust-building 

efforts between the parties. He preferred to let planning 

for the elections unfold, and for the UN to insert expertise 

as possible on steps necessary for a successful electoral 

process. 


COMMENT 


12. (C) While Martin seems relieved to have his team in 

place, he expressed some discomfort regarding his lack of 
control over the UN\'s imminent role in peace implementation. 
Based on the summit talks, a huge and complex set of 
responsibilities may land quickly in his lap. His 

willingness to initiate tripartite talks immediately may 

offer the UN\'s best chance to shape some of the technical 
aspects of a peace deal it will be expected to help 

implement. Martin and Samuels seem skeptical of the capacity 
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of the negotiating teams to independently navigate the 
complex details and parallel issues that must be addressed 
for settlement. The potential for an increased UN role 

raises many funding and mandate questions which will have to 
be sorted out quickly. 


13. (C) Martin hinted that the U.S. had been successful in 
raising arms management as a central issue in the peace 
process, but that the international community must now 
support the Nepalis through the broader range of difficult 
issues required for settlement. Martin inferred that the UN, 

as the accepted \"popular kids\" in town, should be used as the 
principal venue for shepherding international support. The 
United States should continue to strongly support the UN\'s 
role in Nepal\'s peace process. 


14. (U) SCA/INS Director Marcia Bernicat did not have the 
opportunity to clear this message. 
DEAN 
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SIPDIS 

SIPDIS 

STATE FOR NEA/MAG 

E.O. 12958: N/A 

TAGS: PREL, KN, PARM, KNNP, MO 

SUBJECT: RESPONSE TO NORTH KOREAN NUCLEAR TEST ANNOUNCEMENT 


REF: A. STATE 169418 
B. RABAT 01875 


The talking points and the Presidents October 9 speech on 
the North Korean nuclear test were delivered to Nasser 
Bourita, Director of United Nations and International 
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Organizations, in the Ministry of Foreign Affairs on October 

12 (reftel A). These points followed the October 6 demarche 
delivered on the possibility of the North Korean test (reftel 

B). Bourita said that the October 13 speech by the Moroccan 
representative in Vienna condemned the test,that it was a 
threat to international security, that the proliferation of 

nuclear weapons is unnecessary, and that the Near East should 
be a \"nuclear free zone. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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SIPDIS 
SIPDIS 
STATE PLEASE PASS TO DEPT OF TRANSPORTATION 


E.O. 12958: N/A 


Column 3 
TAGS: EAIR, ECON, VE 
SUBJECT: MEETING WITH VENEZUELAN CIVAIR AUTHORITIES 


This message is sensitive but unclassified, please treat 
accordingly. 


1. (SBU) SUMMARY: On October 10, Econoffs met with the 
president and representatives of the National Civil Aviation 
Institute (INAC) to discuss various pending aviation issues. 

The group discussed formalizing a Federal Air Marshals 

program in Venezuela, rumors about Caracas-Tehran-Damascus 
flights, Venezuela\'s bilateral aviation agreements, reaching 

out to Boeing, visa issues and the status of Venezuelan 

carriers\' request to fly to the U.S. with their own aircraft. 

END SUMMARY. 


2. (SBU) On October 10, EconCouns and EconOff met with a team 
from Venezuela\'s Civil Aviation Institute (INAC), including 

its president, Col. Francisco Paz Fleitas. Over the last two 
years, Post has sent three diplomatic notes asking the BRV to 
formally allow Federal Air Marshals (FAMS) to board flights 
to/from Venezuela, but has received no response. (Note: FAMS 
operated in Venezuela in the past, under an informal 

agreement with the BRV. End Note). INACVs legal counsel 
explained that Venezuelan law strictly prohibited carrying 
weapons on board an aircraft without a permit, which is only 
granted in very exceptional circumstances. Paz Fleitas said 
that INAC would study ICAO guidelines to see if Venezuela 
could revise internal regulations and adopt the program, and 
agreed that it was important to cooperate on aviation 

security. EconCouns noted that the Transportation Security 
Agency (TSA) would be willing to send down an expert to 
explain the program\'s details. Paz Fleitas said he would 

study the issue, and would prepare a written response. 


3. (SBU) During Iranian President Ahmadinejad\'s visit in 
September, the state-owned carrier, Conviasa, and Air Iran 
signed a code share agreement to operate flights between 
Caracas and Tehran. During an October 7 tourism fair in 
Caracas, EconOff spoke to an Iran Air representative who said 
that the flight would be operative in November. EconOff 
asked INAC\'s representatives if these routes were indeed 
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going to operate next month. They chuckled and said they had 
not received any formal request from the airline and that the 
timeline was unrealistic. 


4. (SBU) Freddy Charris, INAC\'s Economics and Statistics 
Manager, confirmed that there are no current Caracas-Tehran 

or Caracas-Damascus routes, and again debunked press reports 
these routes could be approved within the calendar year. 

INAC officials noted that as Conviasa didn\'t have aircraft 
capable of operating such a distance, the code-share would 
likely be on an Iran Air aircraft. Charris said the BRV is 
negotiating a number of bilateral aviation agreements with 
countries in the middle east, including Iran, Syria, Qatar, 

and the United Arab Emirates. 


5. (SBU) David Isea, INACVs General Security Manager, 
outlined the BRV\'s desire to do more business with Boeing, 

and develop Venezuela as a strong market. He outlined INAC\'s 
\"transformational plan" to turn Venezuelan air services into 
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a full-blown industry, and asked for assistance in reaching 

out further to Boeing. Isea mentioned that Venezuelan 

carriers had attempted to negotiate wet-leased aircraft from 

U.S. companies but had been turned down (presumably because 
the carrier was Venezuelan). (Note: Wet-lease companies\' 
reticence to operate in Venezuela likely stems from 

difficulties in obtaining U.S. dollars from the Foreign 

Exchange Board (CADIVI) to pay for air services. End Note.) 


6. (SBU) Isea also emphasized the continuing need for INAC 
representatives to travel to the United States, both to 
secure the relationship with Boeing and for inspector 
training. He expressed frustration with the limited validity 
of the visas issued for this purpose, and the need for a new 
diplomatic note each time a visa was requested. EconOff 
explained that our policy had come to this due to 
reciprocity, and that Post had approached the Ministry of 
External Relations (MRE) repeatedly on the broader 
reciprocity issue. INAC\'s representatives understood, and 
expressed frustration with the MRE\'s position and their 
inefficiency when issuing diplomatic notes for INAC travel. 


7. (SBU) INAC\'s representatives did not inquire expressly 
about Venezuelan carriers\' requests to fly their own aircraft 
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and crews to the United States following Venezuela\'s upgrade 
to Category 1 earlier this year. However, when the issue 
arose later in the meeting, they were pleased to hear that 
Aeropostal\'s application was progressing and that the airline 
would likely be notified soon on the request. 


8. (SBU) Unlike the last formal meeting with INAC (over the 
Category 1 issue), this meeting\'s tone was positive and 
collegial. Charris asked that we establish a working level 
dialogue and communicate openly about aviation issues. INAC 
is keeping aviation issues at a technical level, it seems, 

and while the BRV is certainly developing relationships 

across the globe, INAC is not shying away from the U.S. 
market or U.S. providers. Post will seek to maintain this 
dialogue with INAC. End comment. 
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TAGS: MOPS, NATO, PARM, PGOV, PREL, MK 

SUBJECT: NATO\'S POSITIVE REACTION TO MACEDONIA\'S ANNUAL 
NATIONAL PROGRAM 


REF: SECSTATE 168277 
Classified By: DCM Richard G. Olson for reasons 1.4(b)/(d) 


1. (C) SUMMARY. The NATO Senior Political 
Committee/Reinforced (SPC/R) met with a Macedonian (Mk) 
delegation on October 6 to discuss the way ahead for 
Macedonia\'s eighth Membership Action Plan (MAP) cycle. The 
Macedonian delegation presented details of their Annual 
National Program (ANP) for 2006-2007, highlighting the 

success of their most recent elections and emphasizing the 

will of the new government to continue the successes of the 
previous administration in the areas of regional cooperation, 
contributions to NATO operations, and critical domestic 

reforms. MK asked that a clear message of encouragement and 
timeframe for membership be offered to each individual NATO 
aspirant in the communique of the November 2006 NATO Summit 
at Riga. The overall atmosphere of the session was positive 
with the majority of NATO Allies praising Macedonia\'s ANP, 

the high level of public support for NATO membership in 
Macedonia, its stabilizing regional role, its operational 

military involvement outside the region, as well as its 

defense reforms. Concerns expressed focused on judicial and 
police reforms, organized crime, corruption and equitable 

ethnic representation in the military. Allies gave various 
responses regarding the Riga communique, with some advocating 
no timeline and emphasizing a performance-based decision and 
others calling for a timeline and roadmap. END SUMMARY. 


MACEDONIAN PRESENTATION 


2. (C) A Macedonian delegation led by Ambassador Nikola 
Dmitrov, National Coordinator for NATO Integration, and 
augmented by Mrs. Ljiljana Sterijovska, State Secretary, MOD, 
presented MacedoniaWs 2006-2007 ANP to the NATO SPC/R on 
October 6. Ambassador Dmitrov stated that Macedonia had 
proven its political maturity through this summer\'s 
parliamentary elections. Though sporadic disruptive 

incidents took place, Macedonia was addressing them through 
the rule of law with 13 criminal indictments filed. Dmitrov 

said the new MK government sought to continue past successes 
by generating stability athome and abroad. The government 
would strengthen multi-ethnic relations using the pillars of 
equitable representation and decentralization. Macedonia 
would continue to take part in all regional initiatives, 

particularly those with the Adriatic-3 (Albania, Croatia and 
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Macedonia), and would continue to contribute beyond the 

region with MK\'s participation in ISAF in Afghanistan (Joint 

Med Team, HQ SEEBRIG, etc.). Dmitrov informed the committee 
that Macedonia\'s new MOD is considering revising (reducing or 
withdrawing) the caveats for its troops in ISAF. 


3. (C) On domestic issues, Dmitrov specifically focused on 
judicial reform, the economy and the Law on Police. He 
stated that new legislation on judicial reform was already 
producing improvement, with the backlog of cases slowly 
decreasing. The economy, he said, was not progressing well 
so the government would be focusing on reviving growth and 
attracting investors. The Law on Police was important not 
only for the domestic agenda, but also for the nation's NATO 
aspirations. The draft law was currently in Parliament and 

the subject of heated debate. Dmitrov predicted the law 
would be adopted by the end of October. Regarding NATO\'s 
upcoming November Summit in Riga, Dmitrov said the communique 
should include a segment on the individual progress of each 
candidate country, an announcement that 2008 would be an 
\"enlargement year,\" and a timeframe for issuing membership 
invitations. 


4. (C) Sterijovska spoke on behalf of the MOD, stating that 
defense reforms were in the final stages of implementation. 
She highlighted progress in achieving greater equitable 
ethnic representation in the Armed Forces, the adoption of 
the Defense and Military Service Laws (ensuring the 
professionalization of the military), and advances in 

training (both in the Officer and NCO Corps). She noted that 


the professionalization of the Macedonian Armed Forces (ARM) 
would be completed a year earlier than planned. 


ALLIED REACTION 


5. (C) The overall atmosphere of the session was positive 

with interventions from 17 Allies. The majority of NATO 

nations expressed their support for Macedonia\'s NATO 
aspirations and emphasized that membership is 
performance-driven. Comments concerning the Annual National 
Program were also encouraging, although Romania noted it 
would have preferred more information on areas where MK still 
needs assistance. Slovenia stated it saw significant 

progress from MK\'s 2005-2006 ANP. 


POLITICAL ISSUES 


6. (C) Praise came from around the table on Macedonia\'s 
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continued high level of public support for NATO membership 
(close to 90 percent). The Netherlands and Hungary stressed 
the importance of the new government continuing the reform 
efforts of the previous administration. Macedonia was also 
encouraged by Allies (UK, GR, IC, NL, US) to pass the Law on 
Police, as well as to persist in reforms in the areas of 
judiciary, organized crime and corruption and strengthening 
the rule of law (GR, RO, IC, NL, US). Positive comments were 
shared with MK regarding their contributions to stability in 

the Balkans region (RO, FR, NO, HU, SP, PL). 


RIGA LANGUAGE 


7. (C) Allied comments regarding enlargement language for 
the Riga communique were diverse. The U.S. said that 
decisions on membership invitations should be based on 
performance and not by any timeline. Germany stated that MK 
could expect to get a positive signal, but that an invitation 

was performance, not event, driven. Both Bulgaria and 
Hungary said NATO needed to go beyond repeating \"the door is 
open\" and provide the aspirants a clear message which 
included individual assessments. Norway was the most 
far-reaching of the group, stating they would like to see a 
concrete timeline with a roadmap provided to the MAP nations, 
though they also said that performance remains the key. 


DEFENSE ISSUES 


8. (C) The majority of Allies noted Macedonia\'s outstanding 
progress in defense reforms. Norway and Poland praised the 
realism in Macedonia\'s defense planning while Slovenia stated 
that MK\'s firm defense plans showed their commitment to 
further progress. Other comments from Allies emphasized 
Skopje\'s role as a security provider and acknowledged the ARM 
was headed towards becoming a much leaner force. All NATO 
nations thanked Macedonia for their contribution to 

operations, acknowledging that ARM forces were becoming more 
interoperable with NATO forces. MK\'s efforts to achieve 
equitable ethnic representation in the MOD and Army were also 
addressed with some Allies reinforcing the importance of 

these efforts (US, GM and FR) and others noting they were 
making good progress (TU, UK, PL). Both France and Germany 
emphasized that the issue of equality for minorities needed 

to be implemented across the entire public sector at all 

levels, not just in the military. 


MACEDONIA RESPONDS 
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9. (C) Ambassador Dmitrov stated that all efforts would be 
made during the next elections to prevent the repetition of 
any disruptive incidents. He noted, however, that the 
incidents which occurred during the July 2006 elections were 
very isolated events and as such would be difficult to 
completely prevent in the future. The Ambassador spoke to 


the current political situation in the country, noting that 

even though the PM made great efforts to include the two 
largest ethnic Albanian political parties in the government, 

even intense negotiations failed at first due to a high level 

of animosity between the parties. Only now, after much 

effort, is progress being made and Dmitrov believed politics 
would no longer delay governmental progress. The Ambassador 
went on to say that NATO membership had become so important 
to MKVs leadership that the PM had appointed a National NATO 
Coordinator, reporting directly to the PM on all NATO 

matters. On the defense side, Sterijovska addressed Air 
Sovereignty and noted the MoD has developed a three-phased 
plan, with the first phase (already funded) being the 
establishment of an Air Surveillance Operations Center to 
provide a shared radar picture with the region and NATO. The 
second and third phases, procuring modern radars and 
establishing an air policing capability, had not yet been 

funded. In response to a question concerning military units 
being declared for both NATO and EU use, Sterijovska stated 
that most units belong to the same pool of forces. 

Therefore, if participation was required for both 

organizations, a political decision would determine where to 
deploy the units. 
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REF: A. BEIJING 21794 
B. BEIJING 21638 


Classified By: Classified by Political Internal Unit Chief Susan 
Thornton. Reasons 1.4 (b/d). 


1. (C) Summary: The Canadian Embassy has halted 
preparations for its next round of human rights 
dialogue with China pending clarification of Canadian 
Parliamentary Secretary Jason Kenney\'s unconfirmed 
statement that the dialogue has been \"suspended.\" 
Separately, China told the British Embassy it will 

cut back the frequency of its formal human rights 
dialogue with the United Kingdom. End summary. 


2. (C) On October 11, Canadian Embassy Political 
Counselor Chantal Meagher told Poloff that Canadian 
media have reported that Parliamentary Secretary to 
Canadian Prime Minister Harper, Jason Kenney, said 

that Canada\'s Human Rights dialogue with China has 

been \"suspended.\" Kenney, whom Meagher characterized 
as \"one of Canada\'s most influential policymakers on 
China,\" has since reportedly explained that his 

remarks were misinterpreted. 


3. (C) The Canadian Embassy in Beijing was \"completely 
blindsided\" by KenneyYs comments, Meagher commented. 
The Embassy had been preparing for a late-November 
round of dialogue, but has discontinued further 

planning pending further clarification from Ottawa. 
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Meagher anticipated the issue would be ironed out 

before scheduled meetings between Kenney and Chinese 
Assistant Foreign Minister He Yafei in Canada the week 
of October 16. 


4. (C) On October 12, British Embassy Second Secretary 
Lucy Hughes told Poloff that the MFA\'s Li said China 
will cut its human rights dialogue with the United 
Kingdom from two rounds to one round per year. In 
explanation, Li Nan said MFA officials were busily 
engaged in formal dialogue with many countries. 
Hughes said the British Embassy views the change as a 
very negative development, casting serious doubt on 
China\'s commitment to dialogue with the UK. The 
Embassy is considering its options and waiting for 
reaction and guidance from London. 


5. (C) Despite uncertainty surrounding their formal 
dialogues, both Canadian and British Embassy reps said 
they were continuing to engage the MFA on human rights 
issues. Earlier this week, Meagher met with MFA Human 
Rights Acting Director Li Nan to deliver a demarche on 
specific human rights cases, including cases involving 
the harassment, intimidation and detention of family 
members of political prisoners. Meagher said that the 
meeting was \"cordial\" and that Li Nan agreed to look 
into the cases Meagher raised, which included the case 
of Rebiya Kadeer\'s three detained sons. The British 
Embassy protested the recent shooting on the Tibetan 
border with the MFA on October 12 (reftels), Hughes 
related. 

Randt 
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1. (SBU) SUMMARY: The Turkish Cypriot higher education 
system has developed into an important source of income for 
the \"Turkish Republic of Northern Cyprus\" and pride for the 
community. Recent developments, however, call into question 
the viability of the education sector. Expanded capacity in 
Turkey\'s university system has eaten into the number of 
mainlanders wishing to study here, while more stringent 
standards in the GOT-administered university entrance exam 
have cut back the number of qualified \"overflow\" students on 
whom the north\'s college system relies. Meanwhile, the 
advent of the EU\'s Erasmus Program, and other similar 
programs in which \"unrecognized\" Turkish Cypriot universities 
cannot participate, has lessened the appeal of the north\'s 
schools for paying customers from elsewhere. Although 
Turkish Cypriots are inclined to blame all their woes 
(educational and otherwise) on this kind of \"isolation,\" the 
comparably poor quality of the north\'s university system has 
also played a part. The \"TRNC\" will need to address these 
shortcomings, as well as find ways to cope with its 
universities\' ambiguous institutional arrangements, if the 
Turkish Cypriot higher education system is to reach its full 
potential as an engine of sustainable economic growth. END 
SUMMARY. 


\"TRNC\" 101 


2. (SBU) Thanks in part to an Ataturkian belief in the 
merits of learning -- as well as a desire to keep up with the 
more prosperous and traditionally better-educated Greek 
Cypriots -- the \"TRNC\'s\" higher education system has 
developed into a highly-regarded part of Turkish Cypriot 
culture. It also plays an important role in the economy. 

Six post-secondary institutions exist in the north, all of 
which are four-year, western-style institutions catering to 
students from the \"TRNC,\" Turkey, and third countries as 
well. Although mainland Turks account for a majority of the 
north\'s university students, the schools also attract 
significant numbers of students from the Middle East -- Iran, 
in particular. In 2005, 31,080 students attended 
universities in the north: 20,436 Turkish nationals, 8,059 
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Turkish Cypriots and 2,585 third-country nationals. 


3. (SBU) \"TRNC\" universities have long made most of their 
money catching \"overspill\" from Turkey. In many cases, these 
were students who did not perform well enough on the Turkish 
entrance exam to qualify for admission into a mainland 
university. Although the north\'s universities have made an 
effort to improve the quality of their product and recruit 

from other countries, the institutional ties that bind 

Turkish Cypriot universities to mainland Turkey (Turkish 
Cypriot schools are subject to the Turkish state 

accreditation and admissions program YOK) have so far meant 
that Turkish citizens make up the majority of the student 

body. 


4. (SBU) The primary language of instruction at all 
universities in the north is English, and full-time one-year 
preparatory classes are generally available to ready students 
for English-language instruction. Turkish Cypriot university 
recruiters use English-language instruction as a selling 
point to attract students who wish to work in the 
international arena -- and as a means to \"sift\" through 
prospective applicants. Anecdotal evidence suggests that 
Turkish remains the lingua franca for most students, since 
many graduates from the north\'s universities (including 
several who have applied for jobs at the Embassy) clearly 
have difficulty speaking and writing in English. 


The University Lineup 


5. (SBU) The \"TRNC\" university system comprises five 
institutions as well as one Turkish university. A quick 
glance at the north,s post-secondary schools illustrates how 
they vary considerably in size and quality: 


-- Eastern Mediterranean University. Based in Famagusta, EMU 
is the largest and most reputable institution in northern 

Cyprus; as of 2005, EMU had 14,063 enrolled students. EMU is 
home to 10 academic departments offering 59 courses of study 
(from bachelor\'s degrees to PhDs) in varied disciplines such 

as Engineering, Communications Studies and English 
Literature. EMU is the only \"state\" school in the north, and 
therefore has the mixed blessing of more state funding 
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accompanied by more rigid labor rules. The current 


U.S.-educated rector has drawn significant fire from EMU\'s 
unionized workers for his (as yet only moderately successful) 
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efforts to introduce more rigid quality control over faculty, 
such as introducing an unpopular requirement that they 
participate in more research and publication to \"stay sharp\" 
in their respective fields. EMU is accredited by several 
European organizations, and the Engineering program is 
accredited by the American Board for Engineering and 
Technology, ABET. 


-- Near East University. The largest private \"TRNC\" 
university based in northern Nicosia, Near East University 
had a total 8,808 students in 2005. NEU prides itself on its 
\"international\" identity, and points out that students come 

to the school from 18 different countries. NEU has seven 
faculties with 20 departments, and notably offers a Tourism 
and Hospitality Management degree. NEU is also the only 
university in the north with its own boat, which is used for 
Maritime Studies courses as well as Tourism training. NEU is 
accredited only in Turkey, by YOK. 


-- European University of Lefke. This non-profit university 
was founded in 1990 by the Cyprus Science Foundation, an 
organization dedicated to providing higher education. In 

2005, 2,309 students attended EUL. Although the university\'s 
stated objective at the time of its founding was to attract a 
student body with 50 percent of stQts hailing from third 
countries (i.e., not Turkish or Turkish Cypriot), in 2005, 

81 percent of enrolled students at EUL were nonetheless from 
Turkey. EUL offers 21 undergraduate courses of study and 
nine graduate degrees. EUL holds YOK accreditation. 
Additionally, EUL recently established a study-abroad program 
with Coventry University in the United Kingdom, which allows 
EUL students to study two years in Cyprus and two in England. 


-- Cyprus International University. Established in 1996 in a 
suburb of Nicosia, CIU offers a limited menu of collegiate 
majors, including business administration and graphic design. 
In 2005, 2,480 students were enrolled at CIU. CIU offers 18 
YOK accredited undergraduate degree programs, along with 
three graduate programs. In addition to the YOK 
accreditation, CIU programs are also accredited by the 
Federation of Universities of the Islamic World (FUIW). 


-- Girne American University. Girne American University, 

whose website features a bold representation of the American 
Flag and a logo furtively similar to the seal of the State 
Department, provides access to an \"American-based higher 
education,\" and, by enrollment, is moderately successful in 

doing so: GAU has the third-largest student body in the 

\"TRNC\" with 3,420 enrolled students in 2005. GAU was founded 
in 1985 as an independent, non-profit institution, and grants 
undergraduate degrees in 21 disciplines and graduate degrees 
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in Business and Economics. GAU\'s business degrees hold a 
narrow accreditation in the U.S., and all degrees are 
YOk-accredited. 


-- Middle East Technical University (\"TRNC\" Campus). Already 
an established university on the Turkish mainland, METU 
opened a northern Cyprus campus in 2003, and became fully 
operational as of 2005. The school is located near Morphou 
and was built in an attempt to spur economic growth in the 
surrounding area; so far, this renewal has been only 
moderately successful. Eight programs of study are 

available, mainly in the fields of Engineering and Economic 

and Administrative Science; all programs are four years, 
culminating with the receipt a bachelor\'s degree, which, 
according to METU, is comparable to a degree from the Turkish 
mainland campus. While newly established with only a limited 
number of students attending the university, METU officials 
forecast that 6,000 students will be enrolled by 2015. Entry 
standards for METU North Cyprus are higher than those of 
other universities in the \"TRNC.\" 


An Economic Engine 


6. (U) These six schools have developed into an important 
source of income for the Turkish Cypriot economy. Turkish 
Cypriot officials estimate that revenue from university 
education is equivalent to one million tourists annually in 
terms of economic impact; officials also estimate that each 
university student contributes the equivalent of over 10,000 
USD each year to the north\'s economy. Thus, the 
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higher-education sector has been designated a priority by 
Turkish Cypriot officials. In 2004, eight percent of the 
\"TRNC\" GDP could be attributed to spending on public 
education institutions, a much higher figure than most EU 
countries. Along with Turkey, the \"TRNC\" continues to 
finance new investment projects in the market for education. 


Concern for the Future 


7. (SBU) Indications suggest that there are problems on the 
gravy train, however. University sources confirm a 58 
percent drop in enrollment of Turkish nationals in 2006. 
This statistic has distressed officials in the north; 

returning from a recent trip to Pakistan, \"TRNC President\" 
Mehmet Ali Talat issued a dramatic appeal for the \"Turkish 
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world to send more students to northern Cyprus. 


8. (SBU) There are several theories behind the recent 
drop-off in enrollments. We understand that five new private 
universities have recently opened in Turkey, and are 
reportedly corralling students who otherwise may have studied 
in northern Cyprus. Similarly, more stringent standards in 

the YOK-administered Turkish university exam have reportedly 
cut back the number of qualified Turkish \"overflow\" students 
on whom the north\'s system has traditionally relied. Our 
contacts in Turkish Cypriot universities claim that YOK has 
reworked the IQ-test-like exam to include achievement-based 
material. Traditionally, students who aspire to enter 
universities spend the majority of their final year of 

secondary school in test-preparation centers instead of 
attending classes. Accordingly, these students had a 

difficult time passing the achievement part of the new exam, 
having little substantive instruction in the last year of 

high school. Out of approximately 1.7 million Turkish 
test-takers, 268,000 students normally passed the math 
portion of the old test; however, this year, only 150,000 
passed, leaving a deficit of 118,000 Turkish students. Given 
that the students! first choice will always be a free state 
school or scholarship to a private university, the private 
universities will suffer. As far as Turkish students are 
concerned, all universities in north Cyprus are private, with 
additional expenses for transportation plus a high cost of 
living. Many Turkish Cypriots say these factors account for 
the shortfall in students coming to the north this year -- a 

gap Turkish Cypriots hope will close once students in Turkey 
are able to catch up with the new exam material. 


9. (SBU) Other factors are also at play. Although Turkish 
Cypriots are quick to blame all their problems on 
\"isolation,\" there is some truth to the claim that being 
somewhat cut off from the outside world -- thanks in part to 
Greek Cypriot policies -- has prevented the north\'s 
universities from developing a more attractive product 
capable of luring in better students. Turkish Cypriot 
universities, for example, cannot participate in the EU\'s 
Erasmus program, which encourages transnational cooperation 
between universities, supports exchange programs, and 
provides for the mutual recognition and portability of 
degrees. Turkish Cypriot universities, which are not 
\"recognized\" by the Republic of Cyprus, are excluded from 
joining Erasmus and similar programs thanks to an intensive 
RoC lobbying effort within the EU (where it wields a veto in 
many fora) and outside it as well. Greek Cypriots often 
mobilize their overseas diaspora to prevent U.S. and other 
western universities from entering into institutional 
relationships with Turkish Cypriot universities, most of 
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which are built on Greek Cypriot owned land in the north. 
With no guarantee that their degrees will be accepted outside 
Turkey and the \"TRNC,\" qualified students from Turkey, the 
Turkish Cypriot community and third countries have a strong 
incentive to take their business elsewhere. 


10. (SBU) Finally, Turkish Cypriot universities must contend 
with questions about the quality of education they provide. 
With the possible exception of EMU (which has earned 
accreditation from ABET and other prominent organizations) 
and METU (which enjoys reflected glow from its prestigious 
mainland mother ship), Turkish Cypriot universities suffer 
from a fly-by-night reputation. This may be slightly unfair, 
but it is nonetheless true that, by objective measures such 
as accreditation and publications by faculty, Turkish Cypriot 
universities hardly compare to schools in Turkey or the EU, 
which are their main competitors. 
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COMMENT 


12. (SBU) Whether the result of Greek Cypriot pressure, 
institutional isolation, changes in the Turkish system, or 

the comparatively poor quality of their product, Turkish 
Cypriot universities must contend with several severe 
handicaps. Nevertheless, the \"TRNC\" will almost certainly 
continue to invest in its higher learning infrastructure 
because the education sector has developed into such an 
important part of the economy. The current drop-off in 
enrollment may only be a temporary blip which could force 
some universities to close departments, cut back spending or 
find other ways to deal with the decreased demand in the 
short run. In the long run, however, the north\'s 

universities must address the dual challenge of improving 
their product while finding a way to survive with an 
ambiguous legal and accreditation status. 

SCHLICHER 
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SUMMARY 


1. (C) It appears that agreement on Maoist entry into the 

interim government, arms management and the Constituent 
Assembly could be reached at the October 15 Summit Talks. 
October 13 discussions with USAID-contracted peace 

facilitator Hannes Siebert, the Prime Minister\'s (PM\'s) 

Defense Advisor Ramesh Jung Thapa and Seven Party Alliance 
(SPA) talks team member Nidhi reflected consensus that 
agreement on those key issues is close. Siebert reported 

that on October 12 the Prime Minster Koirala offered 
Prachanda his \"Three Point Option,\" which consisted of the 
following consecutive steps: 1) Maoists join an interim 
government by November 15 with an agreement to lock up their 
arms; 2) Maoists lock up their arms; and 3) the Government of 
Nepal (GON) holds Constituent Assembly elections. Siebert 
explained that the GON could still claim to have maintained 
their arms management red line while the Maoists could assert 
they were entering the GON with arms. Bottom line was that 
arms management would result. In separate discussion, Thapa 
declared agreement \"80 percent" likely, emphasizing that the 
GON had held firm on arms management. Emboff\'s discussions 
with Bimalendra Nidhi, General Secretary of the Nepal 
Congress - Democratic (NC-D) and talks team member, also 
indicated that Prachanda had agreed to arms management. End 
summary. 
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THE PM\'S NEW "EVERYONE WINS\" APPROACH 


2. (C) USAID-contracted peace facilitator Hannes Siebert told 
Charge and Acting USAID Director that Prime Minister G.P. 
Koirala and Maoist leader Prachanda met on the morning of 
October 12 and decided they would carry away an agreed 
enthusiastic public message about the current status of the 
talks while postponing the decisions initially scheduled for 
that afternoon until October 15. This tracked with Siebert\'s 
expectations (ref B). According to Siebert, all of the Seven 
Party Alliance leaders were informed of the message and 
postponement before scheduled talks began in the afternoon. 
The PM chaired the afternoon talks, which only lasted two 
hours, and asked Prachanda to explain the joint decision to 
the rest of the team, a move Siebert praised as tactically 
clever. 


PM\S THREE POINT OPTION 


3. (C) The PM had discussed with Prachanda his new \"three 
point option,\" which called for sequential Maoist entry into 

an interim government by November 15 with an agreement to 
lock up their arms, followed by a lock up of Maoist arms, and 
then Constituent Assembly elections. Siebert described this 
new tactic as a \"sly gimmick\" by the PM, as it would allow 
the GON to achieve arms management without forcing the 
Maoists to lose face. According to Siebert, the PM had 
successfully twisted Prachanda\'s arm. While the Maoists 
publicly blamed the GON for delaying talks, the Maoist side 
actually needed time to assess this new situation. More 
importantly, Prachanda needed time to sell the deal to his 
cadre. While arms management details had not yet been 
finalized, the initial proposal foresaw 20-30 percent of the 
Nepal Army\'s arms \"locked up\" while the Maoists would 
immediately lock up 50 percent and the rest by elections. 
Siebert emphasized that he did not expect Nepal Army (NA) 
weapons to be locked up, but rather kept in their usual 
armories under NA control with some sort of breakable seal. 
He welcomed the new-found willingness of the UN team headed 
by lan Martin to immediately engage in tripartite arms 
management discussions with the GON and Maoists. UN 
expertise would be vital to making any formula work. 


4. (C) Charge welcomed this new approach, but questioned how 
it could be described as a win-win situation. How could the 
government say to the public that it continued to hold the 

line on arms management with the Maoists saying they managed 
to enter the interim government before disarming? Siebert 
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explained that the Prime Minster had not taken any of the 
government\'s positions off the table, but only rearranged the 
language so that an agreement to manage arms was now the 
focal point, rather than simply arms management. According 
to Siebert, the PM had created a sequential package that 

still required the Maoists to lock up their arms. He noted 

that the GON reserved the right to cancel elections should 
the Maoists fail to surrender their weapons. 


MAOIST ENTRY INTO GON, CANTONMENT 


5. (C) Siebert said an agreement under which the Maoists 
would enter government within 30 days of signature, and enter 
cantonment three days after signing, would greatly reduce 
Maoist extortion, abductions and violence. Siebert 

recognized that this construct left a huge time gap in which 

the GON itself would have to handle cantonment preparation 
and administration until the UN could staff up to monitor the 
People Liberation Army (PLA) cantonments. Funding would be a 
critical issue, which could perhaps be addressed by GON 
borrowing. He suggested that the World Bank or the 
Norwegians would be open to funding the cantonments, 
including feeding the Maoists. 


CHAOTIC TALKS PROCESS 


6. (C) Siebert lamented that the Summit Talks completely fell 
into free-for-all chaos whenever the PM left the room, 
because none of the Party or Maoist leaders would support 
each other\'s leadership. To improve the situation and 

initiate some house cleaning of the many points now on the 
table, the peace facilitation team had provided procedural 
mechanisms and points of order that they hoped to get on the 
October 15 agenda. If successful, Siebert expected 
subsequent meetings of technical working groups to follow. 


NEPAL ARMY INTERFERENCE? 


7. (C) Siebert warned Charge that NA officials had intimated 
that the NA was considering a statement conveying its support 
for the monarchy. Siebert reported that he strongly advised 
the NA officials to stay out of the political arena, abide by 
Army Chief of Staff General Katawal\'s public support for 
civilian rule, and focus on the technical implementation of 

any agreements. He described the rumored statement as 
potentially very damaging to the peace process. 


PM DEFENSE ADVISOR OPTIMISTIC 
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8. (C) Prime Minister Koirala\'s Defense Advisor Ramesh Jung 
Thapa welcomed Charge\'s reiteration of strong U.S. support 
for the Seven Party Alliance GON in high-pressure talks with 
the Maoists, especially its strong stance insisting on 
separation of Maoists from their arms. Thapa declared that 
he was 80 percent confident that an agreement would be 
reached with the Maoists on arms management on October 15. 
The PM\'s Defense Advisor credited the hard line taken by the 
United States, and to a lesser extent India, with a critical 

role in this positive development. Thapa noted that in 
discussions with Prime Minister Koirala, Maoist Supremo 
Prachanda had agreed with the PM that the terms of Maoist 
arms management had to be acceptable to the international 
community. Thapa underscored his view that implementation of 
arms management would be complex and difficult and require 
expertise from the NA as well as international support from 

the UN. He emphasized the NA\'s acceptance of civilian 
control and its divorce from the monarchy. Thapa noted that 
he had heard of the rumored pro-royal statement. He 

insisted, however, that the NA was loyal and that the GON and 
COAS Katawal, whom he trusted implicitly, would prevent any 
missteps. 


SPA TALKS TEAM MEMBER CONFIDENT 


9. (C) Emboff\'s separate discussions with Bimalendra Nidhi, 
General Secretary of the Nepal Congress - Democratic (NC-D) 
and member of the talks team, further suggested that the 

entire gamut of agreements, including separating the Maoists 
from their arms vis-a-vis establishing an interim government 

and a Constituent Assembly could result from the October 15 
Summit meeting. Nidhi told Emboff that on October 12 
Prachanda and the Communist Party Nepal - United 
Marxist-Leninst (CPN-UML) boss Madhar Kumar Nepal had agreed 
to NC and NC-D proposals postponing the issue of the monarchy 
until the Constituent Assembly polls, rather insisting on an 
immediate stand alone referendum on the monarchy. According 
to Nidhi, in October 12 meetings with Prachanda, both the PM 
and NC-D President Deuba continued to insist that any 

fruitful resolution required the Maoists to first agree to 

separate themselves from their arms. They reportedly said 

that neither an interim parliament could be formed nor a 
Constituent Assembly poll date set without arms management 
being settled. 


10. (C) Nidhi reported that Prachanda had emphasized that 
separation of arms was a sensitive issue and needed to be 
handled in a phased manner, in particular to gain the 
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acceptance of the Maoist rank and file. Prachanda reportedly 
further agreed to confine the Maoist PLA into cantonments in 
the first phase, lock up arms under UN supervision in the 
second phase, and then separate the Maoist PLA from their 
arms. However, Nidhi said Prachanda had warned that his own 
agreement to arms separation did not indicate that the PLA 
Commanders would also agree. Much persuasion would be 
required. 


COMMENT 


11. (C) Indications are that a GON-Maoist peace agreement 
sequentially laying out each step of arms management, interim 
government formation and a constituent assembly could be 
reached at the October 15 Summit Talks. While far from a 
panacea, such an agreement would be a further step towards 
peace in Nepal, accelerating a long-stalled peace process 
towards a lasting peace. The exact terms of the deal remain 
unclear, and the devil is very much in the detail in this 

case. Any agreement would be at the political level and in 
principle, and would require meticulous follow-on 

negotiations to implement. Should an agreement be reached, 
the United States should be prepared to move quickly to 
welcome the development as a step forward in the peace 
process while reserving judgment on the details, in 

particular of Maoist arms management. What happens next will 
require close scrutiny, careful attention and continued 

support for the GON by the United States. The prospect of 
imminent Maoist entry into government raises a host of other 
issues partially addressed in ref A. Embassy will report 
significant developments as they occur. 
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ACCELERATING ECONOMIC REFORM 


REF: A. BAGHDAD 3797 
B. BAGHDAD 3789 


Classified By: Economic Minister Counselor Daniel Weygandt for reasons 
1.4 (b) and (d). 


1. (C) Summary: Dr. Mehdi Hafedh, Member of the Council of 
Representatives (CoR), has been asked by Prime Minister al 
Maliki to work on accelerating the pace of economic reform. 
Dr. Hafedh also discussed the investment law and the 
international compact, considering both good steps forward. 
End Summary. 


2. (C) Economic reform is still slow, said Dr. Hafedh in an 
October 11 meeting with econoff. \"I\'m not satisfied with the 
pace.\" Dr. Hafedh is acting as an unofficial advisor to Prime 
Minister al Maliki. \"He is not happy with his team of 

advisors now. | think that there are too many advisors who 
are picked to have a political balance instead of sound 
economic advice.\" The Prime Minister has asked Dr. Hafedh to 
convene a conference to examine the bottlenecks in economic 
reform projects. Dr. Hafedh has stated before to emboffs his 
concern that \"petty partisan politics paralyze the 
government.\" (Note: Dr. Hafedh played a key role in passing 
the region formation law on October 11. He was one of the few 
members of the Iragiyya party not to boycott the session, 
allowing a quorum to be achieved and a vote on the law to 
proceed (ref B). End Note.) 


3. (C) Dr. Mehdi Hafedh said that the Investment Law is a 
good start. "I wanted some of the articles to be more 
precise,\" he said, but some members of the committee, and 
indeed the CoR as a whole, were not ready for more change. 
(Note: Mr. Hafedh, a member of the CoR Economic Committee, 
played a large role in presenting the Investment Law during 
the open debate of the Council of Representatives (ref A). 
End Note.) Dr. Hafedh has been following the talks of the 
International Compact. He describes it as \"an effort to 

bring, in particular, the Gulf countries back into more 

normal relations with us.\" In principle, he said, the 
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International Compact sounded like a good idea. 


4. (SBU) Dr. Medhi Hafedh is a moderate, and often 
independent, member of the Iragiyya party. He is Shi'a. He 
served as Minister for Planning and Development Cooperation 
during the Iraqi Interim Government (IIG) under PM Ayad 
Allawi. He is the founder and chairman of the Iraqi Centre 

for Development and International Dialogue. He was born in 
1937. End Bio-note. 
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SENSITIVE 
SIPDIS 


DEPARTMENT FOR AF/W (SILSKI) AND AF/EPS (POTASH) 
DEPARTMENT PASS TO USTR (HAMILTON) 


E.O. 12598: N/A 
TAGS: ETRD, AGOA, ECON, NI 
SUBJECT: AGOA ELIGIBILITY REVIEW - NIGERIA 


REF: STATE 163056 


1. (U) Country: Nigeria 
Current AGOA Status: Eligible 


2. (U) Country Background Summary: Estimated population of 140 
million. 2005 GNI was $74.2 billion; 2005 GNI per capita was $560. 
(World Bank 2006 Data) Nigeria completed civilian-run national and 
state elections in 2003 that were marred by irregularities and fraud 

and continued to struggle to consolidate democracy. General 

elections are slated for 2007 marking a hand-over from civilian to 

civilian rule, but the electoral commission seems unprepared. The 
government continues to make slow progress toward developing an open 
economy, minimizing government interference, and promoting free 
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market principles. 


Comments on Eligibility Requirements Market-based Economy 


3. (SBU) Major Strengths Identified: The government committed to 
transitioning from state directed economy to one driven by market 

forces. The economy expanded by 6% due to an improved macroeconomic 
environment. Wholesale Dutch AuctionW system of foreign exchange 
trading was introduced early 2006, and has led to a sharp reduction 

in the spread between the official and parallel market exchange 

rates. Nigeria received debt relief from the Paris Club during the 

fourth quarter of 2005 resulting in a debt write-off of about $18 

billion. The government is also nearly finished with plans to pay 

its London Club debt. The government has a Policy Support 

Instrument (PSI) with the IMF, which is a new approach to IMF 
monitoring. In September 2006, the IMF assessment team confirmed 
that Nigeria met all the benchmarks for the review period. Power 

sector reforms are ongoing. The unbundling of the National Electric 
Power Authority (NEPA) has been concluded. A holding company, Power 
Holding Company (PHCN) has taken over the assets and liabilities of 
NEPA, while an electricity regulatory commission has been 

established. PHCN is made up of 18 companies. The Bureau of Public 
Enterprises (BPE) plans to privatize all the companies and enable 

private investment in generation and distribution. Port concessions 

are moving forward and an international company was awarded the 
concession to manage the country\'s largest port--Apapa Port in 

Lagos. The Nigerian Communications Commission (NCC) introduced the 
unified licensing regime in the first quarter of 2006 to further 

deregulation and spur competition. Nigeria Telecommunications Ltd 
(NITEL) privatization was concluded in July 2006 though it seems 

unclear if the preferred bidder, Transcorp, has made the full 

payment. Negotiations are yet to be concluded between BPE and 
Transcorp but a payment of $750 million has been made. Nigeria is a 
WTO member. Civil Service reform is progressing with the 

monetization of in-kind benefits implementation and downsizing of 

33,000 public servants is expected to be completed before the end of 
2006. Nigeria launched National Economic Empowerment & Development 
Strategy (NEEDS), a medium-term economic reform program (2003-2007) 
focused on privatization, good governance, macroeconomic stability, 
anti-corruption, and public service reforms. Savings from excess 

monies from crude oil sales above the $35 benchmark price have been 
put into a special reserve account, rather than used to fuel fiscal 
expansion. The government budget process is taking its rightful 

position as an economic policy and management tool. The budget 

deficit has been kept in check. All three tiers of government are 

adhering to fiscal discipline with a consolidated surplus of 10% in 

2004. New Chart of Accounts introduced in 2005. Banking reforms 

are ongoing. Central Bank of Nigeria\'s directive that banks 

recapitalize from the Naira 2 billion to Naira 25 billion by 

December 31, 2005 was successfully completed, leading to a reduction 
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in the number of banks from 89 to 25 banking groups. Pension and 
insurance reform also moving forward. 


4. (SBU) Major Issues/Problems Identified: 

Huge and inefficient public sector dominates and inhibits faster 
development of the formal sector. Much of the nation\'s wealth is 
concentrated in the hands of tiny military, political, and 

commercial elites through corruption and non-transparent government 
contracting practices. The banking system is poorly performing 
intermediation, therefore impeding small and medium investors. 
Regulatory and tax regimes are arbitrarily enforced. Regulatory 

bodies are weak and ineffective. Oil and gas receipts account for 

80% of government revenues and over 95% of exports. Fuel subsidies 
are not budgeted and nontransparent; the Nigerian National Petroleum 
Corporation (NNPC) directly accesses national treasury; potential 

for corruption and abuse are enormous. Economic data and statistics 
are of unreliable quality and availability. Regulatory bodies are 

weak and ineffective. Fuel prices continue to be regulated and 
subsidized. Inadequate and unreliable infrastructure is a major 

barrier to private sector activity. Nigeria faces growing pressure 

for looser fiscal and monetary policy. The Intellectual Property 

Rights Commission (IPRC) was not established as announced. The 1978 
Land Use Act mandates state ownership of land; private use of land 
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is restricted to a 99-year lease, and subject to government 
confiscation without a Certificate of Occupancy or Governor\'s 
consent. Conveyance of land requires high level government 
approval, promoting corruption and inhibiting property transactions. 


Political Reforms/Rule of Law/Anti-Corruption 


5. (SBU) Major Strengths Identified: 

Elections held in 2003 for some local governments, state governors 
and assemblies, and national legislators, and the President. The 
elected civilian government is in its seventh year. Thirty 

political parties participated in 2003 elections. There was 

progress recognizing political pluralism, and establishing the right 

to fair trial and equal protection under law, rights guaranteed 
constitutionally. Nigerian Supreme Court made landmark decisions in 
early 2002 affirming its role as arbiter of the national 

constitution. Nigeria signed transparency and anti-corruption 
agreement with the United States and other G-8 members at the Sea 
Island Summit in 2004. It has established programs to combat 
corruption, many of which receive support from the United States and 
other donors. 

The Economic and Financial Crimes Commission (EFCC) has seized $5 
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billion in assets from corruption cases since it was established 

three years ago, arresting several high level officials. In 

December 2005, the governor of Bayelsa State in south-south Nigeria 
was impeached for money laundering and misappropriation of funds. 
He is currently facing trial. The Inspector-General of Police and 

the Minister of Education were fired for corruption. The Senate 
President was removed from his post for corruption, though he 
retained his Senate seat. The EFCC is investigating ongoing 
corruption charges against state governors and their associates. 
The top levels at the Customs Administration were replaced on 
corruption charges. 


6. (SBU) Major Issues/Problems Identified: 

Communal violence continues, especially the latter in the oil-rich 
Niger Delta. The elections of 2003 were married by serious 
irregularities, fraud, with violence in some areas. The Independent 
National Electoral Commission (INEC), the body charged with the 
conduct of elections, is not independent, and argued in court 
throughout 2004-2005 that it need not be independent. Public 
opinion is that the INEC is not prepared for the 2007 general 
elections. Judges are subject to both bribery and intimidation, if 

not outright threats. Corruption remains an overwhelming problem. 
To date there have been no convictions of any high-level official 

for corruption. Use of militias and vigilante groups by politicians 
continues. The government remains unable to guarantee citizens the 
right to a speedy and fair trial. The government has failed to 
implement some key court decisions. The judicial system is weak and 
in need of serious reforms. Excessive violence, lethal force, and 
corruption at police and military roadblocks and checkpoints 
continues, despite the Acting Inspector-General of Police\'s 
announcement in January 2005 that police roadblocks would be 
eliminated. Prison and detention conditions remain harsh and life 
threatening. Some prisons held 200 to 300 percent more persons than 
their designed capacity. The failure to curb oil bunkering fuels 
corruption, arms trafficking and political instability. 


Elimination of barriers to U.S. Trade and Investment 


7. (SBU) Major Strengths Identified: 

A TIFA with the U.S. provides a mechanism to address trade and 
investment issues. Nigeria is a top destination of U.S. investment 

in Africa, due to investment in the petroleum sector. U.S. exports 

to Nigeria rose by about 4% in 2005 over 2004. In the first seven 
months of 2006 U.S. exports increased 35% over the same period in 
2005. 


8. (SBU) Major Problems/Issues Identified: 
Multiple bans in violation of WTO rules in the last three years have 
affected imports of many agricultural products. The arbitrary bans 
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encourage smuggling. Import bans accompanied by sole source 
importation rights to favorite partners have impeded competition. 
Comprehensive trade reform by adoption of the ECOWAS Common External 
Tariff was implemented in the last quarter of 2005. However, trade 
and investment policies are frequently changed, suspended, cancelled 
or implemented inconsistently. Some U.S. firms with contracts with 
the government face consistent problems receiving timely payments. 
No progress has been made as the result of TIFA negotiations. 
Negotiators report that the President ultimately makes decisions on 
trade and investment issues. The Nigerian government procurement 
process lacks transparency. Nigeria\'s Cabotage Law is a barrier to 
trade and investment and has compelled U.S. firms to exit Nigeria. 

In the oil and gas sector Nigeria is imposing or threatening to 
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impose requirements to invest in power production or refining, in an 
attempt to force investment in unprofitable sectors. The 

availability of fuel import subsidies are limited to NNPC, forcing 

out potential competitors in the downstream fuel market. Local 
content requirements impose additional costs in investments. Across 
several sectors, the government employs predatory negotiating 
tactics, including threats to access to inputs, customs and other 
legal approval processes, and transferring contracts to entities 

that cannot uphold contract terms. Foreign Exchange repatriation 
regulations are enforced arbitrarily. Access to imported inputs 
under the Manufacturers-in-Bond Scheme is suspended, highly 
politicized and is available only by Presidential directive. 


Poverty Reduction 


9. (SBU) Major Strengths Identified: National Planning Commission 
finalized NEEDS, Nigeria\'s homegrown Poverty Reduction Strategy. 
NEEDS is due for review in 2007. The National Poverty Eradication 
Program (NAPEP) is being implemented at the local government level, 
and focusing on micro-enterprise development and other programs. 
the National Assembly appropriated over Naira 100bn for spending 
towards Millennium Development Goals in Budget 2006 


10. (SBU) Major Issues/Problems Identified: The government poverty 
strategy does not clearly link goals and methods; serious concerns 
remain about fiscal transparency; human capacity for project 
implementation is weak. The government is implementing the poverty 
program slowly. 


Workers\' Rights/Child Labor/Human Rights 


11. (SBU) Major Strengths Identified: Improvements in some areas of 
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human rights, including the arrests of several traffickers of 

persons; yet serious problems remain, such as continued lack of 
accountability for past abuses. The Constitution provides for 
freedom of religion, and the government generally respects that 
right, although some state governments place restrictions on freedom 
of religion. The Nigerian Constitution protects the right of 
association and the right to organize and bargain collectively, but 
statutory restrictions remain in place. In June 2005, a court 

struck down legislation that required a police permit for all public 
rallies and processions. Nigerian law prohibits forced or bonded 
labor, forbids the employment of children younger than age 15 in 
commerce and industry, and restricts other child labor to home-based 
agricultural or domestic work for a maximum of eight hours a day. 

All known political prisoners and most known political detainees 
have been released. Security forces still commit human rights 
violations, but these no longer appear to be systematic or 

officially sanctioned. Workers, except members of armed forces, 
police, and employees designated essential by Government, may join 
trade unions and strike, but reasons for striking are limited. In 

2002, President Obasanjo signed the instruments of ratification for 
International Labor Organization (ILO) convention 182, Worst Forms 
of Child Labor; Convention 138, Minimum age for Employment; and 
Convention 111, Equality of Occupation. It ratified ILO convention 
87 on the Freedom of Association and Convention 98 on the Right to 
Organize and Collective Bargaining. The government has also 
ratified ILO conventions on forced labor. Worker rights and child 
labor laws have been enacted, but to date the Child Rights Act has 
only been ratified by six states. New legislation was passed in 

2003 outlawing human trafficking, and the National Agency for the 
Prohibition of Trafficking in Persons (NAPTIP) was established. 


12. (SBU) Major Issues/Problems Identified: 

Most major social indicators remain weak; for example, under-5 child 
mortality is at an alarmingly high level of 20 percent. Domestic 

violence and discrimination against women remains widespread. 
Outbreaks of violence and community unrest in the oil-producing 

Niger Delta caused occasional disruption in Nigeria\'s oil 

production. Army troops killed nearly 200 unarmed civilians in 

October 2001 in Benue state, but to date there has been no 
accountability for the incident. Police and security forces 

continue to use excessive and sometimes lethal force to beat 

protesters, suspects, detainees and convicts, and to use arbitrary 

arrest and detention. Prolonged pretrial detention remains a 

problem. There exist no laws that prohibit retribution against 

strikers. The Trade Unions Act does not ensure workers right to 

form and join unions of their own choosing, deems all registered 

trade unions to be affiliated with the central labor organization, 

and violates the ILO convention on the Right of Association. The 

Trade Unions (Amendment) Decree of 1996 makes check-off payment of 
dues conditional on a \"no-strike\" clause during the lifetime of the 
collective agreement. The Trade Unions Amendment Act of March 2005 
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criminalizes meetings between labor and civil society organizations 
and bans nation-wide strikes on any issue but service conditions. 
The Act ended the Nigerian Labor Congress\' status as the sole, 
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central labor organization, and the Trade Union Congress has yet to 
receive official federal government recognition. While 

decentralization may seem better for the right to form and join 

unions, it has weakened the labor movement in Nigeria. Labor rights 
have been limited by targeted layoffs and terminations of labor 

activists, by intimidation to press workers to leave unions, and by 

the increased use of casual labor, especially in the oil industry. 

Payment of salaries to government workers is often several months in 
arrears; workers who protest or strike over arrearages face 

dismissals, threats of layoffs, and pressure to agree to lowered 
minimum wages. The government places limits on freedom of assembly 
and association, citing security concerns. Trafficking in persons 

for purposes of prostitution and forced labor is a problem, 

allegedly with collusion of government officials. Some persons 

including children are subjected to forced labor, and child labor is 

rising. The relationship between the government and the National 

Labor Congress (NLC) remains severely strained since 2003 because of 
the President\'s determination to deregulate fuel prices, and the 

trade union\'s use of general strikes to protest price hikes. 


International Terrorism/U.S. National Security 


13. (SBU) Major Strengths Identified: President Obasanjo has taken 
personal action in building West African support for anti-terrorism 
coalition activities. In June 2006, Nigeria was de-listed from the 
Financial Action Task Force list of Non-Cooperative Countries and 
Entities. The Nigerian Financial Intelligence Unit, Economic and 
Financial Crimes Commission (EFCC), Securities and Exchange 
Commission, Central Bank and other regulators in the financial 
services industry are collaborating to identify and freeze terrorist 
assets in Nigeria. 


14. (SBU) Major Issues/Problems Identified: None. 
FUREY 
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SIPDIS 


STATE FOR EUR/NCE EFICHTE, EB/CIP/MA SSHIPMAN, IO/T JNAMDE 
STATE PLEASE PASS NTIA AND FCC 


E.O. 12958: N/A 

TAGS: AORC, ECPS, ITU, EZ 

SUBJECT: CZECHS SUPPORT U.S. CANDIDACY FOR ITU COUNCIL AND 
ITU RADIO REGULATIONS BOARD 


REF: A. STATE 168693 
B. PRAGUE 01157 


1. In response to reftel A, Czech MFA Deputy Director of 
Multilateral Economic Relations Jaroslav Stepanek confirmed 
his governmentVs support for the U.S. candidate to the 
International Telecommunications Union (ITU) Council during 
the November Plenipotentiary Conference in Turkey. The 
Czechs also promised support for Mrs. Julie Napier Zoller to 
the ITU Radio Regulations Board (reftel B). The Czech 
delegation will be headed by Ministry of Informatics 
Telecommunications Director David Stadnik. 
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TAGS: PHUM, PREL, KTIA, UN, MO 

SUBJECT: DEMARCHE ON THE UN DECLARATION ON THE RIGHTS OF 
INDIGENOUS PEOPLES 


REF: STATE 169257 


Reftel demarche was delivered to Nasser Bourita, Director of 
United Nations and International Organizations, in the 
Ministry of Foreign Affairs on October 13. Bourita said that 
the GOM is in full agreement with the US position. According 
to Bourita, the GOM view concerning the text is that it is 
unclear, controversial and governments should have the 
opportunity to discuss the text. He said the GOM will 

abstain when the text comes to a vote. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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TAGS: PREL, PGOV, PINR, MARR, CH, KS, KN 
SUBJECT: BEIJING SCHOLARS ON DPRK DEVELOPMENTS 


Classified By: Political Minister Counselor Daniel Shields. 
Reasons 1.4 (b/d). 


Summary 


1. (C) China\'s issuance of a tough statement in reaction to 
the DPRK claimed nuclear test reflected President Hu Jintao\'s 
anger over Pyongyang\'s defiance, according to Beijing think 
tanker An Hongquan (protect). The Chinese leadership was 
particularly \"shocked and angered\" by the timing of the DPRK 
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test, which came during the Communist Party Plenum and on the 
heels of Japanese Prime Minister Abe\'s visit to Beijing, said 
Party School scholar Qin Zhilai (protect). An said China\'s 
serious consideration of punitive measures against the DPRK 
will be tempered by China\'s desire to preserve the 

possibility of dialogue with Pyongyang by not being perceived 
as tracking too closely with the position of the United 

States. Party School scholar Liu Jianfei (protect) was sure 
that China would be willing to support some sanctions, but 
said China would have difficulty with some of the proposals 
made by the United States and Japan, particularly intrusive 
inspections and interdiction activities. Qin was \"extremely 
pessimistic\" about the possibility of resuming the Six-Party 
Talks, arguing that Pyongyang\'s objective is to establish 
itself as a nuclear power and that North Korea has no 
intention of abandoning its nuclear weapons. The USD 24 
million in DPRK funds currently frozen in Macau are 

inflicting greater hardship on the North Korean regime than 
initially assumed, An said. End Summary. 


Hu Jintao\'s Ire Dictates Tough PRC Reaction 


2. (C) China\'s issuance of a tough statement in reaction to 

the DPRK nuclear test was directly due to President Hu Jintao 
taking personal offense over Pyongyang\'s defiance of China\'s 
October 3 warning not to go through with the test, said State 
Council Institute of World Development Deputy Director An 
Hongquan (protect) in an October 13 discussion with poloffs. 
This was the second time the DPRK had defied President Hu in 
little more than three months, An added, the first being 

after the July missile test when Kim Jong-Il refused to meet 
with Hu\'s envoy Vice Premier Hui Liangyu in Pyongyang. Hu 
had personally requested the meeting through the North Korean 
Ambassador in Beijing, but Kim still \"did not listen.\" 


3. (C) The Chinese leadership was particularly \"shocked and 
angered\" by the timing of the DPRK test, said Central Party 
School Institute of International Strategic Studies scholar 

Qin Zhilai (protect) in a separate conversation with poloff 

on October 13. The nuclear test came on the heels of 
Japanese Prime Minister Abe\'s visit to Beijing and during the 
October 8-11 Communist Party Plenum, when China\'s senior 
leadership had neither the time nor ability to influence 
Pyongyang\'s decision. In a separate conversation on October 
12, Central Party School scholar Liu Jianfei (protect) told 
poloff that many officials and scholars are calling fora 

tougher Chinese line toward the DPRK and Chinese opinion has 
begun to shift in this direction. 


4. (C) According to Ma Licheng, former People\'s Daily editor 
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and long-time Embassy contact, China\'s adoption of a harder 
line toward North Korea is \"one of Hu Jintao\'s three most 
important accomplishments\" to date (the other two being 
restarting a real China-Japan dialogue and sacking of 
Shanghai Party Secretary Chen Liangyu). Nevertheless, even 
though it is a substantive change, its practical impact may 

not be that great. Ma said there has long been no love lost 
between Chinese leaders and Kim Jong-ll, claiming that even 
Jiang Zemin has long been frustrated with Kim. Ma related a 
series of past incidents in which Kim reportedly exasperated 
the Chinese leadership, including constantly changing his 
mind on whether and when he would visit China or talk to the 
Chinese leadership and insisting that he get off his train 

and be greeted at locations of his choosing, and not those of 
Hu Jintao\'s, when Kim previously visited China. 


5. (C) The scale of the DPRK claimed nuclear blast was 

smaller than it should have been and measured only 1,500 

tons, An stated, noting the DPRK might conduct another test. 
The test prompted a Chinese government-wide emergency action 
meeting to assess potential threats to China from the test, 

both in terms of possible radiation drift and possible North 

Korean refugees seeking shelter at the Chinese border 

crossing in Dandong, said An. Both An and Qin noted a 

growing anxiety among many government and think tank analysts 
over North Korea\'s unpredictable nature and both expressed 
their reservations regarding China\'s ability to influence 

North Korea. 


Sanctions: Will China Support? 
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6. (C) China\'s serious consideration of punitive measures 
being discussed by the UNSC, the United States, and regional 
players will be tempered by China\'s desire to preserve 
opportunities for dialogue within the China-DPRK relationship 
and to avoid being perceived as tracking too closely to the 
position of the United States, An said. In reality, China\'s 
position towards the DPRK has actually moved much closer 
philosophically to that of the United States as a result of 

the test. An believed the shift may become more evident in 
the future, but for now China will look for a resolution that 
expresses its full displeasure with Pyongyang\'s actions, but 
that is more symbolic in nature and has a specified time 

limit. 


7. (C) Lamenting the \"dilemma\" that China faces on the 
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sanctions issue, Qin said voting for a sanctions resolution 
is a difficult choice. Pyongyang\'s insecurity is part of 
what is driving its behavior, and some in Beijing believe 
that Chinese support for sanctions would only further 
destabilize the situation. China at all costs wants to avoid 
a military conflict on the Korean Peninsula, which would 
likely lead to refugee flows that could impact China\'s 
domestic stability and could even draw in China, given its 
treaty obligations to North Korea. The \"influential interest 
groups\" affiliated with the state-owned enterprises that 
supply North Korea with oil strongly oppose the imposition of 
sanctions on the DPRK. 


8. (C) Liu was sure that China would be willing to support 
some sanctions, including those on luxury goods and possibly 
other products. He agreed, however, that China would have 
difficulty with some of the proposals made by the United 
States and Japan, particularly intrusive inspections and 
interdiction activities. 


Six-Party Talks: Possibility of Resumption? 


9. (C) Even though Beijing still hopes it can persuade 
Pyongyang to return to the talks, Qin said he was \"extremely 
pessimistic\" about the likelihood of that happening. The 
international community\'s and Pyongyang\'s objectives are 
diametrically opposed: the world still hopes to persuade 

North Korea to abandon its nuclear weapons program, while the 
DPRK\'s objective is to establish itself as a nuclear power 

that has no intention of abandoning its nuclear weapons, he 
declared. 


10. (C) The DPRK \'s reaction to the USD 24 million in funds 
frozen in Macau illustrates how desperate the DPRK government 
has become, An stated. DPRK\'s triage attempts on several 
converging problems, including rural flooding, government 
bankruptcy and the leadership\'s weakening domestic control, 
may have pushed DPRK toward the nuclear test, An said. He 
claimed the DPRK had even suggested that if China would just 
lend them the USD 24 million, they would return to the 
Six-Party Talks. China has declined to take the offer 

seriously, An said. 

Randt 
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E.O. 12958: DECL: 10/12/2016 

TAGS: SCUL, PREL, LH, HT20 

SUBJECT: PLANS FOR SNIPISKES CEMETERY - A CHANCE FOR 
PROTECTED STATUS, BUT MUCH WORK TO BE DONE 


REF: VILNIUS 909 AND PREVIOUS 


Classified By: Political and Economic Section Chief Rebecca Dunham for 
reasons 1.4 (b) and (d) 


1. (C) Summary: The GOLYs working group on the Snipiskes 
cemetery recently finished its work and submitted its 
conclusions to the Prime Minister. At the group\'s 
recommendation, the Prime Minister issued a decree calling 
for the establishment of a committee of experts to research 
the boundaries of the former cemetery. Unfortunately, he has 
not placed anyone in charge of the process. So far at least, 
no Ministry seems willing to take the lead. End summary. 


2. (C) For several months, an intra-ministerial working group 
met to find a way forward on the Snipiskes cemetery issue. 
The process was marred by two factors. First was the desire 
on the part of the Vilnius municipality (in the person of 

Mayor Arturas Zuokas) to move forward quickly with 
development of the site, without regard to religious or 
cultural concerns. Second was the unwillingness of any 
governmental organization to take the lead in finding a 
solution. 


3. (C) Post has made tremendous headway on the first problem 
by convincing the Mayor of the need to work with the 
international Jewish community to find a way forward that 

will be acceptable to most, if not all, parties (reftel). 

During a meeting with the American Jewish Committee\'s Rabbi 
Andrew Baker on September 28, Zuokas even agreed to invite to 
Vilnius two experts in the preservation of and development 
around Jewish cemeteries. Post is working to facilitate that 

visit, which we hope will take place in the coming weeks. 


4. (C) The second problem was compounded by a change in 
government this summer, and the resultant change in ministers 
and vice ministers (one of whom chaired the working group). 
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The Foreign Ministry, out of frustration that no other 
ministry would take the lead, recently sent a paper to the 
Prime Minister outlining the work and conclusions of the 
working group. Inter alia, the group requested that the 
municipality halt any development of the site until the GOL 
has determined a solution; researched similar situations in 
other European cities; and requested the assistance of the 
Israeli government in solving the problem. lts conclusions 
suggest the following course of action: 


-- First, form a committee of experts to determine the 

precise borders of the former cemetery. This group would be 
comprised of people from Lithuania\'s Cultural Heritage 
Protection Department, Justice Ministry, History Institute, 
National Museum, and other organizations. It would review a 
wide range of archives and maps, and might request that the 
Israeli government provide relevant experts to assist them; 


-- Second, prepare a map of the cemetery\'s boundaries in 
order to be able to represent the GOL in talks with the 
international Jewish community; 


-- Third, define a status for the former cemetery\'s grounds 
under existing Lithuanian laws regarding sites of cultural 
value; and 


-- Fourth, register the site under this status, so that it 
can benefit from the protections provided by Lithuanian law. 


5. (C) Based on the MFAVs report, on September 21 PM Kirkilas 
directed the Environment Ministry, the Culture Ministry, and 

the Vilnius county government (which reports to the central 
government) to work with the municipality to form the group 

of experts. So far, the response has not been encouraging. 
According to the Prime Minister\'s Assistant Vilius 
Kavaliauskas, the Ministry of Culture replied to the decree 

on October 11, saying, essentially, that because the site 

does not have any formal cultural status now, there is 

nothing that the Ministry can do to assist. (Culture 

Minister Jucas was unaware of the issue when the Ambassador 
raised it during an October 3 courtesy call.) Kavaliauskas 

told us October 13 that neither the Environment Ministry nor 

the county government had replied yet. 


6. (C) Jolanda Kriskovieciene, a Counselor in the MFA who has 
responsibility for Jewish Affairs, told us on October 12 that 

the PM had not designated any one person or Ministry as the 
lead on this issue. She speculated that Kavaliauskas, who 

has handled Jewish affairs in the PM\'s office for at least 

two administrations, might be named to oversee the experts\' 
committee. Kavaliauskas later told us that no one had been 
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appointed, but that the PM might do so in the future. He 
pleaded for our understanding, saying that the PM has not had 
time to focus on this issue yet. He hoped to be able to 


brief the PM fully soon. 


Comment 


7. (C) The news from the Prime Minister\'s office is 
disappointing, but this story is far from over. For the time 
being, no new construction can begin at the site, due to the 
protection provided to the Sports Palace, which stands on it, 
by the Cultural Heritage Protection Department. Ukio Bankas, 
the current owner, is appealing that decision, but that 

process will take time. The municipality still badly wants 

to buy the property, but needs to find the money to do so. 

This gives us time to continue to work the issue. The 
mayor\'s office seems to have seen the light, and we will 
continue working with them to bring experts in who can advise 
them on a course of action that would likely be acceptable to 
most interested groups, including much of the international 
Jewish community. At the same time, it is now clear that we 
will need to urge the Kirkilas government to address the 
problem in a more organized way: by appointing someone with 
authority to oversee the committee of experts, and convince 
the relevant ministries to cooperate fully. 

KELLY 
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E.O. 12958: DECL: 10/10/2016 

TAGS: PTER, SNAR, CVIS, SMIG, KCRM, KISL, PU, SG 

SUBJECT: SENEGAL: G8 COUNTER-TERRORISM ACTION GROUP FOCUSES 
ON CLANDESTINE MIGRATION AND DRUG TRAFFICKING 


REF: DAKAR 1034 (NOTAL) 
Classified By: A/DCM Beth A. Payne for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: The October 10 G8 Counter-Terrorism Action 
Group (CTAG) meeting focused on the recent wave of 
clandestine migrants from Senegal to the Canary Islands, 

rather than ideological extremism. The UN Office on Drugs 

and Crime (UNODC) and the UN Office for West Africa (UNOWA) 
both participated again and continued to stress the possible 

links between terrorism, narcotics trafficking and 

clandestine migration. END SUMMARY. 


2. (U) On October 10, the Russian Embassy convened the G8\'s 
Counter-Terrorism Action Group (CTAG). All G8 countries as 

well as Spain were present at the two hour meeting. The 

European Union, UN Office on Drugs and Crime (UNODC) and the 
UN Office for West Africa (UNOWA) also participated. The 

ADCM and RSO represented the USG. 


3. (C) After a general opening by the Russian Embassy, the 
discussion quickly turned to the increase in clandestine 
migrants traveling by boat from Senegal to the Canary 
Islands. The newly arrived Spanish political officer, 

Francisco Javier Nievas Garcia, confirmed reports that in 
September there were approximately 27,000 illegal migrants 
primarily from West Africa in the Canary Islands. Hans-Peter 
Schadek, Chief of Operations and Cooperation with the 
European Union (EU) Delegation to Senegal, reported that the 
EU is financing a six month project to assist the GOS conduct 
surveillance of the coast of Senegal, using Spanish boats and 
a helicopter. Italy is also providing a plane for 

surveillance. The French are providing support to the 
Senegalese police and Gendarmerie for border control. 


4. (C) Amado Philip de Andres, the UNODC Deputy 
Representative, noted that clandestine migration from Africa 
to Europe is not new; instead, the preferred routes have 
shifted as countries such as Mali and Mauritania made 
previous routes more difficult for smugglers. In fact, as 

the GOS has become more effective at monitoring its waters 
and arresting smugglers, the route is already shifting to 
Guinea-Bissau. UNODC reported that smugglers range from 
local fishermen who usually provide food and transport only 
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to the Canary Islands, to well organized criminal enterprises 
that provide a more complete package to illegal migrants, 
including false papers upon arrival in Europe. He reported 
that migrants are from throughout West Africa, giving one 
example of several Nigerians and Liberians who recently 
arrived in Cape Verde holding Bissau-Guinean passports. 


5. (C) Participants were particularly concerned about 
reports that the GOS recently arrested 100 Pakistanis in 
Senegal who were en route to Europe using the popular sea 
route. According to UNODC, South Asian smuggling 
organizations are the most organized in West Africa. While 
they have not yet identified any terrorist threats among 
illegal migrants from South Asian, it would be easy for 
terrorists to slip into these groups undetected. There was 
also concern that the same criminal enterprises that smuggle 
narcotics and migrants would assist terrorist elements for 
financial gain. 


6. (C) COMMENT: It is clear the Europeans are much more 
concerned about terrorists benefiting from criminal smuggling 
enterprises than local popular support for extremist 

ideologies. As a result, they have made assistance to the 
GOS to better control borders and combat criminal enterprises 
a priority in their counter-terrorism efforts. Given strong 

public criticism of the GOS for supporting repatriation of 
thousands of Senegalese in recent weeks from the Canary 
Islands, President Wade may find stronger border controls and 
more rigorous enforcement efforts a liability in the February 
2007 elections. END COMMENT. 

JACKSON 
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TAGS: ECON, EAIR, ETRD, PGOV, EINV, PREL, EUN, FR, GM 
SUBJECT: EADS/AIRBUS CRISIS -- THE SAGA CONTINUES 


SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 


REFS: A) MUNICH 437, B) MUNICH 558 C) BERLIN 1803 


1. (SBU) Amid a flood of bad news, a senior EADS official told the 
Consulate the A380 would, despite delays, be certified for flight. 
However, the A380\'s drain on resources was adversely impacting 
programs such as the A350 and the A400M, possibly resulting in a 
postponement of the A350 program. The A400M was proceeding on 
track, with the first aircraft to be delivered in 2009, despite 

press reports to the contrary. Our contact said DaimlerChysler was 
looking to sell 7.5 percent of its 22.5 percent share of EADS, 
opening the door to the possibility the German government might 
purchase the shares. While acknowledging the political pressure 
Moscow could bring to bear, our contact downplayed speculation 
Russia could gain influence over EADS, saying the present 
shareholder agreement makes this all but impossible. Our contact 
expressed hope that EADS\'s successful bid to build U.S. Army 
helicopters would bode well for its bid to produce U.S. Air Force 
tankers. Our contact was evasive on the question of future \"launch 
aid\" to counter the cash-flow problems resulting from the A380 
program. End summary. 


2. (SBU) POL/ECON Officer and Econ Specialist met October 12 at 
EADS\'s German headquarters outside of Munich with Wolfgang Wilhelm, 
manager of DaimlerChrysler\'s 22.5 percent EADS share. 
DaimlerChrysler effectively represents the interests of the German 
government in EADS. The grim atmosphere at EADS was palpable -- 
it\'s not hard to come away with the impression of a company under 
siege. The morning of our meeting, the press had reported that 
Standard & Poor\'s credit ratings agency had lowered both its long 
and short term corporate credit ratings on EADS, reflecting 

increased analyst concern over the company\'s management and its 
ability to meet organizational and competitive challenges. This 

news came on heels the of EADS co-CEO Christian Streiff\'s 
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resignation after just 3 months, as well as the announcements that 
the Airbus A380 program would face an additional delay of more than 
a year and that the A350 program was in question. Adding to this 
unpleasant mix is the prospect of job cuts as the firm desperately 
attempts to find cost savings due to the A380 program\'s voracious 
appetite for resources. 


3. (U) Wilhelm acknowledged the A380 continued to be plagued by 
engineering challenges, leading to the program running two years 
behind schedule. The latest delay of at least one year will lower 
EADS earnings by Euro 4.8 billion through 2010. Within this amount, 
EADS expects costs and penalties will add up to Euro 2.8 billion 
alone. The wiring harness remains a particular sore spot. Wilhelm 
noted the harnesses, provided by a French supplier, must be custom 
configured for each aircraft in Hamburg -- a gargantuan task given 
the over 500 kilometers of wiring in each A380. 


4. (SBU) Regarding the issue of wake turbulence, Wilhelm said there 
would likely be a requirement for increased separation behind A380s 
during take-offs and landings, but he expected the distance would 
not ultimately be as high as ICAOVs interim recommendation calling 
for 10 nautical miles separation. Wilhelm said the flight test and 
certification program is proceeding on track, noting that no 

airlines have cancelled any orders as of yet. When asked if the 
previously stated break-even point for the A380 program of 300 
aircraft (Ref A) remained accurate, Wilhelm said he did not expect 

it had changed [Note: A380 orders remain at 159, with none booked 
this year. According to press reports, both Emirates and Virgin 
Atlantic are closely reviewing their orders. End Note]. The 

pricing of commercial aircraft in U.S. Dollars also contributes to 
EADS\'s cash-flow woes -- Wilhelm said the current exchange rate is 
cutting into EADS\' bottom line. 
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5. (SBU) We asked Wilhelm about reports that the Airbus A350 
program, intended to compete against Boeing\'s 787 Dreamliner, might 
be shelved due to a lack of resources. He acknowledged that 
development of the A350, with development costs of Euro 8-10 billion 
might have to be \"postponed,\" as the priority for Airbus\' financial 

and engineering resources had to be the successful completion of the 
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A380 program, followed by the A400M military transport. When asked 
if this lack of available resources for the A350 meant that EADS 
would seek government release of \"launch aidW for the program, 
Wilhelm obliquely said that this question would have to be examined 
in the context of the \"indirect subsidies\" Boeing receives in the 

form of defense contracts, as well as the U.S.-EU Agreement on 
Ending Subsidies for Large Civil Aircraft. 


6. (U) We asked Wilhelm about possible delays in the delivery of 
Airbus\' A400M military transport, designed to compete with the 
Lockheed C-130. Media reports have speculated that the initial 
delivery of the A400M to the French Air Force, originally scheduled 

for October 2009, could be delayed by between 18 and 24 months, and 
possibly as much as three years. Wilhelm brushed aside reports of 
delays, saying he expected the plane to meet its target delivery 

date. [Note: EADS co-CEO Tom Enders has also said publicly that the 
promised delivery dates have not changed, but acknowledged that they 
are ambitious." End Note]. 


7. (SBU) Wilhelm told us that DaimlerChrysler ultimately intends to 
reduce its holding of EADS from 22.5 to 15 percent. Concerned over 
the possibility of job losses due to cost-cutting measures within 

EADS, the German government reportedly is prepared to increase its 
leverage over the company by purchasing the Euro 1.3 billion 7.5 
percent stake from DaimlerChrysler. Reportedly, the German 
government-owned KfW bank is preparing a contract for the share 
acquisition that would be ready to sign by the end of the year. One 
press account quotes an unnamed German official as saying \"We don\'t 
want that stake to end up in the hands of Chirac or Putin" Wilhelm 
expressed the view that increased government control over EADS was 
not what the company needed at this time, particularly since the 
German government did not have a good track record of running 
industrial projects. Ministry of Economic officials also have 

stated the government\'s involvement in EADS is not a long-term 
solution. 


8. (SBU) September 11 EADS announced Russia\'s state-owned 
Vneshtorgbank had purchased 41 million EADS shares worth more than 
Euro 920 million, giving it 5.02 percent ownership of the company. 
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Senior Russian officials have been quoted in the press saying Russia 
is seeking a larger share of EADS, with the intent of gaining a seat 
on the EADS board and a blocking minority. When asked about 
Russia\'s potential role in EADS, Wilhelm took pains to play down the 
significance of the share purchase. Owership of less than 10 
percent of the company outside the shareholder pact was 
\"inconsequential.\" Even should Russia attempt to increase its stake 
to over 25 percent, it would not achieve a blocking minority, as the 
shareholder pact effectively restricts strategic decisions to the 
Germans and the French, specificly to DaimlerChrysler, Lagardere and 
the French government. The only way Russia could exert influence 
over the company would be to become a majority owner, something 
Wilhelm considered highly improbable. 


9. (SBU) Wilhelm did acknowledge, however, that Russia could put 
considerable political pressure on the French and German 
governments, possibly leading to the shareholder pact being 
renegotiated and giving Russia a place at the table. Wilhelm 

thought this too was improbable, as renegotiating the shareholder 
pact would be opening a pandora\'s box, making EADS\' present mess 
even messier. He said Chancellor Merkel and EADS management had 
made it clear to President Putin that Russia should not use its 

stake to disrupt EADS. While a blocking interest in EADS may not be 
in the cards for Russia, EADS would consider partnering with Russia 
on various aerospace projects where Russia could bring its 
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considerable engineering expertise to the table. Wilhelm pointedly 
acknowledged that EADS\' desire to become a supplier of defense items 
such as refuling tankers to the U.S. Government would not be helped 

by Moscow gaining a role at the helm of EADS. 


10. (U) October 9 Christian Streiff, named Airbus CEO just three 
months earlier, resigned over EADS\' refusal to give him more 
autonomy to restructure Airbus. Louis Gallois, named co-CEO of EADS 
on July 2, replaced Streiff, while retaining his EADS co-CEO 

position. This new management structure essentially makes Gallois 

the co-CEO for Airbus, and German co-CEO Tom Enders responsible for 
the rest of EADS\' divisions. When asked if it would be problematic 

for Gallois to serve in both positions simultaneously, Wilhelm 

replied that this model worked well for DaimlerChrysler, where 

Dieter Zetsche serves both as CEO of DaimlerChrysler and the 
Mercedes Benz division whithin the company. 


Column 3 
A FUTURE U.S. AIR FORCE CONTRACT? 


11. (U) Wilhelm expressed hope Eurocopter\'s success at breaking 
into the U.S. defense market (Ref B), along with the choice of a 
European design from AugustaWestland for the new Marine One 
Presidential helicopter bodes well for EADS\' bid to win at least 

part of the U.S. Air Force contract, expected to be awarded in late 
2007, for 200 aerial refueling tankers to replace the KC-135 fleet. 
Wilhelm said the engineering work on the refueling \"boom\" for the 
tanker was complete, and that EADS would be ready to start 
outfitting A330 airliners as tankers at its Mobile, Alabama plant 
once awarded the Air Force contract. 


12. (SBU) We were struck by a couple of observations in our 
conversation with Wilhelm. First is how the A380 program has become 
a black hole draining EADS\' financial and engineering resources to 
the point that decisions regarding critical programs such as the 

A350 are no longer being made based on market conditions, but rather 
on what few resources are not being sucked into the A380. EADS has, 
in effect, bet the ranch on the A380. Our other observation is 

related to the first -- due to the drain of the A380 program, the 
temptation for EADS and its government partners to seek the release 
of launch aid for the A350 must be enormous. Our interlocutor was 
uncharacteristically standoffish on this question -- particularly 

given EADS\'s previous position that it does not need launch-aid. 
While we have not received any other indications EADS will seek 
launch aid, the response to our question leads us to wonder if the 
possibility is not under discussion. 


13. (U) This report has been coordinated with Embassy Berlin. 


14. (U) Previous reporting from Munich is available on our SIPRNET 
website at www.state.sgov.gov/p/eur/munich/ . 


NELSON 
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SUBJECT: EMBASSY OCTOBER 10 IFTAR DINNER -- IDENTITY ISSUES 
STILL A MAJOR CONCERN FOR MUSLIMS 


1. (U) On October 10, the Ambassador hosted his third Iftar 
dinner since arriving at post in 2004. He will host a fourth 
dinner on October 16. In welcoming the guests, the 
Ambassador noted that the Embassy was working actively to 
maintain close ties to the Muslim community, as witnessed by 
the November 2005 Muslim Outreach Conference in Brussels. 
These contacts had proven especially valuable during the past 
year, when events such as the Danish cartoons, the French 
riots, and the London bombings had done much to spark 
inter-communal conflict. 


2. (U) As during the previous dinners, the guest list 

included senior Ambassadors from Muslim countries, and 
representatives from the Turkish and Moroccan communities, 

the two dominant groups among Belgium\'s 450,000 Muslims. Of 
the Belgian guests, community activists predominated. 

Discussion of their \"street level\" attempts to operate in 
Belgium\'s complex society was the principal topic of 

discussion. 


3. (U) Both the Turkish-origin and Moroccan-origin guests 
agreed that community loyalty was a primary motivating factor 
in explaining the political behavior of Belgian Muslims. 

This loyalty explained some of the more interesting results 

of the October 8 local elections. Many Muslim local 
councilors gained their seats solely because of the 
preference votes they received from fellow Turks or fellow 
Moroccans. Although they deplored it greatly, the guests 
knew of few instances in which Turks had voted for Moroccans, 
or vice versa. The resulting lack of unity among Muslims 
dissipated the community\'s strength, as did a continuing 
generational split between the first generation and the 

second and third generations. 


4. (U) Several of the guests described imaginative efforts 
their organizations are undertaking to promote a better 
relationship with Belgium\'s non-Muslim majority. The 
representative of one group described plans for a 
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\"pilgrimage\" in early May in which Muslims, Christians, and 
Jews would take part in informational programs at a mosque, a 
Catholic church, and a synagogue. A female guest who had 
participated in the embassy\'s 2005 dialogue between Belgian 
and American Muslims expressed gratitude for the contacts she 
had developed with American co-religionists. Other 
participants in the dialogue and its follow on programs 
expressed similar sentiments. 


5. (U) The Muslim country ambassadors noted that their 
citizens all fared differently in Belgium. There were, for 
example only about 550 registered Indonesians in Belgium. 
They were concentrated almost entirely in the north, and 
looked toward Holland for jobs and community. The 
2,000-2,500 Egyptians here included missionaries from Al 
Azhar. The 5,000 Iraqis in the country paid more attention 
to developments at home, than to participating in Belgian 
life. The Moroccan community, which numbered between 
250,000-318,000, was the biggest single Muslim group in the 
country; a more accurate count would probably find 500,000 
Moroccan-origin citizens, according to the Moroccan 
ambassador. 


6. (U) In addition to the Egyptians, almost every major 

Muslim country attempted to provide some sort of 
officially-sanctioned religious leadership to its community 

in Belgium. The Moroccan community was especially active 
during Ramadan, and was looking for ways to do more during 
the rest of the year. That said, the Moroccans were sending 
Arabic teachers to work with the broader Moroccan community. 
Korologos 
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TAGS: UNSC, PREL, GT, VE, TX 
SUBJECT: TURKMENISTAN REMAINS NON-COMMITTAL ON UNSC VOTE 


REF: A. A) STATE 171368 
B. B) STATE 171921 
Classified By: Charge d\'Affaires Heather Troutman for Reasons 1.4 (B/D) 


(C) Charge reviewed reftel A points with Turkmenistan Foreign 
Minister Rashit Meredov on the sidelines of a conference 
October 13. Meredov remained non-committal and was not 
forthcoming on Turkmenistan\'s stance on the UNSC election. 
Embassy received similar feedback from Meredov in previous 
approaches on this subject. Post will report any further 
developments septel. 


TROUTMAN 
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E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: EAST ASIA AND PACIFIC: DPRK NUCLEAR TEST; 
SAO PAULO 

1. "Bush Has No Trump Card\" 

Center-right O Estado de S. Paulo (10/13) editorialized: \"By saying 

that the US does not intend to attack North Korea, George W. Bush 

was unusually and involuntarily transparent.... Bush is trying in 
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vain to disguise the obvious fact that he does not have, either on 

the table, or up his sleeve, any serious option for the new 
international crisis created by Stalinist dictator Kim Jong-Il. But 

how could he have one if he has done everything wrong in regards to 
supposed or real threats made against the US following September 
11?.... The Iraqi adventure has been the mother of all Bush\'s 
disasters.... When Kim Jong-Il requests direct negotiations with the 
US - which obstinately refuse to agree with that - he just wants to 

do business. His apparent goal is to revive the agenda of agreements 
that was drafted and then abandoned by the Clinton administration, 
through which, in exchange for surveillance of the North Korean 
nuclear facilities, the US would supply energy and food to that 

nation of famine-wrought 23 million people.... What the US 
shortsightedness is now helping to destroy is what has been left of 
the NPT.\" 

2. \"Apocalypse Soon\" 

Political Scientist Luiz Alberto Moniz Bandeira remarked in liberal, 
largest national circulation daily Folha de S. Paulo (10/13): 

\"Before condemning North Korea and Iran, as the US is doing, and 
forcing the Security Council to approve sanctions, it is necessary 

to exam the factors that led the two nations to reject the nuclear 
weapons non-proliferation policy.... In his State of the Union 

Address in January 2002, President George W. Bush accused Iraq, Iran 
and North Korea of being allied to terrorists, forming an Vaxis of 

evil and threatening peace in the world.... President Bush adopted 

a national security doctrine based on threatening preventive 
attacks... whose program consisted in increasing defense 
expenditures , strengthening democratic links and challenging 
regimes that are hostile to US interests and values.... In view of 

such circumstances, North Korea felt threatened and decided to 
develop its program to produce weapons so that it could have a 
dissuasion element against any possible US attack.... And Bush\'s 
decision to terminate the agreement reached by the Clinton 
administration revived tensions in the region, in addition to 
interrupting the peace process between the two Koreas.... How come 
President Bush now demands that North Korea and Iran respect UNSC 
resolutions? He did not respect the SC and unilaterally determined 
the invasion in Iraq after saying that the UN would be Virrelevant' 

if it did not agree with US purposes.\" 


McMullen 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, ELAB, ECON, MARR, CVIS, OVIP (CHAO, ELAINE), RU, 
LG 

SUBJECT: SECRETARY CHAO\'S MEETINGS WITH GOL OFFICIALS 

1. (SBU) Summary: Secretary of Labor Elaine L. Chao\'s visit to 

Latvia provided an opportunity to discuss economic growth and job 

creation, relations with Russia and the recent Latvian elections 


with senior governmental officials. All interlocutors noted the 
challenge for Latvia of the out migration of workers to Ireland, the 

UK and Sweden, especially nurses and people in the construction 
trade. All believed that Latvian-Russian relations were slowly 
improving, although President Vike-Freiberga expressed great concern 
over the current tensions between Russia and Georgia. The Prime 
Minister and President both said the election results were a sign of 
political stability in Latvia, although the President said she would 
consult with party leaders the week of October 16 before deciding to 
whom she would offer the opportunity to form government. Comment: 
While protecting her constitutional prerogatives, we heard nothing 
from the President to indicate that she would not tap PM Kalvitis to 
remain in office. End summary and comment. 


2. (U) Secretary of Labor Elaine L. Chao visited Latvia October 10 - 
13. On October 11, she held meetings with senior GOL officials 
including President Vaira Vike-Freiberga, Prime Minister Aigars 
Kalvitis, and Speaker of Parliament Ingrida Udre. The Prime 

Minister also hosted a lunch which included Defense Minister Atis 
Slakteris, Culture Minister Helena Demakova, and Economics Minister 
Aigars Stokenbergs. Latvian Ambassador to the United States Maris 
Riekstins joined all meetings. Ambassador Bailey, DOL Associate 
Deputy Secretary Laura Genero and DOL A/S for Public Affairs Randy 
Clerihue joined for all meetings. Pol./econ officers served as 
notetakers. IN all of her meetings, the Secretary reflected on the 
large amount of positive change in Latvia since her visit in 1992 to 
sign the Peace Corps country agreement. 


Speaker of Parliament Ingrida Udre 


3. (U) Secretary ChaoYs meeting with Speaker Udre and other guests 
from the Saiema (parliament) included discussion of job creation and 
social policy; and Latvian-Russian relations. Chairperson of the 
Parliamentary Committee for Social and Employment Affairs Yevgenia 
Stalidzane mentioned that there were a number of social problems in 
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Latvia resulting from the transition from socialism to capitalism, 

such as the difficult economic situation faced by pensioners and the 
disabled, as well as the lack of quality care in the health care 

system. Speaker Udre explained that pensioners are unhappy because 
reforms have introduced a uniform pension amount, irrespective of 

the number of years a worker has worked. However, pensions are 
raised on a regular basis, indexed according to the rate of 

inflation. 


4. (U) Secretary Chao asked about LatviaWs labor market, and how it 
was dealing with outflow of workers to other EU countries. Speaker 
Udre mentioned that most Latvian worker emigrants have gone to 
Ireland, the UK and Sweden. They are not only working in 
low-skilled jobs; some have found work in highly skilled fields as 
well. Udre said the best solution to labor emigration was to raise 
wages and salaries in Latvia, reduce personal income tax rates, and 
in general, adopt policies that will increase the standard of 

living. She was confident that most Latvians will return to Latvia 

if these conditions are met. Unemployment remains a problem in 
Latvia, with much higher rates outside of Riga. The main problem is 
lack of training and education. People do not have the skills 
necessary for obtaining employment in a rapidly changing economy. 
Government employment policy should focus on providing youth and 
other persons with practical job skills. EU funds will greatly 

assist Latvia in meeting these goals. Speaker Udre also mentioned a 
new government policy, Y People in the Center of Life A" which will 
focus on building a knowledge-based economy and society. 


5. (U) Commenting on Latvian-Russian relations, Udre said that they 
are becoming more constructive and pragmatic. Russia is potentially 

a huge market for Latvian goods and services. But it is also 

apparent that Russia still seeks to maintain control over the former 
Soviet Republics, and that it has never fully accepted the fact of 

the Baltic StatesW independence. Nevertheless, Speaker Udre felt 

that Latvia is a natural partner for Russia, due to a common history 

and Latvian\'s knowledge of the Russian language. She hoped that the 
border treaty could be concluded once the new Latvian government has 
been confirmed by a parliamentary vote-of-confidence. 


Prime Minister Aigars Kalvitis 


6. (U) The Secretary stressed President Bush\'s respect for Latvia 

and its people, and our country\'s gratitude for Latvia\'s support in 

the war on terror. The President looks forward to expressing his 
personal thanks when he visits in November for the NATO summit. The 
PM expressed appreciation for the recent allocation of additional 

FMF funds for Latvia and for US assistance with the Riga Freeport. 

He underscored the importance of the bilateral relationship, noting 

that the economics minister had recently had a very successful visit 

to the US. On military deployments, he reported that the parliament 
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had recently extended the mandate for Latvian troops in ISAF in 
Afghanistan for one year and he said he expected no problems with 
the December vote to extend the mandate for Latvian troops in Iraq. 
The Latvian people, he explained, understand the need for collective 
security. LatviaWs hosting of the NATO summit will put in on the 
world stage for a few days, he added. 


7. (U) PM Kalvitis turned to the issue of visas, saying that getting 

into the visa waiver program (VWP) was \"key\" for Latvia and that he 
hoped they could ender the program in \"the next couple of years," 
adding that this was important for the people of Latvia. The 
Secretary, noting that the U.S. is a nation of immigrants, stressed 
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President Bush\'s interest to address the situation through use of 

the roadmap. Acknowledging the Latvian\'s patience on this issue, 
stressed the Embassy\'s active engagement with the roadmap process. 
The PM underscored that Latvians are not looking to immigrate -- 

they are needed here -- but said that they do like to travel and the 

US is a preferred destination. 


8. (U) The PM noted that Latvia wants to share its success in making 
political and economic reforms with countries like Moldova, Georgia 
and Ukraine. Latvia feels a responsibility and hopes to work 

closely with both the EU and the US in these areas. The secretary 
asked about the state of Latvian-Russian relations and the PM 
reported that he was focused on building constructive relations to 
overcome a \"difficult history\" and noted the two agreements on 
economic and political cooperation to be signed October 13 in Moscow 
as a sign that Latvia was ready to \"move forward\" on the bilateral 
relationship. Noting difficulties in Georgia, Moldova, and Ukraine 
with Russia, Kalvitis said he believed Moscow understood that the 
Baltic states were out of its control or influence. Internally in 

Russia, the PM thought that Putin has \"forced control\" on the 
country but wondered whether it could last past his term in office. 
The Russian economy is not competitive in a global market, the 
government pays little or no attention to infrastructure and social 
issues and many of the best and brightest are leaving. 


9. (U) Returning to the issue of the Riga freeport, the Secretary 

urged the PM to implement the recommendation in the USG assessment 
of the port. The PM expressed his appreciation to the US for the 

report and TDA grant for technical assistance and said the port was 

one of the issues on which there was \"some work left to do\" after 
elections. He stressed his belief that the port needed to be 

developed in a way that transparently contributes to economic 
development in Latvia. 


Lunch w/PM and Ministers 
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10. (SBU) Over lunch, the Secretary, PM and other ministers talked 
about the recent elections. Secretary Chao noted that Latvia\'s 
elections were a model for other emerging democracies. All of the 
Latvian officials were members of the People\'s Party, which won the 
largest number of seats in the new parliament. The PM explained 
that because of Latvia\'s strict campaign spending limits for 

parties, a number of \"NGO\'s\" had sprung up to advocate for parties. 
He fully acknowledged that People\'s Party had benefited from such 
organizations, but stressed that these were not direct campaign ads 
and fully legal under Latvia\'s campaign finance laws. Kalvitis said 
that the new parliament should reconsider the campaign financing 
laws to eliminate spending caps but instead focus on trabsparency in 
contributions. Secretary Chao noted that these are many of the same 
issues the US faces in addressing campaign financing. 


11. (SBU) Asked about the campaign, PM said it was amore muted 
campaign, due in large part to the spending restrictions. Econ 
ministers Stokenbergs noted that although People\'s Party only has 
about 5000 members, they received over 177000 votes, the most by any 
one party. The ministers all attributed the party\'s success to 

being seen as a party that governs fairly and delivers results. MOD 
Slakteris, who is also chairman of the party, said their leaders are 
viewed as being smart and having vision for the country. The PM 
stressed that the party had not lost touch with the people, saying, 
\"People know | can meet at NATO or deal with Putin, but | can also 
still milk a cow -- they know we are regular people.\" 


12. (U) Asked about the change to an all volunteer military force, 
Slakteris said it was an important break from the conscription of 
Soviet times and that they were doing well in recruiting people for 
the military. He said service in missions like Afghanistan and Iraq 
was sought out by the troops because there is a perception in the 
military that those who have not gone are \"not real soldiers.\" At 
the same time, he acknowledged the difficult situation on the ground 
in Iraq, but said he liked the new defense minister. Slaketris did 

not think that the Iraq deployment had been an issue in the 
elections. 


President Vike-Freiberga 

13. (U) The Secretary congratulated the President on her strong 
showing in the race for UN Secretary General, especially given that 
some of the candidates had been in the race for nearly two years. 

It helped put Latvia on the map and highlighted the very positive 
story Latvia has to tell the world. The President said she was 

proud of what she had achieved, especially given that Russia and 
China were so committed to the idea of it being \"Asia\'s turn.\" She 
added that a longer, more intensive campaign would have required her 
to shirk some of her presidential duties, which she was unwilling to 
do. 
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14. (SBU) The President, while carefully guarding her role in 
choosing the next Prime Minister, was upbeat about the elections ni 
that they showed political stability in Latvia. She drew a contrast 

to difficulties in Poland and the Czech Republic, and wide swings in 
government policy following elections in Slovakia and Sweden. The 
president said she would begin consultation with the parties the 
week of October 16 before offering someone the opportunity to form 
government, but she said, \"there is likely to be real continuity.\" 


15. (SBU) Turning to foreign policy, the President reported that 

there had been a meeting of the Latvian national security council 
earlier in the day and that she was satisfied that Latvia was ready 

for the security challenges of hosting the NATO summit. She 
expressed great concern about recent Russian actions toward Georgia, 
saying she hoped the EU would issue a strong statement at the 
October 16 - 17 GAERC on the issue. While noting that the Georgians 
probably went too far with the arrests of the Russian officers, the 
Russians had completely overreacted and she hoped the EU statement 
would reflect that. She called the registration of Georgian 

students in Russian schools \"pure racismW and drew a direct parallel 
between deportations of Georgians to Soviet deportations of Latvians 
to the Gulag. 


16. (U) On social and economic issues, the President expressed great 
concern for people who \"unfairly pay the cost of our transition", 

mainly artists and scientists who were well treated in Soviet days 

but haven\'t done as well in a market economy. She expressed a hope 
that the government would raise the pension rates for these people 
and other retirees. The President also spoke about efforts to build 

on the 2004 Riga Women\'s Business LeadersY summit by noting that an 
informal mentoring network has developed among women business 
leaders in Latvia. The President also noted the challenges of 
retraining older members of the work force to be competitive in the 
modern economy. Her husband, who joined for dinner, explained his 
involvement with a group that provides eight hours of basic computer 
and internet training for free, noting that the oldest graduate was 

91. The Secretary applauded all these initiatives. 


17. (U) The Secretary\'s party cleared this cable. 
Bailey 
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SUBJECT: TALK TOUGH FROM TURKEYYS GENERALS: READING BETWEEN 
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Classified By: DOM NANCY MCELDOWNEY FOR REASONS 1.4 (B,D). 


1. (C) In a carefully crafted series of public messages, 
Turkey\'s senior military and President Sezer have warned of 
imminent danger to the nation\'s secular order, clearly 
pointing at the pro-Islam government of PM Erdogan and his 
Justice and Development Party (AKP). The generals strident 
warnings set off a firestorm of debate about the nature of 
\"fundamentalism\" and the role of the military in political 

life. The speeches specifically targeted recent EU criticism 
of the military\'s prominent political role as well as 

domestic criticism embodied in a recent study on 

civil-military relations published by a respected Turkish 

NGO. While conspiracy theories about the Generals ulterior 
motives have proliferated wildly, most experienced analysts 
have ascribed four major objectives, as the real intended 
messages of the rhetoric. First, the low key days of CHOD 
Hilmi Ozkok are over; the military is back and remains a 
political player. Second, the military opposes the election 

of Erdogan to the presidency next May, which they believe 
would further tilt the political balance in favor of Islamic 
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\"fundamentalists.\" Third, the military is wary that the AKP 

is filling state institutions, including the National Police, 

with devote cadres. And fourth, EU membership should not come 
at the price of Turkey\'s national identity and pride. 


2. (C) While the Turkish Armed Forces has its cheering 
section among the divided secular establishment and still 
enjoys the highest public confidence of any national 
institution, the generals\' rhetoric may have unintended 
consequences. Erdogan may now feel additional incentive to 
seek the Presidency so as not to be seen to be backing down 
under military pressure. At the same time, many argue that 
the military\'s show of strength is not the way to enhance 
democracy for today\'s Turkey and could, ironically, prompt 
the undecided to vote for AKP. While a few observers have 
compared the present tensions to the \"post-modern coup,\" 
which toppled the coalition government of pro-Islam PM 
Erbakan in 1997, most believe that the current situation is 

far less volatile, at least so far. End Summary 


3. (C) The most obvious effect of a series of strident 
addresses by senior commanders at Turkey\'s war colleges -- 
culminating in CHOD Yasar Buyukanit\'s televised October 2 
speech in Istanbul -- has been to demonstrate to the public 
and government that the days of former defense chief Hilmi 
Ozkok, with his low-key approach, are over. Ozkok\'s low 
profile in the face of significant EU-ordered reforms curbing 
the military\'s political power caused frustration in the 

officer corps. Buyukanit and his service chiefs are making 
clear that the armed forces remain a major player and will 
speak out in defense of the secular nature of the republic 
founded by Ataturk, calling the perceived threats by their 
names. 


4. (C) The public pronouncements of the generals and 
President Sezer together are a clear warning to the AKP that 
it should not seek to elect Erdogan to the Presidency when 
Sezer\'s term ends in May 2007. Sezer warned against any 
development that would fundamentally alter the 
secular-religious balance of power and the generals made 
clear this would be unacceptable. By pointedly criticizing 

an NGO report on civil-military relations, to which academics 
from the Turkish National Police (TNP) Academy contributed, 
Buyukanit raised a warning flag against the Erdogan 
government\'s perceived efforts to place \"fundamentalists\" in 
key positions in the state bureaucracy, long a secular 
stronghold. In particular, the secular establishment 

believes that Erdogan has infiltrated the TNP with religious 
conservatives associated with the movement of U.S.-based 
cleric Fetullah Gulen. 
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5. (C) The military accepted a number of reforms, including 
diminishment of its role on the National Security Council, in 
order to advance Turkey\'s EU bid. Despite these sacrifices, 
Buyukanit sees the military\'s role still under attack -- from 
EU bureaucrats who, in his view, do not understand Turkey\'s 
unique history and, most worrisomely, from internal debate 
and criticism emboldened by the reforms. This is personal 
for Buyukanit in a way it never was for his predecessor. In 
the aftermath of the Semdinli incident, Buyukanit himself was 
criticized and threatened with prosecution for his alleged 

role in the affair. 


6. (C) Several commentators have looked for parallels between 
the present civil-military relations and the situation which 
obtained in February 1997, when military pressure, exercised 
through the then-powerful NSC, caused the government 
coalition led by the Islamist Welfare Party (an AKP 
predecessor) under then-Prime Minister Erbakan to resign in 
what has been termed a \"post-modern coup.\" They point out 
some parallels to 1997, featuring increasing tensions between 
the military and an Islamist-dominated government seen as 
seeking to promote religious values in government 
institutions. 


7. (C) However, most observers here agree that there are more 
differences than similarities between the situations in 1997 
and 2006. PM Erdogan has demonstrated greater flexibility 
and pragmatism than his ideological forebear Erbakan. 
Erbakan had created a more militant environment where local 
authorities with strong Islamist convictions were encouraged 
to bring religion into government. Just before the events of 
February 1997, the Islamist mayor of the Ankara suburb of 
Sincan organized a \"Jerusalem Day,\" featuring Iranian 
ambassador (now Iranian Foreign Minister) Mottaki publicly 
calling for stronger religious law in Turkey. The military 

rolled forty tanks \"returning from maneuvers\" through Sincan 
a short time later to express its displeasure. At the same 
time, then-President Demirel sided with the military in 1997 

to topple a weak coalition government. Current President 
Sezer does not have that stature and ErdoganYs AKP 
single-party government is relatively strong in the face of a 
divided and feckless opposition. In addition, few are 
interested in jeopardizing a Turkish economy that is far 
healthier than in the late 1990s. 


8. (C) The military has always been a key player here and we 
don\'t expect that to change. However, the generals\' 
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stridency risks unintended consequences. First, Erdogan may 
now have additional incentive to seek the presidency or risk 
being seen as backing down in the face of an open military 
challenge. Second, many pro-military members of the secular 
elite have misgivings about the generals! political comments, 
which they see as a step backward for the democratic process 
here, particularly at this key moment in Turkey\'s EU bid. 
However this plays out, it is certain that the months 

preceding the May 2007 presidential stakes will see increased 
tensions. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA, PL 

SUBJECT: DELIVERY OF TRIPARTITE DEMARCHE REQUEST ON THE UN 
DECLARATION ON THE RIGHTS OF INDIGENOUS PEOPLES 


REF: SECSTATE 169257 


(SBU) Political Counselor, joined by New Zealand Deputy Head 
of Mission Maureen OVMeeghan, and Australian Third Secretary 
Amy Doidge, delivered reftel demarche October 13 to Miroslaw 
Luczka, Acting Director of the MFA\'s UN Department, urging 
that Poland oppose the adoption of the current text of the 
Declaration on the Rights of Indigenous Peoples when it comes 
before the UN General Assembly this fall. Luczka listened to 
points outlined in reftel, but indicated, as had MFA Under 
Secretary Janusz Stanczyk in a demarche earlier this year, 


SIPDIS 
that Poland had no strong interest in the resolution, and 
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would follow EU consensus. PolCouns argued that Poland, as a 
supporter of human rights and of UN structures, had an 
interest in preventing the adoption of such a flawed 
document, especially given its apparent elevation of group 
rights over individual human rights. The New Zealand and 
Australian Embassy representatives also urged that Poland 
consider that the document would in fact do nothing to 
advance the rights of indigenous peoples. Luczka reiterated 
the strong support in many EU capitals for the document, 
indicating that Poland would likely not break with EU 
consensus or work to change it. He promised, however, to 
pass on the demarche to senior officials and provide us with 
feedback. 
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HPASS TO SENATE ARMED SERVICES COMMITTEE 


E.O. 12958: DECL: 10/12/2016 

TAGS: PREL, PTER, MASS, PGOV, OREP, KWBG, LE, IR, SY, IS 
SUBJECT: CODEL WARNERYS MEETING WITH ISRAELI DEFMIN PERETZ 
FOCUSES ON WAR WITH HIZBALLAH, MISSILE DEFENSE 


REF: A. TEL AVIV 3909 
B. TEL AVIV 4001 


Classified By: Charge d\'Affaires Gene A. Cretz. 
Reason: 1.4 (b) (d) 


1. (C) CODEL Warner\'s October 3 meeting with Israel Defense 
Minister Amir Peretz focused on lessons learned from Israel\'s 
war with Hizballah in southern Lebanon, and missile defense. 
(Reftels report on the CODEL\'s meetings with Prime Minister 
Olmert and Foreign Minister Livni.) Accompanied by MOD 
Director General Gabi Ashkenazi (MGEN, Res.), MOD POL-MIL 
Bureau Head Amos Gilad (MGEN, Res.) and Military Advisor BGEN 
Eitan Dangot, Peretz expressed thanks for U.S. support for 
Israel during the war in Lebanon, stressing that Israeli 

soldiers \"came out winners,\" and that Hizballah learned a 

hard lesson. Peretz acknowledged, however, that Israeli 
society is divided over Israel\'s performance during the war, 

and that the war has not resolved what Israel sees as the 
problem of having to work with \"sovereign but irresponsible\" 
neighbors (e.g., in his view, Lebanon and the Palestinian 
Authority.) 


2. (C) After the DefMin departed for a ceremony he was 
required to attend, MOD DG Ashkenazi reviewed the Israeli 
MOD\'s current thinking on missile defense, noting that the 
MOD plans to conduct a study over the next two months and 
recommend a way forward on countering the short-range 
missile/rocket threat. Ashkenazi said that Israel is 
considering laser-based missile defense systems of the kind 
researched jointly by the U.S. and Israel, and is also 

working on its own kinetic missile defense system. The CODEL 
requested to be informed of the results of the MOD study, and 
indicated an interest in revisiting joint research on 

chemical laser-based missile defense systems as possible 
solutions to the threats posed to Israel by Katyusha and 
Kassam rockets. END SUMMARY. 
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PERETZ THANKS THE U.S. FOR SUPPORT 


3. (C) Peretz opened the meeting by expressing thanks for 
America\'s support for Israel in its war with Hizballah: 
\"Israel owes much to the U.S. for its support. | want to 
thank the Ambassador, your embassy, your military 
representatives, and General Dayton. Israel recognizes that 
there would be no military support, if there were no 

political support.\" Peretz added that he appreciated the 
USG\'s approach to the Middle East that views it as one 
region, observing that events in one part of the region 

affect events elsewhere. 


4. (C) Peretz said that there is no doubt that Hizballah paid 
a heavy price in its war with Israel. Hizballah will 

consider more seriously whether to attack Israel again. 
Alluding to the criticism he and the IDF have faced on how 
the war was managed, Peretz said that Israel, like the U.S. 
and other democracies, has the tendency to view events either 
as glasses half full, or half empty: \"This is the weakness 
of democracy, but we prefer it to any other kind of regime.\" 
It was impossible, he stressed, to allow Hizballah to take 
Israeli soldiers hostage and leave the situation in a 
deadlock. 


5. (C) Comparing Lebanese PM Siniora with Palestinian 
Authority (PA) President Abbas, Peretz suggested that both 
leaders are weak and refuse to be held accountable for the 
actions of their peoples. Peretz recalled that the town he 

was mayor of, Sderot, had been hit numerous times by Kassam 
rockets launched from the Gaza Strip. Each time a rocket was 
launched, the IDF sought to strike its launcher. When 
confronted with this situation, Peretz claimed that Abbas 
blamed Hamas for the launches. Hamas, the DefMin said, would 
then blame the Palestinian Islamic Jihad, which would then 
finger another group. Peretz said that as a result of this, 

Israel agreed only to hit missile launchers. Switching to 

the war in Lebanon, he said that Israel faced the same 

situation there: PM Siniora controlled Beirut, Hizballah 
launched its rockets, and Siniora subsequently denied 
responsibility. \"At last,\" the DefMin stressed, \"Everyone 
understands the connection between sovereignty and 
responsibility.\" 


6. (C) Responding to the senators\' questions about lessons 
learned from the war, Peretz said that one problem the GOI 
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faced was having so many citizens confined to bomb shelters 
in northern Israel. He explained that Israelis are used to 
having their army fight, and have long believed that the IDF 
knows how to win wars. Unfortunately, he said, the Katyushas 
-- while being \"very primitive instruments" with short ranges 
-- had a significant impact on Israel. He claimed that the 

IDF destroyed most of Hizballah\'s long-range missiles. 


7. (C) Peretz said that Israel needs a solution for 

short-range rockets like the Kassams launched from the Gaza 
Strip. Observing that the \"primitive\" Kassam rockets 
\"paralyze\" whole towns, he suggested that they have become a 
strategic threat with far-reaching implications for Israel. 

Israel, he said, will not be able to speak about convergence 
(e.g., withdrawing settlements and outposts from the West 
Bank) without finding a solution to the Kassam threat: 

\"Until we do this, there is no way that we can talk about 
returning the West Bank.\" 


8. (C) Peretz suggested that Israel\'s soldiers \"came out 
winners\" from the war with Hizballah, and that the MOD plans 
to work on a new war-fighting doctrine based on its 
experience in southern Lebanon. He claimed that as a result 
of Israel\'s performance in the war, the Syrians are impressed 
with Israel\'s capabilities to fight a guerrilla war. The 

Defense Minister added that the war with Hizballah 
demonstrated the important convergence between intelligence 
and fighting capability. 


9. (C) Senator Warner responded by recalling that he had 
visited the Israeli MOD in February 1991 when the IDF 
successfully knocked down a SCUD missile launched from Iraq. 
He suggested that the U.S. and Israel should look more 
closely at potential missile defense systems \"to invest in\" 

in the short-term. Senator Levin promised continued U.S. 
support for Israel\'s Arrow missile defense system, saying, 
\"We need the Arrow system as much as you do.\" Senator 
Sessions noted that his subcommittee concerns itself with 
missile defense, and that the U.S. is conducting research and 
development on a laser-based missile defense system. He 
asked the Defense Minister how Israel evaluates U.S. research 
in this area. Senator Warner added that Congress may return 
its attention to work conducted to date on chemical lasers. 


10. (C) Responding for the Defense Minister -- who had to 
depart in order to attend a memorial ceremony for Israeli 
soldiers killed in the 1973 Yom Kippur War -- MOD Director 
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General Gabi Ashkenazi (MGEN Res.) recalled that Israel had 
worked with the U.S. on the Nautilus tactical high-energy 

laser (THEL) missile defense system as a possible solution to 
the threat posed by Katyusha rockets to Israel. Ashkenazi 
noted that U.S. support for the Nautilus project had been 
terminated in 2005. He stated that Israel could rely on a 
laser-based system to defeat Katyushas, or a kinetic kill 
system that uses small bullets. Ashkenazi acknowledged that 
some progress has been made using chemical lasers, and said 
that Israel is awaiting a U.S. briefing on this. He said the 

U.S. Army has also made some progress with solid state 
lasers. Both, he admitted, are susceptible to weather, 

adding that weather conditions are bad in northern Israel for 
almost half the year. Ashkenazi said that Israel is 

concerned by the environmental problems that chemical lasers 
pose. 


11. (C) Ashkenazi said that the MOD believes it will be able 
to hit a Katyusha rocket with its kinetic \"mini-Arrow\" system 
within two years. The advantage of this system, he claimed, 
is that it leaves a low footprint and is unaffected by the 
weather. 


12. (C) Ashkenazi said that the MOD is now studying missile 
defense options and will come up with a proposed way ahead 
within two months. The way ahead will also consider 
manufacturing issues, and will propose a budget. The MOD DG 
told the senators that Israel is very satisfied with U.S. 
cooperation in all areas of missile defense. He said he 
intends to discuss the matter further during his October 
23-24 visit to Washington. He thanked the senators for the 
funding support the U.S. is providing for the Arrow missile 
defense system, and expressed his hope that in two years, 
Israel will have a system that can protect a small town of 
5-10 square kilometers. 


13. (C) Ashkenazi said Israel was hit by Katyushas and 
Iranian and Syrian-origin medium- and long-range missiles 
during the war with Hizballah. He claimed that experts 
maintain that Israel needs two missile defense systems: one 
for short-range missiles and rockets, and one for 
medium-range missiles and rockets. He said that the MOD 
wants one system, and is concentrating now on countering the 
short-range missile/rocket threat. Israel, he said, can 

already address the threat posed by medium to long-range 
missiles. He observed that Katyusha barrages pose a 
particular challenge: Even if 80 percent of the incoming 
Katyushas are hit, the Israeli public will still feel that 

its missile defense system has failed. He noted that during 
the war with Hizballah, only 25 percent of the Katyushas hit 
urban areas. Ashkenazi added that Israel has a radar system 


Column 3 

that can differentiate between missiles that pose a threat to 
populated areas, and those that will land in unpopulated 
areas. 


14. (C) Senator Sessions said that the U.S. would be very 
interested in the results of the MOD\'s study. Senator Warner 
added that Congress may have to review again the chemical 
laser option, despite earlier objections due to its cost. 
Ashkenazi stressed Israel\'s determination to find a solution 
to the short-range rocket threat within two years. 


15. (U) CODEL Warner did not have an opportunity to clear on 
this cable. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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STATE FOR AF/C, EUR/UBI 

E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PGOV, KDEM, CG, UK 

SUBJECT: (C) DRC: OKITUNDU ASSAULTED IN LONDON; FCO 
EXPLAINS KINSHASA DRAWDOWN 

REF: EMAILS TNABER - RBELL 10/12/06 

Classified By: PolMinCouns Maura Connelly; reason 1.4 (b, d) 


1. (C) SUMMARY: Leonard She Okitundu, chief of staff to DRC 


Column 3 

President Kabila, was assaulted in London October 11 by 
Congolese expatriates whose affiliation is not yet clear. He 
was beaten, stripped and robbed, and photos of his 
possessions were posted on the internet. He and his 
companions have all been discharged from hospital. The DRC 
Embassy had not been officially notified of his visit to 

London, and neither it nor FCO knew about the TV interview to 
which he was going when attacked. FCO alerted the DRC 
Embassy as soon as it learned of the incident. Regarding 
published complaints from Okitundu that HMG did nothing to 
help him, FCO points out that it did everything the DRC 
Embassy asked of it. The police responded to the scene of 
the attack and are conducting a full investigation. FCO 
believes it has successfully cleared the air with the GDRC 

and does not expect the incident to have lasting 
repercussions. Separately, FCO stresses that its drawdown in 
Kinshasa is a precautionary measure taken after extensive 
consultations with partners, and that the UK remains fully 
committed to the success of the DRC electoral process. FCO 
is concerned that Kabila has named military officers to fill 

the civilian posts of Minister of Interior and Governor of 
Kinshasa. END SUMMARY. 


(U) OKITUNDU ASSAULT 


2. (C) FCO Great Lakes Section Head Rachel Brass briefed 
Poloff October 13 on the October 11 attack in London on DRC 
President Kabila\'s Chief of Staff Leonard She Okitundu. As 
Okitundu was arriving at the studio of Original Black 
Entertainment TV in Park Royal (northwest London) for a live 
interview that evening, he and his companions (his party\'s UK 
chairman Placide Mbatika and former ambassador Henri Nswana) 
were assaulted by Congolese expatriates who beat them with a 
baseball bat. Okitundu was also stripped and robbed, and 
photos of his possessions were later posted to the internet 

to humiliate him. The Guardian newspaper reported the 
incident October 13, quoting Okitundu as complaining that he 
had been forced to wait several hours at the hospital before 
receiving medical attention and that \"the Foreign Office have 
done nothing to help me.\" A spokeswoman for the Central 
Middlesex Hospital said he was \"treated appropriately in a 
consulting room." Okitundu was less badly injured than his 
companions. All three victims were discharged from hospital 
by the afternoon of October 12. 


3. (C) Brass stressed that FCO had done all it could and 
that the DRC Embassy had not asked it to do anything more. 
She said she had been the one who informed the Congolese 
Ambassador (who is affiliated with the RCD party, i.e. 
neither with Kabila nor with his presidential run-off rival 


Column 3 

Bemba) that Okitundu and his delegation were in town in the 
first place. The delegation had met with the UKVs All Party 
Parliamentary Group (APPG) on the Great Lakes, and had just 
finished meeting with Brass and her boss, Southern Africa 
Department Deputy Head Nick Cannon. As the delegation was 
leaving, Brass asked where they were going next, and the 
delegation replied that they were headed to Brussels. Thus, 
neither FCO nor the DRC Embassy knew they were in fact going 
to a TV station. Members of the Congolese expatriate 
community, however, would have known the time and place, 
because the TV station had advertised for the previous two 
days that Okitundu would be coming for a live interview. The 
police were not on hand because the crowd waiting at the 
station did not constitute a licensed demonstration, and 

neither the delegation nor the DRC Embassy had requested a 
police presence. 


4. (C) Brass said that as soon as she learned of the 

assault, she called the DRC Ambassador who sent a team to 
look after the delegation\'s needs, but the DRC mission never 
made any requests of FCO. Brass added that FCO quickly got 
in touch with the GDRC in Kinshasa to explain the situation. 
She assessed that the air was now clear between the two 
governments; she did not expect the incident to have lasting 
repercussions. 


5. (C) The police responded appropriately to the \"999\" call 
made by someone on the scene, and are conducting a full 
investigation. The Guardian quotes Eric Joyce MP, chairman 
of the APPG, as presuming the attackers were \"loyal to 
Bemba,\" but according to Brass, it is not yet clear what 

their affiliation or motive was, though there seems to be no 


doubt that they were Congolese. 


(U) BEMBA DELEGATION 


6. (C) On October 10, a delegation of Bemba supporters had 
met in London with FCO and with the Great Lakes APPG. Brass 
said none of the meetings with either delegation featured 
anything new: FCO reiterated \"the standard core group 

points\" and each delegation complained about the rival camp\'s 
behavior, particularly misuse of the media. 


(U) UK DRAWDOWN 


7. (C) Turning to the UK\'s recent decision to draw down 
\"non-essential\" staff and dependents from its embassy in 
Kinshasa, Brass told Poloff she was aware of unhappiness 
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about a perceived lack of consultation. She insisted that 

the UK had consulted extensively since August with the U.S., 
Canada and European missions in Kinshasa, both bilaterally 
and together. She stressed that, contrary to what was 

claimed in a European Commission document, the final decision 
was not taken until October 5, by minister for Africa Lord 
Triesman. Once the decision was taken, the UK\'s 
no-double-standard rule (which not all European countries 
have) precluded giving partners advance notice. The drawdown 
was a precautionary measure only, and in no way signified any 
lessening of the UK\'s strong commitment to the electoral 
process in the DRC. Indeed, Brass noted, the UK is the 

largest bilateral donor to that process. The drawdown only 
affects four staff, all from the Department for International 
Development, who - Brass insisted - are able to accomplish 
their work from London. Furthermore, the UK still intends to 
send observers for the presidential run-off election. 


(C) WORRIES ABOUT MILITARY IN CIVILIAN POSTS 


8. (C) Turning to the situation on the ground in the DRC, 
Brass expressed worry about the PPRD (Kabila\'s party) 
decision this week to nominate military officers for the 
civilian posts of Minister of Interior and Governor of 
Kinshasa. 


9. (C) COMMENT: Cannon will participate in the October 17 
video teleconference on the DRC, at which concerns about the 
electoral process will be discussed. Based on discussions 
with Brass, we expect that one particular concern of Cannon\'s 
will be the need to press for agreement on the arrangements 
for the loser of the presidential run-off, to try to pre-empt 

any inclination to reject the political process and resume 
hostilities. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PGOV, PHUM, PREL, BO 
SUBJECT: AMBASSADOR REINFORCES UNITY MESSAGE TO OPPOSITION 


REF: A. MINSK 1102 
B. MINSK 1061 
Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On October 11, Ambassador met with three senior 
leaders of the United Democratic Forces (UDF) opposition 
coalition: Belarusian Party of Communists leader Sergey 
Kalyakin, United Civic Party leader Anatoliy Lebedko, and 
Belarusian Popular Front Vintsuk Vyachorka. UDF leader 
Aleksandr Milinkevich was participating in an international 
conference in Prague and not able to attend the meeting. The 
leaders responded positively to Ambassador\'s call to work as 
a team, stressing that they were genuinely interested in 
working out their differences in time for the January 2007 

local elections. They appealed to the U.S. and EU to ratchet 
up the pressure on the Lukashenko regime following an 
increase in politically motivated imprisonments. End summary. 


Ambassador Meets Opposition Coalition Leaders 


2. (C) Following her October 9 courtesy call on Belarusian 
Foreign Minister Martynov (ref A), Ambassador convened her 
first meeting with the senior leadership of the United 
Democratic Forces (UDF) on October 11. Present at the 
meeting were Belarusian Party of Communists (BPC) leader 
Sergey Kalyakin, United Civic Party (UCP) leader Anatoliy 
Lebedko, and Belarusian Popular Front (BPF) leader Vintsuk 
Vyachorka. UDF leader Aleksandr Milinkevich was not able to 
attend because he was participating in an international forum 
in Prague. After underscoring the United States\' commitment 
to supporting the opposition\'s struggle for democratic change 
in Belarus, Ambassador asked the party leaders for their 
assessment of the coalition and the political situation in 
Belarus. 


Column 3 
Lebedko Links Second Democratic Congress to Local Elections 


3. (C) Lebedko described two crises within the coalition: a 
crisis of ideas and a crisis of action. He attributed these 

crises to the coalition\'s structure, which was designed for 
presidential elections. Lebedko told Ambassador that the UCP 
presented a plan to the UDF Political Council for 

restructuring the coalition during a second opposition 

congress after the local elections. The plan would allow 
organizations that collect signatures for potential UDF 
candidates for the local elections to nominate delegates to 

the congress. 


4. (C) Stressing that all coalition candidates and parties 

must communicate a single message, Lebedko also argued that 
the make up of the congress that would draft the opposition\'s 
national platform should reflect the performance of the 

parties and other organizations during the local election 
campaigns. He noted that only 25 percent of the Belarusian 
population actively supports democratization and civil 

society in Belarus and viewed the local elections as an 
important opportunity to interact with voters. 


Lebedko and Kalyakin on the Same Page 


5. (C) Kalyakin was also receptive to a second congress for 

the same reasons. He strongly denounced suggestions by some 
coalition members to boycott the local elections and echoed 
Lebedko\'s comments regarding the importance of the local 
elections as a chance to deepen contact with voters. 


6. (C) When asked by Pol/Econ Chief, Lebedko and Kalyakin 
denied press reports that disgruntled parties within the UDF 
formed a separate body to coordinate cooperation among 
opposition parties in the regions (ref B); Vyachorka, whose 
party is apparently against the separate coordinating body, 
remained noticeably quiet during this exchange. Lebedko 
noted such centralized oversight would not be possible in 
many regions due to a lack of opposition activists. Kalyakin 
cautioned Ambassador not to believe in the press and 
encouraged Emboffs to \"talk to the source.\" Ambassador 
agreed that the press accounts are not always accurate but 
noted that Emboffs remain in regular contact with senior and 
working-level opposition party officials. 


Vyachorka Hedges on Congress and BSDP 
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7. (C) Vyachorka agreed that local elections are an 
opportunity to interact with voters and expand the coalition. 

He supported the idea that the coalition should choose 
candidates on the basis of signatures collected but also 
insisted that the number of volunteers should be a factor. 
Vyachorka doubted whether Lukashenko would allow another 
Congress to convene in Belarus and asserted that the issues 
among the parties could be resolved without a congress. 
However, he agreed that the coalition must communicate one 
message and needs restructuring. 


8. (C) When Ambassador asked the parties\' leaders about their 
views on including former opposition candidate Aleksandr 
Kozulin\'s Belarusian Social Democratic Party \"Hramada\" (BSDP) 
in the coalition, Lebedko noted that the UCP restructuring 

plan is designed to expand the coalition to include BSDP. He 
and Kalyakin noted strong BSDP interest in joining the 

coalition after the local elections and mentioned that BSDP 
representatives would attend a coalition meeting scheduled 
later that day. (Note: Press reports confirm that BSDP and 
coalition leaders, minus Milinkevich, met later on October 11 
and agreed to coordinate their local election campaigns. End 
note.) Vyachorka, an opponent of including BSDP in the UDF, 
remained quiet. 


Growing Dissatisfaction with Milinkevich? 


9. (C) Ambassador inquired about Milinkevich\'s views on 
these controversial issues in the coalition. Vyachorka and 
Lebedko were reluctant to offer their opinions. A frustrated 
Kalyakin related his recent conversations with Milinkevich in 
which he told the UDF leader that opposition activists were 
unwilling to work for the \"image of Milinkevich.\" Kalyakin 
also noted that Milinkevich\'s positions on a second congress 
and other issues facing the coalition were not entirely 

clear. 


Message to EU: Expand Visa Ban and Avoid Hollow GSP Threats 


10. (C) Vyachorka and Kalyakin noted an increase in the 
regime\'s political imprisonments, citing the recent arrests 
of Malady Front leaders Dmitry Dashkevich and Pavel 
Krasovskiy (septel). Vyachorka urged the international 
community to continue to focus attention on the political 
prisoners. He lauded the U.S. visa ban and requested that 
the United States press the EU to expand the visa lists. 
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Vyachorka explained that expanding the EU list would have 
greater impact than the U.S. bans since targeted GOB 
officials most frequently travel to EU countries. Vyachorka 
added that the U.S. should encourage the EU to introduce a 
\"positive visa policy" by not raising the cost of visas for 
Belarusians. 


11. (C) Kalyakin asserted that one of the UDF\'s top 
priorities was to support victims of political repression and 
their families. Citing the recent repression against 
prominent Protestant churches as an example (septel), 
Kalyakin and Vyachorka stressed that the GOB was violating 
the U.N. Charter on Human Rights and requested the United 
States to highlight such violations. Kalyakin agreed with 
Vyachorka on the need for the EU to expand its visa ban but 
counseled the U.S. and EU against making threats that they 
cannot deliver. Kalyakin noted the EU\'s thus far 
unsuccessful efforts to remove GSP trade preferences for 
Belarus and advised the EU against making future threats that 
they cannot carry out because such actions damage the 
international community\'s credibility and further embolden 
the Lukashenko regime. 


Russia 


12. (C) Vyachorka alone responded to Ambassador\'s inquiry 
into relations between Belarus and Russia. He claimed that 
the personal relationship between Putin and Lukashenko has 
not improved but the Kremlin was not interested in supporting 
democracy in Belarus. Vyachorka asserted that Russia could 
precipitate changes in Belarus just by raising gas prices. 


Comment 


13. (C) Despite Milinkevich\'s absence from the meeting and 
the subtle discord between Lebedko and Vyachorka, the meeting 
was generally upbeat. When Ambassador commented that the 
coalition seemed stronger today than after the 2004 
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parliamentary elections, all three leaders quickly agreed. 
Hopefully, the UDF leaders can resolve their differences in 
time to engage in a unified dialogue with Belarusian voters 
during the upcoming local campaigns. 

Stewart 
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Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(C) SUMMARY: Special Coordinator for Venezuela Deborah 
McCarthy met with representatives of the Spanish Foreign 
Ministry and National Security Council on October 4 to 

discuss U.S. policy on Venezuela and Latin America. McCarthy 
also conducted interviews with two Spanish media outlets and 
one Latin American radio station, achieving layered media 
coverage on U.S. concerns in Venezuela. GOS representatives 
shared USG concerns on narco-trafficking, the excesses of 
Chavez rhetoric, and the ongoing clash of ideologies in Latin 
America, but they expressed optimism that the upcoming 
Venezuelan elections would provide a reality check for 

Chavez. MFA DG for Latin America Javier Sandomingo also 
informed McCarthy that the Spanish were seeking to help 
Guatemala\'s UNSC candidacy where possible, including in 
Africa, where Guatemala has almost no representation. END 
SUMMARY. 


//National Security Council// 


2.(C) McCarthy met October 4 with Jose Javier Gomez-Llera 
and Maria Solanas Cardin, advisors to the Spanish National 
Security Council. Gomez-Llera began by mentioning the 
Ecuador elections and told McCarthy that the Spanish have 
seen a lot of money flowing into the Correa campaign from 
Venezuela. He said it was possible that both the Mexican and 
Peruvian governments might comment on this phenomenon. 


3.(C) Gomez-Llera asked McCarthy whether the U.S. had 
considered the possibility of a compromise UNSC candidate 
should Venezuela and Guatemala reach a deadlock. He said 

that the Peruvians might propose Uruguay as such a candidate. 
McCarthy responded that the USG is not discussing it, and 

she outlined the strong case for Guatemala. McCarthy 
acknowledged that GRULAC may eventually need to contemplate a 
third option, and she offered possibilities of Costa Rica, 

Trinidad, the Dominican Republic, or Uruguay. McCarthy also 

said that some OAS countries are truly frustrated with 

Venezuela\'s obstinacy in international fora. She also noted 

that Chavez\' performance at UNGA appeared to have tipped some 
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nations away from Venezuela. 


4. (C) On the December presidential election in Venezuela, 
Gomez-Llera stated his belief that the opposition\'s chances 
are improving and that Rosales would put forth a good 
showing. McCarthy agreed and stated that the U.S. objective 
is an opposition with the right and the will to participate - 
even if Chavez wins this election - whether in the Parliament 
or purely in civil society for the moment. Solanas Cardin 
stated that this is Spain\'s position as well. McCarthy also 
said that the U.S. is concerned about the potential for 
property seizures and a lack of respect for property rights. 


5. (C) McCarthy also emphasized that the door remains open 
for dialogue with Venezuela, although the GOV has not 
accepted the standing offer for a visit from A/S Shannon. 

She noted that while it would be difficult to characterize 
current bilateral relations as a dialogue, the U.S. believes 

that expanded communication will be possible after the 
elections on matters such as drug trafficking, terrorism, and 
border control. 


6. (C) Gomez-Llera mentioned Bolivia and statements made to 
the GOS by Kirchner and Lula that Chavez really does not 
exert as much influence over Morales as is reported. 

McCarthy noted that Castro has always been the primary 
influence on socialists in Latin America but that Chavez 
certainly has influence with Morales. Gomez-Llera said he 
feels that Brazil should play a more active role in reining 

in Venezuela and noted that Colombia could do little given 

its long history with Venezuela. On Colombia, McCarthy noted 
that there is concern that some of the enormous quantity of 
AK-47\'s purchased by the GOV might be making their way into 
the hands of the FARC, not through complicity of the GOV but 
through black market forces. 


7.(C) McCarthy offered two final points on Venezuela, 

noting USG concern with the GOV\'s burgeoning relationship 
with Iran and with the potential role of Venezuela in 
post-Castro Cuba. Both Gomez-Llera and Solanas Cardin said 
they thought Cubans would not allow Chavez to assert himself 
in Cuba. They said the Cubans view Chavez as a loyal student 
and practitioner of Castroism abroad, but not as a natural 
successor to Castroism in Cuba. 
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8. (C) Gomez-Llera closed the meeting by stating that 
Europe and Spain are waking up to the puzzle of Latin America 
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and have taken it upon themselves to attempt to promote a 
European integration model to Latin America. Following the 
elections in Bolivia and Venezuela, and their adverse impact 
on European economic interests, European policymakers are 
keen to engage more actively in defense of those interests. 


//Director General Sandomingo// 


9.(C) Director General for Iberoamerica Javier Sandomingo 
reiterated many of Gomez-Llera\'s points in his meeting with 
McCarthy later in the day. Sandomingo began by mentioning 
the Latin America Working Group meeting at UNGA and A/S 
Shannon\'s proposal for Spain to craft some new assistance 
packages for Latin America on democracy building, poverty and 
education. Sandomingo said that the GOS was looking at the 
idea and would probably produce something concrete in the 
next few months. 


10. (C) Sandomingo then turned to Cuba, stating his belief 
that the transition will be faster and more turbulent than 

the Spanish transition, but that the GOS priority is that it 

not get out of hand. He stated that if Raul Castro was the 

man to ensure such a transition the GOS would accept that. 
Sandomingo also felt that Chavez would have a minimal role in 
post-Castro Cuba. 


11. (C) On Chavez, Sandomingo noted the possibility of a 
surprise in the December election. While he would put most 
of his money on Chavez, Sandomingo said he would at least 
hedge his bet because he feels Rosales will do better than 
expected. He believes a coherent opposition would arise in 
the aftermath of the election. Sandomingo expressed 
reservations about the role for EU observers in the December 
election, noting that Chavez might set such strict conditions 
on the observer missions that it would be impossible for the 
EU to participate. 


12. (C) Sandomingo offered GOS assistance in examining the 
Iran-Venezuela relationship, and he noted that this 

friendship (along with those of Belarus and Russia) would not 
help Chavez at the polls. 


13. (C) McCarthy mentioned the Security Council vote and 
asked Sandomingo if Spain could help Guatemala. Sandomingo 
replied that the Spanish had sat down with Guatemala at UNGA 
to go over the countries where they needed help (reftel). 
Sandomingo said that Spain would try to help in African 
countries where Guatemala has no representation, but he noted 
that Angola and others were almost certain to vote for 
Venezuela. 
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14. (U) Special Coordinator McCarthy cleared this report. 


Visit Embassy Madrid\'s Classified Website; 
http://www state.sgov.gov/p/eur/madrid/ 
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1. Country Background Summary: Between October 2005 and 
October 2006 the Government of the Republic of Mozambique 
(GRM) continued to make progress in establishing a market- 
based economy, eliminating barriers to US trade and 
investment, reducing poverty, promoting democracy, and 
protecting workers\' rights. This positive trend should 
continue, especially as Mozambique begins to benefit 
economically from higher levels of international trade and 
investment, and deepen its trade ties with the United States 
under the Bilateral Investment Treaty (BIT) and Trade and 
Investment Framework Agreement (TIFA). 


2. Market-based Economy 
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A. Major Strengths Identified 

-- Mozambique continues to have one of the most dynamic and 
fastest-growing economies in sub-Saharan Africa, although 
the growth is from a very low base. 


-- Mozambique\'s decade-long commitment to sound 
macroeconomic policies and structural reform, supported by 
substantial donor assistance, has led to a significant 
improvement in economic performance. 


-- GDP growth between 1995 and 2005 averaged 8.4 percent, 
with the growth rate in 2005 estimated at 7.7 percent by the 
World Bank. The average GDP growth rate for 2005 through 
2009 is currently projected to be 7.3 percent. 


-- Inflation fell from 9.1 percent in 2004 to 6.3 percent in 
2005, according to the World Bank. (Other measures show 
higher rates.) 


-- These continuing achievements were facilitated by a 
stable political situation, as illustrated by the smooth 
transition in February 2005 to a new administration 
following the 2004 presidential and parliamentary elections. 


-- Mozambique encourages foreign direct investment, and CPI, 
the government\'s Investment Promotion Center, actively 
assists potential new foreign direct investors in 

Mozambique. 


-- Foreign investors participated without significant 
impediments in Mozambique\'s privatization program. 


-- Private investors continue to manage and rehabilitate the 
main ports of Maputo, Beira, Nacala and Quelimane through 
concession agreements. 


-- The Nacala Corridor Development project, in which a U.S. 
firm has a significant holding, continued operating and 
rehabilitating the railroad and port system on a key 

transport route between Malawi and Mozambique. This project 
is supported by an OPIC loan worth USD 30 million. 


-- The Brazilian Companhia Vale do Rio Doce (CVRD) began to 
explore its concession area, a massive coal deposit in the 
Moatize region of central Mozambique, and is anticipated to 
begin exporting coal in 2007. The project is also expected 

to result in the construction of a coal-fired power plant, 

with the bulk of the electricity exported to South Africa. 
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-- Mozambique retained its international credit rating of 
B/B+ by Fitch Ratings, reflecting Mozambique\'s positive 
track record on economic reforms, political stability, 

strong economic growth, openness to FDI, and expanding 
exports. The most recent rating was published in July 2006. 


-- Although still small, U.S.-Mozambican trade is expanding, 

with the vast majority of Mozambique\'s exports to the US 
entering under either AGOA or GSP. Mozambique\'s 2005 
exports under AGOA and GSP provisions were valued at USD 8.3 
million, representing more than 80 percent of the country\'s 

total exports to the United States. 


-- Numbers from the first half of 2006 suggest that 
Mozambique\'s 2006 exports under AGOA and GSP provisions will 
show significant growth from 2005. 
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-- South Africa is Mozambique\'s single largest trading 
partner. The EU is a significant market for Mozambican 
exports. 


-- In 2005 the top five foreign direct investors in 
Mozambique were South Africa, the United Kingdom, Zimbabwe, 
Portugal and Sweden. 


-- Mozambique is an active member of the Southern African 
Development Community (SADC). 


-- In October 2006, the Mozambican government and USTR held 
the first Trade and Investment Council meeting under the 

Trade and Investment Framework Agreement signed in June 
2005. The continuing bilateral dialogue bodes well for 

increased AGOA-related trade and investment in the future. 


-- The GRM recognizes the importance of removing a number of 
obstacles to private sector development. To this end, steps 

are being taken to reduce the cost of doing business in 
Mozambique, address rigidities in the labor market, and 

improve basic infrastructure. 


-- The \"one-stop shops\" for business registration were 
expanded to eleven locations, covering all provincial 
capitals. Current government plans call for additional 
expansion to district-level capitals. 


-- In December 2005 the National Assembly approved major 
revisions to the Commercial Code - the result of a 
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collaborative effort starting in 1998 between the Mozambican 
government, the private sector and donors. 


-- A revision to the current Labor Law was presented to the 
General Assembly in September 2006. This revision 
represents an attempt by the government to address the rigid 
labor legislation. 


-- A joint private/public sector task force on IPR had some 
successes in 2005-2006 stemming the flow of illegal products 
into the local market. 


3. Market-based Economy 


B. Major Issues/Problems Identified 


-- Approximately a dozen large state-owned or operated 
companies remain, in the following sectors: 
telecommunications, electricity, insurance, oil and gas 
exploration, port and rail, airlines and airports, water 
supply, and fuel distribution. 


-- Continued work is needed to streamline company 
registration processes and to share information about 
regulations and procedures between the private sector and 
government agencies, particularly in the area of trade 
facilitation. 


-- The GRM has worked with the private sector to improve 
intellectual property rights protection via a joint task 

force, but continues to have little ability to investigate 
crimes or enforce IPR laws. 


-- Access to capital continues to be a challenge in the 
business environment. Private ownership of land is not 
allowed in Mozambique. The government instead grants land- 
use concessions for periods of up to 50 years, with options 

to renew. The land-use concessions are not allowed to be 
used as collateral, making it difficult to obtain financing 

via the banking community. 


-- Several companies continue to struggle with VAT 
reimbursement delays, with the Mozambican government 
hampered by income stream and red-tape issues. Additional 
work is needed to improve reimbursement turn-around time and 
streamline the overall process. 


4. Political Reforms/Rule of Law/Anti-Corruption 


A. Major Strengths Identified 
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-- Mozambique has made significant progress in the 
consolidation of democracy since the signing of the 1992 
Rome Peace Accord that ended sixteen years of civil war. 
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-- Mozambique has a democratically elected government. 


-- In December 2004 Armando Guebuza, secretary-general of 
the ruling Frelimo party, was elected president with 64 
percent of the vote, compared to 32 percent for his nearest 
competitor. 


-- The election was generally considered free and fair, but 
was marred by some irregularities, which did not affect the 
outcome of the presidential election or control of the 
national assembly. 


-- The political opposition retains 36 percent of seats in 
the national assembly and holds five mayorships, including 
that of Beira, the nation\'s second-largest city. 


-- In 2004 the National Assembly passed a new Anti- 
Corruption Law, aimed at curbing corruption in government 
offices, the police force, hospitals and the schools. 


-- In August 2005 the Attorney General formally announced 
the creation of the Central Office for the Combat of 
Corruption (GCCC), which replaced the Anti-Corruption Unit 
(UAC) as MozambiqueWs primary corruption fighting office. 


-- In October 2006 the Attorney General announced that the 
GCCC had forwarded 17 new cases to the courts. 


5. Political Reforms/Rule of Law/Anti-Corruption 


B. Major Issues/Problems Identified 


-- Though President Guebuza has repeatedly emphasized his 
desire to wage a serious campaign against corrupt government 
practices, corruption remains a problem and continues to 
undermine Mozambique\'s democratic consolidation and economic 
growth. 


-- Mozambique\'s judiciary continues to be under-trained, 
understaffed and susceptible to pressure from high-ranking 
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government officials and bribery by private parties. 

However in recent years the number of trained attorneys and 
judges in Mozambique has risen significantly, giving hope 
for a more professional judiciary in the future. 


-- Freedom House\'s Freedom in the World index ranks 
Mozambique \"Partly Free\" (3,4). 


-- Mozambique ranked 99 out of 158 countries on Transparency 
International\'s 2005 Corruption Perceptions Index. 


6. Poverty Reduction 


A. Major Strengths Identified 


-- The GRM has placed poverty alleviation at the head of its 
policy agenda. 


-- Mozambique has made tangible progress in this area, 
reducing poverty rates from 69 percent in 1996 to 54 percent 
in 2004. 


-- Mozambique\'s second Plan for the Reduction of Absolute 
Poverty (PARPA II), covering the period of 2006-2010, was 
launched in June 2006. The PARPA II aims to reduce, by 
2009, the percentage of the population living below the 
poverty line from 54 percent to 45 percent. The new plan 
maintains many of the same priorities of PARPA I, including 
emphasis on more training in the education and health 
sectors, strengthening good governance, developing basic 
infrastructure and improving macro-economic and financial 
management. 


-- In 2005-2006, the donor community funded approximately 50 
percent of the national budget. The HIPC and Enhanced HIPC 
(Heavily Indebted Poor Countries) debt relief programs have 
permitted increased budgetary support to alleviate poverty, 
including long-term investment in health, agriculture, basic 
infrastructure, and education. 


7. Poverty Reduction 


B. Major Issues/Problems Identified 


MAPUTO 00001324 004 OF 005 


-- Illiteracy and infant mortality rates in Mozambique 
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remain among the highest in Africa. In 2005 the illiteracy 
rate was estimated at around 55%, while, in 2004, the 
mortality rate for children under five was 151.6 per 1,000 
children. 


-- Life expectancy dropped to just over 40 years (41.8 in 
2004), and is expected to continue to decline into the 30s 
by 2010 as the result of HIV/AIDS. 


-- The country also lacks infrastructure, electric power, 
and clean water for most of its citizens. 


-- HIV/AIDS is a growing problem, with infection rates 
increasing to a national average of over 16 percent of the 
sexually active population. 


-- Education is compulsory through the age of 12, but 
enforcement of compulsory education laws is inconsistent, 
due to the lack of resources and the need for additional 
schools. 


8. Workers\' Rights/Child Labor/Human Rights 


A. Major Strengths Identified 


-- The Constitution provides that all workers are free to 
join or refrain from joining a trade union, and workers 
enjoy these rights in practice. 


-- The Organization of Mozambican Workers (OTM-Central 
Sindical), an umbrella organization for 13 trade unions 
representing workers at 1,470 companies, reports just over 
103,000 union members among its affiliates. 


-- The smaller Confederation of Free, Independent Trade 
Unions (CONSILMO), representing four trade unions, has 
approximately 57,000 unionized members. 


-- In 2006 the GRM increased the country\'s statutory minimum 
wage by 13 percent, somewhat above the 2005 inflation rate. 


-- Mozambique has ratified ILO Convention 105 on forced 
labor and ILO Convention 182 on the worst forms of child 
labor. 


-- In 2003 a revised family law was adopted that increases 
the status of women. 


-- Professional training for new police officers increased. 
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9. Workers\' Rights/Child Labor/Human Rights 


B. Major Issues/Problems Identified 


-- In part because a very small percentage of the workforce 
is employed in the formal economy, less than two percent of 
the workforce was covered by collective bargaining 
contracts. 


-- Mozambique\'s current labor law is very rigid; however a 
proposed draft was submitted to the General Assembly in the 
fall of 2006. This revision is an attempt to address the 
current rigid labor legislation, although what form the 

final version will take is still not known. 


-- Mozambique stands out in the southern Africa region as 
having one of the most pro-worker, anti-employer labor laws 
- a significant impediment to foreign investment. 


-- Although labor unions are exerting significant pressure 

on the government to keep many of the law\'s provisions, the 
private sector is pushing for more flexible legislation to 
promote increased investment. 


-- Labor unions, created during the socialist years, 
continue to lack resources, remain relatively weak and are 
disengaging themselves from the ruling party, FRELIMO. 


-- The Government\'s human rights record, while improving, 
remains poor; although there were some significant 
improvements in a few areas, serious problems remained. 


-- Prison conditions remained life-threatening. 
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-- Security force members beat and abused detainees. 


-- Mozambique is ranked a Tier II country by the 
Department\'s annual Trafficking in Persons report. 
Mozambique is a source country for women and girls 
trafficked for the purpose of sexual exploitation. The 
Government of Mozambique does not fully comply with the 
minimum standards for the elimination of trafficking; 
however, it is making significant efforts to do so. 
Mozambique currently has no law explicitly prohibiting the 
trafficking of humans. 
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-- Exploitation of children under the age of 15 and child 
prostitution remains a concern. 


-- Child labor remains a problem in Mozambique. A 2003 
study estimated that one-third of children between ages 10 
and 14 were economically active. This is largely the result 
of children working in the informal or agricultural sectors, 
including family farms, rather than children being used as 
laborers in the formal industrial sector, something that 
rarely happens. 


-- Children orphaned by HIV/AIDS are often forced to work 
because they are left without any adult family members to 
support them. 


10. U.S. National Security Concerns/Gross Human Rights 
Violations 


-- No Major Strengths or Major Issues/Problems Identified. 
Raspolic 
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Classified By: CDA ANDREW PASSEN, REASONS 1.4 (B), (D) 


1. (C) Summary. President Mwanawasa won Zambia\'s September 
28 presidential election \"fair and square, according to an 
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experienced international elections expert who worked closely 
on the electoral process. The expert also noted serious 
shortcomings in the management of election results and in the 
performance of senior staff of the Electoral Commission of 
Zambia. He harshly criticized the ECZVs Information 
Technology Department, its legal advisors, its public 

relations personnel, and the South African contractor that 

set up and operated the results management system, while 
praising ECZ Chairperson Judge Irene Mambilima for her 
efforts and leadership, despite the failings of many of those 
on whom she had to rely. End summary. 


2. (C) In an October 12 meeting, an experienced international 
elections expert and senior technical advisor to the 

Electoral Commission of Zambia, shared candid feedback on 
Zambia\'s September 28 elections in a meeting with 
representatives from resident diplomatic missions who 
provided support to the Zambian elections. The expert, an 
expatriate funded by the United Nations Development Program 
Trust Fund (Ref D), worked with the senior permanent staff at 
the ECZ as well as with the appointed Chairperson and 
Commissioners who oversee the work of the commission. He 
said that he was sharing his observations to ensure that 
donors were better aware of problem areas within the ECZ, 
with the hope that donors could provide support to the ECZ 
Chairperson, who intends to make some changes and 
improvements based on her experiences with the 2006 election 
process. 


Preparations and Election Day Far Better Than 2001... 


3. (C) The expert began his readout by accentuating the 
positives, starting with the election preparations. Overall, 
election materials were delivered on time, in advance of 
election day, and most stations opened on time or not long 
after 6 AM. A few isolated problems occurred when field 
staff opted to do things \"their way\" instead of following 
clearly stated ECZ procedures, he said. He also praised the 
work of the ECZ officials who handled voter education and 
training, despite limited time and resources. In the future, 
ECZ Chairperson, Judge Mambilima would like to set up a 
special unit with more resources dedicated to training, he 
told donors. 


... But Election Results Process a Disaster 


4. (C) The South African contractor that set up the 
electronic results management system, as well as senior ECZ 
IT staff, assured the Chairperson and Commissioners that the 
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system was reliable. The contractor and ECZ IT staff 
downplayed the experts suggestion that a strong alternative 
to the electronic system be set up, just in case the system 
failed. When it became clear that the electronic system was 
not performing adequately, Judge Mambilima made the decision 
to shift to a manual system of transmitting results, using 

fax machines. However, the ECZ had not taken the expert\'s 
advice to develop an effective manual system, so the results 
reporting was not comprehensive. The ECZ simply received 
faxed cumulative counts from the district collating centers, 
without any further documentation, which left the Chairperson 
with little information available to address questions from 
opposition parties and civil society. The IT department "let 
us down every step of the way,\" the expert said, adding that 
the Judge intends to deal with the problem. 


5. (C) The expert said he made a number of other technical 
suggestions to improve the results management process, but 
none were heeded by ECZ staff. For example, he urged the ECZ 
to ensure consistency across all reporting formats (he 
suggested reporting results in \"ballot-paper orden"), to 
minimize confusion and human error. The IT staff and 
contractor did not follow his suggestions and, as a result, 

the computer form filled out for the electronic results 

reporting system used a different order, and manual forms 
differed. The expert said the tremendous discrepancies 
between the number of votes cast for president compared to 
national assembly candidates in some constituencies could be 
attributed (in part) to the inconsistent reporting formats. 

He also noted that rules were applied unevenly, evidenced by 
several constituencies that reported zero rejected ballots 


(which he called \"statistically impossible\"). He added that 
increased training for polling station officials could help 
reduce human error in recording and reporting results. The 
ECZ has the ability to audit polling station results and the 
expert said he would encourage Judge Mambilima to audit a 
small number of polling stations where the discrepancy 
between the number of presidential and parliamentary votes 
cast was particularly large. 


6. (C) Despite the \"disaster\" with the election results 
process, the expert reassured donors that he and his fellow 
international technical advisors working at the ECZ observed 
no clear pattern in the discrepancies that would indicate any 
tampering with the tabulation or results. The bottom line 

was that results were \"genuine\" and not rigged in favor of 
any party or candidate. \"President Mwanawasa has won this 
election, fair and square,\" he stated. He did note concerns 
over results in local government contests, which have not yet 
been finalized, and mentioned that a returning officer had 
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incorrectly announced a ruling party candidate as the winner 
in the Western Province Lukulu West constituency, which 
should have been declared for an opposition party candidate. 


Problems With Electoral Act and Interpretation... 


7. (C) The expert also shared concerns about the current 
Electoral Act, which he described as \"appalling\" and 
\"littered with contradictions.\" The new Electoral Act 
enacted by the GRZ in 2006 was very similar to the law it 
replaced (Ref E) and failed to take into account many of the 
procedural changes that the ECZ made when it prepared the 
voter register. Even worse, he said, was the extremely 
narrow interpretation of the election law, based on the 
thinking, \"if the law is silent about something, this means 

it cannot be done.\" This is not standard practice around the 
world, the expert stressed. Rather, election law is normally 
interpreted in a way that favors enfranchisement. Based on 
rigid interpretation of the law, he believes that some 

election officials rejected ballots that were not stamped by 
polling station officials (per the administrative procedures 

of the ECZ), but other officials were less strict and heeded 

a statement by the Deputy Chief Justice, who reportedly 
encouraged a more pro-enfranchisement interpretation of rules 
and regulations governing the election. 


8. (C) He also told donors that he had recommended that the 
ECZ develop some simple procedures to enable voters who were 
in possession of valid voter cards but whose names were 
omitted from the voter register to cast a provisional vote. 
Chairperson Mambilima and other Commissioners endorsed the 
recommendation, but senior officials of the ECZ refused to 
implement it, because it was \"too much trouble.\" The failure 

to address the problem of omissions from the voter rolls 
resulted in some very negative press coverage of a few 

polling stations on election day (Ref C), particularly in one 
Lusaka polling station where omitted voters vociferously 
protested, and fueled suspicions about possible GRZ 
interference in the electoral process. 


...And Bigger Problems With ECZ Staff 


9. (C) The expert said one of the most significant problems 
he observed was with the staff members at the ECZ, many of 
whom were motivated exclusively by self-interest and 
financial enrichment. Although he described the environment 
at the ECZ as very \"political,\" he clarified that this 

referred to internal power struggles and personality clashes. 
He and his fellow international technical advisors who 
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worked closely with the ECZ did not observe any evidence of 
partisanship on the part of the ECZ staff. 


10. (C) One example he gave was of a senior officer in charge 
of logistics who maneuvered to remain in Durban for the full 
six-week duration of the ballot printing exercise, gaining 
significant per diem allowances while effectively abandoning 
his responsibility for managing in-country logistics. 

Instead, an international advisor assigned to support the 
logistics official had to step in and handle all the 
election-related logistics. 


11. (C) In another example, he noted that public relations 

(PR) officials at the ECZ complained to Judge Mambilima that 

a potential international technical advisor--who had already 
conducted a highly critical but accurate needs 
assessment--would be \"too disruptive\" to the work of the PR 
department. The advisor was not hired to work longer-term 

with the ECZ and it was too late to identify another 

international expert. As a result, the handling of public 

relations issued suffered and \"Judge Mambilima was not served 
well" by the department. For example, an extremely 


informative and helpful short film about election procedures 
on Election Day was prepared by the voter training and 
awareness team, but never aired on local television. In 
addition, the ECZ resolved a highly controversial vote count 
discrepancy in an urban Lusaka constituency, Munali, which 
had created a public impression of foul play by the ECZ (Ref 
B) and helped fuel violent protests in the aftermath of 
elections (Ref A). To this day, the ECZ has not provided a 
public explanation about the favorable resolution of the 
Munali discrepancy. 


12. (C) Finally, the expert criticized the ECZ legal 
department for its poor advice and support to the Chairperson 
and Commissioners. As described above, they narrowly 
interpreted electoral law and rules. They maintained, for 
example, that the ECZ simply cannot do a recount. Although 
this is \"technically correct,\" the expert believes the law 

can be interpreted differently. Most troubling, he said, is 

the ECZ stance regarding identified and confirmed problems 
with specific election results. Based on advice from its 
lawyers, the ECZ said it will inform candidates about 
problems with results, but will not make an appeal on their 
behalf. Instead, at some expense, candidates will have to 
engage a lawyer and file a petition to question the results 
and request a legal review. Donors should pressure the ECZ 
to take administrative action to correct results when 

mistakes are obvious, the expert said. Ataminimum, the 
ECZ should make individual polling station results available 
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to candidates who are considering a legal challenge, even 
though the Electoral Act does not require the Commission to 
do so. 


Praise for Judge Mambilima...and Hope for a Better ECZ 


13. (C) In the expert\'s opinion, without Judge Mambilima and 
the handful of international technical advisors, the ECZ 

would have performed just as badly or even worse in 2006, 
compared to 2001 elections. He commended Judge Mambilima\'s 
leadership and noted that she could not always impose her 

will and had to give authority to the senior ECZ staff, 

because she had to rely on them to get the job done. He 
mentioned that in the days just before the election he gave 

the Judge a four-page memo outlining many of his concerns and 
that in private conversations with him, she bluntly 

acknowledged the problems and told him she plans to do 
something about them. 


14. (C) Comment. Many of the observations of the technical 
expert could be viewed as an \" told you so." self-serving 
account of the problems with the recent election. However, 

in our extensive exchanges with him in recent months, he has 
always come across as earnest, objective and committed to 
doing a good job. We believe his stated intent of sharing 

this feedback, and share his hope that Judge Mambilima will 
stay on the job and make needed changes to the ECZ. We also 
share his assessment about the undeniably positive impact 
that Judge Mambilima and the international experts who 
assisted the ECZ had on the conduct of elections. 

PASSEN 
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Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On October 5, Belarusian law enforcement authorities 
arrested prominent youth opposition leader Pavel Krasovskiy 
on suspected involvement in two bombings in 2005 that injured 
approximately 50 people in northeastern Belarus. If formally 
charged and found guilty, Krasovskiy could face the death 
penalty. Krasovskiy, a vice chairman of the unregistered 
opposition youth NGO Malady Front (MF), had recently 
completed a youth activism project with Post\'s Democracy 
Commission funds when he was arrested. Krasovskiy\'s arrest 
appears to be politically motivated and connected to the 
criminal prosecutions of other senior MF members. End 
summary. 


Background: Brothers in Bombs 


2. (U) On September 14 and 22, 2005, two small improvised 
explosive devices (IEDs), hidden in beer cans, exploded in 
the northeastern city of Vitebsk (reftel). The first bomb 

was detonated in a flower box and injured two persons. The 
second was packed with nails and other metal shrapnel and 
injured as many as 50 persons inside a discotheque. 


3. (U) In October 2005, President Lukashenko announced that 
two suspects, identified as brothers Vitaliy and Yuriy 
Murashko, confessed to detonating the IEDs. However, for 
reasons unknown, authorities released the suspects in April 
2006. 


GOB Links Bombings to Opposition Activist 


4. (U) On October 4, police in Zhodino detained youth 
opposition leader Pavel Krasovskiy and reportedly questioned 
him for almost eight hours before transferring him to a 
detention center in Vitebsk. Authorities claim that 

Krasovskiy resembles a composite picture of a person 
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implicated in the 2005 bombings. If formally charged and 
found guilty, Krasovskiy could face the death penalty. 


5. (SBU) Krasovskiy is a vice chairman of the unregistered 
opposition youth organization Malady Front (MF). On 
September 15, authorities placed MF Co-Chairman Dmitriy 
Dashkevich into pre-trial detention on charges of running an 
unregistered organization. Two other MF leaders, Boris 
Goretskiy and Oleg Korbun, face similar charges but to date 
remain free. Krasovskiy also currently leads projects 

conducted by the Zhodino-based youth NGO called \"Zhodzina 
Youth Movement \'Right!\'.\" This organization received a grant 
of USD 7,000 from Post\'s Democracy Commission Small Grants 
Program in November 2005 to support the development of a 
youth civic movement in Zhodzina. The program\'s duration was 
July 26 to September 27, ending just days before Krasovskiy\'s 
arrest. 


6. (C) On October 12, Poloff discussed Krasovskiy\'s case 

with MF Acting Co-Chairman Siarzhuk Lisichonak, who described 
how Zhodino police had lured Krasovskiy into custody under 
false pretenses by summoning him on October 4 for questioning 
regarding a brawl that Krasovskiy allegedly witnessed. 

Zhodino police transported Krasovskiy to Vitebsk where 
authorities interrogated him about the 2005 Vitebsk bombings 
for nearly eight hours. Authorities released Krasovskiy but 
ordered him to appear at the Vitebsk police department on the 
morning of October 5. Police formally arrested Krasovskiy 
when he reported to the police station the next day. 


The GOB Tightens The Noose with Charges of Murder and Rape 


7. (C) Lisichonak also confirmed press reports that the 
authorities are investigating Krasovskiy\'s involvement in the 

rape and murder of two women in 1999, when Krasovskiy was 16 
years old. Krasovsky has also not been formally charged for 

this crime. 


Possible GOB Motives 


8. (C) Lisichonak insisted that Krasovskiy has no connection 
MINSK 00001110 002 OF 002 
with the Vitebsk bombings or the Marashko brothers. 


Lisichonak speculated that the authorities\' efforts to frame 
Krasovskiy for the 2005 bombings and the 1999 murders serve 
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three GOB interests. First, the nature of the alleged crimes 
may spare the GOB the international public spectacle of 
another politically motivated trial like those of former 
presidential candidate Aleksandr Kozulin and the independent 
NGO Partnership during the summer. Second, authorities may 
be pressuring Krasovskiy to provide testimony against MF 
leader Dmitriy Dashkevich and/or plead guilty to the lesser 
charge of running an unregistered organization. Third, the 
arrests disrupted Krasovskiy\'s recent efforts to inspire 
political activism among disgruntled miners near Soligorsk. 


9. (C) Lisichonak maintained that Krasovskiy\'s arrest was 

part of a long GOB campaign to remove Krasovskiy from the 
Belarusian political landscape. According to Lisichonak, 
authorities in July raided Krasovskiy\'s youth activist summer 
camp in an attempt to obtain evidence that would support BKGB 
allegations of training militants. The BKGB never filed 

charges but confiscated video recordings that appeared 

shortly thereafter on state television. 


Comment 


10. (C) The arrest of Krasovskiy for the 2005 bombings is 

the latest in a continuing series of repressive \"legal\" 

actions taken against the opposition, in the same vein as the 
Kozulin and Partnership imprisonments. It is possible that 

the regime targeted Krasovskiy because of the USG\'s support 
of pro-democracy youth groups. Clearly, the arrest suggests 
that the Lukashenko regime is prepared to prosecute on 
dubious charges any active leader who seeks freedom and 
democracy for Belarus. 

Stewart 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, PGOV, KDEM, PK, UK 
SUBJECT: (C) PAKISTAN: ARD CHAIRMAN IN LONDON 


Classified By: PolMinCouns Maura Connelly; reason 1.4 (b, d) 


1. (C) The Chairman of Pakistan\'s Alliance for the 
Restoration of Democracy (ARD), Makhdum Amin Fahim, is 
visiting London and met with Poloff October 13. He said 
former Prime Ministers Benazir Bhutto and Nawaz Sharif (whose 
parties, PPP and ML/N respectively, are the main components 
of ARD) will meet in London October 19. Fahim said the 
Musharraf regime is trying hard to split ARD, including by 
offering him money (Fahim is the President of Bhutto\'s PPP). 
He said rumors abound that either PPP or ML/N will cut a deal 
with Musharraf, but he and Sharif met and then held a joint 
press conference reaffirming the alliance. 


2. (C) Fahim told Poloff \"we need to reconcile the military 
with the political parties,\" by finding an honorable way for 

the military to give up governing. He said ARD has presented 
two main demands to the regime; both are steps to ensure 
\"reasonably\" fair elections, as it would be unrealistic to 
expect fully fair elections: 


- appoint a competent and independent chief electoral 
commissioner and electoral commissioner; 


- form a government of national consensus to prepare for and 
manage the 2007 elections. He said the Bangladesh model, 
relying on the judiciary, would not be appropriate because 

the Pakistani judiciary \"is not independent.\" 


3. (C) Fahim acknowledged that the USG has been pressing for 
free and fair elections. He asked what the USG\'s attitude 
would be if Islamists won fair and square. Poloff replied in 
general terms - making clear this was not specifically about 
Pakistan or even the Muslim world: Americans\' commitment to 
democracy is genuine and deep; the key challenge for any 
religious party is to reassure others that it would abide by 

the constitution if elected, and not disregard it in favor of 

a \"higher\" (religious) law. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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1. (SBU) SUMMARY: The first round of France\'s next 
presidential election will take place on Sunday, April 22, 
2007. Between now and then, the nomination of their 
candidates by the two major parties, the composition of the 
(long) list of participants in the first round of the 

election, and the response of prospective voters\' to the 
principal candidates\' campaign pitches will be at the center 
of attention. This cable provides a timeline with expected 
events to watch for during the next seven months. 


-- In October and November, the main focus will be on the 
center-left Socialist Party\'s (PS) primary election to select 

its presidential nominee. Poitou-Charentes Region President 
Segolene Royal is favored to win, and any other result would 
be a major upset. At the end of November, a PS party 
congress will officially nominate the winner of the primary 
election. 


-- Also, in October and November, the other mainstream 
political party, the center-right and governing Union for a 
Popular Movement (UMP) party plans to publicize a number of 
wide-ranging reform proposals that its likely 

standard-bearer, Interior Minister and UMP party president 
Nicolas Sarkozy, could incorporate into his campaign platform. 
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-- In January, the UMP will hold a party congress of its own 
which is expected to nominate Sarkozy as the party\'s 
presidential candidate. 


-- February and March will be the heart of France\'s 
presidential campaign season, characterized by a vast amount 
of televised discussion and campaign activity by the 
dozen-plus candidates expected to qualify for the election\'s 
first round. 


-- The final list of first-round contenders will emerge only 
in mid-March, after prospective candidates file, with the 
Constitutional Council, petitions from 500 elected officials 
endorsing their candidacies. 


-- Also in March, President Chirac will announce whether he 
intends to run for a third term. While very unlikely, it is 
not inconceivable. 


-- The election\'s second-round run-off is scheduled for May 
5, should no candidate receive more than 50 percent of the 
vote in the first round. End Summary. 


The Dates of the Election, and Qualifying to Run 


2. (SBU) The government of Prime Minister de Villepin has 
selected Sunday, April 22 and Sunday, May 5 for the two 
rounds of France\'s 2007 presidential election. A second 
round has been required in all of the seven presidential 
elections since the Constitutional reforms of 1962 provided 
for direct election of the president, and the 2007 election 

is not likely to be the first exception to this rule. The 
second round is a run-off between the top two scoring 
candidates in the first round. In the second round of the 
last presidential election (in 2002), of about 41 million 
registered voters, nearly 32 million went to the polls 
election day. 


3. (SBU) There are no term-limits in France. Conceivably 
then, the current incumbent, 73 year-old Jacques Chirac, 
could run for a third term. This is widely viewed as 

unlikely due to Chirac\'s age, questions about his health (a 
minor stroke in 2005 limited his activities for a time), and 

his declining leadership credibility with the public. Even 

so, Chirac has been careful to keep the option open until the 
very end, and has said that he will announce his decision on 
running again in March 2007. 


4. (SBU) Who and how many candidates will compete in the 
first round will be clearly established by mid-March. March 
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16, 2007 is the deadline for filing with the Constitutional 
Council the 500 endorsements from elected officials required 
for qualifying to appear on the first-round ballot. French 

law requires that within 37 days of the first-round vote, 

each candidate must file with the Constitutional Council 

signed petitions endorsing his or her candidacy for president 
from 500 elected officials, wno must come from at least 30 of 
France\'s hundred-odd administrative departments. There are 
about 47,000 officials qualified to sign these endorsements. 

A law passed in March 2005 makes public, for the first time, 
the names of who endorsed whom. One result of this new law 
is that extremist and marginal candidates are having to do 
much more canvassing of elected officials to come up with 500 
willing to \"go public\" with their endorsement. One effect of 
this law should be to reduce the number of \"micro-candidates\" 
who qualify to appear on the first-round ballot. In the 

2002\'s first round there were 16 candidates in all; most 
observers expect that \"only\" about a dozen will make the cut 
in 2007. 


Mainstream Parties\' Nominations 


5. (SBU) In October and November the main focus will be on 
the Socialist Party (PS) primary election. On November 16, 
about 200,000 PS party members will vote for one of three 
candidates: the favorite, Poitou-Charentes Region President 
Segolene Royal, former Economy Minister Dominique 
Strauss-Kahn and former Prime Minister Laurent Fabius. If 
none of these candidates garners over 50 percent of the vote, 
the run-off will be held on November 23. In current polling 
figures, Royal leads by well over 50 percent; whether in one 
or two rounds, any result other than a Royal victory would be 
considered a major upset. The PS primary campaign will 
include three debates televised from studios (on October 17 
and 24 and on November 7) and three debates before party 
members in different regions (currently, to be covered only 
by print media). If a second round run-off is necessary, an 
additional televised debate is scheduled for November 21. 
Throughout the six-week campaign period, the candidates will 
be crisscrossing France campaigning among socialist party 
members. 


6. (SBU) Royal is seen as representing a sleeker, more 
contemporary version of leftist predilections. Royal, like 
Stauss-Kahn, steers clear of inflammatory, anti-capitalist 
rhetoric; their policy orientations are fundamentally 
social-democratic. Fabius, on the other hand -- despite his 
long record of moderate economic policy-making as both 
economy minister and prime minister -- has espoused for this 
campaign sharply anti-market, traditionally leftist, policy 
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positions. 


7. (SBU) Interior Minister and UMP President Nicolas Sarkozy 
is widely assumed to be a shoo-in for his party\'s 

presidential nomination. The UMP\'s nominee will be elected 
by a special party congress scheduled for January 14, 2007. 
The date of the congress was moved forward from February 4, 
2007 after President Chirac declared on September 18 that he 
would be announcing if he would run for re-election \"in March 
2007.\" Nearly all expect the UMP congress in January to 
nominate Sarkozy. 


8. (SBU) Other center-right candidacies cannot be entirely 
ruled out. Chirac could announce a bid for a third term as 
late as mid-March (the deadline for filing to appear on the 
ballot in the first round), though few expect Chirac to try 

for a third term. In a recent move intended to force 
potential challengers to declare themselves early, Sarkozy 
engineered a modification of party rules which requires that 
candidacies to be put before the January party congress be 
declared before the end of November. Sarkozy\'s potential 
rivals in the party are unlikely to feel bound by this rule, 
and could easily challenge it at the eleventh hour -- 
particularly if unforeseen developments should give them a 
real chance of challenging Sarkozy for the nomination. In 
addition, under French electoral law, all that is required to 
qualify to run are the 500 endorsements from elected 
officials. Theoretically then, a candidate like Chirac, for 
example, could run without the nomination of his own 
political party. In addition, Prime Minister Dominique de 
Villepin has not completely abandoned his (faded) 
presidential hopes, and Defense Minister Michelle 
Alliot-Marie continues edging towards a candidacy, making 
very clear she is \"available\" as an alternative to Sarkozy. 


And Minor Parties\' Nominations 


9. (SBU) France\'s plethora of minor political parties will 

also be selecting their candidates and promoting their 
platforms between now and the end of the year. The 

extremist, right-wing National Front (FN) will hold its 
presidential convention in mid-October. It is a foregone 
conclusion that FN founder and party leader Jean-Marie Le Pen 
(who came in second in the first round of the 2002 

presidential election) will be the FNVs candidate. 

Frustration with the political process runs high in France; 

the ensuing \"protest vote\" garnered Le Pen nearly 17 percent 
of the total votes cast in the first round in 2002. In 2007, 
uninspiring performances by mainstream candidates could again 
prompt a surprisingly strong showing by Le Pen, though few 
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expect that he will manage to \"ambush\" the establishment a 
second time, and make it into the second round. 


10. (SBU) Notwithstanding its long, and respectable, history 
of pro-American, anti-Communist governance during the first 
decades of the Cold War, the centrist, Union for French 
Democracy (UDF) has become a minor party. The UDF\'s leader, 
Francois Bayrou, is perennially hopeful that divisions in 
center-right and center-left could push his vote totals into 
double digits -- which in a first-round election with over a 
dozen candidates is a respectable showing. The Communist 
Party (PC) will also nominate a candidate in October -- as 

will nearly a dozen other parties on the far left and the far 
right. Extremist parties in France traditionally receive a 

far higher percentage of the vote than in other advanced 
democracies. In 2002, the far right (19.2 percent) and the 

far left (13.8 percent) combined took 33 percent of the vote, 
leaving a half-dozen mainstream and environmentalist parties 
to battle over the remainder. 


11. (SBU) On the far left, the legendary firebrand, and head 

of the (Trotskyist) Workers Struggle (LO), Arlette Laguiller 

(who was France\'s first woman presidential candidate, in 

1974, and has run in every presidential election since), will 

again be her party\'s nominee. Laguillier came in fifth in 

2002 with nearly 6 percent of the vote, behind the 
representatives of France\'s three mainstream parties (PS, 

UDF, and UMP), and Le Pen. (Comment: The French themselves 
are unsure of whether they should be perversely proud, or 
dumbfoundedly dismayed, at the way a leading democracy such 
as their own still manages to field not one, but two, 

Trotskyist presidential candidates in the first quarter of 

the twenty-first century. The other, in addition to 

Laguillier, who also ran in 2002 and intends to run again in 

2007, is telegenic postal service employee Olivier Besancenot 
of the Communist Revolutionary League (LCR). End Comment.) 
Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 10/13/2016 

TAGS: EINV, PTER, ECON, LE 

SUBJECT: LEBANON: THREE LOCAL BANKS WORTHY CANDIDATES TO 
WORK WITH OPIC AND CITIBANK, N.A. 


REF: STATE 166170 


Classified By: Charge d\'Affaires Christopher Murray. Reason: Sections 
1.4 (b) and (d). 


1. (SBU) This cable responds to reftel action request. The 
Embassy finds no reason to object to an Overseas Private 
Investment Corporation (OPIC) proposed investment guaranty 
that would result in Citibank N.A. and OPIC together lending 

to three selected Lebanese banks: Byblos Bank, Bank 
Mediterranean (now known as BankMed), and Audi Bank. The 
Embassy supports OPICYs renewed business in Lebanon and 
particularly its proposed support to local banks to help the 
financial and private sectors cope with reconstruction needs. 


2. (SBU) The Embassy made inquiries into the following 
banks and owners. The owners of Byblos Bank are primarily 
Dr. Francois S. Bassil, Semaan F. Bassil, Karim S. Bassil, 

and Joumana Bassil Chelala. The owners of Bank Audi are 
primarily Deutsche Bank Trust Company Americas, Georges W. 
Audi, Raymond W. Audi, Marc J. Audi, Lucienne Saradar Azar, 
Marianne Saradar Barakat, Mario J. Saradar, Marielle Saradar, 
Maria Saradar, Marie-Claude Saradar, Henriette Saradar, Abdo 
Jeffi, Salim Meouchi, Mariam N. Al-Sabbah, and Suad H. Al 
Homaizi. The owners of Bank Mediterranean are primarily 
Nazek Hariri, BahaVa Eddine Hariri, Saad Hariri, Ayman 

Hariri, Fahd Hariri, and Hind Hariri. 


3. (SBU) The Embassy has made inquiries of a wide variety 
of USG agencies and local Lebanese contacts and cannot find 
any evidence that the intended participants in this project 

have systematically engaged in or been convicted of behavior 
that would cause the Embassy not to support the project, 
including but nat limited to violations of local 

anti-corruption laws, money laundering, or terrorist finance. 
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Central Bank officials from the Special Investigation 
Commission Fighting Money Laundering and Terrorism Finance, 
leaders of the Lebanese Bankers\' Association, and regulatory 
officials all described the three banks as professionally 
managed, responsible, and compliant with all laws. 


4. (S/NF) The Embassy did find a few USG classified (S/NF) 
allegations that individual accounts in bank branches outside 
Lebanon were used to finance Hizballah, and that one bank 
official in Lebanon in 2003 called a Hizballah-affiliated 

account holder to suggest he remove his assets from the bank. 
The Embassy assesses that these were individual incidents 
that do not mar the overall professionalism of the three 

banks in question. 


5. (SBU) Two recent developments in Lebanon are potentially 
relevant to this project and the local financial sector. 

First, the GOL warmly welcomes international aid channeled 
through the Lebanese banking system. Various Finance 
Ministry officials have told embassy officers they are eager 

to use Lebanon\'s banking system to multiply the effectiveness 
of small foreign reconstruction grants or loans to reach a 
broader spectrum of the Lebanese private sector. Second, the 
World Bank Beirut office\'s lead economist in early October 
told embassy officers that up to USD 20 million of its USD 70 
million reconstruction grant to Lebanon will fund an IFC 
banking facility to help local banks lend to small and medium 
enterprises at below market rates. This project is still in 

the planning stage and it has yet to be determined with which 
banks the IFC will partner. 

MURRAY 
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SUBJECT: RUSSIA-GEORGIA UPDATE 


REF: MOSCOW 11489 


Column 3 
Classified By: Charge Daniel A. Russell. Reasons: 1.4(B/D). 


1. (C) Summary: Arrests and deportations of Georgians 
accused of violating immigrations laws continue, but no new 
measures have been enacted against Georgia or against ethnic 
Georgians living in Russia. No reliable numbers are 

available for the number of Georgians found not to have legal 
status in Russia, although in Moscow alone almost 600 
detainees have been ordered expelled. The actual deportation 
process is occurring at an accelerated pace and may lack 
legal safeguards. Meanwhile, the Federation Council ratified 

a military bases withdrawal agreement with Georgia which is 
required to implement the 2005 political agreement between 
Moscow and Tbilisi to withdraw Russian forces from bases in 
Georgia. End Summary. 


Profiles in Courage 


2. (C) Elected officials and other public figures remain 
hesitant to condemn the discriminatory treatment of ethnic 
Georgians in Russia. Among the exceptions has been a group 
of human rights activists, including Moscow Helsinki Group\'s 
Lyudmila Alekseyeva and Yelena Bonner, who signed a petition 
criticizing official moves against Georgia and Georgians and 
calling on officials not to promote war with Tbilisi. Ina 

letter to religious students, Patriarch Aleksey Il stressed 

that no person could break up \"the Russian-Georgian spiritual 
community" which has a shared history and culture. A Public 
Chamber member, who heads the anti-corruption subcommittee 
and has held hearings on the dangers of the gaming business, 
told us that while Georgian-owned casinos had criminal links, 
the Public Chamber would not condone an ethnicity-driven 
approach to a serious socio-economic issue. 


Saakashvili Not Yet PNGVed 


3. (C) Legislation that would declare Saakashvili, Georgian 
MOD Okruashvili and Interior Minister Merabishvili to be 
persona non grata in Russia and would bar their presence or 
transit through Russian territory remained stalled in the 

Duma. The declaration\'s sponsor, Konstantin Zatulin, who 
chairs the CIS Committee, reluctantly agreed to return the 
declaration for a rewrite after some Duma members complained 
that the text had been drafted in haste and had not been 
vetted by the Committee. We heard from a Duma staffer that 
the legislation might be reintroduced by next Wednesday. The 
declaration apparently does regret \"excessive measures\" that 
had been taken against some Georgians by law enforcement 
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officers. 


Military Bases Withdrawal Agreement Ratified 


4. (SBU) Despite the sharp deterioration in the bilateral 
relationship, the Federation Council ratified two 
Russian-Georgian agreements on October 13 that give official 
sanction to the bases withdrawal agreement reached between 
Tbilisi and Moscow in 2005. The Duma had ratified the 
agreement last week. Withdrawals of military equipment and 
forces had begun last year under cover of a political joint 
statement, but the bilateral agreement was legally required 

to authorize expenditures of funds. However, statements 
about the agreement either viewed the withdrawal as a loss to 
Russia or welcomed the move as reducing the number of 
\"hostages\" Georgia could hold in the event of a continued 
deterioration in the relationship. 


Expulsions By the Numbers 


5. (C) We are working to assemble a more complete picture 
of the scale of deportations, but hard-and-fast numbers are 
difficult to come by. A spokesperson for the Moscow courts 
announced late on October 12 that over the past week the 
courts have issued administrative expulsion rulings against 

598 Georgian citizens, 21 cases had been remanded for further 
investigation, and two cases had been dismissed. This number 
included 218 expulsion orders based on a violations of 
migration legislation on Thursday. Official figures are not 
available for other jurisdictions. Georgian Embassy 

Political Counselor George Karalashvili told us that his 
Embassy was aware of 110 Georgians in detention in Moscow, 42 
in St. Petersburg, and over 30 in the Moscow Oblast. Some of 
these detainees may have already been ordered to be deported 
and are awaiting transport. An October 14 flight that was to 
have carried over 100 detainees was canceled, and 

Karalashvili told us that the flight might now go to Yerevan, 

with land transport to be provided by the Georgian government 
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to Tbilisi. 


6. (C) Russian NGO Civic Assistance Chair Svetlana 
Gannushkina told us that no one has been able to get reliable 
statistics on the number of Georgians detained, but said her 
NGO had counted dozens of cases daily. On October 9, it had 
recorded 72 cases of Georgians being detained. Conditions in 
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detention centers were typically miserable for Russia, with 
detainees depending on family and friends to supplement the 
meager rations they received. Civic Assistance had also 
documented cases of detained Georgians, who were, in fact, 
legally in Russia. Within the GOR there were few who would 
question the policy, she said, although Human Rights 
Ombudsman Lukin and Ella Pamfilova, chair of the Commission 
on Human Rights and Development of Civil Society, were 


trying. 


7. (C) Zurab Koberidze, the country director for the 
U.S.-based NGO International Medical Committee and an ethnic 
Georgian with Tajik citizenship, told us he was keeping a low 
profile. Authorities had renewed his registration in Russia 

last week without any problems, but while recently boarding a 
flight from North Ossetia to Moscow, he was questioned about 
his status in the country. Police told him they had been 
ordered to question ethnic Georgians about their visa status. 
Koberidze told us that he was concerned enough about the 
current atmosphere to ask officials at the Federal 

Registration Service whether his ethnicity might affect the 
NGO\'s application for re-registration. They assured him it 
would not. 


Deportation 101 


8. (C) The actual deportation process at work here appears 

to be conducted at an accelerated pace. UNHCR Senior 
Protection Officer Gang Li told us that no Georgians have 
approached UNHCR for protection from deportation. Li said in 
deportation cases where UNHCR has been involved, defendants 
had the right to legal representation and to appeal the 
deportation order in the court system. In most cases, it 

took two to three months before someone was deported, and he 
was unsure on what legal basis the GOR was undertaking 
immediate deportations. Although UNHCR had no direct 
involvement, it was watching the situation closely in case it 
evolved into a broader campaign against other ethnic 

minorities, including asylum seekers and refugees, Li said. 


9. (C) An entirely different view of the process was 

provided by a major in the Moscow Police Criminal 
Investigation Department, who told us that the police were 
processing these cases as violations of the section of the 
Russian Administrative Code regulating legal status in 

Russia. The detective said that in deportation cases, the 
detainee could be held for up to 48 hours before being 
produced in court. During this time, the police would obtain 
evidence about the person\'s legal status. The detainee would 
be given a closed, administrative hearing by a district court 
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judge that would typically last less than 15 minutes. If the 
judge found that the person lacked legal status, the detainee 
would be remanded to a holding facility, where the detainee 
would usually be kept no more than one week before 
deportation. The police major was not aware of appeals being 
lodged by Georgian detainees. The Georgian Embassy had heard 
from some detainees that they did not want to fight the 
expulsion order and wanted to return to Tbilisi. At the same 
time, Karalashvili said that legal safeguards such as counsel 
and interpretation have not always been provided. 

RUSSELL 


81821 

PP RUEHDBU 

DE RUEHMO #1540 2861447 

ZNY CCCCC ZZH 

P 131447Z OCT 06 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC PRIORITY 3899 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHXD/MOSCOW POLITICAL COLLECTIVE PRIORITY","C ON FIDEN TIAL MOSCOW 0115: 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PHUM, PGOV, PREL, RS 
SUBJECT: RUSSIAN-CHECHEN FRIENDSHIP SOCIETY ORDERED CLOSED 


Classified By: Charge Daniel A. Russell. Reasons 1.4 (b and d). 


1. (U) A Nizhniy Novgorod court on October 13 ordered the 
Russian-Chechen Friendship Society (RCFS) to be closed. 
According to press reports, the court found that the 
organization violated the NGO law. Specifically, it ruled 
that RCFS had allowed its Executive Director Stanislav 
Dmitrievskiy to continue his affiliation with the 

organization after he was convicted of inciting racial hatred 
earlier this year. Under the law, an NGO must sever ties 
with any official convicted of \"extremist\" activities, and 
prosecutors filed a suit against RCFS alleging that it had 
failed to remove him from the board, condemn his behavior, 
and notify the Federal Registration Service about his 
activities. Dmitrievskiy told reporters he would immediately 
appeal the ruling and continue separate appeals of his 
conviction, which stemmed from the 2004 publication of 
statements by Chechen separatist leaders in the NGO\'s 
newspaper. Dmitrievskiy also said he would appeal to the 
European Court of Human Rights if necessary. 
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2. (C) Oksana Chelyusheva of RCFS told us that prosecutors 
had served the suit on October 9, with the hearing scheduled 
October 12. The NGO had no time to adequately prepare its 
defense or to bring in other legal advisors and other 
supporters from outside Russia to bolster its case. 
Dmitrievskiy, who represented the RCFS in court, 
unsuccessfully sought a postponement. Chelysheva wrote in an 
October 12 e-mail sent just after the hearing that the 

decision was predetermined based on the judge\'s conduct of 
the hearing. 


3. (C) Ina recent meeting, Dmitrievskiy and Chelyusheva 
acknowledged that Dmitrievskiy\'s continued work with the 
organization, which has only a small administrative staff in 
Nizhniy Novgorod and a few reporters in the North Caucasus, 
put it at risk. They said they would make no attempt to 
conceal his involvement. Dmitrievskiy said he was aware of 
the risk, but that he and Chelyusheva would continue out of 
principle. Dmitrievskiy told us that his conviction had 

already led to a shortfall in funding, and he expected that 
there would be further legal action forthcoming. 


4. (C) COMMENT: RCFS\ closure is the first of its kind 
under the new NGO law. Dmitrievskiy and Chelyusheva knew 
that his participation in the organization left RCFS exposed 
but seemed to us resigned to the idea that RCFS would be 
closed whether Dmitrievskiy remained executive director or 
not. We have little reason to expect that an appellate court 
will overturn the decision. They remained aggressive critics 
of the conduct of the war in Chechnya, recently working on a 
proposal to conduct research into possible war crimes 
committed by Russian forces. END COMMENT. 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, OCTOBER 13, 2006 


In Today's Papers 


French Parliament Adopts Armenian \'Genocide\ Bill 

All papers report the French Parliament adopted on Thursday a bill 
making it a crime to deny that Armenians suffered \'genocide\ at the 
hands of Ottoman Turks before and after World Wa |. The French 
move is widely seen as a playfor Armenian diaspora votes in next 
year\'s prsidential election. Under headlines such as \'Hostile 
Decision\' and VA Genocide of Thought Turkish papers regard the 
decision as running counter to democracy and history, dealing a blow 
to free speech. 


\'Turkey will not forget this,\' said an angry Foreign Minister Gul, 
adding the Turkish Parliament would hold an extraordinary session 
October 17 to discuss the decision. Turkish Foreign Ministry (MFA) 
said on Thursday that adoption of the draft had been a heavy blow on 
bilateral ties. \"Today, long-standing Turkey-France relations have 
suffered a heavy blow due to irresponsible initiatives by French 
politicians who are not able to predict the consequences of their 
policies," said the MFA in a statement. Turkey\'s chief EU 

negotiator Ali Babacan told the Brussels think-tank Friends of 

Europe that it would be harder to push for greater freedom in Turkey 
when free speech was being restricted in a founding member of the 
EU, known to be a homeland of liberty. Responding to a question, 
Babacan said the Turkish government would not organize an economic 
boycott of French-made commodities in Turkey. \'On the other hand, 
it is up to individuals in our country if they want to do something 

like that Babacan stated. All papers highlight that business 

groups in Turkey are preparing for a boycott of French goods. 

Papers recall that in a past crisis with Italy, a three-year boycott 
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of Italian products in Turkey had resulted in Euro 1.2 billion 

losses for Italian businesses. A delegation of the main opposition 
party CHP attending the French parliamentary debate over the draft 
reacted strongly by saying that the French lawmakers had expressed 
their Vcenturies-long resentment\' of Turkey. \'They put Ottoman 
history on trial. We call on our government to show an adequate 
reaction,\' maintained Haluk Koc, the head of the CHP delegation. 


The European Commission condemned the French parliament vote, saying 
the move is likely to hinder open dialogue between Armenia and EU 
aspirant Turkey. European Enlargement Commissioner Olli Rehn warned 
that it would bring VdisastrousY consequences if the upper house of 

French Parliament passes the bill and it becomes law. 


The Patriarch of the Armenians in Turkey, Mesrob Il, said the 
resolution will strengthen the hands of not only Turkish but also 
Armenian nationalists and racists. WThis resolution adopted by the 
French Parliament is anti-democratic because it limits personal 
freedom of expression,\' said Mesrob II. Turkish-Armenian editor 
Hrant Dink said he would travel to France in a deliberate act to 
violate the bill. Turkey must retain its cool, and not slow down 
the process of democratization,\' Dink said. 


Several papers quote State Department Sean McCormack as saying in 
response to a question about the French resolution that \'the US has 
its own viewsV on the issue. \'We\'ve talked about them before. We 
issue usually an annual statement on the topic. | don\'t have 

anything to add to that statement,\' said McCormack. 


Ergun Babahan acknowledges in the mass appeal Sabah that Armenians 
who lived in Anatolia for thousands of years faced unacceptable 

trouble during World War |. \"We should accept the incidents of 

history openly and should allow investigations and debates on these 
issues to happen freely. Unfortunately, with the French 

ParliamentVs decision, it became impossible to hold this stance. If 

a controversial issue is accepted as fact by laws and defending it 
declared as crime, then, there is a fascistic stance. Therefore, 

the French stance is a fascistic one. There is a great benefit for 

the supporters of Article 301 to evaluate the whole issue from this 
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angle. Because, following the French decision, article 301 
supporters will realize what a wrong and ugly act it is to make 
freedom of expression as acrime. Of course, Turkey will react to 
the French decision, but the only important thing is not to fall 

into traps, and to block the efforts of Sarkozy and his team to 

distract us from the path to EU. The impact of the French 
parliament\'s decision will do nothing more than damage the relations 
between Turkey and Armenia.\" 
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Haluk Sahin of the intellectual-liberal Radikal feels sad that the 
French decision on Armenian genocide comes from a country that 
\'Turkey, for years, held up as an example and showed such special 
consideration that we opposed brother Algeria\'s independence.Y \"In 
the past, France knew so well how to deal with an undemocratic 
Turkey, but, now, a democratic, productive and wise Turkey, open to 
all kinds of discussions, continues on the EU path with concrete 
steps. And this worries France. Only about an hour after the 
annoying news came from France, Turkey was thrilled with the news 
about Orhan Pamuk\'s Nobel Prize. From now on, Turkey will be called 
as \'Orhan Pamuk\'s country\' and the entire world will turn more 
careful eyes towards Turkey. Orhan Pamuk became Turkey\'s great 
honor by deeply evaluating Turkey, Istanbul and life. Never mind 

the nonsense in France; let us be proud of Pamuk\". 


Ralston Meets with Gul 

All papers: US Special Envoy for Countering the PKK Retired 
-General Joseph Ralston, accompanied by his Turkish counterpart Edip 
Baser, met yesterday with Foreign Minister Abdullah Gul. Gul warned 
Ralston not to stall the fight against PKK terrorism. Gul stressed 

that Ralston would be successful \'despite all difficulties.\' 

Ralston said at a joint press conference with Baser after the 

meeting that a ceasefire was not enough, and that it was necessary 
for the PKK to renounce the violence it has been pursuing. Papers 
quote Ralston as saying that the PKK declaration of ceasefire had 
been a \'positive first step.\' Ralston also said the option of 

military action against the PKK was on the table as a \'last resort,\' 
but that it might be called if necessary. 


Orhan Pamuk Awarded Nobel Literature Prize 

All papers give extensive front page coverage to Nobel Prize for 
literature being awarded to novelist Orhan Pamuk, the first Turkish 
writer to receive it. VOrhan Pamuk, respected around the world with 
his novels translated into 45 languages, has become Turkey\'s pride,\' 
says Radikal. The Swedish Academy said Pamuk had been given the 
award because \'in the quest for the melancholic soul of his native 

city Istanbul, he has discovered new symbols for the clash and 
interlacing of cultures.\' Several papers and commentaries welcome 
the award, saying \'the 2006 Literature Nobel is ours.Y Some others, 
however, debate whether the award was \'political,\' that it was given 
for Pamuk\'s statements with regard to the Armenian genocide and not 
for his writing. Pamuk caused an uproar when he told a Swiss 
newspaper last year that nobody in Turkey dared mention what he 
called the killing of a million Armenians by Ottoman Turks or of 
30,000 Kurds in recent years. A case was brought against him for 
Vinsulting the Turkish identity.\ 


Pamuk, born in Istanbul in 1952, was a visiting scholar at Columbia 
University in New York from 1985-88, during which he was also a 
visiting fellow at the University of lowa. Some of his works are 
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The Silent House-1984, The White Castle-1985, Black Book-1990, New 
Life-1995, My Name is Red-2000, Snow-2002. 


Turkish Parliament Sets Election Date for November 2007 

Hurriyet, Milliyet, Sabah, Cumhuriyet, Zaman and others report the 
ruling AKP and opposition parties CHP and ANAP in the parliament 
approved a law setting the general elections for November 4 next 

year. Lawmakers also approved reducing the minimum age for running 
for parliament to 25 from 30, opening the way for 6 million 

potential candidates. 
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Turkish Cyprus to Hold VTorosY Exercises in Retaliation to 
\'Nikiforos\' 

Cumhuriyet reports Turkish Cyprus \'foreign ministry\' said in a 
statement the Greek Cypriots held on October 10-15 their \'Nikiforos\' 
military exercise, violating a 2001 accord with the Turkish side for 
suspending military games. The statement said Turks would hold on 
November 7-9 \'Toros\' exercises in retaliation. 


Gul to Visit Athens in November 

Radikal reports Foreign Minister Abdullah Gul is to visit Athens in 
the second half of November, quoting the Greek foreign ministry as 
saying they were trying to confirm a date with the Turkish side. 


US Businessmen Due to Visit Turkey 

Cumhuriyet cites a Turkish-American Businessmen\'s Association 
(TABA-AmCham) statement announcing a large delegation of businessmen 
from US trade chambers will visit Turkey in November for talks with 
business representatives in Istanbul and Ankara. The statement said 

US companies have long been eager to make a reality some projects 
which have been waiting for years. 


TV Highlights 
NTV (8 a.m.) 


Domestic News 


- A Turkish contingent of 260 soldiers to join UNIFIL went to the 
Mediterranean port city of Mersin yesterday to depart for Lebanon on 
October 19. 


- The Kurdish party DTP deputy chairperson Aysel Tugluk said her 
party would work for making the cease-fire declared by the PKK last, 
saying they would hold meetings with the organization if necessary. 
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- Turkish security forces killed three PKK militants in the province 
of Sirnak in southeast Turkey during their biggest military 
offensive since the organization announced a unilateral ceasefire, 
the governor\'s office in the province near the border with Iraq 
said. 


- International investment bank Lehman Brothers is to open 
representation in Turkey. 


International News 


- UN Security Council members have failed to agree on sanctions on 
North Korea for its claimed nuclear test. 


- Hamas leader Khaled Mashaal rejected responsibility for the 
kidnapping of Israeli corporal Gilad Shalit in Gaza in June, but 
said he was proud of those who conducted the abduction. 


- Israeli forces killed five Palestinians, one of them a child, 
during a raid on Gaza Strip. 


- Britain\'s foreign secretary Margaret Beckett said the Guantanamo 
Bay detention center is Vunacceptable in terms of human rights\' and 
Vineffective in terms of counter-terrorism\. 


- President Bush dismissed as Vnot credible\' a Lancet survey 
suggesting that 655,000 Iraqis have been killed since the US 
invasion of lraq in March 2003. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, LO 

SUBJECT: EUROPEAN SOCIALISTS SUSPEND SMER WHILE THE PARTY 
GROWS IN POPULARITY ON HOME TURF 


REF: BRATISLAVA 553 


1. (U) The Presidency of the Party of European Socialists 
(PES) suspended the membership of Prime Minister Robert 
Fico\'s Smer party on October 12 for entering into a coalition 
with the Slovak National Party (SNS), chaired by Jan Slota. 
PES President Poul Nyrup Rasmussen said that the European 
socialist club \"does not believe that its members can enter 
Government at any price.\" The PES Resolution notes that its 
members must \"refrain from any form of political alliance 

(...) with any political party which incites or attempts to 

stir up racial or ethnic prejudices and racial hatred.\" Only 
Smer and the Czech Social Democratic Party (CSSD) voted 
against the suspension. The PES will re-evalutate Smer\'s 
membership in June 2007. 


2. (SBU) PM Fico\'s spokeswoman -- in an overly defensive 
style that unfortunately has characterized the government\'s 
approach on this -- responded that Smer was punished because 
it makes policy for the people, fights with monopolies, and 

did not choose the Party of the Hungarian Coalition (SMK) as 
a coalition partner. Privately, a contact within Smer tried 

to look for the silver lining, noting that PES did not close 

the door completely and would continue to have contact with 
Smer until the re-evaluation. Boris Zala, a foreign policy 
expert within the party and Chairman of the Slovak 
parliamentary Foreign Affairs Committee, and Juraj Horvath, 
the party\'s international secretary and a first time MP, 
represented Smer at the PES meeting in Brussels. We will get 
a further readout from Zala soon. 


3. (SBU) On the day of the PES Presidency vote, Hungarian MEP 
and member of the PES Presidency Alexandra Dobolyi remarked 
to the media, \"We want SNS to get rid of its leader over the 

next ten months. Slota is a problem.\" However, the PES has 
not officially stated that removal of Slota from SNS would 

result in Smer\'s reinstatement (and Smer would never agree to 
such a price, anyway). In a futile effort to avoid the 

suspension, which PES had threatened within days of Smer 
forming the current governing coalition (reftel) in July, 

Smer had convinced Slota to announce publicly on October 10 
that he and SNS reject nationalism and xenophobia. Slota is 


Column 3 
well-known for his public anti-Hungarian and anti-Roma 
statements over the past decade. 


4. (U) The suspension comes at a time when Smer is enjoying 
growing popularity within Slovakia. Opinion polls show that 
36.2 percent of Slovaks would vote for Smer if elections were 
held now and that 40.7 percent of Slovaks rate the first 100 
days of the governing coalition\'s administration as 

successful or very successful. In contrast, Smer won 29 
percent of the electoral vote in June. 

VALLEE 
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SIPDIS 


DEPARTMENT FOR P (MCDONALD) AND IO/UNP (HARRIS AND 
GOLDENBERG) 
USUN FOR DUGAN 


E.O. 12958: DECL: 10/12/2016 
TAGS: UNSC, PREL, NI 
SUBJECT: UNSC ELECTION: NIGERIA UNDECIDED 


REF: A. STATE 171921 
B. STATE 171368 
Classified By: Charge Thomas Furey for Reasons 1.4 (b and d) 


1. (S) On October 13 Charge met with Ambassador Chike 
Anigbo, Chief of Staff for the Foreign Minister, Nigerian 
Ministry of Foreign Affairs, to discuss the October 16 UNSC 
Latin American seat contested between Guatemala and 
Venezuela. Anigbo reported that the Nigerian government has 
not made a final decision whether it will support Guatemala 

or Venezuela. He said envoys from both countries and Costa 
Rica have asked for NigeriaWs support. Anigbo said he 
understood the U.S. position considering the circumstances. 
He underscored Nigeria\'s intention for a permanent seat on 
the UNSC and that U.S. and Nigerian interests at the UN were 
more closely in line than that of Venezuela. At the 
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conclusion of the meeting, Anigbo said he would ensure that 
the Foreign Minister and President knew the U.S. strongly 
supports Guatemala\'s candidacy. 

FUREY 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PGOV, PREL, UP 
SUBJECT: UKRAINE: ORANGE MINISTERS FATE UNDECIDED 


REF: A. KIEV 3866 
B. KIEV 3923 
Classified By: Pol Counselor Kent Logsdon for reasons 1.4(a,b,d). 


1. (SBU) Summary: Rumors continue to swirl in Kiev as to the 
fate of the \"orange\" ministers in the Ukrainian Government. 
On October 11, an aide to Our Ukraine\'s Roman Bezsmertniy 
told us that all \"orange\" ministers in the Cabinet had 

submitted letters of resignation, later confirmed publicly by 
Bezsmertniy. The announcement came the same day after 
Yushchenko held a long meeting with the \"orange\" ministers in 
the Cabinet to discuss Bezsmertniy\'s October 4 announcement 
that OU was moving into opposition and recalling its minister 
from the government (see reftel A for more details). Since 

the second announcement, ministers and members of OU have 
made contradictory comments about whether there is really a 
plan to resign and which ministers are expected to resign. 


2. (C) Comment: Earlier in the week the OU threat of 
resignation seemed more likely a political move to force the 
Party of Regions to be more constructive on coalition 
negotiations that have now dragged on for months. More 
recent statements suggest, however, that some in the Our 
Ukraine leadership are really committed to being in the 
opposition and leaving the government, but that this view is 
not shared by President Yushchenko or all of the ministers 
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being asked to resign. With the PeopleWs Union Our Ukraine 
(the dominant element in the bloc) party congress coming up 
October 21, this could be a pivotal time for the future of 
Yushchenko and his bloc. End summary and comment. 


Resignation: Serious Plan or Political Ploy? 

3. (SBU) On Wednesday October 11, an aide to Bezsmertniy 
announced that all the \"orange\" ministers, including Foreign 
Minister Tarasyuk and Defense Minister Hrytsenko, had written 
letters of resignation. In his own public comments, 
Bezsmertniy unequivocally underscored that OU was in the 
opposition and the recall of its ministers would not be 
reversed. He said the delay was purely technical in nature 
and the resignation would take place soon. (Comment: the 
Rada was not in plenary session this week, so the earliest it 
could take up this issue is next Tuesday October 17.) 


4. (C) Later on October 11, Health Minster Polyachenko and 
Family, Youth, and Sports Minister Pavlenko confirmed to 
journalists that all the OU ministers had indeed submitted 
their resignations to Bezsmertniy. He stressed, however, 

that because their resignations went to the head of their 

party instead of to the Rada, it was a political gesture, not 

a legally binding decision. Pavlenko reiterated Yushchenko\'s 
long-standing position that if the Universal was made into a 
law, then OU would reverse its decision and potentially join 

a coalition. Yushchenko\'s comments this week also suggested 
that he believes that negotiations could resume; he may hope 
the threat of resignation could force Yanukovych to 
cooperate. Interestingly, Justice Minister Zvarych refused 

to tell journalists if had submitted his resignation or not 

and Culture Minister Likhovy said outright that he did not, 
suggesting the plan had not been well-coordinated. 


Who is Orange Anyway? 

5. (SBU) There seems to some confusion within Yushchenko\'s 
camp as to who actually would be expected to resign if the 
decision became final. The Our Ukraine bloc has five 

official Cabinet slots--Health, Family, Justice, Culture, and 
Emergency Situations (although this last post has been vacant 
since Minister Baloha became Head of the Presidential 
Secretariat). In addition, two ministers--Foreign Affairs 


SIPDIS 

and Defense--are appointed under the \"presidential quota.\" 
Finally, when former Socialist Yuriy Lutsenko was held over 
as Minister of Internal Affairs from the previous Cabinet at 
Yushchenko\'s request, he became a de facto member of the 
presidential quota, although he is not in the constitutional 
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arrangement of portfolios. 


6. (U) Defense Minister Hrytsenko, however, has been adamant 
that he is not an Our Ukraine member of the Cabinet and 
therefore not bound by any of Bezsmertniy\'s pronouncements. 
He said that he has not written any resignation letter and 
Yushchenko has not asked him to step down. Lutsenko, who is 
also not a member of Our Ukraine, has been silent on the 
whole issue. 


7. (C) Tarasyuk\'s status is somewhat unique, because he is 
technically on the presidential, not the Our Ukraine, quota, 

but he is a member of OU. Moreover, his party Rukh, one of 
the six parties that make up the OU bloc, announced it was 
going into opposition even before Our Ukraine made the 
decision to do so. And because Regions would like to see him 
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go (see reftel B), there has been more public and private 
discussion of him leaving than of other ministers. 


What Does this Mean for Our Ukraine? 

8. (C) Some of the questions about the status of People\'s 
Union Our Ukraine and its ministers could be sorted out at 

its upcoming party congress, which is scheduled for October 
21. Kyiv Governor Vira Ulyachenko, a longtime friend of 
Yushchenko\'s, said that there will be changes made within the 
party, although she discounted a formal split. Former PM 
Yekhanurov told the Ambassador October 13 that the party 
congress would feature a real struggle for control of the 

party and heated discussion about a possible split. In 
Yekhanurov\'s view, after the party congress meets, some 
members of OU\'s parliamentary faction might decide to vote 
with Yuliya Tymoshenko\'s BYuT in opposition, but he thought 
that the majority, approximately 50 deputies, would continue 
to vote with the Party of Regions and the ruling majority. 
Presidential Secretariat Chief Baloha told the press that 
Yushchenko may step down as honorary head of party, which 
would further distance him from OU and its oppositionist 
stance. 


9. (C) Bezsmertniy continues to state publicly that the Our 
Ukraine parliamentary faction would be in opposition in the 
Rada no matter what Yushchenko said, underscoring the 
apparent disagreement over political strategy between him and 
the President. Bezsmertniy also announced the beginning of 
talks on October 12 on the formation of a new \"European 
Ukraine\" opposition. The talks took place between 10 
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political parties, many of which are constituent parties of 

Our Ukraine and the Yuliya Tymoshenko Bloc. The possibility 
of this new confederation suggests that the parties are not 
committed to working only within their bloc structures, which 
could affect future party discipline or how the blocs vote in 

the Rada. 


Response from the Other Side 

10. (SBU) In public appearances around the country this week, 
Yanukovych continued to state that that he believes that 
negotiations are not finished. He asked the Our Ukraine 
ministers to be patient and said he believes a coalition 
agreement could soon be signed. He also said that he and 
Yushchenko had met October 10 and agreed to maintain 
stability" in the government. At the same time, he has not 
shown any willingness to compromise with OU and again 
rejected the bloc\'s calls to turn the Universal into a 
legally-binding government plan of action. 


11. (C) Meanwhile, members of the Communist party have begun 
to grumble about the ongoing machinations. Party leader 
Symonenko asked Regions to formally and permanently end 
negotiations, while another Communist MP told the press that 
she thinks either Regions or the Socialists will soon leave 

the Anti-Crisis Coalition entirely. This is the first time 

we have seen such open and public dissension within the 
governing coalition since it was formed in July. 


12. (U) Visit Embassy Kiev\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: N/A 
TAGS: UNSC, GT, VE, PREL, CD 
SUBJECT: CHAD: SECURITY COUNCIL MEMBERSHIP VOTE 


REF: A. SECSTATE 171921 
B. SECSTATE 171368 


1. (SBU) Charge made points in reftel B to Djinna Moussa 
Outman, Chad Minister Delegue (Deputy Foreign Minister) at 
the Ministry of Foreign Affairs on October 13, 2006. Outman 
informed Charge that Chad shared the U.S. view that the 
election was an important one but made no other comment on 
the candidates or on Chad\'s position. He promised to convey 
the points to the country's highest authorities. Charge 
requested Outman to contact her over the weekend if any 
decision was taken. 


2. (SBU) Comment: The recent visit of Venezuela\'s Deputy 
Foreign Minister offering Chad assistance with oil management 
may have secured President Deby\'s consent to support 
Venezuela in the Security Council (SC) election. Post 

believes that the decision on the SC vote will be taken by 
President Deby and strongly suspects that Chad\'s \"undecided\" 
should be construed as a \"yes\" for Venezuela. 

TAMLYN 
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Classified By: Pol/Econ Cheif Rebecca Dunham for reasons 1.4 (b) and (d 
) 


1. (C) Summary. Lithuanian activism in support of reform in 
Belarus continues. In EU structures, Lithuania argues for an 
exception for Belarus to the anticipated 60-euro Schengen 
visa fee, encourages smarter spending of Commission money to 
support democratic forces in Belarus, and will possibly seek 
to re-visit the no-cabinet level meeting rule. While 

Lithuania supports broadening the travel ban on Belarusian 
Officials, it will continue to oppose generalized sanctions 

-- such as repealing GSP privileges -- that might appear to 
hurt the Belarusian people. Lithuania continues its own 
modest assistance to Belarusian activist groups, and is still 
trying to create its proposed public-private European Fund 
for Democracy which could direct funds (presumably from the 
EU and elsewhere) to support civil society in Eastern Europe. 
End Summary. 


2. (C) Lithuania\'s Belarus point man Renatas Juska gave us a 
run-down of Lithuania\'s policy objectives in its most 
troublesome neighbor, following the GOL\'s hosting of the 
Friends of Belarus meeting in Vilnius on September 30. As 
the country with the closest EU capital to Minsk, Lithuania 
sees itself as a natural leader of Belarus policy in the 
European Union as well as an effective advocate of Western 
and European influence to the Belarusian people. As a trade 
partner and major client of Lithuania\'s port of Klaipeda, the 
GOL considers Belarus more important to Lithuania 
economically than it is to any other EU member-state. 
Lithuania has tried to encourage a more active EU approach to 
Belarus that promotes democratic forces, but stops short of 
sanctions that could trigger retaliatory economic measures 
against Lithuania. 


3. (C) In a September 20 non-paper to EU capitals, Lithuania 
complained about the EUVs \"limited scope in the Eastern 
neighborhood, saying that \"the U.S., \'new\' Members of the 
EU, and Russia are much more active\" than the EU in Belarus. 
The Finnish Presidency is \"not really paying attention to 
Belarus,\" said Renatas Juska, an MFA official who is in 
charge of Lithuania\'s support for democratic forces in 

Belarus. (A Finnish Embassy representative commented to us 
separately that the Lithuanians believe that the Finnish 
Presidency is not aggressive enough in support for the 
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Belarusian opposition, but added that the Presidency must 
represent the EU consensus. He also added that while 
Lithuania complains about lack of EU support for Belarus\' 
opposition, it was willing to hold up consensus on 

withdrawing GSP privileges for \"its own commercial interests!" 
(see below)). Juska complained that lack of expertise about 
Belarus can lead the EU to pursue a crude policy of 
non-attention and failed democracy programs, followed by 
sanctions that do more harm than good. 


4. (C) For several months Lithuania has sought an exception 
to the imminent 60-euro visa fee that will follow Lithuania\'s 
entry in to the Schengen zone, now expected in 2008 (ref D). 
According to Juska, more Belarusians visit Lithuania than any 
other EU member state, and for those with limited resources 
Vilnius is probably the only EU capital they can afford to 

visit. Lithuanian officials fear that that an increase in 

visa fees will effectively shut Lithuania\'s border to most 
Belarusians. The harmonized Schengen fee of 60 euros is 
prohibitively expensive, they say, to Belarusians wanting to 
take the four-hour train to Vilnius to go shopping, attend 
courses at the European Humanities University (EHU), or 
participate in international conferences. The GOL worries 
that \"people-to-people contact\" between Belarusians and other 
Europeans will fall dramatically, hurting efforts to foster 
democracy. Since Lithuania reduced its visa fee from 20 to 
five euros, travel of Belarusians to Lithuania more than 
doubled, according to Belarus desk officer Marius Gudynas. 


5. (C) Juska also mentioned the possibility of re-visiting 
the rule banning ministerial meetings. Juska reported that 
Ambassadors from the UK and Germany raised the issue in the 
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Friends of Belarus meetings, and that their points largely 
tracked with Lithuanian views that countries -- especially 
those nearby Belarus -- could decide to meet with Ministers 
from Belarus on a case-by-case basis, taking into 
consideration the business to be done and the track record of 
that particular minister. Lithuania has in the past made the 
case that engagement with cabinet level officials can also be 
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a useful influence on the Lukashenko regime, and could 
perhaps encourage change within the regime (ref C). (The 
previous government occasionally flouted the ban on 
ministerial meetings (ref x -- 05 Vilnius 1076)). Lithuania 
continues sub-cabinet level engagement of Belarus, and has 
raised the level of engagement to seek action on particular 
topics, as for example during last June\'s talks at the Air 
Force Commander level about airspace violations (refs A and 


6. (C) Lithuania, with Poland and Latvia, recently formed a 
blocking minority to resist sanctions in Brussels that would 
have withdrawn GSP preferences from Belarus. (Note: the 
decision was taken by the 133 Committee despite Lithuania\'s 
efforts to move discussion to the Political and Security 
Committee.) According to Juska, Lithuania took its cue from 
opposition leaders who think that Belarus lacks the media 
resources necessary to adequately convey the message to the 
public that the sanctions were aimed at actions of the 
Lukashenko regime. Juska told us, citing opposition leaders 
(with whom he has regular contact), that generalized 
sanctions will only strengthen the isolationist regime. He 

said that Lithuania has sought to include more names on the 
EU\'s travel ban list, but has failed to reach consensus on 

the expanded list of names with its European counterparts. 


7. (C) Juska added that Lithuania views EU assistance to 
Belarus as wasteful and ineffective, claiming that the 
Commission grants amounts in sums that are too large and 
mismanages projects from Brussels. Lithuania is pushing for 
the Commission partially to finance Lithuania\'s proposed 
European Fund for Democracy, which would in turn flexibly 
direct support to civil society and democratic forces in 
Belarus and elsewhere in Eastern Europe. Lithuania\'s own 
assistance programs have focused on small grants to 
\"trustworthy\" political youth groups and activist 
organizations to run information campaigns. Lithuania has 
also printed pro-democracy flyers and bulletins for 
distribution in Belarus, although he admitted it has been 
hard to measure the success of their distribution. Juska 
added that the Belarusian KGB has infiltrated the 
better-known activist groups, and that foreign donors too 
often give money to contacts that undermine democratic 
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efforts through subterfuge. 


8. (C) It's probably no coincidence that the policies that 
Juska justifies in terms of democracy -- an exception for 

visa fees, no generalized sanctions, higher-level engagement 
-- also please those interests in Lithuania who seek to 
protect the economic relationship with Belarus. We leave it 
to Embassy Minsk to weigh the consequences of revisiting the 
EU\'s restricted engagement rule or opposing generalized 
sanctions, but we should expect that Lithuania will continue 
its dualistic relationship with Belarus, supporting 

democratic forces while pursuing good working relations to 
protect Lithuania\'s important trade and border security 
relationship. 

CLOUD 
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STATE FOR EUR/SCE, IO/UNP 


E.O. 12958: N/A 

TAGS: PREL, KN, PARM, KNNP, MK 

SUBJECT: MACEDONIA WILL PUBLICLY OPPOSE NORTH KOREAN 
NUCLEAR TEST 


REF: STATE 169418 
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(SBU/NF) P/E Chief delivered reftel demarche on North Korea\'s 
October 8 announcement of a nuclear weapons test to MFA State 
Counselor Milan Spirodonovski on October 12. Spirodonovski 
said the MFA would issue a press statement similar to its 
October 6 statement expressing the GOM\'s grave concerns 
concerning North Korea\'s intent to test a nuclear device. He 
said Macedonia would support efforts in the UN Security 
Council to consider adoption of a Chapter VII resolution. He 
was not aware of any assets or transactions in Macedonia 
related to North Korean proliferation activities. 

MILOVANOVIC 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, PGOV, LO 
SUBJECT: SMER SURPRISES WITH MODERATE ECONOMIC POLICY 


REF: A. BRATISLAVA 490 
B. BRATISLAVA 457 


Sensitive but Unclassified 


1. (SBU) Summary - Prime Minister Robert Fico celebrated his 
first 100 days in office by getting cabinet approval for a 

budget that is in line with the Euro Maastrict criteria and 

does not alter the flat tax regime that was put in place by 

the last government. Fear of a significant drop in the 

Slovak Crown and strong approval ratings are two of the key 
elements behind what is seen by many as a significant change 
in economic policy direction from the pre-election rhetoric. 
Despite this initial success, doubts remain about Fico\'s 
commitment to fiscal prudence if it conflicts with 
accomplishing his pre-election promises, the competence of 
his close economic advisors, and his overall commitment to 
maintaining a positive business environment for investors, 
especially with regard to labor policy. End Summary 


Column 3 
-- COMPETENT ADVISORS AND A SCARE BY THE CENTRAL BANK -- 


2. (SBU) Fico\'s appointment of Jan Pociatek, a 35-year old IT 
businessman with no previous macroeconomic or government 
experience, as Finance Minister was welcomed by the business 
community. Although Pociatek is close to top Fico advisor 
Robert Kalinak (they are co-owners of several Bratislava 
restaurants), he is not viewed as a Fico crony. More 
importantly, Pociatek came out as a strong supporter of the 
previous government\'s economic reforms and made it clear from 
the time he was appointed that he planned to maintain the 
January, 2009 target for Euro adoption. Pociatek\'s deputies, 
long-time Finance Ministry official Frantisek Palko and 
businessman Peter Kazimir, are also viewed as capable 
technocrats who support maintaining the status quo in 
economic policy. 


3. (SBU) PM Fico did not commit to a position on Euro 
adoption in the pre-election campaign and attempted to keep 
all options open in his first weeks in office. Due to 

concerns about the policy direction of the new Smer-led 
coalition, the central bank intervened by spending Euro two 
billion in the first three weeks after the election to 

support the ailing Slovak Crown. With Fico and Pociatek 
sending contradictory signals about the governments 
intentions, Central Bank governor Ivan Sramko requested an 
urgent meeting on July 13 with the two top officials to 

advise the new government on \"standard communication tools." 
According to officials that participated in this briefing, 

Sramko made careful use of charts and statistics to make a 
strong case that Slovakia faced a severe financial crisis if 

the new government did not come out with a clear and 
unequivocal economic policy. At the press conference after 
the meeting Fico outlined his strong support for Euro 

adoption, noting that Wwe want to do all that is necessary, 

and we\'ve informed the central bank governor about our plans 
for ensuring that the Euro adoption timetable is maintained.\" 


-- SOUND TAX AND BUDGET POLICIES -- 


4. (U) Smer marked its first 100 days in office with the 
cabinet approving a budget with a deficit ceiling of 2.9 
percent, which is below the 3 percent Euro target. This was 
no easy feat considering that the 2007 deficit target 

includes the costs of pension reform (calculated at 1.1 
percent of GDP), which has been excluded in previous years. 
Although the budget still has to be approved by Parliament, 
Fico stated that the coalition would not accept any proposals 
that increased the fiscal deficit. Projected deficit targets 

for 2008 and 2009 are 2.9 percent and 1.9 percent, 
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respectively. 


5. (U) In order to achieve this result, Fico had to step back 
from his pre-election promises of increased social spending 
and an overhaul of the previous governmentWVs flat tax reform. 
On the spending side, the state budget expenditure increased 
by SKK 17 billion (USD 580 million) to SKK 347 billion (USD 
11.8 billion) with only a few ministries achieving an 

increase in their budgets. The biggest increases are for 
pensioners, healthcare, education and agriculture, while the 
ministries of defense and transportation have seen the 
sharpest declines. The defense ministry received a nominal 
increase of 2.2 percent, which is actually a drop as a 
percentage of GDP from 1.7 percent to 1.6 percent. 


6. (U) The budget projects revenues of SKK 308 billion (USD 
10.5 billion) for 2007, an increase of SKK 35 billion (USD 

1.2 billion) over 2006. This increase is based on strong 
economic growth, which is forecast at 7.1 percent for next 
year, a 10 percent across-the-board cut in adjusted state 
expeditures, a new excise tax on tobacco, and dividends from 
state-owned companies. Prior to the election Fico had spoken 
about several possible changes to the tax code including the 
introduction of a dividends tax, launching of a special tax 

on natural monopolies and highly profitable companies, and 
reintroduction of a progressive income tax. These would have 
helped offset decreased revenues from a reduction in the 
value-added tax (VAT) for medicines, medical supplies, food 
and books (See Reftel A.) 


-- MISMATCH BETWEEN PROMISES AND REALITY -- 


7. In the end there is little is common between what was 
promised and the government\'s final tax proposal. The 
government has maintained the flat tax model and none of the 
proposed \"new taxes\" have been included at this time. 
Instead of introducing new taxes, the government worked 
around the margins or the current system and reigned in their 
ambitions on the VAT. In fact, with the elimination of 
deductions for those earning more than SKK 88,500 (USD 3000) 
a month, the income tax is now more flat than it was before. 
Other changes include a reduction in the amount of the tax 

bill that corporations can assign to NGOs from two percent to 
0.5 percent, and a reduction in the amount that self-employed 
craftsman can deduct for business expenditures. For the time 
being the VAT will be reduced to 10 percent (from 19 percent) 
for drugs and medical supplies. To make up for the lack of 
new sources of revenue, the government has requested all 
ministries to cut administrative costs (minus costs for 

wages, energy and insurance) by 10 percent, although the 
savings from this reform will not be realized until 2008. 
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-- BUDGET RAISES FICO\'S CREDIBILITY -- 


8. (SBU) Long before the election it was clear that the fall 
budget debate would be the first true indicator of any new 
governmentVs ability to manage the economy. To say that Fico 
has passed this first test is an understatement. The 
concensus among financial analysts, who generally take a 
skeptical view of Fico on economic issues, has been quite 
positive. As an example, INGVs chief economist Jan Toth 
changed his forecast of Slovakia\'s likelihood of adopting the 
Euro by 2009 from 35 percent to 65 percent based on the 
cabinet\'s approval of the budget. Although he continued to 
encourage the government to further cut spending to help cut 
inflation, Central Bank Governor Ivan Sramko gave a positive 
assessment of the budget both in public and privately with 

the Ambassador in a meeting earlier in the week. Likewise, 

the business community has been pleasantly surprised with the 
budget developments. 


9. (U) Even the opposition recognizes that there is very 

little to criticize. Finance State Secretary Palko was 
scheduled to participate in two separate televised debates of 
the budget in the evening on October 11th, but both were 
canceled because the opposition parties did not want to 
participate. Former Prime Minister Dzurinda found little to 
criticize in the budget, and instead focused his attack on 
Fico\'s inability to fulfill his election promises. 


-- BUT WILL INVESTORS KEEP COMING? -- 


10. (SBU) Staying on track for Euro adoption and maintaining 
the flat tax regime are important elements for foreign 
investors. An informal survey of companies, however, 
indicates that the key issue that companies are watching is 
what changes will be made to the labor code. An increase in 
minimum wage by 10.1 percent to SKK 7,600 (USD 260) a month 
was generally non-controversial, but other possible changes 
that would reduce the flexibility of the labor code, 

especially the ability to hire part-time workers and to use 
employment agencies, are of greater concern. The Labor 
Minister, Viera Tomanova, has had detailed discussions with 
trade unions and is broadly promoting a strengthening in the 
position of labor unions and contract workers, but detailed 
proposals are not expected until the spring. The American 
Chamber of Commerce has had its requests to meet with the 
labor minister turned down. Even the finance State 
Secretary, Peter Kazimir, has told us that he is concerned 


SIPDIS 
about what proposals may come from the labor ministry because 
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of the lack of transparency at the ministry. 


11. (U) The economy ministry\'s negotiations with energy 
distributors and producers has also caused some concern about 
the risks that companies operating in Slovakia could face. 
Although it is generally agreed that final prices paid by 
consumers are relatively high compared with production costs 
in the nuclear-dominated energy sector, Economy Minister 
Jahnatek\'s heavy-handed approach in setting new prices is not 
seen as the ideal solution. After failing to encourage 

energy distribution companies to accept across-the-board cuts 
of six percent, which would have been inconsistent with 

current regulatory statutes, Jahnatek submitted a legislative 
amendment to the cabinet in early October that would increase 
MOE\'s supervisory authority (and thereby decrease the 
regulator\'s independence) and expand the powers of the 
regulatory authority to include natural gas for companies and 
production prices for electricity. Together with the 

continued rhetoric by Fico against natural monopolies and the 
cancellation of the privatization of Bratislava airport, 

these moves illustrate a trend of greater state control in 

the economy. 


-- COMMENT -- 


12. (SBU) Fico has shown that he can put forward a 
responsible budget proposal, but questions remain about 
whether he is a true believer in fiscal responsibility and 

Euro adoption in 2009. So far he has been dealt a very good 
hand with strong macroeconomic fundamentals and growing 
approval ratings. FicoWs sensitivity to criticisms that his 
program does not fulfill his socialist campaign promises 
creates the greatest risk that he will not stay the course 

over the coming months and years. What remains clear is that 
Prime Minister has the final say on key policy decisions, 
whether economic or otherwise, and that his cabinet continues 
to speak with one voice, even in budget decisions where there 
were clear winners and losers among the ministries. End 
Comment. 
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E.O. 12958: DECL: 06/26/2016 

TAGS: PREL, PGOV, KWBG, IS 

SUBJECT: PRESS REPORTS PORTEND DEMOLITION OF ILLEGAL 
OUTPOST CONSTRUCTION 


Classified By: Charge d\'Affaires, Gene A. Cretz for reasons 1.4 (b) and 
(d) 


1. (C) The \"Ha\'aretz\" Hebrew edition reported on October 13 
that Defense Minister Amir Peretz instructed the IDF to 
expedite the evacuation of illegal outposts in the West Bank. 
The article stated that Peretz ordered the demolition of a 

total of 86 structures--47 Israeli, 39 Palestinian. The 

Israeli structures slated to be demolished are primarily in 

the Havat MaVon outpost in the southern Hebron hills, 
however, other structures would also be destroyed in outposts 
throughout the West Bank, near the settlements of Yitzhar, 
Efrata, and Kiryat Arba. Ministry of Defense Senior Advisor 
Haggai Alon confirmed to EconCouns that these demolition 
orders were previously planned and the legal requirements to 
undertake the demolitions were arranged prior to the 
announcement. Alon previously told Emboffs that the 
demolitions would take place in mid-October, after the end of 
the Jewish holidays. (Note: Israeli press reports from 
September stated that Peretz instructed the IDF to prepare 
for the evacuation of the Skali\'s Farm, Arusi\'s Farm, Hilltop 
725, and Havat MaVon outposts prior to the outbreak of the 
military confrontation in Gaza and the conflict in Lebanon 

with Hizballah. According to press reports, the structures 

in question are mostly mobile homes and foundations for a few 
permanent structures. End Note.) 
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2. (C) Comment: While we welcome GOI actions to combat 
illegal settlement construction in the West Bank, it is still 
unclear whether the demolition of these 47 Israeli structures 
will result in the full evacuation of illegal outposts. As 

part of the U.S.-sponsored roadmap, Israel committed to 
remove \"unauthorized outposts\" that were established after 
March 2001 when then Prime Minister Sharon took office. 
Peretz\'s alleged move comes in the middle of intensive 
political maneuvering as Avigdor Leiberman and his Yisrael 
Beitenu party negotiate to join Olmert\'s coalition. Some 
newspapers assert that Peretz\'s move was intended to pressure 
Olmert not to affect the current coaltion by making it 
impossible for Lieberman to join if the move on outposts and 
settlements was to take place. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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STATE PASS TO USTR AFRICA OFFICE 


E.O. 12958: N/A 

TAGS: ENRG, EINV, ASEC, PREL, IV, ECON 

SUBJECT: EXXONMOBIL TELLS GOWT IT INTENDS TO SELL 
DISTRIBUTION ARM 


Please Treat as Business Confidential. No Dissemination 
Outside USG 


1. (SBU) ExxonMobil Regional Director John A.C. Bell, along 
with Regional Manager Frederic Dauvergne and local Director 
General Manar Sall met with EconChief on October 10 to 
discuss the company\'s announcement to the government of Cote 
d\'Ivoire that it intends to sell its stake in its Ivorian 

fuel distribution (downstream) network, which is comprised of 
62 service stations, part ownership and management of the 
offshore fuel unloading terminal and related infrastructure. 
ExxonMobil signed an agreement on October 2nd with Libyan 
parastatal Tamoil to sell its Ivorian assets in a package 
involving similar downstream holdings in Cameroon, Senegal, 
Gabon, Kenya and Reunion, in a move that comes on the heels 
of a parallel sale to Tamoil of the American company\'s 
distribution networks in 14 other countries in 2005. The 

entire six-country package is worth, according to ExxonMobil, 
\"many hundreds of USD millions." 


2. (SBU) Bell characterized the move as related to its 
company-wide efforts to centralize back-office functions. 
Smaller African markets with regulated fuel prices, according 
to Bell, don\'t fit the company\'s business model. Tamoil, by 
contrast, has expressed a commitment to investing in Cote 
d\'Ivoire (along with the other countries in which it will 

soon be a major player) and to grow the business. Local 
employees\' contracts will be moved to the new company. 
Retrenchments are possible, according to Bell, but experience 
in Niger, where Tamoil bought the ExxonMobil downstream 
business in 2005, was positive: 60-80% of employees and 
management staff have been retained. 


3. (SBU) ExxonMobil had conducted a limited tender bid for 
the six properties, hoping to sell all in a single package, 

but offering PETROCI (parastatal Ivorian company) and 
PetroGabon (parastatal Gabonese firm) the option of bidding 
on the assets found in their respective countries. Tamoil\'s 
bids on all six companies were plainly superior to any 
others. Petroci complained at the time and asked for the 
opportunity to rebid, and made references to ExxonMobil\'s 
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business license. Since that time, however, the company has 
not received any hostile communications from Petroci. 


4. (SBU) Bell\'s team had met with the Minister of Mining and 
Energy, Leon Emmanuel MONNET on Monday, October 9, and 
brought along a representative from Tamoil, as planned. 
ExxonMobil, fresh on the heels of settling the decades-long 
Centaures Routiers case, doesn\'t believe it has the 

obligation to obtain Ivorian government approval, but wants 

to conduct its disengagement on the downstream side of its 
business in Cote dVlvoire gracefully, \"through the front 

door." Surprisingly to Bell and his team, MONNET included a 
representative from Petroci in the meeting. Despite this, 

the meeting went well. In an afternoon meeting on Tuesday, 
October 10th with Deputy Cabinet Director Madame Ziringnon 
Sarata OTTRO TOURE things went similarly well (Note: Ottro 
Toure is married to the head of Cote d\'Ivoire national 

refinery, who is an elder in President Gbagbo\'s family. End 
Note). Late in the afternoon, the ExxonMobil team was 
abruptly recalled to a 69m meeting with the Ministry of Mines 
and Energy, but company officials called EconChief afterwards 
and said that meeting, too, went well. 


5. (SBU) ExxonMobil officials here indicate that Tamoil\'s 
influence here may be strong enough to overcome any potential 
lingering resentments related to Petroci\'s failed bid. At 

this juncture, the road out of Cote d\'Ivoire for the company 
appears smooth, but we will continue to monitor the process 
closely. 

Valle 
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STATE FOR INL/LP 
STATE FOR WHA/PPG 
ONDCP FOR LT COL RONALD GARNER 


E.O. 12958: DECL: 10/12/2016 
TAGS: SNAR, KCRM, ASEC, PREL, PE 
SUBJECT: NAS MONTHLY REPORT, SEPTEMBER 2006 


REF: A. LIMA 03677 
B. LIMA 03882 
C. LIMA 03777 


Classified By: Susan Keogh, NAS Director, for reasons 1.5 (c and d) 


1. (U) The key developments in September 2006: 


** As of September 30, CORAH eradicated 9,039 hectares of 
coca. 


** Cocalero confrontation with PNP eradication security in 

Sion caused a halt in eradication while GOP investigated. 
CORAH is now working in areas away from populated areas to 
avoid social conflict. 


** New CORAH Director named--a change for the better. 


** NAS is working on a new public communications strategy for 
counternarcotics. 


** Coca leaf prices hover around 70 Nuevo Soles per arroba; 
price depends on eradication/interdiction efforts. 


** NAS signed a USD $1 million, one-year extension for the 
maintenance and operational support of two FAP C-26 aircraft. 


** Ports Program received a Commendation Award from the 
International Narcotics Enforcement Officer Association. 


** NAS initiates innovative computer system to target 
cargo/containers for inspection. Airport seizures continue 


to increase. 


** Community Anti-Drug Coalitions start second year with many 
lessons learned. 


END SUMMARY 
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2. (U) On September 11, after months of peaceful 
eradication, cocaleros attacked the 105 Peruvian police (PNP) 
protecting 199 coca eradicators in Sion, San Martin 
department. The police restored control after 30 minutes, 

and eradication continued. The cocalero demonstrators 
injured two police, one with gunshot wounds; both are in 
stable condition. A number of Police, CORAH workers and 
cocaleros received contusions in a rock throwing melee. The 
Prime Minister, who two weeks earlier had initiated a dialog 
with cocalero leaders, called for a temporary halt to 
eradication. On September 26, pro-coca Congresswoman Nancy 
Obregon threatened the GOP with a coca war" against 
eradication at a press conference. Minister of Interior 

Pilar Mazzetti immediately responded that the GOP would 
continue eradicating illegal coca (Ref B). 


3. (SBU) As of September 30, CORAH had eradicated a total of 
9,039 hectares. The monthly total was lower than expected 

due to the conflict in Sion. On September 29, 97 police and 

102 CORAH workers resumed eradication operations in areas 
away from settlements and roads, to try to avoid social 

conflict, although the call for resistance by Nancy Obregon 
indicates we can expect more confrontations. CORAH and the 
PNP identified over 1,300 hectares in central San Martin that 
were not close to populated areas, making it harder for local 
growers to congregate. (Ref A). 


4. (C) The GOP\'s newest eradication plan (dubbed 
\"Eradication Lite\") calls for eradication in the San 
Martin/Upper Huallaga area to operate within certain limits, 
e.g., not in proximity to towns (Ref C). To avoid conflict, 
the eradicators and security forces will be rotating out of 
an operational area every few days and \"leapfrogging\" to 
avoid demonstrators. 


5. (C) One result of the Sion confrontation was the 
appointment of PNP Gen. (retired) Juan Zarate as the new 
CORAH chief. Zarate has a background in police intelligence 
as well as having served in the Ministry of Interior (MININT) 
intelligence unit. He has maintained extensive contacts in 

the government, particularly in MININT. (Comment: Zarate is 
a positive change as the new CORAH Director--he is forthright 
and supportive of the programs. We expect he will be a real 
asset for CORAH in dealing with the political dimensions of 
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eradication. End Comment) 


6. (U) On September 19, NAS accompanied Vice Minister of 
Interior Dardo Lopez-Dolz and other GOP representatives on a 
familiarization visit to the Santa Lucia and Mazamari police 
bases, to give them an opportunity to talk to eradication 
security police, CORAH workers and students at the 
NAS-sponsored Training Academies. Lopez-Dolz also met with 
students from the newly-instituted pre-Academy in Santa 

Lucia, where 300 students from the area will study general 
education with the goal of qualifying for the entrance exams 

for the NAS/PNP Academies. 


7. (SBU) NAS is working with other USG agencies to develop a 
new public communications strategy for counternarcotics. One 
part of the strategy that is being developed now is a 
quick-response system for gathering accurate information on 
an event, analysis of that information, and then rapid 

delivery of the information to all levels of the GOP for 
background use and release to the media. A second part of 
the strategy is to expand to the national level the program 
countering cocalero propaganda--a message extolling the 
successes of alternative development and the importance of 
coca eradication for assuring the security and future of Peru. 


8. (U) CORAH hired a new Internal Auditor, who will ensure 
the efficient use of funds for reaching CORAH\'s objectives. 

It is also in the process of hiring a new Legal Advisor. By 

the end of the year, CORAH will be using a new computer 
system (SIA - Integrated Administration System) that will 
integrate all administration sections. It should save money 
and improve operations by simplifying the paperwork, reducing 
the administrative staff, and producing financial statements 
more rapidly. 


9. (U) As of September 30,2006, the DIRANDRO Special 
Operations Team has seized 589 cocaine-base laboratories, 9 
cocaine-HCl laboratories,166 tons of precursor chemicals, and 
destroyed 869 tons of coca leaf, which has prevented the 
production of 9 tons of cocaine-HCl in the VRAE. To date, 

the coca leaf price in Aguaytia is 70 nuevo soles per arroba 
(11.5 kg), the same as last month. However, after the GOP 
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stopped eradication in San Martin (see Para 2), the price of 
the coca leaf rose from 80 to 95 nuevo soles in that 
particular area. 


10. (U) On September 15, NAS signed a one-year extension of 
the MOA with the Peruvian Air Force (FAP) for the continued 
maintenance and operational support by the USG for two FAP 
C-26 aircraft. The USD $1 million ARINC contract covers time 
and materials. This is the second year NAS has provided 
support for the FAP Counternarcotics Joint C-26 air squadron. 
Nine new Air Police pilots started the UH-2 qualification 

course in Pucallpa. Two Peruvian Air Police instructor 

pilots are participating, with the long-term goal to 

nationalize the qualification course. 


11. (U) The Peruvian (FAP) and Colombian (FAC) Air Forces 
conducted a joint counternarcotics aerial interdiction 

exercise in Iquitos September 10-15. Two USAF technicians 
advised the FAP in the use of their CNIES (Cooperating 
Nations Information Exchange System) station in Iquitos. 
This is the second joint exercise with FAC in the last year. 


12. (SBU) The NAS-sponsored, Peruvian Customs/Police 
Manifest Review Unit (MRU) at the Port of Callao was 
recognized this month by the International Narcotics 
Enforcement Officer Association with a Commendation Award for 
\"Outstanding Service and Dedication to Duties in the Area of 
Law Enforcement, 2005-2006". This is the top annual award 
for all units engaged in interdiction of illicit narcotics in 

export products. From August 2005 to July 2006, the NAS 
Ports Program (at seaports) was directly/indirectly involved 

in the seizure of 11.83 metric tons of cocaine (76 percent of 
which was heading for the U.S.). Data provided by Peruvian 
Customs/National Police indicate a 3-fold increase in cocaine 
seizures over last year. Next month, an operation to scan 
shipping cargo/containers will begin at the port of Callao 
(nearly one millon containers pass through this port 

annually); such large-scale automated container searches have 
never been attempted in Peru before. 


13. (SBU) The interdiction effort at the Lima International 
Airport has netted 1500 kg o cocaine-HCl since January 2006, 
twice the amount seized prior to NAS support. Soon, mobile 
x-ray vans will be used at the international airport, 

increasing seizures significantly. The Peruvian Post Office 
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(SERPOST) seized 200 kg of cocaine during the same period. 
NAS air/seaport counter-drug efforts continue with 
infrastructure support, training, technical assistance, 
communications connectivity, and equipment, e.g., 
non-intrusive instruments such as ion scanners and 
fiber-optics. 


14. (SBU) On September 27, Peruvian Customs unveiled an 
innovative computer program to increase drug interdiction 
inspections of shipping containers and cargo. Previously, 
Peruvian Customs received very limited manifest information, 
and ship owners were not required to provide the information 
until five days after the ship left port. Many containers 

went straight from the terminals to the ships for export. 
Peruvian Customs now requires export information 48 hours 
prior to departure. Data from the terminals, the national 

port authority, and Peruvian Customs are submitted to a data 
analysis system that provides information for targeting 
cargo/containers for scanner and physical inspections. 


15. (U) Based on in-depth evaluations by an external team 
during the first year of community anti-drug coalitions 

(CAC), NAS has learned some lessons. For example, community 
resources are usually sufficient to pay the majority of the 

costs of CAC activities--you just have to ask and be a bit 
inventive. Members of the community and social-organization 
leaders need training in basic skills such as leadership, 
managing meetings, conflict resolution, and fundraising, to 
name a few--all life skills necessary for running a CAC. The 
Peruvian-held stereotype that Peruvians will not volunteer 

and are just looking out for themselves is 
wrong-headed--community members have been overwhelmingly 
enthusiastic with no lack of volunteers. 

STRUBLE 
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NEA/MAG FOR HARRIS 


E.O. 12958: DECL: 10/02/2016 
TAGS: PHUM, PREL, KPAO, TS 
SUBJECT: TUNISIAN GOVERNMENT CRACKS DOWN ON HIJAB 


Classified By: CDA David Ballard for reasons 1.4 (b) and (d) 


1. (C) Summary: By all accounts, the number of women wearing 
the hijab or adopting some Islamic-inspired headdress in 

Tunisia has skyrocketed in recent years. In response, the 
GOT\'s periodic campaign of words and actions against Tunisian 
women wearing the hijab has increased in intensity. A 1981 
regulation banning the wearing of \"sectarian dress\" in public 
offices and schools, previously arbitrarily applied to 

prevent women from wearing hijab, is reportedly being 

enforced with more regularity. Some women have been stopped 
in public, non-official places, detained and forced to remove 
their hijab by police. GOT and ruling party RCD officials 

have described the hijab as a potential threat to women\'s 

rights, and labeled the garment as \"sectarian dress\" and 
un-Tunisian. The GOT, which has long feared an Islamist 
political and security threat, undoubtedly views the rise in 

the number of hijab-wearers as a potential indication of 

Islamist sympathy on the part of the Tunisian public. 

However, many interlocutors feel that the GOT campaign to 

limit the hijab has the opposite effect of contributing to 

the phenomenon. Anecdotal evidence suggests that young women 
have put on, or been influenced by their husbands or 

boyfriends to wear, the garment not just for religious 

reasons, but in quiet political protest to a perceived threat 

to their religious beliefs and in solidarity with like-minded 
Tunisians and Muslims. End Summary. 


2. (C) By all accounts, the number of women wearing the 
Islamic headscarf, known as hijab, in Tunisia has skyrocketed 
in recent years. Although there have been no official 
surveys, walking or driving through any city in Tunisia one 

will notice a large percentage of women wearing the garment. 
Visitors who have returned to Tunisia after several years 
away often remark that the large increase in women wearing 
the hijab is among the first changes they noticed. 
Hijab-wearers range from teenagers to the elderly, and are 
seen in rural and urban areas alike. While many 
hijab-wearers themselves speak with pride about their choice 
to wear the garment as a reflection of their religious 
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conviction, non-hijab wearers often remark that women wearing 
hijab do so either because it is \"a la mode," or to make a 
political statement. They do not believe that the phenomenon 
necessarily reflects a growing religiosity among the 

populace. Others say, however, that more Tunisians are 
actively practicing Islam, pointing not only to the growing 
number of hijabs, but to packed mosques and prayer sessions 
at private residences. Contacts across the board point to 

the influence of pan-Arab media as the most significant 

factor explaining the rising numbers of hijabs on the 

Tunisian streets. An Embassy FSN also reported that two 
stores specializing in headscarves have opened in the Tunis 
suburbs. 


3. (C) In 1981 the GOT passed Regulation no. 108, banning 
public employees, students and teachers from wearing what was 
described as \"sectarian dress." In the years since, this 
regulation has been applied arbitrarily to prevent students 

and public officials from wearing hijab in their places of 

study or employment. At times, female students have been 
forced to remove their hijab before entering class, while at 
other times, no such rule has been applied. In recent 

months, however, the GOT\'s campaign of words and actions 
against Tunisian women wearing the hijab has increased in 
intensity as Regulation no. 108 is being applied with 

increased regularity. University and high school students 

are reportedly targeted more frequently and made to remove 
the hijab before attending class. Poloff interviewed one 
student on a university campus during a career day in April. 
She and some other students attending the 
university-sponsored event were wearing hijab without 
problem, and said they were able to attend class in hijab. 
However with the beginning of the 2006/2007 school year in 
September, students reported more instances of being forced 
to remove their hijab. Opposition paper Al Mawkif reported 
that the Governor of Manouba, a suburb of Tunis, accompanied 
by security officials, visited high schools, gathering all 
students wearing hijab, threatening them and forcing them to 
sign documents committing them to not wear hijab. According 
to the article, some students were suspended. Similar 

actions have been taken against young men wearing \"Islamic 
styleW beards. Beard-wearing students have reportedly been 
told to shave before being allowed to attend class, and other 
bearded men have allegedly been detained and forced to shave 
before being released. 


4. (C) Although the official regulation banning hijab applies 
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only to public officials, teachers and students, in recent 

weeks there have been reports of police stopping private 
individuals wearing hijab as well, forcing them to remove 

their head covering, and even detaining some. The wife of an 
Embassy FSN was picked up on October 9 by security officials 
while shopping on the street, detained for questioning, and 
criticized for wearing her headscarf. While detained, she 

said she saw other hijab-clad women being slapped by police, 
and a pile of discarded hijabs. Other reliable sources have 
reported seeing women and high-school aged girls stopped 
while shopping and told to remove their head-coverings. 
Another FSN saw a women shopping in a mall in TunisV wealthy 
northern suburbs stopped by security officials and given the 
choice either to remove the hijab or leave. 


5. (SBU) In mid-September, according to on-line reports, 
security forces began demanding stores remove Fulla Dolls 
from their shelves. Full, a cultural phenomenon in the Arab 
world, is a doll created by a Syrian manufacturer and 
marketed to children of Islamic and Middle-Eastern countries 
as a culturally appropriate alternative to Barbie. One of 

the Fulla\'s prominent characteristics is her hijab. According 
to local merchants, this was the reason they were forced to 
remove the doll from shelves. Poloff spoke with an employee 
at a large shopping mall in Tunis who confirmed that the 
store was \"forbidden by police\" to sell the doll. However, 
some street vendors have reportedly continued to sell the 
doll. 


6. (U) GOT officials have taken the anti-hijab campaign to 
the public in several high-profile speeches. The Minister of 
Religious Affairs has repeatedly characterized the hijab as 
\"sectarian dress,\" and not representative of Tunisia. Ina 
Ramadan event hosted by the ruling party RCD, party Secretary 
General M\'henni, pointing to the prevalence of hijab as a 
threat to women\'s rights, reportedly said, \"If today we 

accept the hijab, tomorrow we\'ll accept that women\'s rights 
to work and vote and receive an education be banned, and 
they\'ll be seen as just a tool for reproduction an 

housework... It is necessary to struggle against such a 
scourge to defend Islam and the rights of existing and future 
Tunisians.\" MVhenniVs comments were carried by the official 
Tunisian Press Agency. In the past few days, the GOT has 
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engaged in a full-fledged press blitz, with presidential 

advisor Abdelaziz Ben Dhia, Religious Affairs Minister 
Boubaker El-Akhzouri and university professors railing 

against the garment, sentiments echoed on the front pages and 
in numerous editorials in every daily newspaper. 


7. (SBU) However, there have been some mixed and confusing 
signals from the GOT on hijab. In a meeting with PolOff, the 
Director General of the Ministry of Religious Affairs spoke 

at great length about \"acceptable headscarfs\" worn 
traditionally in Tunisia (similar to loosely-tied head 

scarves traditionally associated with Russian peasant women) 
and the unacceptable hijab (fully covers the head and hair, 

is tighter to the face, and held in place with a pin). Ina 

recent front page photo accompanying a story of a Ramadan 
Iftar dinner hosted by Ben Ali, all female invitees seated 

near the President and his wife were wearing headscarfs. 
Although two of the headscarves seemed to be what GOT 
interlocutors have referred to as Tunisian-style 

headcovering, one of the women in the photo appeared to be 
wearing the style of headscarf normally referred to as hijab. 
Online commentators have noted that female relatives of 
President Ben Ali publicly wore hijab while traveling to and 
from Mecca for the Hajj. 


8. (SBU) Human rights activists and organizations, including 
the Tunisian Human Rights League and Saida Akremi of the 
International Association for the Support of Political 

Prisoners (AISPP) have refuted the GOT\'s assertion that a ban 
on hijab would protect human rights, saying that by banning 
hijab the GOT has infringed on free expression. Amidst the 
dialectical debate between human rights activists and the 
GOT, Akremi, in February, reportedly filed a lawsuit seeking 
to revoke the 1981 regulation banning hijab in state-run 
institutions. In an interview in Islam Online, reprinted on 

the website \"Protect Hijab\" (www.prohijab.net), Saida Akremi 
highlighted what many Tunisians feel is a growing 
contradiction between the GOT\'s promotion of Islam on one 
hand, and its restriction on hijab on the other: \"The 
implementation of this law (Regulation no. 108) sharply 
conflicts with the Tunisian Constitution, which stipulates 

that Tunisia is an Islamic Country.\" 


9. (C) On the other side of the debate, the secular Tunisian 
Association of Democratic Women (ATFD), a prominent, 
independent women\'s rights organization that has long taken a 
public stance against political Islam, views the hijab as 
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symbolic of the threat that Islamist groups would pose to 
women\'s rights in Tunisia. According to Saida Garrache, 
Secretary General of the ATFD, the GOT, which has a long 
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history of blocking ATFD meetings and harassing its activists 
due to their outspoken political opposition, recently invited 

the ATFD to appear on Tunisian television to speak out 
against the hijab. Garrache told PolOff that although the 
ATFD happens to agree with the GOT on the issue, they would 
not speak out on behalf of the government. 


10. (C) An Embassy FSN (protect) active in the Tunisian Boy 
Scouts Association reported that he was informed by the 
associations head that all board members were invited to a 
meeting on October 18 with other civil society organizations 

to discuss the issue of hijab The meeting is reportedly to 

be hosted at RCD headquarters by Secretary General M\'henni. 
The FSN predicted that M\'henni will give instructions to 
pro-GOT civil society organizations on how to combat the 
prevalence of hijab. 


11. (C) A quick drive around any Tunisian city demonstrates 
that the GOT is losing the war against hijab. The number of 
hijab wearers continues to increase, and although students 
are forbidden to wear the garment on campus, young women 
leaving school can be seen putting their headscarves back on 
as soon as they are outside. While Tunisian officials 

publicly lament the hijab as a potential threat to women\'s 
rights, or as inconsistent with Tunisian tradition and 

culture, in fact the GOT is much more concerned about the 
potential political implications of a more fervently 

religious Tunisian population. The only significant 

political threat to the ruling party RCD in past decades was 
the Islamist Party An-Nahdha, which in 1989 elections won, 
according to various sources, between 15 and 30 percent of 
the vote in legislative elections, before being effectively 
eradicated by the GOT in the early nineties. It is not 
unimaginable that RCD party heavyweights driving around Tunis 
see each scarved head as a potential vote of support for an 
Islamist party. Ironically, Tunisian women, who were the 
bulwark against Islamic extremism under former President 
Bourguiba are now defying the Bourguiba legacy by donning 
hijab. 


12. (C) The GOT thus faces the unenviable task of trying to 
gain the support of a population that increasingly associates 
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with Islamic practices common elsewhere in the Arab world, 
but which have only recently gained prominence in Tunisia, 
while at the same time confronting the potential political 
threat such practices might pose to a secular government. 
Traditionally, President Ben Ali has maintained the balance 
by publicly associating himself with Islam, whether by 
hosting Ramadan dinners, building mosques, or traveling to 
Mecca. However, many Tunisians who see the hijab as an 
essential expression of their dedication to Islam, and who 
are reinforced in such belief by the increasingly dominant 
pan-Arab media, are questioning how the GOT can promote Islam 
and ban hijab. The juxtaposition is even greater as the GOT 
has chosen the holy month of Ramadan for its latest 
anti-hijab campaign. (Similar campaigns occurred under 
Bourguiba and early in Ben Ali\'s administration.) Thus, the 
GOT\'s increased pressure on hijab-wearers may be in fact 
contributing to the phenomenon, as young woman sport the 
garment not just for religious reasons, but as an emblem of 
political protest. As one Tunisian activist quipped: The 
more the GOT cracks down, the more hijabs in the street.\" 
BALLARD 


81834 

PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHMD #2584/01 2861521 

ZNY CCCCC ZZH 

P 131521Z OCT 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC PRIORITY 1013 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEHBO/AMEMBASSY BOGOTA PRIORITY 5027 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 0449 
RUEHBU/AMEMBASSY BUENOS AIRES PRIORITY 0283 
RUEHCV/AMEMBASSY CARACAS PRIORITY 1015 
RUEHGT/AMEMBASSY GUATEMALA PRIORITY 1404 
RUEHLP/AMEMBASSY LA PAZ PRIORITY 1201 
RUEHPE/AMEMBASSY LIMA PRIORITY 1845 
RUEHMN/AMEMBASSY MONTEVIDEO PRIORITY 0976 
RUEHSP/AMEMBASSY PORT OF SPAIN PRIORITY 0169 
RUEHQT/AMEMBASSY QUITO PRIORITY 1267 
RUEHSJ/AMEMBASSY SAN JOSE PRIORITY 0300 
RUEHDG/AMEMBASSY SANTO DOMINGO PRIORITY 0237 
RUEHLA/AMCONSUL BARCELONA PRIORITY 2141 
RUEHUB/USINT HAVANA PRIORITY 0154 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0221","C ONFIDENTIAL SECTION 01 OF 


SIPDIS 
SIPDIS 


WHA FOR HAZEL THOMAS AND LOURDES CUE 


Column 3 


E.O. 12958: DECL: 10/11/2016 

TAGS: PREL, PGOV, SNAR, UNSC, SP, VE 
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Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(C) SUMMARY: Special Coordinator for Venezuela Deborah 
McCarthy met with representatives of the Spanish Foreign 
Ministry and National Security Council on October 4 to 

discuss U.S. policy on Venezuela and Latin America. McCarthy 
also conducted interviews with two Spanish media outlets and 
one Latin American radio station, achieving layered media 
coverage on U.S. concerns in Venezuela. GOS representatives 
shared USG concerns on narco-trafficking, the excesses of 
Chavez rhetoric, and the ongoing clash of ideologies in Latin 
America, but they expressed optimism that the upcoming 
Venezuelan elections would provide a reality check for 

Chavez. MFA DG for Latin America Javier Sandomingo also 
informed McCarthy that the Spanish were seeking to help 
Guatemala\'s UNSC candidacy where possible, including in 
Africa, where Guatemala has almost no representation. END 
SUMMARY. 


//National Security Council// 


2.(C) McCarthy met October 4 with Jose Javier Gomez-Llera 
and Maria Solanas Cardin, advisors to the Spanish National 
Security Council. Gomez-Llera began by mentioning the 
Ecuador elections and told McCarthy that the Spanish have 
seen a lot of money flowing into the Correa campaign from 
Venezuela. He said it was possible that both the Mexican and 
Peruvian governments might comment on this phenomenon. 


3.(C) Gomez-Llera asked McCarthy whether the U.S. had 
considered the possibility of a compromise UNSC candidate 
should Venezuela and Guatemala reach a deadlock. He said 
that the Peruvians might propose Uruguay as such a candidate. 
McCarthy responded that the USG is not discussing it, and 
she outlined the strong case for Guatemala. McCarthy 
acknowledged that GRULAC may eventually need to contemplate a 
third option, and she offered possibilities of Costa Rica, 
Trinidad, the Dominican Republic, or Uruguay. McCarthy also 
said that some OAS countries are truly frustrated with 
Venezuela\'s obstinacy in international fora. She also noted 
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that Chavez performance at UNGA appeared to have tipped some 
nations away from Venezuela. 


4.(C) On the December presidential election in Venezuela, 
Gomez-Llera stated his belief that the opposition\'s chances 
are improving and that Rosales would put forth a good 
showing. McCarthy agreed and stated that the U.S. objective 
is an opposition with the right and the will to participate - 
even if Chavez wins this election - whether in the Parliament 
or purely in civil society for the moment. Solanas Cardin 
stated that this is Spain\'s position as well. McCarthy also 
said that the U.S. is concerned about the potential for 
property seizures and a lack of respect for property rights. 


5. (C) McCarthy also emphasized that the door remains open 
for dialogue with Venezuela, although the GOV has not 
accepted the standing offer for a visit from A/S Shannon. 

She noted that while it would be difficult to characterize 
current bilateral relations as a dialogue, the U.S. believes 

that expanded communication will be possible after the 
elections on matters such as drug trafficking, terrorism, and 
border control. 


6. (C) Gomez-Llera mentioned Bolivia and statements made to 
the GOS by Kirchner and Lula that Chavez really does not 

exert as much influence over Morales as is reported. 

McCarthy noted that Castro has always been the primary 
influence on socialists in Latin America but that Chavez 
certainly has influence with Morales. Gomez-Llera said he 

feels that Brazil should play a more active role in reining 

in Venezuela and noted that Colombia could do little given 
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its long history with Venezuela. On Colombia, McCarthy noted 
that there is concern that some of the enormous quantity of 
AK-47\'s purchased by the GOV might be making their way into 
the hands of the FARC, not through complicity of the GOV but 
through black market forces. 


7.(C) McCarthy offered two final points on Venezuela, 

noting USG concern with the GOV\'s burgeoning relationship 
with Iran and with the potential role of Venezuela in 
post-Castro Cuba. Both Gomez-Llera and Solanas Cardin said 
they thought Cubans would not allow Chavez to assert himself 
in Cuba. They said the Cubans view Chavez as a loyal student 
and practitioner of Castroism abroad, but not as a natural 
successor to Castroism in Cuba. 


8.(C) Gomez-Llera closed the meeting by stating that 
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Europe and Spain are waking up to the puzzle of Latin America 
and have taken it upon themselves to attempt to promote a 
European integration model to Latin America. Following the 
elections in Bolivia and Venezuela, and their adverse impact 
on European economic interests, European policymakers are 
keen to engage more actively in defense of those interests. 


//Director General Sandomingo// 


9.(C) Director General for Iberoamerica Javier Sandomingo 
reiterated many of Gomez-Llera\'s points in his meeting with 
McCarthy later in the day. Sandomingo began by mentioning 
the Latin America Working Group meeting at UNGA and A/S 
ShannonWs proposal for Spain to craft some new assistance 
packages for Latin America on democracy building, poverty and 
education. Sandomingo said that the GOS was looking at the 
idea and would probably produce something concrete in the 
next few months. 


10. (C) Sandomingo then turned to Cuba, stating his belief 
that the transition will be faster and more turbulent than 

the Spanish transition, but that the GOS priority is that it 

not get out of hand. He stated that if Raul Castro was the 

man to ensure such a transition the GOS would accept that. 
Sandomingo also felt that Chavez would have a minimal role in 
post-Castro Cuba. 


11. (C) On Chavez, Sandomingo noted the possibility of a 
surprise in the December election. While he would put most 
of his money on Chavez, Sandomingo said he would at least 
hedge his bet because he feels Rosales will do better than 
expected. He believes a coherent opposition would arise in 
the aftermath of the election. Sandomingo expressed 
reservations about the role for EU observers in the December 
election, noting that Chavez might set such strict conditions 
on the observer missions that it would be impossible for the 
EU to participate. 


12. (C) Sandomingo offered GOS assistance in examining the 
Iran-Venezuela relationship, and he noted that this 

friendship (along with those of Belarus and Russia) would not 
help Chavez at the polls. 


13. (C) McCarthy mentioned the Security Council vote and 
asked Sandomingo if Spain could help Guatemala. Sandomingo 
replied that the Spanish had sat down with Guatemala at UNGA 
to go over the countries where they needed help (reftel). 
Sandomingo said that Spain would try to help in African 
countries where Guatemala has no representation, but he noted 
that Angola and others were almost certain to vote for 
Venezuela. 


Column 3 


14. (U) Special Coordinator McCarthy cleared this report. 


Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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E.O. 12958: DECL: 10/13/2011 
TAGS: PREL, PHUM, UNGA, MO 
SUBJECT: UNGA ISSUES 


REF: A. STATE 16831 
B. STATE 169226 
C. RABAT 01922 


lassified By: Poloff C. J. Lenzen, reasons 1.4 (b) nd (d) 


1. (C) On October 13, Poloff met with Nasser Bourita, 
Director of United Nations and International Organizations, 
in the Ministry of Foreign Affairs (MFA) to discuss the 
issues raised in reftel A and to emphasize the USY denial of 
Venezuela\'s election to the Security Council, reftels A and 
B. 
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2. (C) Iran: The government of Morocco (GOM) thinks that 
countries should have access to nuclear power for peaceful 
purposes, e.g., power production and medical uses, and not 
for weapons, according to Bourita. The GOM is in favor of 
non-proliferation and thinks that Iran has been encouraged by 
North Korea\'s recent test of nuclear weapons to take a 
similar path, Bourita said. From his perspective, North 
Korea thinks it is now in a strong position to neotiate with 
the US and Iran will take advantage f this situation. 
According to Bourita, the GOM i in full agreement with the 
US on Iran. 


3. () Guatemala-Venezuela: The GOM, according to Bouita, 
has been supporting and lobbying for Guatemla to be elected 
to the Security Council seat fo 2007-2008 and not Venezuela. 
Bourita said that resident Chavez\'s speech at the UN has 
turned reresentatives against Venezuela; however, he thinks 
Guatemala must win on the first ballot. 


4. () Iraq: Bourita said that the framework for the raq 
Compact is not as structured nor as specific s the GOM would 
prefer. He also said, however, hat the GOM supports Iraq 
reaching economic selfsufficiency. 


5. (C) Israel/Palestine: The GO shares the same concerns 
as the US regarding Isael/Palestine, according to Bourita. 
He noted tha there has been a loss of support over the last 
hree years for resolutions relating to Israel/Paletine. He 
identified the reasons for this lack o support as: the 
resolutions are all on the sam subjects and are not action 
oriented; the resoluions do not take into consideration new 
developmnts in the region; and, the strategies used to 
dscuss the resolutions are not adequate. 


6. (C) Lebanon: According to Bourita, the GOM is in ful 
agreement with the US on the ¡issues listed in th talking 
points. 


7. (C) Sudan: Bourita sai that the GOM is concerned that 
Sudan becomes a table country again, including the south. 
He also said that it is unclear to the GOM whether the UN is 
talking about a political-military action or a humanitarian 
action regarding Dafur and that a new UN assessment of the 
situation is necessary. 


8. (C) Burma: Bourita raised the issue of why the Burma 
human rights situation should be with the UNSC. He said that 
raising this issue in the security council would raise 

questions in Morocco about UN priorities and necessitate that 
the UNSC debate human rights issues for other regions, e.g., 
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the West Bank and Gaza. 


9. (C) North Korea: Bourita reiterated the GOM\'s 
condemnation of the North Korean nuclear weapon test (reftel 
C). 


10. (C) Human Rights Council: Bourita stated again the 
GOM\'s desire that the Human Rights Council become a strong 
body and that the GOM supports the US. 


11. (C) Cuba: Bourita stated that the GOM understands the 
embargo issue to be a bilateral one between the US and Cuba. 


12. (C) Peace Building Commission: According to Bourita, 
the GOM supports the idea of the commission, but does not 
think that it is defined well. Peace building is different 

than peace keeping as is reconstruction, Bourita said. The 
GOM agrees fully with the US that the commission should not 
duplicate existing structures or evolve into another forum 

for exchanging ideological positions. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: N/A 

TAGS: PREL, KPKO, MASS, AU-1, SO, SU, ET, ER 

SUBJECT: AFRICAN UNION DEPUTY CHAIRPERSON SUPPORTS 
INTERNATIONAL PEACEKEEPERS FOR DARFUR AND SOMALIA 


1. (SBU) SUMMARY. African Union Commission Deputy 
Chairperson Patrick Mazimhaka underscored the need for a 
robust U.N. mandate for peacekeeping in Sudan, noting that 
the AU lacked the resources to sustain an operation in Darfur 
and therefore sought to transfer responsibility to the 
international community. The AU recognized that \"heinous 
crimes\" had occurred in Darfur, and that those responsible 
should be held accountable. In addition to Darfur, 
implementation of the North-South Comprehensive Peace 
Agreement remained a concern. On Somalia, Mazimhaka and 
other senior AU officials urged the immediate lifting of the 

UN Security Council arms embargo on Somalia, to allow 
assistance to be provided to the Transitional Federal 
Government. Deployment of an IGAD peace support mission to 
support the legitimacy of the TFG and its institutions should 

not require the consent of the ICU, and would be the only way 
to ensure that TFG-ICU tensions do not engulf neighboring 
countries in a regional war, Mazimhaka said. END SUMMARY. 


2. (U) On October 13, Charge, DCM, and CUTF-HOA Commander 
Rear Admiral Richard Hunt led Amcit delegation from the NGO, 
\"Business Executives for National Security\" (BENS), in a 
meeting at African Union Headquarters with AU Deputy 
Chairperson Patrick Mazimhaka, AU Conflict Management 
Director El-Ghassim Wane, and other AU Commission officials 
responsible for peace and security issues. Deputy pol-econ 
counselor and CJTF-HOA officers accompanied the U.S. 
delegation. 


3. (SBU) Sudan\'s refusal to allow transition to a UN mission 
in Darfur created a dilemma for the international community, 
and set a \"very bad precedent\" that \"needs to be addressed 
firmly,\" Mazimhaka said. The only option had been to extend 
the current mandate of the AU peacekeeping mission in Darfur 
(AMIS). However, the AU could no longer sustain the mission 
in Sudan, as the AU lacked the resources and capacity to 
conduct an operation envisaged at more than 20,000 troops. 
(NOTE: Current AMIS force strength is approximately 7,000; 
the AU Peace and Security Council has authorized enhancing 
AMIS by adding two additional battalions. END NOTE.) AU 
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withdrawal would result in a \"free-for-all\" between rebels 

and armed groups, further suffering for the population of 
Darfur, and deterioration of relations between Sudan and its 
neighbors. The AU therefore needed to transfer 

responsibility for the peacekeeping mission to the 

international community. A \"robust UN mandate\" was needed in 
Sudan, Mazimhaka said, to ensure that all parties observed 
the Darfur Peace Agreement. The AU\'s intervention in Darfur 
was not intended to be peace enforcement, as the AU lacked 
the capacity to enforce peace in Sudan \"or anywhere else.\" 


4. (SBU) Darfur was a \"tragedy for Africa and humanity,\" 
Mazimhaka said. The situation in Kordofan, not Darfur, 

initially drew international attention; conflicts over 

resources in western and southern Sudan, \"exacerbated by 
ideology,\" had led to the current crisis. AU intervention 

came when rebels openly attacked the government. Rapes, 
destruction, and the systematic displacement of civilians led 
some to characterize the situation as \"genocide.\" While the 
AU had cooperated with the UN commission of inquiry that 
could not conclusively define the situation as genocide, the 

AU nevertheless recognized that \"heinous crimes\" had 
occurred: those responsible should be investigated and held 
before international justice, Mazimhaka said. Numerous UNSC 
resolutions had been adopted holding individuals responsible 
for international crimes. As Sudan was an AU member state, 
the AU had the right to intervene when the population faced 
danger, \"but it is extremely difficult wnen a member state 
refuses to cooperate with us.\" The AU had little leverage on 
Sudan, other than suspending Sudan\'s membership in the AU or 
endorsing UN sanctions on the Government of Sudan (GOS) or on 
Sudanese individuals. The international community needed 
deeper engagement with Sudan, Mazimhaka said. 


5. (SBU) Asked whether China was obstructing international 
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pressure on Sudan, Mazimhaka noted that both Russia and China 
had abstained on UNSCR 1706. He said the Russian foreign 
minister had explained to AU principals that Russia\'s 

abstention had been intended to give Sudan an opportunity to 
accept UN deployment. China derived economic benefits from 
both Sudan and Chad, Mazimhaka said, noting that Chad now 
recognized China rather than Taiwan. 
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6. (SBU) Questioned about North-South relations in Sudan, 
Mazimhaka said enthusiasm for the Government of Southern 
Sudan (GoSS) had waned over recent years. The GoSS had 
strayed from the vision of John Garang, he said, by 
disagreeing on the implementation of the North-South 
Comprehensive Peace Agreement (CPA), establishing a parallel 
cabinet rather than accept the structure of the national 
government, and by disagreeing on Darfur. Salva Kiir spent 
most of his time in Juba as GoSS President, rather than as 
vice president of the government of national unity, Mazimhaka 
noted. Integration of armed forces had slowed, and 

resolution of border conflicts remained dormant. The GoSS 
was preparing to consolidate its gains and ultimately to 
secede, he said. 


7. (SBU) AU Commission Conflict Management Director 
El-Ghassim Wane underscored that while the international 
community focused on Darfur, the CPA still needed to be 
implemented. Unresolved North-south issues included those 
related to oil, as well as the GOS rejection of the July 2005 
Abyei Boundary Commission\'s ruling. Different positions on 
Darfur further strained relations between the GOS and the 
SPLM. Southern Sudan endorsing independence through a 
referendum would not be good for either Sudan or Africa, Wane 
said. 


8. (SBU) The situation in Somalia requires immediate, urgent 
attention, Mazimhaka said. He affirmed the legitimacy of 
SomaliaWs Transitional Federal Government (TFG), which 
resulted from international negotiations, and noted that the 
Union of Islamic Courts (UIC) had not been party to those 
talks. The African Union recognized the Transitional Federal 
Institutions (TFIs) as a step toward representational 
government, he said. Mazimhaka warned that failure to 
resolve conflict between the TFG and the ICU would inevitably 
result in a regional war, with a projected 75,000 refugees 
fleeing to Kenya, Somaliland, and Ethiopia. Mazimhaka said 
the AU believed that the ICU not only sought the military 
overthrow of the TFG, but also espoused Somali dictator Siad 
Barre\'s concept of a \"Greater Somalia.\" \"Somalia\'s 
neighbors--Kenya, Ethiopia, Somaliland, and Djibouti--would 
get not only refugees, but war as well," Mazimhaka said. A 
further concern, he said, was that while Siad Barre had 
espoused a secular revolutionary government, the ICU sought a 
religious revolutionary government. 


9. (SBU) Observing that failure to act now could lead to 
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possible war in the Horn of Africa, Charge asked what 
immediate steps could be taken to stop conflict in Ethiopia, 
Somalia, and Kenya. AU Commission Peace and Security 
Director Geoffrey Mugumya responded that while some nations 
had a strategic interest in Somalia\'s stability, others 

sought SomaliaWs instability. Charge observed that 

instability served no country's interests: stability in 

Somalia would better enable Ethiopia to address its internal 
situation, but now OLF and ONLF insurgents used Somalia for 
operations against Ethiopia. 


10. (SBU) Continuing contacts between the TFG and ICU was 
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important, Mazimhaka said, but one needed the will and 
resources to resist the advance of the Islamic Courts. If 

the ICU believed it enjoyed greater popular support, it 

should compete against the TFG in popular elections, he said. 
Rear Admiral Hunt noted that a third round of Khartoum talks 
between the TFG and ICU may not yield satisfactory results, 
if appropriate leaders did not attend. Mazimhaka noted that 
the ICU had immediately dismissed its representative after 
the first round of talks. Hawiye supporters of the ICU 
strongly resented TFG President Yusuf; so long as the ICU 
believed it could achieve its aims through war, it would not 
negotiate in good faith, he added. 


11. (SBU) Questioned about reported arms shipments to the ICU 
from jihadists in Saudi Arabia, Libya, and Iran, Mazimhaka 
said that while the source of such arms was unknown, the AU 
had evidence of arms \"coming through one of our member 
states.\" \"We know that most of the arms here come through 
Eritrea,\" he declared. Director Wane observed that the UN 
monitoring group\'s report highlighted violations of the arms 
embargo by several countries, including Eritrea. 

Wane appealed for the UN Security Council to lift the arms 
embargo imposed on Somalia since January 1992, or at least 
provide an exemption for those assisting the TFG. By failing 
to distinguish between those supporting legitimate authority 
and those supporting the ICU, the arms embargo was 
\"counter-productive to our efforts to establish a 

transitional government,\" he said. Mazimhaka observed that 
the arms embargo was intended for Somali warlords, not 
international peacekeepers. As the ICU already controlled 

all the ports of Somalia, one could not limit arms shipments, 
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especially through Eritrea, Yemen, or the Indian Ocean. 


12. (SBU) IGADVs proposal to deploy a peace support mission 
in Somalia (IGASOM) was \"the only way to prevent the spread 
of war to neighbors,\" Mazimhaka said. If the UN Security 
Council endorsed such a mission, then the arms embargo would 
not apply, he added, as it would be an UNSC-mandated 
peacekeeping operation. In addition to IGAD member states, 
the AU needed to consider other potential troop contributing 
countries, in order to generate more capable forces, \" 
Mazimhaka said. A peacekeeping operation did not require the 
consent of all parties, Mazimhaka observed, and it was \"not 
an acceptable position\" for \"a belligerent\" like the ICU to 
require consent. International law required only the 

consensus of the TFG, he said, whose legitimacy was 
recognized by both the AU and the international community. 


13. (SBU) Somalia\'s transitional federal institutions 

resulted from the Somali national reconciliation conference 

in Kenya, but faced both regional and internal obstacles, 
according to AU Peace and Security Council (PSC) Secretary 
Dr. A.M. Kambudzi. At the international level, failure to 
resolve the Ethiopia-Eritrea border dispute exacerbated 
tensions within Somalia, he said, as did indeterminate 
borders between Ethiopia and Somalia, and between Somalia and 
Kenya. Within the region, there was also \"no spirit of good 
neighborliness\" in the Horn of Africa. Internally, domestic 
Somali political culture was one of clans, rather than 

political groups and parties. 


14. (SBU) Conflict Management Director Wane underscored the 
need to promote regional integration, as well as a regional 
approach to conflict resolution, involving the AU, EU, and 

IGAD. International efforts to address localized conflicts 
(Ethiopia-Eritrea, Somalia, North-South Sudan, Darfur) often 
considered such conflicts in isolation from others. For 
example, while the United States focused on addressing the 
Ethiopia-Eritrea border dispute, he said, Eritrea was 

supporting rebels in Darfur. Ensuring that landlocked 

Ethiopia had access to the sea would resolve many security 
issues, Wane said. Asked whether greater U.S. engagement in 
Somalia could have the unwanted effect of attracting 

additional negative elements, Mazimhaka noted the importance 
of U.S. supporting regional efforts by the AU and EU, and 
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building consensus with actors ranging from Horn of Africa 
countries to China. Mazimhaka decried the \"high level of 
intimidation\" by countries in the Horn of Africa, intended to 
block such consensus. The U.S. could also use its influence 
among League of Arab States members. 


15. (SBU) COMMENT: Mazimhaka, the second-highest ranking 
official in the AU Commission, has previously expressed 

strong support for UN and even NATO involvement in Darfur, 
but his observations do not necessarily reflect the consensus 

of AU member states or members of the AU Peace and Security 
Council. As for Somalia, his comments reflect a consensus 
among several senior AU officials responsible for 

international security issues that immediate action is needed 

to prevent the Somalia conflict from engulfing its neighbors 

in a regional war. END COMMENT. 
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PORT AU PR 00001960 001.2 OF 002 


(SBU) 1. Summary: Post met with representatives of the two 
U.S. oil companies operating in Haiti, ExxonMobil (operates 

as Esso) and Chevron (operates as Texaco), following 
President Rene Preval\'s September 27 announcement of GOH 
intentions to import 100 percent of Haiti\'s fuel demand from 
Petrocaribe (reftel). Though representatives of both 
companies were shocked by the announcement, ExxonMobil 
representatives expressed strong reservations, whereas Texaco 
representatives had a more passive response, stating that 

they would go along with it if the playing field was level 

for all of the oil companies in Haiti. Neither company has 
informed the government of their concerns with the proposal 

to supply all of Haiti\'s fuel through Petrocaribe. Post 
encouraged the two companies to do so. Despite the 
Ambassador\'s numerous attempts to discuss (and discourage) 
GOH intentions to move forward with the Petrocaribe 
agreement, the GOH insists the agreement, implemented in 
full, will result in a net gain for Haiti. GOH officials 

recognize their limited capacity -- to manage, import, 

supply, transport and distribute -- all of Haiti\'s fuel, but 

hope to implement the preferential payment plan while leaving 
the logistics to the private companies. End Summary. 


(SBU) 2. Both companies were shocked by the government\'s 
intentions to import 100 percent of Haiti\'s fuel from 
Petrocaribe. ExxonMobil representatives speculated that 
perhaps Venezuela said that it could meet 100 percent of 
Haiti\'s fuel demand and that the GOH is simply exploring 
whether or not it could manage and control that much 
petroleum (about 11,000 barrels per day), despite its limited 
capacity. ExxonMobil and Chevron reps said that the GOH 
knows nothing about the supply side of petroleum, and that 
clearly a lack of information on the government\'s part 
motivated their most recent declaration. They argue that if 
the GOH understood what it took to supply petroleum to Haiti, 
it would know better than to disrupt the process and that if 

the GOH had any technical expertise it would not need to ask 
for the participation of the oil companies. Both companies 
also noted that President Preval does not want to discuss the 
details of the agreement and has remained ambiguous about his 
intentions. 


(SBU) 3. Chevron and ExxonMobil representatives have not 
openly expressed their reservations to the government. 
Following Preval\'s September 27 meeting with all four oil 
companies (ExxonMobil, Chevron, Total, and Dinasa), the oil 
industry association (Association des Professionals du 
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Petrole -- APP) received an invitation to meet with 
representatives of the Venezuelan oil company who were in 
Haiti. All four companies refused to attend. Also, the 
companies received letters separately requesting information 
on importation and distribution from the GOH on October 9. 
So far, no one has responded. 


(SBU) 4. The representatives also noted (in separate 
meetings) that a Cuban transport company, Transalba, will 
ship the petroleum from Venezuela to Haiti, and that as U.S. 
companies, they would not be allowed to work directly with 
the Cuban vessel. Also, they said that the first and only 
shipment of Petrocaribe fuel, which arrived May 14, would 
never have passed their inspections -- because of the type of 
ship and because it was uninsured. ExxonMobil also gave 
examples of the difficulties it would have with working with 
Petrocaribe due to Exxon\'s high standard of quality and 
necessary product inspections. (Note: ExxonMobil and Chevron 
are responsible for 45 percent of total fuel demand in Haiti, 
12 percent and 33 percent respectively. Chevron is the sole 
supplier of the airline industry (they have a station right 

next to the airport), which accounts for about three percent 
of total demand. End note.) 


(SBU) 5. Comment: Ambassador has discussed Petrocaribe with 
a number of GOH officials, including President Preval and his 
two closest advisors, Bob Manuel and Gabriel Verret. Though 
they usually agree with the AmbassadorYs numerous and valid 
points (from specific logistical complications to the larger 
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negative message that this would send to the international 
community at a time when the GOH is trying to increase 
foreign investment), they argue that the economic benefits to 
Haiti are too good to miss. In fact, the President 

attributes the Ambassador\'s concern to the political impasse 
between the U.S. and Venezuela. It is clear that President 
Preval and his inner circle are seduced by the payment plan 
for Petrocaribe fuel (by which the government pays for 60 
percent over a 90 day period and 40 percent over a period of 
25 years at a one to two percent interest rate). The Embassy 
will continue to discuss Petrocaribe with GOH official and 
the industry representatives. 

SANDERSON 
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E.O. 12958: DECL: 10/12/2016 
TAGS: ENRG, EPET, PREL, LH, RS, PO 
SUBJECT: POLAND WAITING FOR ANSWERS ON MAZEIKIU FIRE 


REF: VILNIUS 944 AND PREVIOUS 
Classified By: ACTING DCM RICHARD RORVIG, REASONS 1.4 B AND D 


1. (C) Cezary Filipowicz, PKN Orlen (PKNO) Deputy President 
told Deputy Econ Counselor that while he can\'t say with 100 
percent certainty that the PKNO purchase of Mazeikiu Nafta 
oil refinery (MN) will proceed following the October 12 fire, 

it is PKNO\'s intention to complete the purchase. A team of 
PKNO officials is on its way to Lithuania to participate as 
observers in the investigative commission formed to study the 
impact of the fire on the plant. A final decision on the 
purchase will be made by PKNO after the investigation is 
completed. Filipowicz did not comment on whether the event 
was an accident, preferring to wait for the investigation to 
conclude. 


2. (C) Filipowicz explained that PKNO\'s major concern is 
the destroyed vacuum column. There are three scenarios for 
its replacement. The most optimistic is that a spare column 
that has not been used at MN in the last eight years but is 

in good shape could be used, which would put the column into 
operation in three to four weeks. The next alternative is to 
purchase a spare unit in Russia, which Filipowicz said would 
take three to four months to buy and install but could be 
problematic given PKNO\'s troubled relations with Russia. 
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Least attractive is ordering and building a new column, a 
process that could take until next June. 


3. (C) By contrast, Krzysztof Rogala of the Office of 
Diversification of the Ministry of Economy was adamant in his 
opinion that the MN fire was not an accident. As proof, he 
commented that the Deputy Chair of the Russian Duma\'s 
International Affairs Committee Kuznetzov had a meeting 
scheduled with Polish Minister of Economy Wozniak on October 
13 which was cancelled abruptly on October 11, the day before 
the fire. He said Kuznetzov\'s comments to the Lithuanian 
press that Lithuania made a mistake selling the refinery to 
PKNO support this theory. In addition, MN\'s President Nelson 
English was in Venezuela to sign a new oil supply contract on 
October 13 and had to fly back to deal with the fire rather 

than sign the deal. Finally, Rogala contended that Polish 
experts believe the column collapsed too quickly to be an 
accident. 


4. (C) Rogala was less optimistic that PKNO would finalize 
the deal for the plant. He noted that the investigation 

would need to determine whether or not the fire was an 
accident, and that the insurance company would not be likely 
to make a payment to MN if the event was not an accident. 
Difficulties on compensation could delay or derail the 
transaction. (Note: The Ministry of Economy has a knee-jerk 
anti-Russian reaction that is exemplified by Rogala\'s 
analysis. End Note.) 


5. (C) Comment: The Polish press carried articles on the 
Mazeikiu refinery fire in their business sections, 

highlighting Russian opposition to PKN Orlen\'s purchase and 
questioning whether the fire was truly an accident. PKN 
Orlen and GOP officials have been more measured in their 
comments. Filipowicz\'s assessment that the investigation 
should proceed and that PKN Orlen intends to go ahead with 
the transaction is likely to prevail barring unforseen 

results from the investigation. We will continue to follow 
Polish reaction to the fire, but still believe that PKN Orlen 

will complete the purchase which is an important strategic 
goal for the company. 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, PREL, KCRM, SNAR, ECON, ETRD, PA 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE, OCTOBER 7 
- 13, 2006 


1. (U) SUMMARY 


-- Remittances Hit USD 650 Million 

-- Paraguayan Export Share to US the Lowest in the Region 
-- SENAD Money Approved 

-- Paraguay\'s Securities Exchange Growing 


REMITTANCES HIT USD 650 MILLION 


2. (U) The InterAmerican Development Bank (IDB) announced 
this week that Paraguay will receive USD 650 million in 
remittances for 2006, or roughly 8 percent of GDP. 
Seventy-five (75) percent of these remittances are sent from 
Paraguayans living in Europe (principally Spain, France and 
Italy) and Argentina, with 15 percent coming from the United 
States. While IDBVs survey showed that Paraguayans, like 
many remittance receivers throughout the region, use the 
money to meet basic family needs, it indicated that 
remittances in Paraguay are used more frequently for savings 
and investment (e.g. starting a business) than is the case in 
other countries. Despite Paraguay,s clear persistent 

poverty, survey results also suggested more optimism here, 
with half of the respondents indicating their family,s 

economic situation was either \"excellent or good" (or maybe 
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Paraguayans just have a lower standard for what is an 
acceptable economic situation). In Peru and Bolivia, by 
comparison, only 15 percent of respondents were satisfied 
with their economic situations in similar IDB surveys. 


PARAGUAYAN EXPORT SHARE TO US THE LOWEST IN THE REGION 


3. (U) According to data from the UN\'s Economic Commission 
for Latin American and the Caribbean (ECLAC), Paraguay,s 
exports to the US as a share of total exports were the 

region,s lowest in 2005 at 3.2 percent. Only Cuba, with 

zero exports, was lower. The data, reported by a local 
newspaper, considered CARICOM countries as a unit. 
Paraguay,s 2005 exports to the US amounted to approximately 
USD 54 million. Products exported to the US included organic 
sugar, wood moldings, and other non-traditional export 
products. In 2005, Paraguay ran a negative trade balance 
with the US of USD 774 million, while its worldwide trade 
balance was a negative USD 1.564 billion. 


SENAD MONEY APPROVED 


4. (SBU) The Paraguayan Senate approved October 12 
supplementary funding for the hiring of 50 new anti-drug 
(SENAD) agents. This decision will allow SENAD to deploy 
upwards of 25 agents to its new (INL and DEA supported) 
office in Pedro Juan Cabellero. lt also creates a basis upon 
which SENAD can ask for more funds in its 2007 budget. 
Opposition Senators told the press it would be a mistake to 
conclude their approval of supplementary funding for some 15 
items on the President\'s list (including the SENAD agents) 
signals a reconciliation with the Duarte administration. 

Rather, they maintained the decision devolved from their 
commitment to SENAD as one of the most effective institutions 
in the country and their concern that if they broke out 

funding for SENAD from the package it would have had to go 
back to the House of Deputies for a lengthy, potentially 
problematic reconsideration process. 


PARAGUAY,S SECURITIES EXCHANGE GROWING 


5. (U) Paraguay,s securities exchange, BVPASA, inaugurated 
new facilities and celebrated its 13th anniversary on October 
11. The Inter-American Development Bank (IDB) donated USD 
80,000 to the exchange so it could purchase the software for 

a trading system used in Argentina. The grant supports the 
IDB,s business climate objectives in Paraguay. As of 
end-2005, BVPASA had 54 listed companies with a total market 
capitalization of about USD 272 million. Most trading 

involves fixed income securities, though, which total about 

US 617,000 in local currency securities and USD 11.2 million 
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in dollar-denominated securities. While a tiny market, it 

has been growing rapidly: its owners, the IDB and the 
securities regulator hope the market will gain greater 
acceptance and provide an effective source of financing for 
Paraguay,s business sector. BVPASA has entered into a 
cooperated agreement with the futures exchange in Rosario, 
Argentina, and eventually plans to offer trading in futures 
and other derivatives. 
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SUBJECT: ITALIANS WANT TO CONTACT GROUP DISCUSSION ON 
SERBIAN SAA TALKS 

ROME 00002871 001.2 OF 002 

Classified By: Classified by Gabriel Escobar, Political Officer, for re 
asons 1.4 (b) and (d). 


1. (C) Summary. Serbian president Boris Tadic visited Rome 
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on October 10 and 11 to meet with Italian President 

Napolitano, PM Prodi, FM DVAlema, and MOD Parisi. Tadic 
expressed his hope that Serbia could become part of PfP, the 
EU and eventually NATO but noted that Serbia had experienced 
significant problems that had weakened the pro-Western 
democratic government. On Kosovo, he noted that his 
institutional role requies him to do everything 

democratically possible to keep Kosovo within the territorial 
boundaries of Serbia, privately, he acknowledged that Kosovo 
may soon become independent. Tadic noted that although ICTY 
conditionality is preventing the reopening of SAA talks, he 

urged Italian support for reopening the discussions prior to 

the December elections in Serbia. For their part, the 

Italians expressed support for Serbian membership in the key 
Euro-Atlantic institutions but stressed that Serbian 

compliance with the ICTY and constructive engagement on 
solving the Kosovo status issue would be an important factor 

in determining international support for Serbian integration. 


2. (C) Summary, con\'t. After the visit, Italian MFA officials 
expressed a strong desire to discuss with other Contact Group 
nations the possibility of reopening SAA talks in order to 
strengthen the position of the DS and Tadic before the 
elections with the understanding that SAA talks would include 
a clause prohibiting further integration without clear 
indications of moves to arrest Mladic after the elections. 

The GOI believes that while the current Serbian government 
has proven to be weak, vulnerable to attacks from the right, 
and divided, the situation could get even worse. The GOI 
intends to raise this issue at the next Contact Group meeting 
and will lobby other CG nations, particularly the US, to find 

a way to support Tadic and the DS going into the next 
elections. End summary. 


KOSOVO: TADIC WILL NOT BE AN OBSTACLE 


3. (C) Serbian president Tadic\'s visit to Rome on October 10 
and 11 focused on gaining support for Serbian integration 
into the EU, PfP and eventually NATO and support. The GOI 
told Tadic that Italy supports Serbian integration but ICTY 
compliance and positive engagement on Kosovo would be 
important in determining the pace of integration. Tadic told 
FM D\'Alema that his institutional role requires him to do 
everything democratically possible to keep Kosovo as a part 
of Serbia. Privately, he understood the reality of the 

political situation. He hinted that he would not be an 
obstacle to the international community\'s efforts to bring 
stability to the region - even if it included some form of 
independence for Kosovo. In fact, in his private and public 


Column 3 

statements, Tadic did not argue against Kosovar independence, 
but rather argued that the timing could affect the stability 

of the government. 


GETTING PAST ICTY: KEY TO SERBIA\'S FUTURE 


4. (C) Tadic told DVAlema and Prodi that only positive 
movement in the direction of European integration could help 
the democratic forces of Serbia win with enough parliamentary 
seats to make the necessary reforms and take real steps 
toward ICTY compliance. In fact in his meeting with DVAlema, 
Tadic hinted that SAA talks would strengthen the DS more than 
any other party. A strong DS presence in the next government 
would be crucial in taking the difficult and necessary steps 
toward finding, arresting and transferring Ratko Mladic to 

the ICTY. Tadic argued that economic integration and 

political recognition of Serbia\'s path to Europe were 

important to his supporters and to the majority of the 

Serbian public. In a telling exchange during an otherwise 
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positive address to a Serbian-ltalian crowd at the Serbian 
Embassy on October 10, Tadic was confronted by members of the 
Serbian expatriate community over the difficulty Serbian 

citizens experience in obtaining visas to EU countries. 


5.(C) Comment: The Italians purposely gave Tadic a 
high-level, public reception and publicly indicated support 

for Serbian integration into the EU and PfP. They were 
careful, however, not to send any messages to indicate any 
cracks in Contact Group solidarity. After the visit, 

however, newly appointed MFA DG for European Affairs (and 
former Italian candidate for the position of High 
Representative in Bosnia) Laura Mirachian and MFA Balkans 
office director Raimondo De Cardona expressed a desire to 
raise the issue of restarting SAA talks with Serbia before 

the elections in order to strengthen those forces which are 
more likely to make the right choices for Serbia. De Cardona 
went even further, noting that the GOI not only wanted to 
help support the DS/DSS coalition in its campaign against the 
SRS, but it actually wanted to help the DS in its 

relationship with the DSS. 


6. (C) Comment, con\'t. The GOI believes that helping support 
the democratic parties in Serbia can only be done through 
restarting SAA talks. No other incentive can be implemented 
quickly enough. The GOI acknowledges that Serbia has made 
very little progress on its ICTY Action Plan, but believes 
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that the key to ICTY compliance depends on a strong, 
democratic government - and not one that continues to be 
weak, divided and dependent on support from the SPS. 
Additionally, the GOI believes that basing decisions on 
Euro-Atlantic integration entirely on the determinations of 
ICTY Chief Prosecutor Carla Del Ponte effectively ties the 
hands of the Contact Group during a crucial period for the 
development of the region. Instead, the Italians argue that 
Del Ponte\'s report should be one of the most important 
criteria in determining integration, just not necessarily the 
first. 

SPOGLI 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PARM, KNNP, MNUG, ETTC, CH, IR, IT 

SUBJECT: NIAG 6136: ITALIANS PLEDGE FURTHER COOPERATION IN 
STOPPING SHIPMENT TO IRANIAN NUCLEAR PROGRAM 


REF: A. STATE 170192 
B. BEIJING 21331 


Classified By: Ecmin Thomas L. Delare for reasons 1.4 (b) and (d) 


1. (S/NF) Summary: Ecmin delivered Ref A talking points 
October 13 to Guilio Terzi, MFA Director General for 
Multilateral Political Affairs and Human Rights. Terzi 

pledged continued GOI support for our efforts to halt exports 
related to Iranian development of WMD, and said he would ask 
the Ministry of Foreign Trade to contact DeLonghi, 
Climaveneta\'s parent company, to inform them of the possible 
sanctions repercussions of going forward with the export of 
chillers to lran. Ecmin was accompanied on his call by 
Rebecca Fabrizi from the British Embassy in Rome. End 
summary. 
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2. (S/NF) Ecmin began by noting the urgency of this case due 
to the possible payment for the chillers this week and their 
shipment to Iran as early as the week of October 16. 
Expressing hope this shipment can be stopped, Ecmin noted 
that if the shipment goes forward, DeLonghi and its 
subsidiaries, including Climaveneta and Climaveneta Chatunion 
Refrigeration Shanghai, could be subject to sanctions under 
the Iran and Syria Nonproliferation Act (ISLA) and Executive 
Order 12938. (Note: Climaveneta Chatunion Refrigeration 
Shanghai is a joint venture between DeLonghi -- through its 
subsidiary, Climaveneta -- and Chinese interests. End note.) 


3. (S/NF) In response, Terzi flagged the positive and 
\"intense\" relationship between the United States and Italy at 
all levels of government. He stated that cooperation in 
nonproliferation issues is a critical aspect of the bilateral 
relationship and that the GOI is \"fully committed" to 
cooperating with the USG on nonproliferation issues. He 
stated that Italy is trying to \"generate influence in the 

Iranian decision making process\" through trade ties with Iran 
and a political dialogue \"at all levels.\" Nevertheless, 

Terzi said, Italy is committed to impeding development of 
Iran\'s military nuclear program, and supports a resolution at 
the UN Security Council to sanction Iran\'s defiance of the 
international community by continuing to enrich nuclear 
material. 


4. (S/NF) Terzi detailed GOI efforts to stop the export of 
chillers to lran, including the denial of an export license 

in July 2006 and circulation of a \"Notice of Denial\" among 
Nuclear Suppliers Group (NSG) members, including China, in 
September. He said that he was not aware of the possible 
sanctions against Climaveneta Chatunion Refrigeration 
Shanghai, Climaveneta, and DeLonghi, and observed that to a 
businessman, being excluded from the U.S. market was a 
compelling reason to stop the export. 


5. (S/NF) In addition to Ref A talking points, Ecmin passed 
to Terzi a copy of a fax Embassy Rome received from 
Climaveneta on September 13. Climaveneta contacted the 
Embassy after the GOI denied a license for the export to Iran 
of chillers manufactured in Italy. Climaveneta explained 
they were told the export license application was denied 
based on information received from the USG. In its fax, the 
company provided details of the proposed transaction and 
stated that Wwe ensure our full support to the U.S. 
authorities in anything which may be of help, in the meantime 
we will not deliver any of such units, even if this is 

creating to us a considerable loss.\" Terzi was taken aback 
that Climaveneta was still pursuing the sale after the GOI\'s 
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denial of Climaveneta\'s export license application in July, 
and said he would ask the Ministry of Foreign Trade to 
follow-up with the company immediately. 
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E.O. 12958: DECL: 09/21/2016 
TAGS: MARR, MASS, PARM, VE, PREL, OTRA, IT 
SUBJECT: ITALY DISCUSSING TIGHTENING OF VENEZUELA ARMS SALES 


REF: A. STATE 155336 
B. ROME 2032 


Classified By: Acting Political Minister Counselor Jonathan R. Cohen fo 
r reasons 1.4 (b) and (d). 


1. (C) Summary. Poloff met with Francesco Talo, MFA South 
America Office Director, and Paolo Campanini, South America 
Office, September 21 to inform Italy of the U.S. arms 

transfer policy to Venezuela, per Ref A, urging Italy to 

adopt similar measures. Talo noted that arms sales to 
Venezuela were the subject of internal GOI discussions, that 
Italy was in close consultation with the United States on 

this subject, and that the already-restrictive Italian arms 
transfer policy would be tightened further. Finmeccanica 
effectively represented one hundred percent of the Italian 
industrial audience with regard to these measures, according 
to Talo. Laura Aghilarre from the MFAYs Non-Proliferation 
Office echoed Talo\'s comments and said the GOI may use the 
legal basis that blocks transfers to North Korea to 

accomplish the same with Venezuela. End Summary. 


2. (C) Arms sales to Venezuela had been a subject of intense 
internal discussion in Italy, according to Talo. He noted 
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that the GOI was taking a closer look at small arms because 
of their potential to destabilize the balance of power, the 
possibility they could be diverted to Colombia, and their 

role in facilitating criminal activity. While a large 

increase in the number of small arms could present a serious 
problem, Talo reported that the Italian Ambassador in 
Caracas, in consultation with EU and G8 countries, had gotten 
the sense there was no real danger of a serious weapons 
imbalance in the region. However, Talo noted, the current 
trend was disturbing. 


3. (C) The GOI had also held confidential discussions with 
industry representatives, most importantly with Finmeccanica, 
according to Talo. Finmeccanica, he said, effectively 
amounted to one hundred percent of the current and future 
audience on this issue. Talo reported that Finmeccanica had 
told the MFA confidentially they had revised their internal 
code of conduct to an even higher standard than the GOI\'s. 
For Finmeccanica, the issue came down to economics, Talo 
said, with lucrative aircraft deals with the United 
States--which the Italian company did not want to 
jeopardize--hanging in the balance. (Note: Finmeccanica 
recently decided against selling naval guns to Venezuela for 
patrol vessels after consulting with the Embassy, as reported 
in Ref B. End note.) 


4. (C) Although Italian companies had not been feeling a lot 

of pressure from Venezuela, Talo speculated that Caracas 

might become more demanding, especially in cases where a deal 
had already been concluded. While Talo was not aware of any 
recent Italian arms activity with Venezuela, he stressed that 

the GOI was studying the situation with a lot of concern, and 
would consider the points in Ref A. 


5. (C) On September 27, Poloff delivered Ref A demarche to 
Laura Aghilarre, MFA Non-Proliferation Office. She 
underscored that Italy would not authorize the sale of 
US-origin parts to Venezuela as a matter of course and that 
bilateral business with Venezuela is already extremely 
limited. Aghilarre said that the GOI would nevertheless take 
a harder look at ways to block future military transactions 
with Venezuela. She speculated that the GOI could borrow 
legal language from the ban on military transfers to North 
Korea to stop similar transactions with Venezuela. She 
requested (and Poloff subsequently furnished) more 
information on the legal authority for US sanctions on 
Venezuela. 
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E.O. 12958: N/A 
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SUBJECT: MEDIA WRAP-UP: DPRKYS NUCLEAR TEST, UNEASE WITH RUSSIA AND 
CLIMATE CHANGE. OCTOBER 13, 2006 


PARIS 00006785 001.2 OF 002 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Three major stories emerged this week: North Korea\'s 
nuclear test, fallout and international reactions to the slaying of 
Russian journalist Anna Politkovskaya and western criticism of 

Putin\'s regime, and commentary on Al Gore\'s documentary film on 
climate change. French media unequivocally saw the DPRK\'s nuclear 
test as a symptom of Western diplomatic failure and warned of the 
dangers of nuclear proliferation. (Note: North Korea is also set 

to dominate discussion on upcoming weekend (10/14-15) talk shows. 
End Note.) In commentaries denouncing the murder of Russian human 
rights activist and journalist Anna Politkovskaya, French media 

decried the West\'s complacency vis-a-vis Putin. France\'s position 

on the Kyoto Protocol and previous criticism of the U.S. as the 
\"world\'s number one polluter\" served as the background for positive 
portrayals of former Vice President Al Gore\'s 

political/environmental documentary. End Summary. 


DPRK\'S NUCLEAR TEST -- WEST STYMIED 
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2. (SBU) With the Iranian nuclear crisis still very much unresolved, 
French media were quick to fault the six-way talks, describing the 
current crisis as a \"setback for the U.S. President" a \"diplomatic 
fiascoW for China and a \"major slap in the face for the West in 
general.\" Right-of-center Le Figaro\'s editorial suggested that 

North Korea\'s test would serve as a \"green light" for Tehran, while 
left-wing Liberation asked, \"After North Korea, Iran?\" Researcher 
Therese Delpeche argued in right-of-center Le Figaro that \"instead 
of one nuclear crisis we now have two.\" At the start of the week, 
left-of-center Le Monde mused skeptically that China could resolve 
its dilemma only by imposing sanctions on its \"principal ally,\" but 
modified its editorial line over the course of the week to 

acknowledge that Beijing was \"ready to sanctionW Pyongyang. Most 
commentators agreed that, because North Korea was already so 
isolated, \"imposing sanctions would be ineffective.\" Nevertheless, 
government-run FR2 television sympathetically described the U.S. as 
seeking \"sanctions that would hurt, really hurt.\" The more 
pessimistic among the commentators declared that non-proliferation 
\"had failed,\" raising concerns of a \"worldwide network of nuclear 
dissemination\" through a \"domino effect.\" Reports uniformly faulted 
North Korea for its \"megalomania\" while suggesting that its message 
\"may be one more call for a dialogue with the U.S. Catholic La 
Croix reported that \"France\'s entire political class condemned the 
test, albeit in different words.\" 


3. (SBU) French media outlets used the occasion of Russian human 
rights activist and journalist Anna Politkovskaya\'s murder to pen a 
number of opinion pieces asking \"whether her death was politically 
motivated\" and pointedly criticizing Putin\'s regime. 

Right-of-center Le Figaro described Politkovskaya as \"Russia\'s 
conscience\" while left-of center Le Monde asked whether \"her death 
would serve as a wake up call for European leaders.\" Commentators 
and political leaders spoke out against \"Putin\'s public relations\" 
campaign during the recent July G-8 summit in St. Petersburg. 
Parliamentarian Pierre Lellouche (UMP) criticized \"France\'s 
benevolence towards Russia, an aggressive and hostile nation.\" 
Left-wing Liberation intoned that \"although Putin may have been a 
mere spectator, he was responsible for setting the stage for 
[Russia\'s] \'theatre of crime WM" 


4. (SBU) French media insisted that Putin\'s visit to Germany, 

originally scheduled to discuss energy cooperation issues, took ona 
\"more political turn" because of the Russian journalists murder. 
French media linked Politkovskaya\'s murder to ongoing concerns about 
Russia\'s \"state-run capitalism,\" especially in regard to energy 
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issues. Editorials linked Russian attempts to renegotiate drilling 
licenses previously issued to European oil companies operating in 
Russia, the controversial pipeline crossing Iran and the Middle 
East, as well as the Russian purchases shares in EADS, the parent 
company of Airbus to concerns about rule-of-law in Putin\'s Russia. 
Right-of-center economic daily Les Echos characterized Putin\'s 
efforts as \"seeking to implement a completely asymmetric economic 
relationship with Europe. \"France cannot just have trade 
agreements with Russia, it must demand that principles be 
respected,\" proclaimed France\'s Socialist Party, requesting that 
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\"President Chirac ask for an explanation.\" 


5. (SBU) Left-of-center Le Monde, which carried an interview with 
former Vice President Gore in which he declared that the U.S. \"will 
sign the Kyoto protocol,\" editorialized on the \"curious paradox of a 
former Vice President from the world\'s most polluting nation\" coming 
to France to elicit interest in climate change from 

parliamentarians. Left-wing Liberation argued that Gore\'s \"message 
was all the more pertinent because it came from the former Vice 
President of a nation which refused to sign the Kyoto protocol.\" 
Left-of-center Le Monde described the initiatives to reduce 

emissions by 300 U.S. mayors and governors as \"more in line with Al 
Gore than President Bush\" and noted the local leaders have decided 
to act Won their own." Government-run FR2 television claimed that 
\"since Katrina, Americans have changed their attitude towards 
climate change.\" Significantly, Gore also was the guest of leading 
Europe-1 radio interviewer Jean-Pierre Elkabbach. Elkabbach rarely 
invites non-French speakers for his morning drive-time 10-minute 
segment. 
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E.O. 12958: DECL: 09/27/2016 

TAGS: PREL, CO, CU, BL, VE, PREL, PGOV, SNAR, UNSC, SP, FR 
SUBJECT: FRANCE: VISIT OF VENEZUELA COORDINATOR DEBORAH 
MCCARTHY 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Summary: In October 6 meetings with WHA Venezuela 
Coordinator Deborah McCarthy, French MFA officials reiterated 
French opposition to a Venezuelan seat on the UN Security 
Council but judged it remained a distinct possibility. 
DAS-equivalent Michel Pinard argued that overall the Chavez 
Administration had made progress through its social programs 
and was addressing a South American need for self-assertion, 
more popular-based governments and reformed institutions. 
While the Chavez regime showed clear authoritarian 
tendencies, so far freedom of expression and electoral 
process were still largely protected. On Colombia, he shared 
McCarthy,s skepticism concerning the latest FARC gesture for 
a humanitarian exchange of prisoners, while arguing that 
Uribe might be tempted to negotiate a peace agreement to 
assure his place as a key figure in Colombian history and 

that the U.S. should encourage him in that direction. On 
Bolivia, Mr. Pinard expressed his conviction that President 
Morales was in great need of international support to 
overcome sizable gaps in experience and that Europe and the 
U.S. had an obligation to provide him with alternatives to 
Chavez and Castro. END SUMMARY 


2. (C) WHA Venezuela Coordinator Deborah McCarthy met October 
6 with DAS-equivalent for South America Michel Pinard 

(Venezuela, Colombia, and Central America desk officers also 
attended), followed by separate meetings with MFA UN desk 

officer for Central and South America Nicolas Kassanidas and 

MFA officer Eric Wiart, who covers South American narcotics 
trafficking. Acting PolCouns and Poloff accompanied McCarthy. 


Venezuela 


3. (C) MFA DAS-equivalent Michel Pinard argued that political 
change in South America in general and in Venezuela was less 
of a deliberate swing to the left than the reflection of the 

gulf between the rich and poor and the inability of 
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institutions run by elites to respond to the disenfranchised. 
Although the need for self-assertion vis-a-vis the U.S. was 
real, the pressing necessity was to take care of the poor and 

to reform existing political institutions. Pinard 

acknowledged that Chavez showed authoritarian tendencies but 
argued that they were still framed -- unlike the situation in 

Cuba -- by an electoral process with relatively free 

expression. Pinard expressed guarded optimism about Chavez\'s 
first steps toward institutional reform and opined that, 

despite obviously widespread corruption and opaque internal 
processes, Chavez\'s social programs had delivered \"real 
results\" for the poor, and Chavez had not thus far crossed 

any repressive red lines in consolidating his political 

power. McCarthy noted that indeed the changes in the 
Hemisphere, particularly in the Andes were the result of the 
fracturing of institutions which had not been responsive to 

or representative of the wide body of citizens but noted that 

in Venezuela there was an increasing concentration of power 

in the executive. Pinard agreed with McCarthy that most of 

the Chavez Administration\'s social spending had involved 
direct transfers from soaring oil revenues rather than 
investment in education or other skills-building programs. 
Pinard agreed with McCarthyYs emphasis on the importance of 
encouraging the development of a viable political opposition 

as a means of assuring democratic choice. McCarthy indicated 
that the USG had proposed to have exchanges in specific areas 
with the GOV (drugs, terrorism, commercial activities) but 

that the response had not been positive and was unlikely to 

be so until after the elections. She stressed the need for a 
strong international observation noting that EU participation 
would be very important. 


4. (C) Pinard acknowledged readily that Venezuela would not 

be good for the UN Security Council and added that Chavez was 
taking stands that France could not support -- notably on 

Iran. He stated that the GOF was prepared to be clear and 
direct with the GOV regarding its candidacy. He indicated 

that the GOF was considering agreeing to a visit by FM 

Rosales as an opportunity for a frank conversation on 
developments in Venezuela. 


5. (C) Kassianides repeated Pinard\'s line on Venezuela but 
added that France was \"fairly worried\" about the possibility 
of a Venezuela victory, based largely on the fact that the 
vote would be in secret and his assessment that many 
countries were likely to seize the opportunity to vote 
against U.S. and European preferences. Raising the 
possibility of an eventual third candidate, he opined that 
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the United States and Europe would be best served by 
refraining from too much overt campaigning for their 

preferred choice. McCarthy noted that the USG was not 
discussing a third candidate and that, given the division in 

the GRULAG, the final result would depend on votes from other 
areas, notably Africa where France could use its influence. 


6. (C) McCarthy reviewed USG concerns regarding the increased 
outflow of drugs through Venezuela and noted that while 
cooperation with the US on counterdrug efforts had declined, 
it appeared to be sustained with certain European countries. 
She also noted that the outflow was a major problem for Haiti 
and the Dominican Republic. She stated that the GOV was 
doing little to control the border with Colombia despite 
assertions to the contrary. Wiart noted that the border was 
impossible to control and that efforts were best concentrated 
on port and airport security. McCarthy noted that the USG 
had unspent funds for such programs but that the GOV was 
still not willing to sign the LOA required. Equipment 
purchased by the U.S. was not being used. Wiart listened 
intently to U.S. concerns about the easy accessibility of 
Venezuelan identity documents. McCarthy noted that GOV lack 
of concern was undermining efforts being made by the 
Hemisphere to tighten border security to protect the region 
from being used by terrorists. Venezuela,s rapprochement 
with Iran was also of concern in this regard. She noted that 
repeated attempts by the USG to exchange information on the 
travel of SIAs remained unanswered. 


Colombia 


7. (C) McCarthy and Pinard addressed the latest FARC gesture 
for a humanitarian exchange of prisoners. Pinard noted the 
GOF,s ongoing concern regarding Ms. Betancourt, and McCarthy 
noted that the USG had three hostages there as well. 
McCarthy warned that one of the first concessions the FARC 
would likely demand -- as had Colombian paramilitaries 

before them -- would be that the GOC desist from extraditing 
people to the U.S., which would be unacceptable to the U.S. 
The FARC was also likely to be concerned about preserving its 
highly remunerative drug business independent of any military 
agreement. McCarthy noted that FARC intentions behind the 
proposal remained unclear and cautioned that the FARC 
remained convinced that it could continue the fight. 

McCarthy also reviewed USG policy on arms transfers to 
Venezuela in the context of the FARC, noting that there would 
be likely seepage/leakage of weapons into the hands of the 
FARC which would undermine President Uribe,s efforts. 
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8. (C) Pinard speculated that Uribe could yet be tempted by a 
peace agreement \"to assure his place in the pantheon of 
Colombian history." Pinard argued that the Colombian 
military might be growing tired of fighting, and he urged the 
U.S. to persuade Uribe to open negotiations for a peace 
agreement, which he said would be welcomed and praised 
internationally. 


Venezuela\'s Impact on Neighbors - Bolivia, Cuba 


9. (C) Pinard stated his conviction that Bolivian President 

Evo Morales had \"good intentions\" but was inexperienced and 
desperately in need of international guidance; it was 

important to provide Morales with alternatives to Chavez and 
Castro. McCarthy noted the early outreach made by the USG to 
Morales and continued ongoing bilateral dialogue, noting that 
Bolivia had not been designated as non-cooperating in the 
recent US certification process. 


10. (C) In the case of Cuba, Mr. Pinard remarked on the 
apparent intimacy of the Castro/Chavez rapport, which he 
likened to a filial relationship. He expressed interest in 
receiving a USG a psychological assessment of the 
relationship between the two leaders. McCarthy noted 
Chavez,s continued firm intent to support the Castro regime, 
opining that Chavez,s ties were primarily to Castro and that 
it remained unclear what role/influence Chavez would play in 
the longer run in Cuba. 


11. (C) Special Coordinator McCarthy cleared this report. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PTER, PREL, PREF, CO 

SUBJECT: GOC CONTINUES TO UNCOVER MORE PARAMILITARY 
INFLUENCE IN THE NORTH ATLANTIC COAST 


REF: A. BOGOTA 8793 


B. BOGOTA 9310 
C. BOGOTA 9217 


Classified By: Political Counselor John S. Creamer. 
Reasons: 1.4 (b) and (d). 


1. (C) The GOC investigation stemming from the seizure of 
ex-paramilitary leader Jorge 40\'s computer continues to paint 
a disturbing picture of illegal activities on the North 

Coast, including murder, political corruption, and fraud. 

The Prosecutor General\'s Office (Fiscalia) arrested four 
deputies in Sucre Department and formally opened a murder 
investigation against Jorge 40. Congressional contacts told 
us ex-paramilitary influence on the North Coast was pervasive 
outside of major cities; the influx of demobilized 

paramilitaries into urban areas was also producing increased 
crime and violence. End summary. 


2. (C) El Tiempo newspaper reported on October 7 that the 
Fiscalia\'s investigation of Jorge 40\'s computer reveals major 
crimes in Atlantico Department and a town in Magdalena 
Department from 2003-05. The computer reportedly includes a 
list of 558 persons murdered by paramilitaries in Atlantico. 
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It also includes a list of GOC institutions in Atlantico 

allegedly under ex-para control, details on ex-para 
embezzlement of 10 percent of several local public contracts, 
information on schemes used to inflate the number of 
demobilized, identities of narcotraffickers, and names of 
GOC, Atlantic, Cesar, Magdalena, and Sucre Department 
officials on their payroll. 


3. (C) The Fiscalia recently arrested four deputies in Sucre 
Department, linked Jorge 40 to the murder of Professor 
Alfredo Correa de Andreis in Barranquilla, and began the 

trial of Jorge 40\'s right-hand man Edgar Ignacio Fierro (AKA 
\"Don Antonio,\"), the source of the seized computer, 

additional hard drives, and documents. The Fiscalia also 
provided evidence to the Supreme Court of Justice on three 
senators implicated in Jorge 40\'s files: Dieb Maloof, David 
Char and Javier Caceres. The Supreme Court is the 

institution responsible for reviewing criminal cases against 
members of Congress. Vice President Francisco Santos said on 
October 11 he favored revealing information from the computer 
to the public, and called for exemplary punishments for those 
guilty of crimes. 


4. (C) Semana Magazine journalist Marta Ruiz (strictly 
protect), the first to report the computer story, told us the 
Fiscalia\'s investigation was likely to extend from the 

Atlantico Department to Cesar, Bolivar, Guajira, Magdalena, 
and Sucre. She warned additional politicians could be 
associated with Jorge 40, including Magdalena Governor Trino 
Luna, Sucre Governor Jorge Anaya, and Cesar Governor Hernando 
Molina. She raised the possibility the computer files could 
also link Jorge 40 to members of the powerful Araujo family. 
Sergio Araujo is known to be close to Jorge 40, and is 
commonly referred to as Jorge 40\'s press spokesman. His 
brother is Cesar Senator Alvaro Araujo; his sister, Maria 
Consuelo Araujo, is Foreign Minister. 


5. (C) Ruiz said Jorge 40\'s paramilitary bloc never truly 
demobilized and continues to assert influence in Atlantico 

and Magdalena Departments. The Fiscalia is investigating the 
\"Jose Pablo Diaz Front,\" which has never been mentioned 
previously and was not included among demobilized units. She 
noted she was trying to collect more information on Jorge 


40\'s wife, who won the Magdalena\'s Department lottery 
consecutively in recent months. 
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6. (C) Fiscalia Technical Investigative Corp (CTI) Chief 

Mairlu Mendez told us on October 12 media coverage of the 
Jorge 40 case had been detrimental to efforts to go after his 
associates and deter his narcotrafficking network. At least 
three suspects had disappeared since media reports surfaced. 
She noted she had received several death threats and numerous 
offers of substantial amounts of money for the computer. She 
warned that the media had not reported all the names of 
prominent politicians that appear on the computer. Mendez 
said the CTI was looking to arrest close to sixty still 

active paramilitaries associated with Jorge 40. 


7. (C) Congressional contacts told us ex-paramilitary 

political influence on the North Coast was pervasive outside 

of major cities; the influx of demobilized paramilitaries 

into urban areas was also sparking increasing crime and 
violence (reftels). They expected additional senators and 
representatives to be implicated in the Jorge 40 case. 

Still, Representative Alonso Acosta and Senator Efrain Cepeda 
said the most valuable ex-para-controlled politicians \"would 
never be named on any computer,\" and claimed some were listed 
because Jorge 40 wanted to control them, not because he 
already did. House Secretary General Angelino Lizcano told 
us most new North Coast politicians were tied in some way to 
the ex-paras. If they were not elected through paramilitary 
vote buying, said Lizcano, they at least needed to be 
sympathetic to para causes to have made it through the 2005 
elections alive. When asked about the number of members of 
Congress that might be involved to one extent or another, 
Lizcano speculated up to thirty. 


8. (C) Our congressional contacts said every politician on 

the North Atlantic Coast was scared of the ex-paras and knew 
government bureaucrats or friends who had been driven from 
office or murdered by them. Acosta added, the ex-paras 
\"killed without even thinking about it.\" Conservative Party 
Senators Roberto Gerlein and Efrain Cepeda told us popular 
support for the ex-paras in the north was created by the 
decades-long threat from the FARC, but this support had now 
greatly diminished due to GOC success in establishing better 
security. The term paramilitary was no longer an accurate 
description of the group. \"They had became pure criminals 
and killers,\" Gerlein said. 
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9. (C) Former Senator and coastal political legend Jose Name 
claimed powerful coastal families, including his own, had 
used their influence to keep paramilitaries out of major 

cities. Still, Barranquilla Mayor Guillermo 
Hoenigsberg--facing charges of public corruption, but no 
charges of para ties--said ex-paramilitaries controlled 

almost all of the rural public health system on the coast and 
were expanding their activities to other sectors. Three 
separate North Coast senators confirmed ex-para attempts to 
control the health system. Senator Alvaro Ashton lamented 
that public corruption historically took ten percent of 

public health care funds, but said the ex-paras were taking 
virtually 100 percent in districts like Soledad, south of 
Barranquilla. Hence, public health services were collapsing 
across the region. 


WOOD 
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ZNR UUUUU ZZH 

R 131640Z OCT 06 

FM USOFFICE PRISTINA 

TO RUEAWJA/DEPT OF JUSTICE WASHDC/OPDAT 
INFO RUEHC/SECSTATE WASHDC 6594 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, AL, SR 

SUBJECT: COUNTRY CLEARANCE GRANTED TO LINDA SAMUEL, OCT 14-18, 
2006 


REF: DOJ EMAIL DATED 101306 


1. US Office Pristina welcomes and grants country clearance to 
Linda Samuel, Deputy Chief of the Asset Forfeiture and Money 
Laundering Section Department of Justice, to visit Pristina October 
14 - October 18, 2006. The purpose of the visit is to hold 
roundtable at Assembly on best practices in anti-money laundering 
legislation. Point of contact will be Resident Legal Advisor, Sarah 
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Lum, who can be reached at: office 381-38-549-516 ext. 3215; GSM 
377-44-501-742; fax 381-38-549-890. 


2. Post will coordinate arrangements for pick up. Post will also 
make arrangements for transportation for official meetings during 
the visit. Ms. Samuel will be housed in TDY quarters on the USOP 
compound. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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INFO RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHBO/AMEMBASSY BOGOTA PRIORITY 5030 

RUEHBR/AMEMBASSY BRASILIA PRIORITY 0452 

RUEHBU/AMEMBASSY BUENOS AIRES PRIORITY 0286 

RUEHCV/AMEMBASSY CARACAS PRIORITY 1018 

RUEHME/AMEMBASSY MEXICO PRIORITY 0554 

RUEHLA/AMCONSUL BARCELONA PRIORITY 2144 

RUEHUB/USINT HAVANA PRIORITY 0157" "CONFIDENTIAL MADRID 002596 


SIPDIS 
SIPDIS 


EUR FOR PDAS VOLKER 
WHA FOR PDAS SHAPIRO 
EUR/WE FOR ALLEGRONE, CLEMENTS, AND CERVETTI 


E.O. 12958: DECL: 10/12/2016 

TAGS: PREL, PHUM, CU, SP 

SUBJECT: SPAIN/CUBA: SPAIN DOES NOT WANT LEAD ON JOINT 
US-EU STATEMENT ON CUBA TRANSITION 


REF: A. MADRID 2583 


B. MADRID 2495 
C. HELSINKI 1032 


Classified By: DCM Hugo Llorens; reasons 1.4 (B) and (D) 


1. (C) MFA Secretary of State for Ibero America Trinidad 
Jimenez told the Ambassador October 11 that she wanted to 
preserve her channels of communication with Cuban authorities 
and therefore did not want Spain to take the lead at this 

time in developing a US-EU joint statement on Cuba. The 
Ambassador pointed out that this was a substantially 

different position than that agreed to by MFA Secretary of 

State for Foreign Affairs Bernardino Leon in the high level 
bilateral meetings on Latin America on the margins of the 
UNGA. Jimenez clarified that Spain understood the utility of 

a joint US-EU statement and would not impede efforts by 
another EU member to develop such a document. She said that 
Spain had investigated this possibility with the Italian MFA 
Director General for Latin America, whom she described as 
leftist but a stalwart on Cuba human rights issues, to gauge 

his interest. Also on Cuba, Jimenez told the Ambassador that 
Spanish businessmen in Cuba reported clear signs of change in 
their working environment, generally in a positive direction. 

She did not elaborate with details of precisely what these 
changes consist of. 


//¡COMMENT// 
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2. (C) These comments, together with comments by Spanish 
officials in meetings with Cuba Transition Coordinator Caleb 
McCarry and Venezuela Coordinator Deborah McCarthy (Refs A 
and B), provide confirmation that Spain is not prepared at 

this time to take the lead within the EU in issuing a strong 
statement in support of a rapid democratic transition in 

Cuba. On the contrary, Spanish officials seem more 
comfortable with the concept of a gradual transition, and 

want to maintain their lines of communication with Raul 

Castro and other regime insiders. Leon is willing to 
contemplate another approach, but Jimenez is evidently 
establishing her leadership on all Latin America issues 
(contrary to what Leon and FM Miguel Angel Moratinos may have 
anticipated). Jimenez\'s low-profile approach is 

disappointing, but her statement that Spain would not block 

an EU statement on Cuba does provide an opening to approach 
other allies to urge that they take the lead on this issue. 

Italy is one possibility, as indicated by Jimenez, but in Ref 

B former President Aznar indicated to Caleb McCarry that 
German officials may also be willing to move forward on Cuba. 
It may be helpful to urge several countries to move ahead, 

if only to goad the Spanish into taking a more active role in 
order to avoid relinquishing leadership on Cuba within the 

EU. We will continue to work the matter here, and seek to 
educate Spanish officials on the opportunity for a smooth 
democratic transition that will benefit the Cuban people, and 

by extension U.S. and Spanish objectives in the region. 
AGUIRRE 
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SIPDIS 


SIPDIS 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, MARR, MOPS, UN, LE, FR 
SUBJECT: FRENCH CONCERNS OVER ISRAELI OVERFLIGHTS 


Classified By: Political Minister-Counselor Josiah Rosenblatt, Reason 1 
.4 B/D 


1. (C) French military and civilian contacts have recently 
expressed serious concern to us over Israeli overflights over 
French UNIFIL forces, most notably the \"buzzing\" of French 
navy vessels off the coast of Lebanon on or about 25 
September and on a few occasions since. According to DATT 
and MFA contacts, the Israeli planes did not follow proper 
IFF procedures. MOD Deputy Diplomatic Advisor Arnaud de 
Pellegars said the overflights had been termed as 
\"provocative,\" given their excessive closeness to French 
vessels. The MOD\'s Military Cabinet advisor informed the 
DATT that Defense Minister Alliot-Marie would seek U.S. 
assistance in getting the Israelis to desist from the 
overflights in her scheduled October 19 meeting with the 
Secretary of Defense. 


SIPDIS 


2. (C) De Pellegars and MFA Lebanon desk officer Remy 
Bouallegue said France had protested the buzzing incidents by 
demarching, in conjunction with the Italians, the Israeli 

mission to the UN, and by doing a parallel demarche in 
Jerusalem. The MFA and the MOD consider the incident closed. 
The French military, while viewing Israeli overflights as 
dangerous and provocative, is not treating them as hostile 
(septel DATT reporting to follow). That said, the MFA 

believes the incident underscores the importance of ending 
overflights. Bouallegue cited the following arguments: 


-- France objects to overflights in principle because they 
are a violation of UNSCR 1701. 


-- France also objects for political reasons because 
overflights weaken the government of PM Siniora, which serves 
none of our interests. 


-- From a military/strategic point of view, Hizballah no 
longer poses an immediate threat to Israel and so there is 
little or no military justification for the overflights. 


-- Finally, Hizballah may seize upon the overflights as an 
excuse for dodging its own responsibilities under UNSCR 1701, 
and to make the argument to the Lebanese people that the 
international community is weak and that UNIFIL cannot truly 
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protect Lebanon against Israel. 


3. (C) Separately, MFA DAS-equivalent Director for the Levant 
Herve Besancenot told us that in addition to the joint French 
and Italian demarches, the MFA had convoked the Israeli 
ambassador in Paris to stress that the ship-buzzing episode 
was unacceptable. The MFA complained to him that the 
aircraft had not respected rules of friend/foe 

identification. Besancenot said the Israelis responded by 
referring the GOF to the IDF. (Comment: While not clarified, 
we assume the Israeli Ambassador was referring UNIFIL to its 
liaison office with the IDF.) According to Besancenot, the 
French nonetheless made it clear to the Israelis that this 

event was \"not appreciated.\" Besancenot stressed that from a 
legal standpoint, he did not think the Israelis have a leg to 
stand on -- the overflights are a clear violation of Lebanese 
sovereignty and contrary to UNSCR 1701. However, he 
indicated that the French can understand the security 
rationale that has traditionally driven Israeli overflights. 


4. (C) Besancenot also shared with us two French suggestions 
for avoiding further such incidents in the near term: 


-- an immediate halt to overflights of Beirut (because sonic 
booms cause destruction, get the population stirred up, and 
weaken the Siniora); and, 


-- the United States could provide satellite imagery to 
supplement Israeli intelligence, thereby obviating the need 
for overflights. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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RHEHNSC/NSC WASHDC 
RUMIAAA/CDR USSOUTHCOM MIAMI FL 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR WHA/BSC DBARNES, CCROFT AND KREAD 

DEPT ALSO FOR EUR/ERA, EUR/WE (MHILL), EUR/NB (MEVANS) 
DEPT ALSO FOR EB (BLAMPRON) AND WHA/OAS (DCENTO) 
DEPT PLEASE PASS USTR FOR EEISSENSTAT AND SCRONIN 
TREASURY FOR OASIA FOR DOUGLAS 

COMMERCE FOR ITA/MAC WBASTIAN 

NSC FOR DFISK AND JCARDENAS 

BRASILIA FOR JSTORY 

SOUTHCOM FOR POLAD 


E.O. 12958: N/A 
TAGS: PREL, SOCI, KLIG, EINV, EWWT, AORC, SENV, AR, UY 
SUBJECT: ONCE AGAIN, THE PULP MILLS PLAGUE URUGUAY 


REF: MONTEVIDEO 0907 AND PREVIOUS 


1. (SBU) Summary. The long-running dispute between Argentina 
and Uruguay over the construction of pulp mills on a shared 
river shows no signs of letting up. For the second time this 
tourist season, Argentine environmental protesters will block 
international bridges linking the two countries. Work has 
resumed at the Finnish Botnia plant following a three-week 
labor strike but practically everyone here believes that the 
$500 million Spanish ENCE plant \"is now history" and will 
never be built (reftel). As if to rub salt in the wound, the 
GOA recently sent a letter to the GOU\'s Ministry of 
Environment questioning an Uruguayan company\'s plans to build 
a chemical factory well inside Uruguayan territory, far from 
any river. The company already provides chemicals to 
Argentine pulp mills. The GOU appears fed up and furious 
over Argentine lobbying abroad and meddling in Uruguayan 
internal affairs, but powerless to do much about it beyond 
sending diplomatic notes. According to many local analysts, 
the GOU may have naively thought that by not signing a Free 
Trade Agreement (FTA) with the US it would curry favor with 
Argentina. If so,it did not have the desired effect, however. 
Meanwhile, on October 12 the World Bank released the final 
(generally favorable to Uruguay) Cummulative Impact Study 
(CIS) for the pulp mills. End Summary. 


2. (U) October 11, press reports from Gualeguaychu in 
Argentina stated that environmental activists had voted to 
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block highways leading to two of the three international 

bridges (Libertador San Martin and General Jose Artigas) 
during October 13-15. The remaining bridge to the north at 
the Salto Grande dam will remain open. Business and property 
owners at Uruguay\'s beach resort towns to the east are 

fearful that the roadblocks and other anti-economic measures 
mounted by the Argentine protesters will adversely affect 

their local tourist industry. (Note: This is the time of year 

when many ordinary Uruguayans on the coast rent their homes 
to Argentine tourists for the summer. The GOU estimated that 
last year an estimated $400 million in revenues were lost 
because of bridge closures. End Note.) 


3. (U) On October 11, the GOU sent a diplomatic note to the 
Argentine government expressing its concern over the 
impending bridge blockades and requesting that the GOA \"take 
appropriate action\" to counter them. In Fray Bentos, where 
the pulp mills are to be built, the governor of Rio Negro 
department Omar Lafluf blasted the GOA for the \"chaos and 
nervousness\" generated by its usual inaction against the 
protesters. Meanwhile, the local press reported that 
Argentine Secretary for the Environment Romina Piccolotti 
blamed the World Bank for the bridge blockades and protests. 
We note from the October 12 edition of Argentina\'s \"La 
Nacion\" newspaper that the GOA expressed its official 
disapproval of the blockades, but Uruguayans doubt the GOA 
will take any action to prevent them. Most Uruguayans also 
believe that Brazil, which holds Mercosur\'s pro-temp 
presidency, is unlikely to intervene in the matter. 


4. (U) Bilateral relations between the two countries took 
another hit last week when the Argentine Government bypassed 
the GOU\'s Foreign Ministry and sent a letter directly to the 
GOU Ministry that handles environmental issues. The letter 
puportedly demanded an environmental impact study and 
information about the Uruguayan company ISUSAVs plans to 
build a factory well inside Uruguayan territory, in Soriano 
department, far from any river. ISUSA already provides 
chemicals such as sulphuric acid to Argentine pulp mills. 

The GOU returned the letter to the GOA citing both breach of 
protocol and interference (\"inappropriateness\") in Uruguayan 
internal affairs. Nevertheless, ISUSA officials reportdly are 
suspending the $200 million investment until further notice. 


5. (SBU) Comment: With the likely departure of the Spanish 
pulp mill and persistent threats against the Finnish plant, 
Uruguay has good reason to worry about its vital national 
interests and negative impacts on its investment climate. 
President Vazquez is reportedly very concerned about the 
recent developments. After all, he held high hopes that the 
pulp mills and an FTA would revitalize stagnant sectors of 
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the economy. Now, both projects are in serious doubt. MFA 
officials told us privately that it was Argentina\'s lobbying 

of international organizations and threats to Spanish 
investments in Argentina that killed the ENCE plant. The 
favorable decisions (for Uruguay) by the International Court 

of Justice on July 16 and the ad hoc Mercosur Arbitration 
Tribunal\'s decision on September 6 do not seem to have helped 
Uruguay\'s cause very much. Citing Uruguay\'s probity and its 
respect for the rule of law, a retired UYAR military officer 
recently remarked to us that many Uruguayans are resigned to 
what they see as the bullying tactics of its larger neighbor, 
because \"nice guys finish last in this (Mercosur) 
neighborhood.\" End Comment. 

Nealon 
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E.O. 12958: DECL: 01/01/2016 

TAGS: PREL, FR, EU, PGOV, KPAL, UNAUS, YI, SR, BO, MK, SU, 

CG, |, LE, IR, IZ, UP 

SUBJECT: PRE-GAERC DEMARCHE TO FRANCE: POINTS DELIVERED 


REF: A. STATE 170214 


B. PARIS 6736 

C. PARIS 6709 

D. PARIS 6696 

E. PARIS 6651 (NOTAL) 

F. PARIS 6498 

G. DVELIA-ELDRIDGE EMAIL OF 10/12 


Classified By: PoIMC Josiah Rosenblatt for reasons 1.4 (B 8 D). 


1. (SBU) We shared all ref A points October 11 with MFA 
DAS-equivalent for CFSP Emmanuel Cohet, Balkans points with 
DAS-equivalent for the Balkans Edouard Beslay, and Middle 
East points with DAS-equivalent for Lebanon/MEPP Herve 
Besancenot and DAS-equivalent for Iran Franck Gellet. 


Column 3 


2. (C) Balkans: The GOF is completely in agreement with the 
U.S. position and judges that the U.S. points would help 
contribute to maintaining support for that position among new 
member states, especially as regards cooperation with ICTY 
and support for Martti Ahtissari on Kosovo. 


3. (SBU) We were unable to obtain a substantive reaction on 
other issues. 


4. (SBU) North Korea: See refs B, C and D. 


5. (SBU) Venezuela: See refs E, F, and G. 
Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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DEPT FOR DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN FOR 
DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: DECL: 09/05/2016 

TAGS: PGOV, KJUS, KCRM, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: SERB ORTHODOX BISHOP TEODOSIJE EXPRESSES 
CONCERN OVER POSSIBLE DELAY IN STATUS PROCESS, THANKS USG 
FOR SUPPORT 


REF: PRISTINA 853 


Column 3 
Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: COM met October 12 with Bishop Teodisije, 
the moderate Serb religious leader of Decani monastery, who 
feared that Kosovo Serbs in the enclaves in south were not 
prepared for final status. Teodosije asked that the 
international community do everything possible to encourage 
and enable them to stay. The Bishop expressed concern over 
reports that the status process, and the accompanying 
negotiations over Serb community rights and cultural 

heritage, might be delayed, with consequent bad results for 
both his monastery and the broader Serb population in Kosovo. 
COM reassured him that the U.S. government remained 
committed to the negotiation process and that UN Special 
Envoy Ahtisaari\'s efforts continued unabated. She also made 
it clear the USG wants Kosovo Serbs to stay, offering to 

travel with Teodosije to Serb areas in Kosovo if he thought 

it was helpful. Teodisije recognized U.S. support and was 
especially grateful for recent USOP intercession on several 
issues where Albanian authorities had been unresponsive to 
Church concerns. \"We see we are not alone,\" Teodosije 
commented. The soft-spoken Teodosije is an asset in our 
effort to encourage Kosovo Serbs to remain after status, and 
we will work with him closely to reach out to Serbs in the 
southern enclaves. END SUMMARY. 


Enclave Serbs Uncertain, Need Support 


2.(C) At an October 12 meeting, Serb Orthodox Bishop 
Teodisije expressed concern that Serbs in the enclaves in 
southern Kosovo were \"not prepared\" for final status, and 
urged that the international community do everything possible 
to protect them and encourage them to stay. He pointed to 
the bravery of elderly Serb returnees who were injured in a 
recent grenade attack in their home in Klina, but who vowed 
to remain in Kosovo nonetheless. As a Kosovo Serb living in 
a enclave area himself, Teodisije made clear that he and his 
monks would remain, but was not sure the Kosovo government 
understood the vulnerability of Serbs in these areas. 


3. (C) Saying \"we see we are not alone. Teodisije thanked 
COM for convincing Albanian authorities in Urosevac/Ferizaj 

to fund the roof repair of a Serbian Orthodox church that was 
recently vandalized (reftel). He was also grateful for USOP 

help in stopping Albanian construction in the area of 

Gazimestan that was encroaching on the nearby Serb monument, 
and for support of a water project in the vicinity of 
Urosevac/Ferizaj that would benefit Serb returnees. 

Teodosije made a special plea that the U.S. and international 
community help avert attempts by the Decani municipality to 
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develop wooded areas that the Bishop said have long been 
considered part of his monastery. He noted that there is not 
much trust in the PISG to resolve these problems and 
safeguard these areas as the common heritage of all Kosovars. 


4. (C) COM reassured Teodisije that the U.S. strongly 
supports a multi-ethnic Kosovo. If Teodosije thought it 

would be helpful, COM noted, she would be more than willing 
to accompany him on visits to Serb enclaves as a 
demonstration of joint concern for the welfare of local 
communities. She indicated that the Vienna negotiations had 
produced good agreement on cultural heritage, including 
protection zones for sites important to Serbs. The U.S., COM 
said, would continue to weigh in with Kosovar authorities to 
protect these sites and ensure Kosovo Serb security. After 
final status, KFOR would remain and the newly established 
International Civilian Office (ICO) would be there to 
implement the agreement and ensure no violations of key 
provisions. 


Questions on Final Status Process 
5. (C) Obviously concerned by media reports that the status 
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process might be delayed by weeks or months, with attendant 
delays in finalizing the agreements on community rights and 
cultural heritage, Teodisije asked whether these reports were 
true. COM affirmed the U.S. commitment to see the status 
process through to its conclusion and our strong support for 
Ahtisaari\'s negotiation effort. Teodosije, relieved, agreed 
vehemently that resolution of status and the enshrining of 
minority rights in law could only be of benefit to all the 
communities in Kosovo. He underscored again the faith placed 
by the Church and the Serb community in the international 
community as the only possible guarantors of their long-term 
survival in Kosovo. 


6. (C) COMMENT: The soft-spoken and highly regarded Bishop 
Teodisije is a voice of reason in a church hierarchy whose 

other members, at least in Kosovo, have of late unfortunately 
espoused the most virulent strains of radical nationalism. 

He made clear that he will remain in Kosovo, and as such can 
serve as an example to other Kosovo Serbs that they can have 
a future here in the post-status period. Teodosije 

represents the moderating effect of his flockYs key reality; 

Serb communities south of the Ibar do not have the option of 
secession or armed resistence. Teodosije is articulating a 


Column 3 

reasonable set of conditions under which Serbs can remain in 
Kosovo, and we will support him in the effort to bring a 
message of reassurance and concern to the Serb enclaves in 
the south. 


7. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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DEPT FOR DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN FOR 
DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: N/A 

TAGS: PGOV, KJUS, KCRM, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: KOSOVO PROPERTY AGENCY BOARD MEETING 
HIGHLIGHTS RENTAL SCHEME, NEW DRAFT LAW, FUNDING WOES 


SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ACCORDINGLY. 


1. (SBU) SUMMARY: At an October 10 meeting of the 
five-member supervisory board of the Kosovo Property Agency 
(KPA), which includes USOP, KPA head Knut Rosandhaug 
confirmed that the rental property scheme by which illegal 
Albanian occupants pay rent to Serb owners had begun on 
October 2. Rosandhaug also shared a draft law, soon to be 
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promulgated by UNMIK, that would provide for resolution of 
claims by means of a property claims commission, rather than 
through the Kosovo court system. PDSRSG Steve Schook, who 
chaired the meeting, said that UNMIK would call a donors 
conference to fund KPA operations, which Rosandhaug later 
estimated at around 6 million euros over two years. The 
launch of the rental scheme, even if not yet on a massive 
scale, is good news and is an important step toward 
fulfillment of one of the most important of the Contact 
Group\'s 13 priority standards for Kosovo. END SUMMARY. 


Background 


2. (U) On October 10 the Supervisory Board of the KPA met 
for the second time since the KPA\'s establishment in July 
2006. The KPA took over responsibility from UNMIKYs Housing 
and Property Directorate and is mandated by UNMIK to resolve 
claims relating to private immovable property, including 
agricultural and commercial property, arising out of the 1999 
conflict. The KPA currently has some 5,400 properties under 
its administration and has worked toward institututing a 

rental scheme to provide an income source to displaced 
owners, mostly Kosovo Serbs who now reside in Serbia, 
Montenegro or Serb-majority municipalities in Kosovo. 
Implementation of the rental scheme is one of the Contact 
Group\'s 13 priority standards for Kosovo. The Supervisory 
Board consists of five members: PDSRSG Steve Schook (chair); 
Ardian Gjini, Minister of Environment and Spatial Planning; 

P/E Chief, as USOP representative; David Blunt, Head of the 
UK Liaison Office; and Milorad Todorovic, former deputy CCK 
leader, representing Kosovo Serb interests. 


Rental Property Scheme Underway 


3. (SBU) KPA head Knut Rosandhaug told the KPA\'s 5-member 
supervisory board that the rental property scheme had begun 
on October 2. Although the initial number of properties 
involved thus far is small (in the tens), Rosandhaug said 

this figure was growing by about 5-6 properties per day, and 
predicted this would increase even more as the KPA mounts a 
media campaign, including in Serbia and Montenegro, on how 
owners can file claims. (Rosandhaug later told P/E Chief 

that of the 5,400 properties under KPA administration, some 
1,800 involved owners who could not be identified or who did 
not want to participate in the rental scheme. He said he 
favored collecting rents from these properties, but that the 
PISG had not yet agreed to this.) 


New Draft Law to Speed Up Adjudicating Claims 


4. (SBU) Rosandhaug shared with the board a draft law, soon 
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to be promulgated by UNMIK, that would provide for resolving 
claims by means of a property claims commission composed of 
two international members and one Kosovar member. In this 
way, he went on, claims could be processed faster and more 
effectively than relying solely on domestic courts, as is the 

case at present. Domestic courts could play an enforcement 
role, he noted, if the two sides in a dispute came to 

agreement on their own. Rosandhaug added that after six 
months, the draft law provides for the replacement of one of 
the international claims commission members by a Kosovar 
member, if the SRSG deems it appropriate, and stressed that 
the KPA is a \"joint venture\" between the PISG and UNMIK, with 
strong buy-in from local institutions. 


KPA\'s Funding Problems 
5. (SBU) PDSRSG Steve Schook said he feared that KPA 


operations would come to a halt if donor funding could not be 
secured soon. He faulted the KPA\'s current legal framework 
for remaining in force only until the end of February 2007, 
saying this had caused donors to shy away from committing 
themselves, and asked UNMIK legal adviser Borg-Olivier to 
ensure the draft law was more open-ended. Everyone present 
agreed with this reasoning, although Minister Gjini asked if 
the timeframe could be given a specific limit (two years, for 
example) so as to encourage greater involvement by local 
institutions. Schook took this on board and said he would 
soon make a presentation to key donors, including USAID, the 
European Agency for Reconstruction, and the UK\'s DFID, on 
KPA\'s activities and needs. After the meeting, Rosandhaug 
told P/E Chief that KPA would need around six million euros 
over two years for its operations. 


6. (SBU) COMMENT: The KPA has a hard slog ahead of it, but 
getting the rental scheme off the ground, even if not yet in 

a massive way, is a start. It represents a serious attempt 

to fulfill a priority standard set by the Contact Group. The 

KPA will need to secure funding, including for a media 
campaign, to get the word out on how to file claims and keep 

the momentum going. END COMMENT. 


7. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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SUBJECT: PRESIDENT KARZAI ON THE CROSS-BORDER JIRGA PROCESS 
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Classified By: Charge dVAffaires, a.i. R. Norland, for Reasons 1.4 (B) 
AND (D) 


1. (C) President Karzai met with Charge and UN SRSG Tom 
Koenigs late on October 12 to outline his latest thinking on 
the cross-border jirgas which were agreed to during the 
September 27 trilateral meeting with President Bush. 
Karzai\'s outline tracked that provided by his NSA Dr. Zalmay 
Rasool (Ref) on key elements, including that there should be 
one agenda item: mobilizing civil society (in Karzai\'s mind 
this means moderate tribal authorities) against terrorism. 

The goal would be an end to actions (he mentioned sanctuary) 
that support it. Karzai also agreed that the jirgas\' 
participants (he mentioned numbers between 350 and 800) 
should be drawn from tribal, parliamentary, provincial, and 
other social groups and should reflect a national rather than 
simply regional constituency. Even more than Rasool, Karzai 
underlined the need for the international community 
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(specifically the U.S. and the UN) to be involved in the 

pre-jirga organization and selection process to ensure the 
parallelism of the Afghan and Pakistani events in terms of 
membership and agenda. \"You are needed to keep it honest.\" 
Karzai mentioned several names he is considering to chair 
Afghanistan\'s planning committee and serve as POC. The names 
include Parliamentary Secretary Farook Wardak (acceptable in 
Embassy and UNAMAVs view) and Sayyaf (not acceptable). 


2. (C) Karzai confirmed he is looking for dates in late 
November or early December if possible, and that the likely 
sites would be Kandahar and Peshawar or, alternatively, 
Jelalabad and Quetta. He was adamant that the first must be 
held in Afghanistan. Karzai\'s outline differed from that of 
Rasool in that the president said he would be willing to 
allow the jirgas go on longer than two days. He also favors 
having all participants from both sides -- not just President 
Musharraf and himself or selected representatives -- attend 
both jirgas. The idea, said Karzai, is to draw into the 
process those responsible for or who are supporting or 
allowing the cross border violence to continue and then 
holding them publicly accountable. End Summary. 


3. (C) President Karzai met late October 12 with UN SRSG Tom 
Koenigs, Charge, D/SRSG Chris Alexander, and PolCouns to 
outline his objectives for and ideas regarding the 
organization of the cross-border jirgas he and President 
Musharraf had agreed to in their September 27 meeting with 
President Bush. Karzai emphasized that, in his view, there 
should be only one agenda item: security, meaning ending 
terrorism in the region. This is the issue people are 

thinking about, and it is what they expect from the jirgas, 

he said. \"It is what they want. Pressed by Alexander to 
consider related issues, including narcotics, schools, and 
good governance, Karzai was adamant. Those are internal 
issues, he said; \"the one issue that needs to be addressed is 
sanctuary, security in the region, and the fight against 
terrorism.\" 


4. (C) Karzai underlined his expectation that a small joint 
bilateral planning committee be formed with a mandate to fix 
the agenda and arrange that the two jirgas be parallel in 
participation and organization. This parallelism would be 
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necessary to facilitate meaningful dialogue. The joint 
bilateral committee would have to deal with contentious 
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issues, and the international community (he specified the 

U.S. and UN) would have to be involved actively to keep the 
process moving and the decisions \"honest.\" Karzai added that 
he was sure Musharraf will resist the idea of a joint 

committee. Even if he does agree to that, he will likely 

resiste international involvement and oversight. 


5. (C) Outlining the qualities he will be looking for in the 
individual he names to serve as Afghan POC for the planning 
process (and senior Afghan member of a bilateral planning 
committee), Karzai stressed the importance of \"cleverness,\" 
knowledge of the regional dynamics, and credibility among all 
Afghans. The person would not have to be a Pashtun, though 

it might be helpful. He mentioned Mohagaq (a Hazara) first, 
and then Wolesi Jirga Foreign Affairs Committee Chair 
Professor Sayyaf. Parliamentary Secretary Farook Wardak was 
next on the list, with Shinwari, the former Chief Justice of 

the Supreme Court, as a fourth possibility. SRSG Koenigs and 
Charge commented that Sayyaf (a former Jihadi commander, with 
serious human rights liabilities) would be very controversial 

and would likely not project the image to the international 
community that would benefit Afghanistan or Karzai. 

(Comment: Karzai seemed to be looking to us for support for 
naming Farook Wardak, and indeed he would be an excellent 
choice. We will reinforce objections to Sayyaf. End Comment) 


6. (C) Despite the single, regional focus of the agenda, 
Karzai said it was important for there to be national 
representation in both jirgas. The problem of terrorism is 
national, and all groups and regions should be involved in 

the discussion. This would be natural for the Afghans, all 

of whom are affected, but something Karzai anticipates 
Musharraf will resist. According to Karzai, this would be 
because national involvement would make it harder for 
Masharraf to exclude the \"seculars or moderates\" (including 
Pashtun elders who have been driven from the border region) 
who might not follow his line. Karzai was determined, 
however, saying that, if the exercise was to have 

credibility, it is essential that both jirgas include wide 

and diverse voices. \"What matters is what happens in the two 
tents.\" He expressed certainty that, if the events are 
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organized correctly, \"the mullahs will stand up," and the 
needed decisions will be made. 


7. (C) According to Karzai, Afghan participants would be 

drawn from parliamentarians (the leadership and heads of 
committees are likely), heads of provincial councils, 

religious leaders, tribal leaders, and civil society/NGOs. 

\"For the first time in history" he claimed, there would be 
women named as participants in tribal jirgas. He was unclear 
about the total number that would participate -- ending up 

saying it would probably be somewhere between 500 and 800 on 
each side. 


8. (C) Karzai added a detail on participation which Rasool 

had not mentioned two days earlier (Ref) -- that not just the 
two presidents, but all of the Afghan and all of the 

Pakistani participants would attend both jirgas. This would 
reinforce the unity of the agenda and reinforce the 

credibility of the outcomes. Karzai agreed with Rasool in 
saying the international community should attend as 
observers/monitors. He also said he would welcome live press 
coverage. The presidents might be present for the duration 

of each jirga, or they might stay for only part. 


9. (C) Karzai confirmed Rasool\'s view that the best 
locations would be Kandahar and Peshawar or, alternatively, 
Jalalabad and Quetta. He said he would like to aim for dates 
in late November or early December for the two jirgas, if 
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possible. Unlike Rasool, Karzai is prepared to let the 

jirgas extend beyond two days. Confident that the jirgas (if 
participation and organization is right) will come to the 

right conclusion, Karzai\'s view was \"let them talk.\" The 
president was adamant, however, that the jirga in Afghanistan 
would be held first. 


10. (C) Karzai has a clear idea of what he wants the outcome 
of the jirgas to be and how the jirgas must function to gain 
those results. Knowing Musharraf has his own ideas, Karzai 
welcomed the opportunity to lay out his plan and lobby for 
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support. When SRSG Koenigs described Karzai\'s expectations 
as \"ambitious,\" Karzai shot back \"that\'s the whole purpose." 
He argued that the only way to put an end to the terrorism 
stemming from the region is to create a forum where there is 
\"public debate\" -- where it is possible to \"confront 

publicly, face to face, and face down those behind the 

violence and terrorism. If this is done, the elders, 

supported by the people, will stand up against it.\" 


11. (C) Karzai understands Musharraf\'s goals and plan are 
not the same as his -- and that preparations and organization 
may well determine whose model prevails in the jirgas. He is 
approaching the decisions on timing, participation, and 
agenda like a chess player who senses an opportunity, but he 
is keenly aware of Musharraf\'s strengths and the traps that 
lie ahead. Karzai is counting on U.S. and UN involvement in 
the planning process to help him avoid being outmaneuvered. 


12. (C) More broadly, clearly energized by his trip to 
Washington, Karzai signaled that he senses the time is ripe 
for a change in the political tide in Afghanistan. He 
volunteered that his skepticism about the wisdom of 
hard-hitting military campaigns against the insurgency had 
been misplaced. \"I was wrong about their likely effect on 
Afghan public opinion; they have in fact raised hopes (that 
something can be done about terrorism).\" He added that 
people are looking to him to follow through on the political 
front to address the cross-border causes of the violence 
Afghans are enduring. He welcomed the opportunity to lay out 
his plans for doing so through the cross-border jirgas and 
promised to consult at each step of the way. End Comment 
NORLAND 
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SUBJECT: BIOFUELS IN THE DOMINICAN REPUBLIC 


REF: O6STATE 164558 


1. (U) Summary. For 2006, the Dominican Republic is 
expected to spend close to 8 percent of its GDP on petroleum 
imports, similar to 2005. The government understands the 
need to diversify its fuel strategy to lower energy costs, 
especially in the electricity sector. Although a renewable 
energy bill was formulated in 2005 to attract investment for 
ethanol, biodiesel, and biogas plants, the bill never reached 
the floor of Congress and expired. The government has 
provided permits for the development of wind farms, but 
nothing concrete has come about regarding the construction of 
ethanol plants for the purpose of providing renewable 
energies. Biodiesel is being used for some government 
vehicles, but only on a pilot basis. End Summary. 


2. (U) For 2005, the Dominican Republic imported 46.5 
million barrels of petroleum products at a cost of about USD 
2.45 billion or about 8 percent of GDP. The overwhelming 
petroleum import is crude oil, which equates to 32 percent of 
total petroleum imports, followed by diesel (17 percent), 
liquid propane (16 percent), fuel oil (13 percent), and 
gasoline (11 percent), with derivatives accounting for the 
remainder. In 2005, the major exporters of petroleum 
products to the Dominican Republic were Venezuela (27 
percent), Trinidad and Tobago (17 percent), Mexico (14 
percent), Colombia (14 percent), and the United States (13 
percent). The Dominican Republic consumes a little over 
127,000 barrels of oil on a daily basis. 


3. (SBU) Our analysis suggests that the high usage of diesel 
and propane are due to the electricity crisis and the 
government subsidies on liquid propane. Due to the frequent 
electricity blackouts, many homeowners and private businesses 
own diesel generators and run them during the blackouts, 
which can last hours on a daily basis. Liquid propane gas 
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use has increased 15 percent from 2004 to 2005 primarily 
because of generous government subsidies. Although the 
subsidies were put in place to offset the high costs of 
cooking gas for low-income families, taxi, bus and other 
transport services along with private motorists have also 
taken advantage of this government handout and converted 
their vehicles to accept liquid propane. 


4. (SBU) The electricity sector uses a variety of fuels to 
generate a daily average of 1800 MW and has an installed 
capacity of generating over 3500 MW. For 2005, the fuel 
sources for installed capacity and generating electricity in 
the Dominican Republic are as follows: 


Percent of installed capacity by fuel type: 


Bunker fuel 34 
Diesel 24 
Coal 10 

Natural gas 17 
Hydroelectric 15 


Percent of generated electricity by fuel type: 


Bunker fuel 46 
Diesel 11 
Coal 14 

Natural gas 10 
Hydroelectric 19 


Due to the high price of fuel, available diesel powered 
generators were not used as much as other fueled generators. 
Cogentrix, a diesel powered 300 MW generator, is interested 
in converting to natural gas via the LNG plant at AES 
Dominicana. 


5. (SBU) The transportation sector uses gasoline, liquid 
propane, and diesel. The majority of newer personally owned 
vehicles in the Dominican Republic are imported from the 
United States; engines are often constructed to U.S. 
standards and should be similarly adaptable to biofuels as 
are cars in the United States. However, strong Dominican 
government subsidies of liquid propane gas (LPG) have led 
many Dominicans to convert their vehicles to burn LPG rather 
than gasoline. Specifically taxis, buses and other public 
vehicles have quickly converted from either gasoline or 

diesel to liquid propane. In mid 2005, government reports 
estimated 40 percent of liquid propane users came from the 
transportation sector. By year-end, that number increased to 
54 percent. The subsidy is becoming increasingly costly as 
more consumers switch to LPG use to take advantage of the 
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subsidies, and the government is having a difficult time 

funding the rising cost of this subsidy. For 2006, the 
government budgeted USD 77 million in propane subsidies, but 
by mid-year it had already spent USD 84 million. In 

September 2006, members of the Inter Development Bank 
recommended the government to end its subsidy program due to 
the strain on the government budget. President Fernandez 
responded in a public forum, however, that the government 
would continue its subsidy program (with no end in sight). 

The issue is politically sensitive and President Fernandez 

has been unable to eliminate or even to seriously discuss 
elimination of this subsidy. 


6. (U) In mid-2005 the Dominican Ministry of Industry and 
Commerce elaborated a general plan to encourage investment in 
the production of ethanol from sugarcane and biomass, with 

the aim of using a 5 percent ethanol blend in gasoline in the 
medium term, rising to 22 percent in the long term (ten years 

or more). Studies were conducted by its Department of 
Non-Conventional Energy, directed by engineer Daniel Rivas. 


7. (U) Statistics and estimates offered by various planners 
and potential participants vary widely. The Ministry\'s plan 
called for attracting investors to plant 100,000 hectares of 
sugarcane, which could produce 1.5 million barrels of ethanol 
fuel annually. The Ministry\'s initial study had forecast the 
need for investment of USD 188.6 million over five years for 
the first phase of its own plan. 


8. (U) The director of economic studies of the Catholic 
University, Jose Luis Aleman, estimated sugarcane production 
at 100,000 hectares in 2005 and said that in 1975 the country 
had planted four times that amount. 


9. (U) President of the Sugarcane-grower Cooperative 
(COOPCANA) Juan Antonio Japa asserted in March 2006 that 
Dominican sugar production had fallen since privatization 

from 14 million tons to 4.5 million tons. He estimated that 
700,000 tons of cane went unharvested among his member 
growers. 


10. (U) According to an October 11th study by the Dominican 
National Council on Competitiveness, the Dominican Republic 
has tremendous capacity to develop biodiesel. The study 
purports that the country annually generates 8.3 to 9.14 
million gallons of organic oils that can be converted into 
biodiesel. 
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11. (U) Brazilian Foreign Minister Celso Amorin visited 

Santo Domingo in June 2005 and offered technical assistance 
for installing an ethanol plant. During President 

Fernandez\'s visit to Bogota in November 2005, he and 
Colombian President Alvaro Uribe signed a number of 
agreements, including a provision for technical assistance 
and financing for ethanol production. Neither of these 
bilateral contacts has yet resulted in tangible assistance. 


12. (SBU) In early 2005, former managing director of the 
Central Bank Apollinaire Veloz told the DCM that he had been 


doing studies for the Vicini family that forecast 

profitability for an operation in which new fields could be 
planted. However, in April 2006, Felipe Vicini, the 
plantation manager, said to emboff that the Dominican 
Government is not supporting their initiative to harvest 
sugarcane for ethanol production. Vicini suggested that the 
government derives substantial tax income from gasoline sales 
and has little incentive to support alternative fuel sources, 
(yet, other sources tell us that the government wants to use 
state-owned fallow lands to produce these crops for ethanol 
production). 


13. (U) In June 2005 the papers carried word of a consortium 

of ALCOGROUP of Belgium and TOMSA Deastil of Spain, which had 
enlisted the support of the Federation of Small Producers of 
Sugar (FEDOCA) and the Sugar cane Producers\' Cooperative 
(COOPCANA). This group was targeting the existing \"ingenio\" 
and fields at Guabatico, Monte Plata. They said that all 

studies had been prepared, including an environmental impact 
statement, and that the first phase would generate 15,000 

direct jobs. Preparation time would be 14 months. News in 
March 2006 indicated that the investment would be USD 50 
million. CEA director Enrique Martinez had not yet 

authorized the signature of the contract. 


14. (U) The National Sugar Council (CEA) was in discussions 
with new firm Etanol Dominicana as of May 2006, concerning 
the use of the government-owned sugar plantations and mills 
at Consuelo, Boca Chica, and Quisqueya. The three state 
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enterprises had debts to suppliers and workers of 300 million 

pesos (about USD 12 million) and the CEA was asking that 

Etanol Dominicana assume and renegotiate the amounts as part 

of the deal. Newspaper reports in September 2006 identified 
additional investors as Tecno DEAH (see below), Tall Oil, and 

the Swedish development fund SWEDFUND. Other reports mention 
Swiss investors rather than Swedish ones. On September 24, 

CEA director Enrique Martinez announced that studies would 

begin soon and that the project would be viable in 18 months. 


15. (U) Local enterprise Tecno DEAH has actively lobbied for 
biofuels investment. Its technicians estimate that over a 

span of ten years, up to 260,000 jobs can be created by 
achieving plantations of 4,200,000 acres, with ethanol 
production of 1,350 million liters of ethanol annually, with 
commensurate savings in expenditures on fossil fuels. Techo 
DEAH has worked with the Spanish National Center for 
Renewable Energies (CENER). 


16. (U) The non-profit Dominican Institute of Integral 
Development (IDDI) headed by David Luther and with technical 
direction by Omar Bros and Charles Frantz Flambert, has 
several biodiesel projects underway. Fr. Aleman of PUCMM 
speaks highly of Bros. IDDI is said to be working with 

Baylor University and with the UNDP. IDDI seeks to set up 
ethanol production in the zone of San Pedro de Macoris, using 
sugarcane and sorghum. It is also interested in oilseed 
production in the northern Montecristi region, bordering on 
Haiti, which could be set up over a period of three years. 


17. (U) The General Electricity Act 125-01 provides 
preferential treatment for companies that generate 

electricity from renewable sources, if prices and conditions 
are identical. It also provides companies that generate 
electricity with renewable sources a five-year tax exemption. 
Presidential decree 139-03 allows import tax exemptions for 
solar panels and wind turbines. 


18. (U) More recently, President Fernandez issued decree 
566-05 on the allowable mixtures of fuels, using the 

authority of Law 2071 of 1949. He issued decree 608-05, 
creating a Commission to Review and Classify the Land of the 
Dominican Agrarian Institute and the National Sugar Council. 

In August 2005 the Fernandez administration sent to the 
opposition-dominated Congress a draft law, Developing 
Renewable Sources of Energy, proposing a special legal regime 
and providing the incentive of 10-year tax holidays for firms 
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producing ethanol. Congress has not acted on this draft or 
any successor drafts. 


19. (U) As of March 2006 the Ministry of Industry and 
Commerce had requested offers from firms interested in 
producing and selling ethanol. 


20. (U) The Dominican national port system consists of 11 
international commercial ports and two fuel unloading 
stations near the capital, connected to the national refinery 
by pipeline, and near San Pedro de Macoris, which connects to 
Cogentrix\ diesel plant. The ports range in depth from 29 to 
48 feet. The Dominican Republic\'s road system is poorly 
maintained, the exception being the highway between Santo 
Domingo and the country\'s second largest city Santiago, 
located northwest of the capital. East-west highways have 
been under construction for years and are in various stages 
of completion and a private project to construct a toll 
highway from just east of Santo Domingo to the northeast 
corner of the country is expected to be complete sometime in 
2007. Private petroleum companies doing business in the 
Dominican Republic rely on their own tanker trucks and 
services of about 20 contract services which operate tanker 
trucks. 


21. (U) Mexican-owned CEMEX is the largest cement producer 
in the Dominican Republic and provides product for roads and 
other construction projects. While there is a large pool of 
unskilled labor, including an abundant supply of Haitian 
immigrants, skilled workers and particularly those with a 

strong background in engineering are much harder to come by. 
It is not uncommon for foreign companies initiating 

construction projects including roads to complain that they 
would be better off importing skilled workers from abroad, 
despite the high cost, than recruiting from the local market. 


22. (U) The newly renamed Dominican Institute of Innovation 

in Industrial Biotechnology (IIBI) (formerly the Dominican 
Technology Institute, or INDOTEC) has been developing methods 
of production of biogas with algae, using a grant of one 
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million Dominican pesos from the National Energy Commission. 
Lead researchers are Frank H. Richardson Santana and Juan 
Manuel Heredia. 


23. (U) The National Energy Commission (CNE) has a section 
for alternative energies, headed by Doroteo Rodriguez. CNE 
vehicles are run on fuel produced by a demonstration project 
recycling used vegetable oils collected from hotels. The 
project is producing 500 gallons a day but has capacity for 

up to 2,500 per day. 


24. (U) The Ministry of Industry and Commerce has an office 
that specifically deals with renewable energies. 


25. (SBU) The Dominican Republic is a great cheerleader for 
new technologies and ways to reduce costs. Since the 1970\'s, 
each administration has boasted publicly that they will fix 

the electricity crisis, but blackouts are a daily occurrence 

still in 2006. 


26. (SBU) Biofuels technology is well received in the 
Dominican Republic. Movement to build ethanol refineries has 
been slow but recently shows signs of progress. Issues that 
will stunt the growth of biofuels are continuing government 
subsidies on propane, the lack of a law that promotes 
renewable energies, and government incentives to use LNG, 
coal, and wind for electricity generation plants. 


27. (U) An ethanol blend or biodiesel can be used in the 
transportation sector. If President Fernandez ends the 
subsidy program for liquid propane, the transportation 
sector, specifically public transportation, could have an 
immediate incentive to switch to ethanol blended gasoline 
given the relative real prices. In addition to public 
transportation, private owners would also welcome ethanol 
blended gasoline. Although private ownership of vehicles is 
not as high as it is in neighboring Puerto Rico, the lack of 
rail transit has created a vehicle dependent society in the 
Dominican Republic. 


28. (SBU) According to the Santo Domingo-based International 
Resources Group (IRG), the Dominican Republic is facing a 
water crisis in the eastern half of the island. From Santo 
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Domingo to the eastern shores of Punta Cana, urban and hotel 
development is potentially outpacing the water supply. A new 
aqueduct is being built that stretches hundreds of miles to 
pump water into new hotel developments in the east. The 
product of increased development, increased water usage for 
hotel occupants and golf courses, and mass irrigation of 
sugarcane crops has already damaged the aquifers. IRG, who 
works closely with the Ministry of Environment, asserts that 

if the government increases sugarcane production for ethanol 
purposes, the damage to the aquifers could be irreversible 

and would force the Dominican Republic to build 

desalinization plants. 


29. (SBU) IRG and other environmentalists agree that the 
government needs to pressure the resort industry to lower its 
water usage per occupant, as well as to develop more 
efficient irrigation systems for the agricultural sector. 


30. (U) There would be a market for biofuels, primarily in 

the transportation sector, if the government were to stop 
subsidizing liquid propane. Although some ethanol and 
biodiesel projects are under discussion, the government needs 
to offer incentives to the industry to attract more concrete 
investment. A potential substitute for fossil-fueled 

generation is wind power. According to the Ministry of 
Industry and Commerce, the wind potential assessment 
estimates that wind-powered generation could produce up to 
10,000 MW. Six wind-generation projects are currently in the 
development phase and their total installed capacity, once 
completed, would be about 450MW. End Comment. 


31. (U) This report and extensive other material can be 
consulted on our SIPRNET site, 
http://www .state.sgov.gov/p/wha/santodomingo/ 


32. (U) Drafted by Chris Davy. 
BULLEN 
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E.O. 12958: DECL: 10/07/2016 
TAGS: PGOV, PREL, PTER, CO 
SUBJECT: COLOMBIA CONFLICT UPDATE - Q3\'06 


REF: A. BOGOTA 3814 
B. BOGOTA 7383 
C. BOGOTA 7893 


Classified By: Ambassador William B. Wood 
Reasons: 1.4 (b) and (d) 


1. (C) Combat continued in Meta and Antioquia, where the 
COLMIL aggressively battled concentrated FARC and ELN forces. 
The COLMIL shifted more resources to the Catatumbo region 
bordering Venezuela after increased FARC attacks, but has not 
yet established control in the area. The Southwest border 

with Ecuador, where all illegal armed groups grew through 
increased coca cultivation and trafficking, needs a larger 

and more sustained COLMIL presence. End Summary. 


2. (U) This quarterly update reviews Colombian military 
operations against the FARC and ELN in June through August of 
2006. 


3. (S) In Plan PatriotaWs main effort, Joint Task Force 

Omega (JTF-O) continued its intensive campaign in La 
Macarena, western Meta department (ref C). Meta is a key 
FARC center of gravity -- a historical stronghold and former 
safe haven (despeje), a locus of coca cultivation, the likely 
current hideout of its military chief, and a back door to 

Bogota. The COLMIL\'s combined forces met stiff resistance in 
their operations to find and destroy FARC camps and caches. 
Intelligence indicated that local FARC fronts suffered supply 
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shortages and desertions. While the FARC may not have its 
former free reign, however, its presence in the area remains 
formidable, as evidenced by the presence of its military 
chief Mono Jojoy\" with a substantial number of fighters. 


4. (S) Fighting in La Macarena will likely push the FARC back 
south into Caqueta. Resupply activity is already ongoing 

there via weekly flights from Venezuela and Brazil landing 
inside the Colombian border -- routes that are more 

roundabout but are free of COLMIL impediments. FARC fronts 
from Meta may migrate to central Caqueta to connect with 
those supplies. JTF-O would be hard pressed to counter those 
moves while fully engaged in Meta. The COLAR\'s Sixth 
Division is similarly tied down in constant combat in western 
Caqueta, where it killed dozens of enemy fighters. On the 

Huila border, the FARC\'s elite Teofilo Ferero Mobile Column 
(TFMC) was weakened by COLAR pressure, coupled with a police 
operation that netted 21 members. TFMC attacks declined, and 
many members deserted. 


5. (S) Antioquia Department in Colombia\'s northwest was a 
third zone of heavy combat against both FARC and ELN. The 
area is populous with a broad-based economy, providing groups 
with income from extortion as well as drug production. It 

falls under the COLAR\'s large Seventh Division, which 
consistently inflicts high enemy casualties. The area\'s 
already high battle tempo was further raised by the 
introduction of special forces, whose pursuit of FARC front 
commander and high value target (HVT) alias \"Karina\" 
generated four weeks of sustained anti-FARC operations. The 
ELN also suffered heavy blows from combat, desertions, and 
the capture of a veteran leader of three fronts. 


6. (C) In the Catatumbo region (Norte de Santander) 
bordering Venezuela, the COLMIL stepped up operations to 
protect the Cano-Limon pipeline, improve border integrity, 
address rampant contraband traffic, and reverse a spike in 
FARC attacks after paramilitary demobilization. The Second 
Division moved its headquarters forward, to pressure the 
local brigade to be more aggressive; a new mobile brigade 
(BRIM) increased offensive capability; and the State 
Department\'s NAS temporarily moved its helicopter base into 
the zone to provide air mobility. The COLMIL has yet regain 
control of the area, however, and the FARC still has the 
tactical advantage. Still, operations have taken a toll on 

the ELN, whose small fronts suffered heavy casualties 
including hits to their leadership. Greater COLMIL action in 
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Catatumbo may push guerrillas\' cross-border supply lines 
further north, where patrol is difficult due to sparse GOC 
presence and poor infrastructure. 


7. (S) On the southern border, Putumayo\'s aggressive FARC 
48th front used Ecuador as a refuge during combat and a 
leadership safe haven. Alleged COLMIL incursions into 
Ecuadorian territory and/or air space during operations 

caused friction between GOC and GOE. Coca cultivation 
increased in the no-spray border zone, and the largest number 
of guerrilla arrests were inside coca labs. All illegal 

groups expanded their presence in Narino, where COLMIL 
operations were limited by tough terrain and an almost total 
absence of state institutions and infrastructure. Colombian 
Army and Marines conducted successful operations but lacked 
the resources for sustained action or a fixed presence. 


WOOD 
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SENSITIVE 
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DEPARTMENT FOR DRL/AWH GMAGGIO, DRL/IL AANZLDUA 

E.O. 12958: N/A 

TAGS: EAGR, ELAB, PHUM, DR 

SUBJECT: CONTROVERSIAL PRIEST, BATEY ACTIVIST RECALLED TO 
NEW YORK FROM DOMINICAN REPUBLIC 

REF: SANTO DOMINGO 2790 


SANTO DOMI 00003250 001.3 OF 002 


1. Sensitive but unclassified -- protect accordingly. 


2. SUMMARY: Father Christopher Hartley, an outspoken and 


Column 3 

controversial advocate for worker rights on the Dominican 
sugar plantations (bateyes), has been unexpectedly recalled 
to New York. Church spokesmen claim that the recall was a 
routine personnel matter and was not politically motivated. 
Curiously, Father Hartley has not responded to e-mails from 
Embassy political officers requesting clarification on the 
reassignment. Father Hartley\'s efforts have met with some 
success, but it is unknown whether his Dominican successor 
will continue in his footsteps. END SUMMARY. 


3. Father Hartley was one of two foreign Catholic priests 
whose controversial efforts to improve working conditions on 
Dominican bateyes have drawn publicity from around the world. 
The other, Father Pedro Ruquoy of Belgium, was recalled last 
year in disgrace after it was discovered that he had arranged 
fraudulent adoptions for Dominican-born children of Haitian 
descent. The adoptions were allegedly arranged in order to 
legalize the children\'s status in the country, as the 

Dominican Government routinely refuses to issue basic 
documents (like birth certificates) to children born to 

Haitian parents. 


4. Father Hartley has long been a strident human rights 
advocate for the predominately-Haitian workers residing in 
bateyes near San Pedro de Macoris. His work often brought 
him into direct conflict with both the Dominican government 
and the Vicini Corporation, which owns much of the land where 
Father Hartley ministered. By the end of his tenure Father 
Hartley was forced to travel in the company of a Dominican 
army escort, who ostensibly provided him with protection but 
likely also tracked and reported his movements to the 
government. 


5. Although Church spokesmen in both countries insist that 
the reassignment was a routine personnel matter, the manner 
in which the move was conducted raises some questions. As 
recently as a month before his departure Father Hartley 
appeared to have no knowledge of his impending reassignment. 
When asked during an August 25 meeting with political 
officers how long he planned to remain in the country, Father 
Hartley answered that he hoped to stay several years more.\" 
He certainly made no indication that he planned to depart his 
parish anytime soon -- on the contrary, he spoke of long-term 
projects that he was only just beginning. In recent weeks, 
Father Hartley has declined to respond to repeated e-mail 
requests, further complicating efforts to clarify the 
circumstances surrounding his departure. 


6. The Archbishop charged with managing his district here in 
the Dominican Republic has indicated that a Dominican priest 
will soon be assigned to fill Father Hartley,s currently 
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vacant position. 


7. The public comments sections of online news articles 
announcing Father Hartley,s departure were filled with 
offensive and racist remarks targeting Father Hartley and the 
Haitians he assisted. Father Hartley was called an enemy of 
the Dominican people!" (as well as other less savory things) 

by online commenters, although some did voice support for his 
efforts. 


8. Father Hartley can take satisfaction in some notable 
improvements instituted during his tenure. Reftel notes, for 
example, that: the Vicini Corporation (the most frequent 
target of his efforts) has taken action to discontinue 

annual importation of trafficked workers from Haiti. The 
company no longer allows children to work its fields. 
Substandard living barracks have been bulldozed and replaced 
with more humane residences, both on Vicini property and on 
government-owned land. Vicini workers are now paid in cash 
instead of in company vouchers. A series of filmmakers and 
human rights activists have documented the plight of Haitian 
batey workers in books, articles, and television 
documentaries. 


9. Yet Father Hartley had hoped to accomplish much more. 
During his August 25 meeting with Embassy political officers 
he emphasized three key unmet demands: First, that workers 
be provided with electricity. Second, that workers be 

provided a job contract which clearly states the conditions 

of their employment (this is also a requirement under 
Dominican law). Third, that the company provide supervision 
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at each of the weighing stations. Hartley says that fraud is 

a huge concern at the weighing stations, and that workers are 
often shorted in the assessment of their tonnage and 
underpaid for their work. 


10. Working with local attorneys, Hartley had been preparing 
the groundwork to launch class-action lawsuits demanding for 
batey workers not only written work contracts, but also 
accountability for medical insurance deductions. It is 

unclear what will become of these and other projects after 

the arrival of his successor at the end of the year. 

BULLEN 
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SECSTATE FOR RUEHPH/CDC ATLANTA GA 


SIPDIS 
AIDAC 


E.O. 12958: N/A 
TAGS: EAID KSCA OTRA ASEC BB XL 
SUBJECT: COUNTRY CLEARANCE GRANTED TO LLOYD TO TRAVEL TO BARBADOS 


REF: ATLANTA GA 003786 AND ATD #3582 


1. Embassy Bridgetown grants country clearance to Ms. Ethleen Lloyd, 
Chief of Global AIDS Program, NCHSTP, HHS/CDC to travel to Barbados 
on or about November 11 - 18, 2006 to attend workshop with Caribbean 
HIV/AIDS training coordinators. 


2. Post understands traveler has reservations at the Accra Beach 
Hotel and Resort and that no further Embassy assistance is required. 
Embassy point of contact is USAID Officer James Goggin, Phone: 
1(246) 228-8070, Fax: 1(246)228-8589. 


3. PostVs resources do not allow us the flexibility to meet and 

assist visitors at the airport. In Barbados the taxi rate from the 
airport to the hotel is approximately BDS$30 (US$15). The exchange 
rate is approximately 2 Barbados Dollars for 1 U.S. Dollar. You 
should bring enough U.S. Dollar bills to pay the taxi. U.S. 

currency, traveler\'s checks, and credit cards are routinely and 

widely accepted here. 


4. Entry/departure requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. Visas 
are not required for short visits. Visitors are granted up to 28 
days upon entry, which can be extended through the Barbados 
immigration Department for up to six months. Barbados has a 
departure tax for Barbados $25.00 BDS or $13.00 USD. 


5. The following general information pertains to transportation, 
security and health considerations in the Eastern Caribbean: 


Security 
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In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended 
especially at night. Be vigilant when using public telephones or 
ATM facilities near roadsides or quiet areas. As in many U.S. 
metropolitan areas, wearing expensive jewelry, carrying expensive 
objects, or carrying large amounts of cash should be avoided. 
Visitors should also safeguard valuables while at the beach. While 
hotels are generally safe, many visitors have experienced loss of 
unattended items. Hotel burglaries are not uncommon, and all 
valuables should be locked in room safes. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


KRAMER 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, ES 


SUBJECT: EL SALVADOR: DEMARCHE DELIVERED ON INDIGENOUS 
RIGHTS 
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REF: STATE 169257 


(U) Poloff delivered reftel demarche on the Declaration on 

the Rights of Indigenous Peoples to Ambassador Jose Roberto 
Mejia, Director of Global Affairs at the MFA. Ambassador 
Mejia responded that El Salvador was still considering its 
position, and noted that Mexico was lobbying heavily for them 
to support the chair\'s text. Nevertheless, he expressed 
reservations similar to the USG position about the content of 
the text and the manner in which it was adopted at the Human 
Rights Council. Post will continue to follow up with MFA to 
ascertain El Salvador\'s position. 

BARCLAY 
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E.O. 12958: N/A 

TAGS: PARM, MCAP, PREL, ES 

SUBJECT: EL SALVADOR: DEMARCHE DELIVERED ON CONVENTIONAL 
WEAPONS REVIEW CONFERENCE 


REF: STATE 168629 


(U) Poloff delivered reftel demarche to MFA Director of 
Multilateral Affairs Mario Rivera, who stated that El 

Salvador would take USG points into consideration in forming 
their position prior the November meetings. 

BARCLAY 
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STATE PASS TO ISN, EAP, lO 


E.O. 12958: N/A 
TAGS: PARM EC, lO, KN, KNNP, PARM, PREL 
SUBJECT: ECUADOR CONDEMNS DPRK TEST, SUPPORTS UNSC 


REF: A. STATE 166404 
B. STATE 169418 


1. (SBU) PolChief conveyed points in Ref B to MFA U/S for 
Multilateral Affairs Gonzalo Salvador on October 12 and 
congratulated the GOE for its principled public statement 
condemning the DPRK\'s nuclear test. Salvador said the GOE 
shared international opprobrium against the DPRK\'s test and 
would strongly support UNSC and international efforts to 
respond to the DPRK nuclear threat. 


2. (SBU) PolOff had earlier conveyed Ref A points to MFA 
Director General Lourdes Puma, on October 6. Puma indicated 
that the GOE shared USG concerns and opposed proliferation 
and the development of nuclear weapons. The GOE would 
support positions reacting to the test developed by consensus 
in the UNSC. 


3. (U) On October 9, the GOE issued a statement lamenting 

the DPRK\'s failure to return to the negotiating table and 
expressing profound concern with the DPRK\'s announced nuclear 
test. Going further, the statement expressed GOE support for 
\"measures discussed by the international community, 

especially those of the United Nations Security Council.\" 

JEWELL 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PGOV, PINS, PREL, PINR, PTER, PHUM, IZ 

SUBJECT: SWAT COMMANDER\'S DEATH MAY JEOPARDIZE NON-PARTISAN SECURITY 
LEADERSHIP IN BABIL 


CLASSIFIED BY: Charles F. Hunter, Regional Coordinator, REO 
Al-Hillah, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Summary and comment: The head of the Al-Hillah SWAT team 
was assassinated in his office on Oct. 13, days after being 

informed by the office of the Prime Minister (PM) that he was 

being replaced. Though the victim had a warrant out for his 

arrest on terrorism charges, a confluence of factors surrounding 

his death, including the political ties of his replacement, have 

raised suspicions and may not bode well for impartial leadership 

in Babil\'s security forces, heretofore a hallmark of the 

province. End summary and comment. 


2. (SBU) Col. Salam Trad Al-Ma\'mouri, the head of the Al-Hillah 
SWAT team, was assassinated along with his nephew and deputy, 
Maj. Tahir Al-MaYmouri, by a bomb in Col. Salam\'s office at 
approximately 10:00 a.m. on Friday, October 13. The explosive 
was placed on the exterior window ledge of the victim\'s 
ground-floor office, directly behind his chair, and detonated 

with a remote-control trigger. Two other people were injured in 
the blast. Speculation points to an inside job. Col. Salam was 

a cousin of Babil Police Chief MG Qais Hamza Aboud Al-Ma\'mouri, 
who has survived several assassination attempts himself, and the 
son-in-law of the provincial chief judge, AVad Hatif Jabbar 
Al-Hasaani. (Note: He was also a close contact of the Regional 
Embassy Office and took part in weekly REO-hosted bilateral 
security coordination meetings. End note.) 


3. (C) Col. Salam was in the process of being removed from his 
position as SWAT leader. Post has a copy of a letter dated 
Sept. 30 from Gen. Samir Abdullah Hassaani, director of the 
office of the Commander in Chief of the Armed Forces, directing 
the Minister of Interior to replace Col. Salam with Maj. Ali 
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Hamid Abbas. The letter was sent on October 1 but evidently not 
received in Al-Hillah until a week later. The official transfer 

of command had not yet taken place, however, which is why Col. 
Salam continued to go to his office. 


4. (C) Col. Salam was also under indictment from a court in 
Karbala on charges of involvement in a terrorist plot to kill 
relatives of Prime Minister (PM) Nuri Al-Maliki, and perhaps the 
PM himself, in late August 2006. The REO has heard that 14 
people were arrested in Karbala in connection with this plot; 
twelve were released and the remaining two reportedly implicated 
Col. Salam. Judge A\'ad came to the REO with Col. Salam on Sept. 
29 to discuss the case. At that point they had not seen an 

arrest warrant and wanted merely to share information. The 
judge speculated that the Da\'wa party was trying to seize 

control of the SWAT team in Babil. (Note: Maj. Ali Hamid Abbas 
is the brother of Sayyid Abbas Hamid Abbas, the leader of the 
Da\'wa Party in Karbala, who is reputed to have links to death 
squads operating in that province. Karbala\'s governor and the 
PM are also members of Da\'wa. End note.) Col. Salam attended 
the REO\'s security coordination meetings as usual on Oct. 1 and 
7. 


5. (C) On Oct. 10 a clearly worried Col. Salam contacted REO 
staff to report that he was in danger and was asking U.S. 
Special Forces for help. The governor of Babil had refused to 
intervene, saying that the PM had treated him insultingly in the 
past. Three members of the former Transitional National 
Assembly had apparently been rebuffed in their attempt to seek 
clemency from the Prime Minister earlier in the week; according 
to one of them, Dr. Hanan, the PM had flown into a rage and said 
that Col. Salam had tried to kill his relatives. Three Council 

of Representatives members intended to plead his case later in 
the day, Col. Salam said. REO does not know whether the latter 
meeting actually took place. There was no subsequent contact 
with the REO prior to the assassination. 


6. (S) Comment: Post has had indications via provincial IP Chief 
Gen. Qais (strictly protect) that some of Col. Salam\'s conduct 
and decisions may have been questionable, though Qais did not go 
so far as to accuse his cousin of involvement in terrorism. On 
the other hand, it may or may not be coincidence that PM 
Al-Maliki and the incoming SWAT chief hail from the same 
village, Tuwairij, on the border between Karbala and Babil 
Provinces. Particularly worrisome are unconfirmed rumors that 
Maj. Ali Hamid Abbas has ties to Iranian intelligence. Whatever 
the facts, this case is disturbing on numerous levels and may 
not bode well for what to date has been a remarkable record of 
professional, non-partisan leadership in Babil Province\'s 
security forces. End comment. 
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HUNTER 


81862 

PP RUEHWEB 

DE RUEHDG #3251 2861824 

ZNR UUUUU ZZH 

P 131824Z OCT 06 

FM AMEMBASSY SANTO DOMINGO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6396 

INFO RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RUCOWCV/CUSTOMS CARIBBEAN ATTACHE MIAMI FL PRIORITY 
RHMCSUU/FBI WASHINGTON DC PRIORITY 
RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC PRIORITY 
RUEAHLC/HQS DHS WASHDC PRIORITY 


SIPDIS 
SIPDIS 
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US MARSHALS SERVICE PLEASE PASS TO JIM SCHIELD 

DEA FOR OF,OFI,DO,DCO 


E.O. 12958: N/A 

TAGS: CJAN, CVIS, KCRM, SNAR, DR 

SUBJECT: DOMINICAN FUGITIVES FELIZ, ARRINDELL, AND JIMENEZ 
EXTRADITED TO THE U.S. 


REF: A. STATE 148999 
B. 2005 STATE 217991 


1. On October 12, 2006, U.S. Marshals returned Jansys Feliz 
Terrero to the United States for trial in the U.S. District 

Court for the District of Maine, where he is the subject of 
superseding indictment number 03-CR-80-P-H, filed September 
9, 2004. As detailed in the indictment, Feliz is charged 

with conspiracy to distribute and possess with intent to 
distribute 50 grams or more of cocaine base (crack). 


2. Following the February 9, 2005, issuance of a Dominican 
arrest warrant based on a U.S. Government request for 
extradition, Feliz was captured October 2, 2006, by officers 

of the Dominican National Directorate for Drug Controls 
(DNCD) Fugitive Apprehension Unit. On October 3, 2006, Feliz 
made a knowing, voluntary, and conscious waiver of his right 

to judicially challenge his extradition and his extradition 

was subsequently confirmed by presidential decree. 
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3. Two additional extraditions will take place on October 16, 
2006, when U.S. Marshals will extradite Woady A. Arrindell 
(aka Wally) and Toribio Jimenez Guerrero (aka Bolo or 
Antonio) for trial in the U.S. District Court for the 

District of Puerto Rico. Both subjects were indicted on 
August 10, 2006, in case number 06-253 (PG), for multiple 
narcotics offenses involving multi-kilogram quantities of 
cocaine. Both were targets of Operation Green Traketon, a 
multi-jurisdiction take-down targeting 56 alleged narcotics 
traffickers in six, largely Latin American and Caribbean, 
countries. 


4. As the case with Feliz, a Dominican arrest warrant was 
issued for both subjects (September 22, 2006) after a formal 
U.S. request for extradition (September 12, 2006). The 
subjects were arrested by DNCD agents (October 6, 2006) and 
have since made knowing, voluntary, and conscious waivers of 
their right to judicially challenge their extraditions. 

Their extraditions have been properly confirmed by 
presidential decree 


5. Following the return of these three fugitives, the total 
number of Dominican extraditions to the United States (since 
1998) will stand at 150 (with 21 extraditions occurring 
calendar year-to-date (3 in FY-2007)). 

BULLEN 
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FM AMEMBASSY PORT AU PRINCE 
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SIPDIS 
SIPDIS 


WHA/CAR FOR DANIEL STEWART 

WHA/PPC FOR MICHAEL BORDERS AND CHARLOTTE ROE 
INL FOR MICHELE GREENSTEIN AND BOB BROWN 

DRL FOR JENNIE MUNOZ 


E.O. 12958: N/A 


TAGS: MARR, MASS, PGOV, PHUM, HA 
SUBJECT: VETTING REQUEST: PALACE SECURITY UNIT (PSU) 


1. This is an action request for WHA/CAR. See para 2-5. 
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2. Post requests Department initiate review of available 
human rights reports/files and other sources for the 

following members of the Haitian National Police for credible 
information of gross human rights violations. These 
individuals are being vetted pursuant to the Leahy Amendment 
to the Foreign Operations Appropriations Act (FOAA). The 
training to be provided is weapons training for Palace 

Security Unit (PSU). Post requests reply NLT October 23, 
2006. 


Begin Names: 


1) Last Name: Charles 
First Name: Claude 
DOB: 03/09/1968 

Place of Birth: Petion-Ville 
IDA: 95-03-13-00945 


2) Last Name: Charles 
First Name: Pierre Luckner 
DOB: 11/13/1970 

Place of Birth: Cayes 

IDA: 95-03-14-01013 


3) Last Name: Dagny 

First Name: Marie Youdeline 
DOB: 08/20/72 

Place of Birth: Marmelade 
IDA: 02-13-02-05704 


4) Last Name: Damus 
First Name: Gesner 
DOB: 12/05/76 

Place of Birth: Marmelade 
IDA: 02-13-02-05705 


5) Last Name: Dorcely 
First Name: Jean Gerald 
DOB: 12/01/1973 

Place of Birth: Ganthier 
IDA: 95-03-12-00832 


6) Last Name: Jean Pierre 
First Name: Frandieu 

DOB: 09/15/1973 

Place of Birth: Ouanaminthe 
ID#: 03-14-10-106682 


7) Last Name: Leon 
First Name: Mykette Valcourt 
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DOB: 11/22/1977 

Place of Birth: Marmelade 
ID#: 11PP-02499 


End Names. 


3. Post has already completed its own vetting and found no 
credible evidence of gross violations of human rights by 
these individuals. 


4. Only upon completion of departmental review and post\'s 
receipt of authorizing cable will we provide the requisite 
human rights verification statement for this training. 
SANDERSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/12/2016 

TAGS: PREL, PTER, UNGA 

SUBJECT: UN COUNTER-TERRORISM COMMITTEE (CTED) LOOKING BACK 
AND AHEAD 


Classified By: Classified by Ambassador Wolff for reasons 1.4 (b) and ( 
d). 


1.(U) Amb Wolff met with UN Counter-Terrorism Executive 
Director (CTED), Javier Ruperez, at his request on October 
12. Ruperez, who had just returned from visits to Mali and 
the Philippines, noted the need to refocus CT technical 
assistance from training to more concrete aspects, such as 
providing machinery needed to secure borders. He said that 
Mali in particular deserves to be helped because they are 
doing a good job with the assistance that is being provided. 


2. (C) Ruperez said that he had asked to meet to discuss two 
issues: CTED year end review and the next Chairman of the 
Counter-Terrorism Committee. He explained that although the 
main review will take place at the end of 2007, there has 
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been a practice of taking stock at the end of each year and 
this will include a review of his appointment by the CTC and 
the Secretary General. Ruperez said he wanted to work 
closely with us in preparing the annual assessment. 


3. (C) Ruperez said that he is ready to continue to serve 

as Director of CTED. On the Chairmanship of the CTC, he 
expressed a preference for the Italians because they \"know 
what terrorism is about and have the Mission resources to 
take on the job.\" Amb Wolff said that he had talked with the 
Italians and agreed that they did not seem to be seeking the 
job. Wolff asked whether the Deputy PR could chair meetings, 
something that might entice the Italians, who have expressed 
concern about the commitment of time expected by their 
Permanent Representative. Ruperez said he would not have a 
problem with the DPR presiding because \"what matters is that 
the CTC will deliver.\" The Mission that holds the 
Chairmanship must be engaged whether presented at the PR or 
DPR level. 


5. (C) Both agreed that among the new members, Belgium and 
Italy were the best candidates. Venezuela, if elected, would 

be out of the question and neither of the other SC 

candidates, Nepal, Indonesia or South Africa would be 
appropriate alternatives. 

BOLTON 
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FM AMEMBASSY BOGOTA 
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INFO RHMFIUU/DEPT OF ENERGY WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHDC","UNCLAS BOGOTA 009454 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: ENRG, EMIN, EINV, CO 

SUBJECT: ECOGAS PRIVATIZATION -- A DRY RUN FOR ECOPETROL? 
REF: BOGOTA 7497 

1. A pension fund consortium bidding for the ownership of 

Ecogas, Colombia\'s state-owned natural gas transportation 


company, failed to meet the minimum required purchase price 
for the company. Under Colombia\'s constitution, the failure 
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of the \"solidarity sector" (pension funds or unions) to meet 
the minimum price allows the GOC to view offers from private 
domestic and international bidders, which it will do in a 
second round of bidding set to take place at the end of 
November. 


2. Ecogas owns, maintains and operates approximately 3644 
kilometers of pipeline, representing 70 percent of Colombia\'s 
gas pipeline network. In 2003, President Uribe signed a law 

to privatize ECOGAS with the goal of making the company more 
productive and efficient. 


3. Article 60 of Colombia\'s constitution requires that 

pension funds and unions be given first opportunity to bid 
during the privatization of state-held assets. In the case 

of Ecogas, six large Colombian pension funds offered a 
consortium bid of USD 823 million. As revealed in a public 
ceremony, the offer fell short of the GOC\'s required minimum 
bid. The failure of the Colombian pension funds to come up 
with an acceptable price allows the GOC to open the bidding 
to private domestic and foreign investors. This next round of 
bidding will be evaluated on November 29th. 


4. Comment- Although the GOC\'s official asking price for 
Ecogas remains under seal, GOC public comments revealed the 
pension fund consortium fell short of the required minimum 
bid by nearly USD 80 million. Subsequent bidding by the 
private sector (the pension funds could also bid again, if 
they choose) should result in offers that easily exceed the 
required minimum. While the details of the Ecopetrol sale 
(Reftel) have not been determined by Congress, a similar 
bidding process will likely be used for the partial 
privatization of Ecopetrol to comply with the Article 60 
requirement to offer first bidding rights to union or pension 
fund bidders. End Comment. 

WOOD 
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INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE PRIORITY 
RUEHROV/AMEMBASSY VATICAN PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY""CONFIDENTIAL MANAGUA 002276 


SIPDIS 
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SIPDIS 
DEPARTMENT FOR WHA/CEN 


E.O. 12958: DECL: 10/13/2016 

TAGS: KDEM, NU, PGOV, PHUM, PINR, PREL 

SUBJECT: NUNCIO: WAN ORTEGA VICTORY IS POSSIBLE BUT NOT 
PROBABLE" 


REF: A. VATICAN 0213 


B. MANAGUA 1370 
C. 2005 MANAGUA 2738 


Classified By: Ambassador Paul A. Trivelli. Reasons 1.4 (B,D). 


1. (C) Nuncio Jean Paul Gobel believes that the victory of 
Sandinista National Liberation Front (FSLN) presidential 

candidate Daniel Ortega is \"possible but not probable." 

However, he warned Ambassador and polcouns on October 12 that 
popular support for the FSLN has grown in some areas of the 
country, including traditionally Conservative Granada, where 
\"entire barrios\" now support the FSLN. He observed that 

while deceased Sandinista Renovation Movement (MRS) candidate 
Herty Lewites had attracted many traditional FSLN voters, 

Lewites\' successor Edmundo Jarquin appeals more to 

intellectuals than to common folk, many of whom may migrate 

back to the FSLN. 


2. (C) Gobel mentioned that he had not received notice from 
the Vatican on Ambassador Rooney\'s October 10 meeting with 
the Holy See\'s Undersecretary for Relations with States, 
Monsignor Pietro Parolin (Ref. A), concerning Cardinal Obando 
y Bravo\'s political activities, explaining that this type of 

report would be sent to him via diplomatic pouch -- a slow 
process. The Ambassador noted that Obando\'s pro-FSLN stance 
is troubling from both political and religious perspectives 

and signals a disturbing shift from Obando\'s anti-Sandinista 
views in the 1980s. Gobel reported that in June the Bishops\' 
Conference agreed to issue a pastoral letter, released on 
August 15 and calling on Nicaraguans to vote and consider the 
past records of the candidates -- an indirect reference to 

Daniel Ortega. Gobel suggested that Church leaders will 
continue to refer to the letter before the November 5 

elections, but he doubts that the Church will issue an 
additional, more direct communique, as doing so would require 
a unanimous vote. 


3. (C) Referring to the Church\'s traditional reluctance to 
chastise its leadership, Gobel doubted that the Vatican will 
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call in Obando y Bravo. However, he noted that Parolin \"is 
young and a Salesian, who might see things differently.\" 

Gobel added that Parolin is also a classmate of the Cardenal 

of Tegucigalpa, who met with Gobel in Managua two weeks ago. 
The Cardenal assured Gobel that he would raise the issue of 
Obando with Parolin. 


4. (C) To the Ambassador\'s query over the participation of 
the Church in electoral observation via NGO Etica y 
Transparencia -- specifically Archbishop Leopold Brenes\' and 
Bishop Hombach\'s (Granada) interests in the matter -- Gobel 
replied that he opposes the participation of the Church as an 
institution, but favors the involvement of individual 

Catholics. (NOTE: Gobel left the clear impression that hi in 
fact dissuaded the Archbishop from mounting a separate Church 
observation mission.) He also opined that the ChurchYs open 
leadership of a recent pro-life, anti-abortion march in 
Managua that ended with the presentation of a document to 
National Assembly lawmakers, had crossed the line, in his 
view, between the Church\'s role and politics. 


5. (C) The Nuncio also commented on the sorry state of the 
Liberal Constitutional Party (PLC), observing that PLC leader 
Arnoldo Aleman \"is not helping Rizo and appears to want him 
to lose.\" Troubled by the ego-centric nature of Nicaraguan 
politics, Gobel added that even PLC National Assembly 
candidates do not care if Rizo wins, recounting his recent 
meeting with PLC National Assembly candidate Francisco 
Aguirre Sacasa, who unabashedly informed him that neither 
Montealegre nor Rizo is a shoe-in. However, regardless of 
the election outcome, Aguirre Sacasa was confident that he 
will gain a seat in the Assembly (he is second on the PLC 
slate), which was all that appeared to matter to the 
ex-Foreign Minister. 

TRIVELLI 
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INFO RUEHXR/RWANDA COLLECTIVE 

RUCNSAD/SOUTHERN AFRICAN DEVELOPMENT COMMUNITY 
RUEAIIA/CIA WASHDG 

RHEFDIA/DIA WASHDC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH Uk","C ONFIDENTIALKINSHASA 0015 


SIPDIS 
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SIPDIS 


E.O. 12958: DECL: 10/13/2016 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: SECOND-ROUND PRESIDENTIAL CAMPAIGN 
KICKS OFF AT MIDNIGHT OCTOBER 13 


REF: KINSHASA 1521 
Classified By: Poloff C. Brown. Reasons 1.4 b/d. 


1. (U) Campaigning for the DRC\'s second-round presidential 
race officially begins at midnight local time October 13. 
President Joseph Kabila and Vice President Jean-Pierre Bemba, 
the top two finishers among the 32 contenders in the first 
round on July 30, will have just fifteen days for their 
campaign. During this period, the two candidates and their 
respective political parties and alliances will be allowed to 
post campaign material, run radio and television ads, hold 
rallies, and campaign throughout the country; no such 
activities are permitted once the campaign ends at midnight 
on October 27. The runoff election will be held October 29, 
and the Independent Electoral Commission (CEI) has said the 
provisional results of the presidential contest will be 
announced by November 19. Final presidential results are 
expected by November 30. 


2. (U) The campaign for provincial assembly candidates began 
September 28 (reftel) and will also close on October 27. 
Provisional results from these elections will not be 

announced by the CEl until December 5. 


3. (C) The tenor of the presidential campaign is likely to be 
highly charged and negative. The Bemba camp is reportedly 
again planning to use the theme of ethnicity, questioning 
whether Kabila is truly \"Congolese.\" The High Media 
Authority (HAM), however, has warned that media outlets 
broadcasting messages based on appeals to ethnic or tribal 
divisions risk being sanctioned. For its part, the Kabila 
campaign will attempt to focus attention on Bemba\'s past as a 
warlord. Some Kabila supporters have begun a whisper campaign 
portraying Bemba as a would-be dictator and a second 
Mobutu.\" (Note: Ironically, Kabila has formed an alliance 

with Nzanga Mobutu, the late ruler\'s son and head of the 
Union of Mobutuist Democrats, who finished in fourth place in 
the first presidential round. End note.) 


4. (C) Per SRSG Swing at a CIAT meeting the afternoon of 
October 13, BembaYs MLC has signed a code of conduct for the 
electoral period, as well as a post-electoral agreement (with 
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some modifications from the original version). As of midday 
October 13, however, Kabila\'s representatives had still not 
signed on to either agreement. 


5. (C) Bemba has indicated on several occasions that unless 

he received a helicopter to replace the one destroyed on 

August 21 during fighting between the Presidential Guard and 
his security forces, he would be unfairly disadvantaged and 
might therefore not participate in the elections. At the 

October 13 CIAT meeting, the SRSG said the U.N. was prepared 
to offer both candidates the use of a helicopter and crew for 

the duration of the campaign. This would effectively 

eliminate any pretext for Bemba not to take part. 


6. (C) Comment: Though the campaign is likely to be nasty, it 
will at least be mercifully short. And while it can not do 

much to raise the level of political discourse, the CEI 

appears set to pull off a reasonably smooth second round of 
elections at the more than 50,000 polling stations where the 
Congolese will cast their votes on October 29. End comment. 
DOUGHERTY 
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TO RUEHC/SECSTATE WASHDC 4244 

INFO RUCNCOM/EC CARICOM COLLECTIVE" "UNCLAS SECTION 01 OF 04 GEORGETOWN 001( 


SIPDIS 


WHA/EPSC - CORNEILLE 
EB/ESC/IEC - IZZO 

S/P - MANUEL 

OES/STC - PAMELA BATES 


SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, ENRG, EAGR, PREL, PGOV, GY 
SUBJECT: SURVEY OF ETHANOL POTENTIAL IN GUYANA 


REFS: A) STATE 164558, B) 05 GEORGETOWN 906 


1. SUMMARY: Though a small-scale sugar producer, Guyana could be a 
lucrative destination for investment in ethanol production. Guyana\'s 
efforts to streamline its sugar industry and lower the cost of 
production--which will enable it to remain competitive--have limited 
excess Cane capacity and investment in ethanol to date. 
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Nevertheless, Guyana has ample land, relatively favorable investment 
and regulatory incentives for the energy sector, and duty-free 

access to the U.S. market through the Caribbean Basin Initiative. 
Obstacles include government-ownership and control of the sugar 
industry, poor infrastructure and a shrinking labor force. END 
SUMMARY. 


2. Guyana\'s sugar industry is struggling to remain profitable and is 
still surviving despite a 36% reduction in European Union price 
supports. The EU price reduction is expected to cost the Guyana 
Sugar Corporation (Guysuco) around US$40 million in revenue/year. 
Nevertheless, the firm has embarked on a modernization program that 
will improve cane yield and eventually lower the unit cost of 
production from US 17 cents/pound to about US 12 cents/pound of 
sugar, enabling it to remain competitive on the world market. 
Guysuco is also undertaking value-added initiatives such as 
improving the packaging of sugar, developing a stronger branding 
strategy, and building a refinery (Guyana currently exports raw cane 
sugar). 


3. The crux of this effort is the Skeldon Sugar Modernization 

Project (SSMP), which will see the construction of a new 110,000 ton 
capacity sugar factory. The GOG and the People\'s Republic of China 
signed a concessional loan agreement paving the way for the US$110 
million project in the eastern region of Berbice. The new factory is 
expected to begin operations in October 2007. 


4. Guysuco is a state-owned company. Since 1990 the GOG has 
contracted out the management operation of the company to the 
British firm Booker Tate Limited. Production averages around 3.67 
million tons of cane/year with a yield of approximately 80 tons of 
cane per hectare. The corporation is located along the narrow 

fertile coastal strip between the Atlantic Ocean and the rain forest 
and savannah of the interior. This area is low lying and is 

protected from the ocean by a sea wall, stretching across two 
counties, namely Demerara and Berbice. These five sugar estates 
(West Demerara Estates, East Demerara Estates, Blairmont Estate, 
East Berbice Estates and Skeldon Estate) include eight factories, 
four in the county of Demerara, with two on each bank of the 
Demerara River in the area surrounding Georgetown, and four in the 
county of Berbice in the east of the country, with three on the 

banks of the Berbice River and one on the bank of the Corentyne 
River. 


5. Guysuco\'s five sugar estates comprise approximately 60,000 
hectares about 41,000 of which are under cultivation. The industry 
has the potential to increase the amount of land at its disposal. 
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The GOG has identified approximately 1 million acres in the Canje 
River Basin (Berbice Region) for potential cultivation. However, 
this will require prepping virgin land, which Guysuco estimates 
would require an investment of around US$100 million. 


6. Guysuco employs around 17,500 people directly plus 5,000 private 
cane farmers and 4,000 temporary workers. In addition, the industry 
employs 20,000 people indirectly through the provision of goods and 
services. Guysuco directly accounts for 10 percent of Guyana\'s labor 
force and is the largest single employer in the country. The 

industry\'s union, the Guyana Agricultural Workers Union, is a 

primary support base for the ruling People\'s Progressive Party. 
Accordingly, the GOG is loathe to take economically rational steps, 
such as closing or consolidating less productive estates West of the 
Demerara River, that would reduce employment in the sector (REF B). 


7. In terms of environmental impact, sugar cane harvesting methods 
in Guyana do include burning the fields prior to harvest. However, 
there is no level of local concern among citizens over environmental 
effects, given that the fields and factory are not in close 

proximity to citizens. The Environmental Protection Agency of Guyana 
ensures that Guysuco\'s environmental controls and mitigation 
measures keep pace with the introduction of new regulations and 
policies for the control of emissions from its factories and the 
burning of its fields. According to Guysuco, sugar cane is a net 
producer of carbon dioxide, replacing as much as 30 tons/hectare of 
carbon even when taking burning into account. Traditional 

fertilizers include sulphate of ammonia (SOP), urea, muriate of 
potas (MOP), and diammonium phospahate (DAP). Sulphosate and 
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fluazifop-butyl are used for chemical ripening. 


8. Guysuco uses bagasse (biomass from sugarcane) for power 
generation. Approximately 67% of the corporation\'s estimated 62.2 
GWH in electrical power generation is produced from bagasse, with 
the remaining 33% produced from gas-oil (diesel). 


9. Guyana has seen little investment in the energy sector. A number 

of international investors have conducted feasibility studies in the 

areas of hydro-power generation and wind-power generation. The GOG 
has also been approached by a number of companies seeking to conduct 
both onshore and offshore oil exploration in Guyana. To date, none 

of these high-profile, speculative ventures have materialized. As 
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far as ethanol is concerned, Guysuco is presently seeking funding to 
undertake a feasibility study to consider the capital, operating 

cost and economic viability of a 130 million liter/year ethanol 

plant. The company reports receiving inquiries from three potential 
investors interested in ethanol, but nothing has materialized to 

date. 


10. The GOG does not offer subsidies for private electricity 
producers in country. However, the GOG has developed a number of 
investment incentives through the Guyana Office for Investment 
(Go-Invest) encouraging investors (both local and foreign) to invest 
into the energy sector. These include duty-free waivers on customs 
tariffs and consumption tax for plant, machinery and equipment as 
well as unrestricted repatriation of profits and dividends. 


11. Presently Guyana does not have any environmental regulations 

that specifically address bio-refining. The Environmental Protection 
Agency (EPA) noted that environmental regulations for a bio-refinery 
can be addressed under Environmental Management Regulations of the 
Environmental Protection Agency Act. 


12. Infrastructure is a major constraint to investment. A 

transportation sector study concluded in 2005 found that only 35% of 
Guyana\'s estimated 330 miles of paved roads could be rated in good 
condition. Defective maintenance is the primary constraint. In 
addition, ferry connections are a key feature of Guyana\'s limited 

road infrastructure. Sugar outputs in the most productive region of 
Berbice must travel 130 miles by barge, truck and ferry to port 

facilities on the Demerara River. 


13. The primary port facility is Georgetown Harbor, located on the 
mouth of the Demerara River. The port has a river frontage of about 
two nautical miles and is equipped with six main wharves with depths 
ranging from 4.9 - 6.1 meters. Maximum draft accepted is 8.2 meters 
(approximately 7500 tons deadweight) on high tide with a maximum 
length over all of 175 meters. Limited water depth in the face of 
heavy silting is a major limiting condition. A mudflat with depth of 

less than 5 meters over it extends 10 miles northeast of the mouth 

of the Demerara River. A channel, dredged to a depth of 6.90 meters 
in 1990, leads through the mudflat into the harbor, but no 

systematic or regular dredging is carried out. There are presently 
five wharves with capability for liquid storage each owned by 
petroleum importers. 


14. In addition to the political strength of the agricultural 

workers union noted above, which may place pressure on potential 
investors to carry excess labor capacity, migration of both skilled 
and unskilled labor is an additional constraint on productivity. 
Guyana exports roughly 2% of its population each year, and firms 
regularly report having to train as many as five workers to fill one 
position. 
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15. The government adheres to free market principles in the energy 
sector. The price of energy is determined by the world market price 
of oil rather than by local demand and supply of fuel. The GOG does 
from time to time intervene in the market to keep the domestic 
market price for fuel from escalating. The government will normally 
reduce the consumption tax on import fuel when there is an increase 
in the world market price. Nevertheless, energy costs remain among 
the highest in the region, with electricity retailing at U.S. 28 
cents/KwH and gasoline at US$3.03/gallon. 


16. The GOG has generally encouraged private investment into the 
energy sector over the years. Note that recently the GOG and 
Florida-based Synergy Holdings signed an agreement for the 
construction of a hydro-power station worth US$300M. The hydro-power 
station at Amaila Falls is expected to be completed by December 
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2010, though it appears to be little more than a speculative venture 
at this stage. The GOG has also agreed to similar projects with 
private investors to assess and develop Guyana\'s potential for other 
renewable energy generation, including wind and biomass. The GOG 
signed a technology transfer agreement with Brazil for ethanol 
production in September 2005, but cooperation in the sector has yet 
to materialize. 


17. The regulatory structure of the energy sector includes the 
following agencies with whom potential investors would have to 
interact: 


--Office of the Prime Minister: The Office of the Prime Minister 
(OPM) has principal policy-making and regulatory responsibility in 
the sector, including granting licenses to public utilities and 
independent power producers and approval of development and 
expansion plans. 


--The Public Utilities Commission: The Public Utilities Commission 
is responsible for monitoring and enforcing operatorsY compliance 
with commitments emanating from licenses and standard terms and 
conditions for operations, including operating standards and 
performance targets and development of expansion plans. 


--The Guyana Energy Agency: The Guyana Energy Agency (GEA) is 
responsible for developing and implementing national energy policy 
and for promoting energy efficiency and the development of new and 
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renewable sources of energy. 


--The Environmental Protection Agency (EPA): The EPA is responsible 
for drafting environmental regulations, enforcing compliance of 

sector operations with environmental laws and regulations and 
advising OPM and Office of the President of the Republic on the 

public suppliers environmental audits and management plans. 


18. Presently the sector is dominated by the state-owned entity 
Guyana Power and Light. An effort at privatization ended in 2003 
when the investor, American Caribbean Power, sold its shares back to 
the GOG. Several private manufacturers, including Guysuco, produce 
their own electricity to aid their production process. Private 

sector electricity producers are permitted to sell power back to the 
national grid. However, the Electricity Sector Reform Act of 1999 
prohibits private sector electricity producers to distribute 

electricity directly to other consumers. On the fuel side, the 
government-owned Guyana Oil Company (Guyoil) competes with Esso, 
Shell, and Texaco. 


19. Guyana currently spends roughly a third of GDP on oil imports. 

The following table, based on data provided by the Guyana Energy 
Agency, breaks down average annual petroleum use by sector from 2000 
to 2005 (\'000s of BBLs): 


Commercial/Services 36.0 
Residential 231.4 

Industry including sugar 425.6 
Marine & Road Transportation 856.0 
Air Transportation 53.8 
Agriculture/Mining 449.4 

Fishing 180.3 

Electricity Generation 1657.2 


Total 38732.4 


20. Guyana has no government mandated ethanol blending requirement. 
The GOG has no plans in the near future nor has there been any 
attempt to legislate a mandatory ethanol blending requirement. 

Detailed information on Guyana\'s vehicle fleet is unavailable. 

However, high tariffs on vehicle imports have led to a prevalence of 
older model Japanese automobiles. Flex fuel vehicles are 

nonexistent. Guysuco\'s technical assessment of ethanol potential 
suggests that an output of 11 million liters/year would satisfy a 

10% substitution requirement for domestic consumption. 


21. At present, all available land, capital and labor at the sugar 
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industry\'s disposal is geared toward sugar production. Several of 
the inputs necessary for ethanol to be viable--land, water, 
knowledge of cane cultivation, political will--are present. Access 

to capital is lacking. Guyana\'s relatively small production 

capacity, especially vis a vis Brazil, make it easy to overlook and 
limits interest among foreign investors. The Chinese-financed sugar 
modernization program, while ultimately keeping the sugar industry 
competitive, has also weakened Guyana\'s debt posture. Guyana\'s 
history as a Heavily Indebted Poor Country and commitments to the 
IMF limit state-owned Guysuco\'s ability to finance expansion into 
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ethanol. However, this also raises an opportunity for strategic USG 
involvement, perhaps through funding of a thorough feasibility study 
of ethanol potential. 


ROBINSON 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, PREL, PGOV, XK, XL, XM 

SUBJECT: RESPONSE TO ACTION REQUEST REGARDING 
LATIN-AMERICA-CARIBBEAN BIOFUELS INITIATIVE 


REF: STATE 164558 


1. Summary. Energy production and distribution in Costa Rica are 
controlled by two parastatal entities. If the U.S.- Central 

America-DR Free Trade Agreement (CAFTA-DR) is ratified and comes 
into force before the March 2008 deadline, CAFTA-DR will require 
opening of some sectors of the economy, but the treaty requires no 
market opening in the energy sector. Except for an on-going pilot 
project, Costa Rica has little experience with biofuels. The 

privately owned sugar industry is currently in a sound financial 
condition. End Summary. 
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2. The electricity-telecommunications monopoly, Instituto 
Costarricense de Electricidad (ICE) controls all electricity 
production and distribution in Costa Rica. Ninety-five percent of 
electricity is produced from renewable non-fossil fuel sources, 
primarily hydroelectric generation with small amounts of wind, 
geothermal and solar production. In the past ICE has purchased 
small amounts of electricity from co-generators, however, recent 
press reports indicate ICE is not interested in renewing these 
contracts once they expire. Some sugar mills use bagasse for 
electric power generation and the larger mills sell excess power to 
ICE. 


3. Refinadora Costa Rica de Petroleo, RECOPE, is the parastatal 
entity that controls fossil fuel supplies in Costa Rica. No oil or 

gas is produced domestically, but is purchased by RECOPE from 
foreign suppliers including Venezuela. RECOPE operates the 
country\'s only refinery and also controls all distribution of oil, 

gas and diesel supplies, although individual gasoline service 

stations are independently owned and operated. The Government of 
Mexico has discussed the possibility of establishing a regional 
petroleum refinery but no decision has yet been made on where it 
might be located. 


4. RECOPE is operating an ethanol pilot project scheduled to run 

from February 2006 to February 2007. The pilot project involves 62 
gas stations along Costa Rica\'s Pacific coast that are selling a 

92.5% gasoline/7.5% alcohol mixture. Ethanol is being sold at the 
same price as regular gasoline even though the product costs RECOPE 
more to produce and the energy content is slightly less. If the 

pilot program is successful RECOPE has expressed interest in 
investing in increasing production and distribution capacity. 

Currently there are two ethanol production plants and one 
dehydration/alcohol upgrading plant in Costa Rica. At least one of 

the plants is currently increasing capacity and investing in newer 
equipment. However, during the short to medium term ethanol 
production from these plants is programmed for export, not for the 
domestic market. The European demand for ethanol is high and Costa 
Rica has never exported even half its allowable quota under the 
Caribbean Basin Iniciative (CBI). The local press has reported that 

by the end of 2006 RECOPE will request bids for purchase of 
bio-diesel. 


5. The Arias administration has recently proposed creation of a 
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National Commission on Biofuels involving the Ministry of Production 
(MIPRO), the Ministry of Environment and Energy (MINAE), RECOPE, the 
Chemical Engineers Guild, oil palm growers representatives, the 
Chamber of Agriculture, the Sugar Cane Producers Chamber, ICE and 
the governmental entity that regulates prices for fuels, ARESEP. 

The purpose of the commission is to propose short, medium and long 
term strategies for use of ethanol and bio-diesel, including needed 
legal reforms. Among the strategies to be considered is a tax 

benefit to lower costs and encourage use of biofuels. In addition 

to sugar cane, the commission will also study the possible use of 
yucca and sorghum to produce biofuel. 


6. Costa Rica\'s sugar industry is privately owned. Approximately 
53,000 hectares are planted in sugar cane. Average yield during the 
2004/2005 crop year was 77.3 kg/hectare. At the industrial level 

one cubic meter of water is required to process one metric ton of 
cane. At the farm level, sugar cane requires an average minimum of 
1,500 millimeters of water per hectare during the season, with 
location of the farm being an important variable. In Costa Rica 
sugar cane is planted at altitudes that range from sea level to 

1,700 meters. 


7. Sugarcane harvesting methods in Costa Rica include burning in the 
field, which is regulated by a decree issued by the Ministry of 
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Health in 1996. Legal actions have been initiated by environmental 
groups against some of the larger mills which provides a further 
incentive for mechanizing operations. 


8. Industry profitability depends on the international price 

situation as well as the allocation of the U.S. and domestic sugar 
market quotas. With higher world prices during the last marketing 
year the industry is generally in a sound financial position. Large 
producers are increasingly mechanizing operations, partly motivated 
by a serious labor shortage. The potential for ethanol expansion 

will depend upon the price of complements (denatured alchol from 
Brazil), substitutes (petroleum and ethanol produced elsewhere) and 
the relative costs of production in countries with preferential 

access to the U.S. market under CAFTA or CBI. 


9. President Arias\'s family owns one of the largest sugar producers 
in Costa Rica. 


Column 3 
CURRENT INVESTMENT CLIMATE 


10. Because CAFTA-DR has not yet been ratified, many investors are 
currently cautious. Some are already beginning to make investments 
elsewhere in the region to hedge their bets in the event that 
CAFTA-DR is either not ratified or that the implementing legislation 
necessary to bring the agreement into force will not be passed 

before the February 29, 2008 deadline. 


11. The moment seems ripe for biofuels in Costa Rica. Biofuels help 
polish the country\'s \"green\" image, provide new opportunities for 
farmers and lessen Costa Rica\'s 100% dependence on foreign sources 
of petroleum. The single biggest boost to the nascent biofuels 

industry likely would be for the GOCR to mandate use of a certain 
percentage blend so that the industry could use that guaranteed 
domestic market to justify ramping up capacity. 

LANGDALE 
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RUEHMO/AMEMBASSY MOSCOW PRIORITY 2127 
RUEHSG/AMEMBASSY SANTIAGO PRIORITY 0707 
RUEHVJ/AMEMBASSY SARAJEVO PRIORITY 0003 
RUEHUL/AMEMBASSY SEOUL PRIORITY 1478 
RUEHSM/AMEMBASSY STOCKHOLM PRIORITY 2023 
RUEHTV/AMEMBASSY TEL AVIV PRIORITY 1442 
RUEHWR/AMEMBASSY WARSAW PRIORITY 0922 
RUEHVB/AMEMBASSY ZAGREB PRIORITY 0210 
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RUEHIN/AIT TAIPEI PRIORITY 0121 

RUEKJCS/SECDEF WASHDC PRIORITY 

RUEHBS/USEU BRUSSELS PRIORITY 0567 

RUEHGV/USMISSION GENEVA PRIORITY 1210 

RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0083 

RUEHNO/USMISSION USNATO PRIORITY 0745 

RUEHVEN/USMISSION USOSCE PRIORITY 0070 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 0252","C ON FIDENTIAL OTTAWA 00312 


SIPDIS 


NOFORN 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 

TAGS: MARR, MASS, PARM, PREL, OTRA, VE, CA 

SUBJECT: CANADA REACTION TO NOTIFICATION OF U.S. ARMS 
TRANSFER POLICY TO VENEZUELA 


REF: A. STATE 155336 
B. OTTAWA 2927 
Classified By: POLMINCOUNS Brian Flora. Reasons: 1.4 (b) and (d). 


1. (C) At an October 13 follow up meeting to our September 
27 demarche (reftels), Department of Foreign Affairs and 
International Trade (DFAIT) Export Controls Division (ECD) 
Deputy Director Steven Goodinson told us that arms transfers 
from Canada to Venezuela were infrequent, that his office was 
unaware of any cases in the pipeline, and that the GOC would 
give \"very careful consideration\" to our concerns about 
Venezuela should a case arise. 


2. (C) Goodinson noted that DFAIT had stopped short of 
recommending the GOC establish a regulatory ban on such 
transfers, preferring instead to review them in the 
Department\'s usual case-by-case manner. Outright legal 
prohibitions against arms transfers are exceptional in 
Canada, he pointed out, they only exist with respect to Burma 
and Pakistan. That said, Goodinson noted that when the 
relevant sections of DFAIT met to discuss our demarche they 
decided that geographic bureau and Non-proliferation and 
Disarmament Division input (rather than that provided by the 
trade division) would drive DFAIT decision-making on 
potential transfers to Venezuela. 


3. (C/NF) In a follow up meeting at the Non-proliferation 

and Disarmament Division, we were assured that officers there 
shared USG concerns about potential arms transfers to 
Venezuela, particularly given the GOV\'s outreach to Iran and 


Column 3 

North Korea, and that they would press these concerns with 
vigor should the Department consider arms transfers to 
Venezuela at some point in the future. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 


WILKINS 


81871 

OO RUEHWEB 

DE RUEHQT #2529 2862026 

ZNY CCCCC ZZH 

O 132026Z OCT 06 

FM AMEMBASSY QUITO 

TO RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 0089 
RUEHC/SECSTATE WASHDC IMMEDIATE 5475 

INFO RUEHBO/AMEMBASSY BOGOTA PRIORITY 6079 
RUEHCV/AMEMBASSY CARACAS PRIORITY 2091 
RUEHGT/AMEMBASSY GUATEMALA PRIORITY 0807 
RUEHLP/AMEMBASSY LA PAZ OCT 0149 
RUEHPE/AMEMBASSY LIMA PRIORITY 1052 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR P: KARA MCDONALD, IO/UNP: BRIAN HARRIS 


E.O. 12958: DECL: 10/13/2016 
TAGS: PREL, EC, GT, lO, VE, UNSC 
SUBJECT: UNSC: GOE STILL UNDECIDED, WORRIED ABOUT CORREA 


REF: A. STATE 171921 


B. QUITO 2262 
C. QUITO 2252 


Classified By: Ambassador Linda Jewell for reasons 1.4 (B&D) 


1. (C) Per instruction in Ref A, the Ambassador discussed 
the UNSC race with Foreign Minister Francisco Carrion at 
length on October 13. Carrion said Ecuador is still studying 
the issue and President Palacio will make the decision 
sometime before Monday\'s vote. MFA sources tell us Carrion 
will discuss the UNSC race with his Chilean counterpart 
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before making a final recommendation to Palacio. 


2. (C) Carrion told the Ambassador he was aware of the 
arguments in favor of Guatemala and against Venezuela, and 
was personally very concerned about how Venezuela\'s possible 
membership in the UNSC could affect its functioning. 

However, he admitted privately that domestic political 
developments will play a part in the decision. 


3. (C) The Ambassador stressed the importance of a fully 
functioning UNSC. If Ecuador truly cares about the UN, it 
must show it. Carrion said he did not think either country 

had the votes to win; the Ambassador countered that Ecuador 
should not kid itself that a vote for Venezuela would not 
matter--it could mean the difference. Carrion agreed about 

the risk, and gave the impression he favored abstention. 

4. (C) Carrion mentioned that some recent interactions with 
the GOV had not been positive. At the Non-Aligned Movement 
summit in Havana, Chavez and Palacio were scheduled to talk 
about petroleum projects, but Chavez kept Palacio waiting; 
Palacio became annoyed and left. During a visit to Quito 

this week by the Venezuelan Foreign Minister, Maduro raised 
the UNSC race only shortly before his departure. Carrion 
claims he told Maduro that the GOE was considering the issue, 
but had not decided on its vote. 

5. (C) Carrion said he would talk to the President again 

about this issue today but does not expect an immediate 
decision. Carrion also expects a number of rounds of voting 
and said he was willing to be in close touch with the Embassy 
on Monday. He was not sure whether Palacio would give UN 
PermRep Cordova general instructions and let him proceed, or 
discuss each round of voting with him. 

6. (C) The Ambassador told Carrion that the U.S. 
Administration would work for ATPDEA extension. Carrion was 
delighted, saying a statement to that effect would be 

welcomed here. 

7. (C) Comment: The Ambassador\'s conversation with Carrion 
tracks previous dialogues with GOE officials on the issue 

(Refs Band C). Carrion\'s professed discomfort with the 
prospect of a Venezuelan presence on the UNSC is not new 
either. What is new here is the growing prospect of election 
victory by radical leftist Rafael Correa, which clearly gives 

the current GOE pause before taking positions relating to 
Venezuela. 


8. (C) Recommendation: Our impression is that Carrion would 
recommend abstention until a viable third candidate emerges. 
However, it is clear the decision rests with Palacio, and the 
best opportunity to influence it lies in the Secretary\'s 

planned call to him. In addition to the arguments on this 

issue, it might be useful also to note that a vote for 
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Venezuela would make it harder for the administration to 
convince Congress to extend ATPDEA preferences for Ecuador. 
JEWELL 
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SIPDIS 
SIPDIS 
STATE DEPT FOR WHA/CCA 


E.O. 12958: DECL: 10/13/2016 
TAGS: PHUM, KDEM, SOCI, CU 
SUBJECT: AT CUBA\'S INDEPENDENT LIBRARIES, UNCENSORED DEBATE 


HAVANA 00021100 001.2 OF 002 


Classified By: COM Michael E. Parmly for Reason 1.4(d) 


1. (C) Summary: Cuba\'s outlawed Assembly to Promote Civil 
Society (ASPC), led by Martha Beatriz Roque, launched its 
\"Congress\" of independent librarians October 10 and reported 
successful meetings in at least six provinces. APSC said 153 
independent libraries are taking part in the 
four-and-a-half-month-long event, which is aimed at 
encouraging Cubans to \"retake the initiative in the peaceful 
struggle for democracy.\" Not surprisingly in this atomized, 
totalitarian state, the start of the Congress was tarnished 

by acts of repression and snubs from others in the human 
rights community, including the \"Ladies in White.\" End 
Summary. 


2. (C) Martha Beatriz Roque told us October 11 that on the 
first day of the Congress, independent librarians, other 
activists and ordinary Cubans took part in discussions, book 
reviews, forums and other events across the island. One 
event at the Havana home of Felix Bonne, one of the 75 
activists jailed in 2003 (but later freed on health grounds) 
drew 50 or 60 people. (Note: This number could be inflated 
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by the fact that alcohol was served, to celebrate a 

relative\'s birthday. End Note.) A meeting in Cienfuegos 
allegedly attracted 15 people, while in Camaguey, eight 
adults and two children visited an independent library. In 
Santa Clara, hundreds of communist militants, many of them 
young men wearing sports gear, staged an \"act of repudiation\" 
in front of the home of dissident and independent librarian 
Noelia Pedraza, but produced no injuries. However, in 
Ranchuelo, Villa Clara province, a dissident was reportedly 
struck in the head by a militant in a Congress-related 
incident. 


\"LADIES\" DISTANCE THEMSELVES 


3. (C) Roque described as \"sabotage\" an October 9 statement 
from the leadership of the \"Ladies in Whitel" - relatives of 
political prisoners - which states: \"We are not members of 
any project, organization or party, and thus we will not 
participate in the librarian Congress.\" This followed a 
September 26 statement by APSC that the Congress would 
feature, among other activities, a conference with relatives 
of political prisoners, including inviting \"some of the 
esteemed Ladies in White, so that the public can hear 
first-hand the terrible situations\" of political prisoners 

and their families. APSC was also stung by a statement by 
longtime independent librarian and dissident Gisela Delgado 
Sablon, saying she would not participate in the Congress. 


4. (C) Roque accused Delgado of working for State Security 
and referred to rumors, as yet unsubstantiated, that 
Delgado\'s political-prisoner husband, Hector Palacio, had 
been spotted walking around in public. Roque also asserted 
that the Ladies\' statement did not reflect the will of the 

group but rather that of Miriam Leyva, an influential Lady 
(and Delgado ally) who has frequently clashed with Roque. 
(Note: Another leading Lady, Laura Pollan, told us that the 
statement idea was discussed and agreed upon by a group of 
Ladies. End Note.) \"Some people don\'t like the Assembly 
because the Assembly actually does things,\" said Roque, whose 
group held an historic meeting in May 2005 attended by 
roughly 150 pro-democracy activists. 


FARINAS VISITOR REPORTEDLY ATTACKED 


5. (C) In an incident apparently unrelated to the Congress, 
independent librarian Yunieski Garcia Lopez was reportedly 
beaten by militants after she visited dissident and former 
hunger striker Guillermo Farinas at a hospital in Santa 
Clara. Separately, Roque expressed concern about APSC 


Column 3 

executive and Congress coordinator Jesus Adolfo Reyes, whose 
whereabouts are unknown and who is feared to have been 
detained by police. 


COMMENT 


6. (C) The Assembly deserves credit for envisioning, 
organizing and realizing an event that brings together 
dissidents and helps them share ideas and subversive 
materials like the Universal Declaration of Human Rights. 
The Congress and APSC achieved more on the first day than 
many opposition groups do in half a year. The event also 

fills a void after months of dissident quiescence since Fidel 
Castro\'s incapacitation. Regarding detractors, it would have 
been surprising, and completely uncharacteristic of Cuba\'s 
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human rights community, if no one had stepped forward to 
bad-mouth a rival dissident event. 
PARMLY 
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RUEHGV/USMISSION GENEVA PRIORITY 1211 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR ISN/MNSA AND ISN/MTR 
USUN (POL) AND GENEVA (CD) 


E.O. 12958: N/A 

TAGS: PARM, UNGA, PREL, CDG, CA 

SUBJECT: CANADA ON 2007 UN PANEL OF GOVERNMENTAL EXPERTS ON 
MISSILES IN ALL ITS ASPECTS 


REF: STATE 162299 


1. (SBU) We delivered reftel demarche to Canadian Department 
of Foreign Affairs and International Trade (DFAIT) Missile 

and Export Control Policy Officer Jean-Christian Brillant on 
September 29, and at a follow up meeting on October 13. 
Brillant responded that the GOC supported the USG position, 
and would press for the 2007 Panel to build on the work of 

the 2004 Panel. He added that the GOC would likely convey a 
Note Verbale to this effect to the UN Secretary-General, but 
that the decision to do so had not yet been made. 


2. (U) Brillant ended by noting that the GOC would seek 
support for the inclusion of a Canadian on the 2007 Panel. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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SIPDIS 


SIPDIS 


E.O. 12958: DECL: 10/05/2026 

TAGS: KDEM, NU, PGOV, PINR 

SUBJECT: DETAILS ON THE PROCESS OF THE ELECTRONIC 
TRANSMISSION OF VOTE RESULTS 


1. (C) SUMMARY: POL TDYer recently met with officials from 
the local phone company (Enitel) and the Supreme Electoral 
Council (CSE) to seek clarification on the process whereby 
the vote tallies will be electronically submitted to the CSE 

on election day. Each of Nicaragua\'s 158 municiaplities will 
host a Municipal Counting Center (CCM) staffed by Enitel 
technicians who will electronically scan the official tally 

sheets and send the results to a central CSE processing 
center in Managua. Enitel is closely collaborating with the 
CSE and will mobilize over 80% of its workforce to ensure a 
smooth process. In addition to allowing many of its branch 
offices to serve as CCMs, Enitel will also field teams of 
technicians across the country who can be called in to help 
solve any technical problems that might arise. Both Enitel 

and the CSE are confident that sufficient checks and balances 
within the system will minimize the chances of manipulation 

of the vote during this component of the process. END 
SUMMARY. 


2. (C) POL TDYer met with a member of the Supreme Electoral 
Council (CSE) and executives with the local telephone 
company, Enitel, to better understand the process by which 
the final election tallies from each voting table (JRV) will 

be electronically transmitted to the CSE on election day. 
This critical component of the electoral process has not 
received much attention in the press, although local 
editorialists and other pundits appear skeptical on the 
transparency of the process. A few contacts have warned 
Emboffs that this process is vulnerable to disruption either 
intentionally (i.e. via sabotage or partisan manipulation) or 
accidentally (i.e. power outages). To shed some light on 
these issues POL TDYer met with Enitel\'s Chief Country 
Executive David Ibarra (on 2 October), Enitel Director of 
Operations Luis Perey (3 October), and with CSE Chief of 
Staff Rodrigo Barreto (4 October). 


A WORD ON GENERAL CSE PREPARATIONS 


3. (SBU) Barreto provided an overview of the CSE\'s 
preparations for transporting electoral materials and 
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personnel on election day. He confirmed that there will be a 
total of 11,274 voting tables (JRVs) in 4,296 voting centers 
around the country. Barreto reported that the number of JRVs 
is high because the CSE has worked to ensure that no 
Nicaraguan will have to travel more than 5 kilometers from 
home to cast their vote. He noted that this coverage has 
been difficult and expensive to manage, but that the CSE has 
been largely successful in coordinating, in conjunction with 
the military, a wide transportation network to support the 
process. According to a statistical chart provided by 

Barreto, the huge vehicle fleet includes 665 large trucks, 

785 light trucks, 645 buses, and 112 mini-buses. To ensure 
that materials can be adequately delivered to hard-to-reach 
locales, the CSE reported that it will employ 33 helicopters, 
107 canoes, and 1,991 beasts of burden (i.e. mules). 
(COMMENT: It is unclear how the CSE will employ 33 
helicopters when, according to to DAO and RSO, respectively, 
the Nicaraguan military has approximately 24 helicopters of 
which only 40-50% are operational and the police have no 
helicopters. END COMMENT.) The CSE will begin packaging 
election materials between 16 and 22 October, and distributed 
using the various transportation means between 27 and 30 
October. While the results from each JRV will be 
electronically sent to the CSE, the vehicles will also be 
responsible for transporting the hardcopy ballots and 
associated paperwork back to the CSE. 


PREPARING RESULTS FOR ELECTRONIC TRANSMISSION 


4. (SBU) Upon the completion of the voting process, each JRV 
will begin counting the results. A step-by-step guide (Paso 

a Paso) of JRV procedures published by the CSE establishes 
clear guidelines for how the final tallies are registered and 
transmitted to the central CSE processing center in Managua. 
According to the guide, once all the ballots have been 

counted by the JRV, the valid, annulled, and unused ballots 
are packaged separately, sealed, and labeled. These are then 
placed in a bag marked \"electoral packet,\" which is in turn 
sealed. On the outside of the bag is affixed a copy of the 
official tally sheet (or acta). Once the ballots have been 
sealed, the JRV president is responsible for personally 
delivering the official acta to the Municipal Computing 

Center (CCM) where it will be scanned and electronically 
transmitted to the CSE. While Post was originally told by an 
OAS contact that only the ballots for the presidential 


election were to undergo this process, Barreto and Perey 
reported that all the final tallies from each of the four 
races (president, national-level National Assembly 
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candidates, regional Assembly candidates, and members of the 
Central American Parliament) will be submitted this way. 


5. (SBU) Barreto explained that the JRV President will be 
accompanied to the CCM by the other members of the JRV and 
the fiscales. Barreto and the Enitel officials commented 

wryly that this is often a humorous sight as all of these 

officials - seven or eight of them - typically insist on 

riding in the same vehicle. Once at the CCM, however, only 
the JRV President will be allowed inside. He will then turn 

the acta over to an Enitel technician who will then, in the 
presence of the JRV President, scan the document and transmit 
itto the CSE. Ibarra and Perey noted that admittance to the 
office (which in most cases will be one of Enitel\'s regional 
offices) is restricted to the JRV leader in order to ensure 

that order is maintained. 


6. (C) POL TDYer queried both Barreto and Perey whether it 
would be possible for the JRV president to swap out the 
official acta for a manipulated one while temporarily out of 
sight from the rest of the JRV. Both officials thought this 
unlikely and Barreto explained that there is a control in 

place to prevent this from happening. He noted that after 
sending the acta over the wire, the technician will print and 
give to the JRV President a confirmation copy of the document 
that was sent. The other JRV members and fiscales will be 
able to demand to see this once the JRV president leaves the 
CCM. These officials will be able to check to make sure the 
numbers and signatures match up to the original sheet. 


MUNICIPAL COMPUTING CENTERS 


7. (SBU) Each of the country\'s 158 municipalities will have 
a CCM. Most are located in the local Enitel office, with the 
exception of some 60 municipalities where Enitel has no 
presence. In these locations, the transmission hardware 

(i.e. computers, scanners, or faxes) will be installed in one 

of the local voting centers. Enitel technicians will be on 

hand at all 158 centers and will be responsible for scanning 
and submitting the results. lbarra and Perey assured POL 
TDYer that their personnel will be equipped to deal with any 
equipment problems that may arise. In addition, those CCMs 
located in Enitel offices will have independent sources of 
electricity (i.e. generators) that will enable them to send 

the information in the event of a power outage. Perey noted 
that the phone connection at all of the CCMs has already been 
tested three times to ensure they are functioning, and that 
the sites will be retested a couple days before the election. 
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8. (SBU) Most of the actas will be scanned and then sent via 
encrypted channels to the CSE where they will be un-encoded 
and processed. Perey noted, however, that a few of the CCMs 
will use a fax instead because logistical challenges 
associated with operating the more complicated scanning 
hardware in some areas. Perey enthusiastically claimed that 
use of the scanners in the majority of the locations will 
improve the overall electoral process. He noted that in 
previous elections the primary means of transmission was via 
fax, which can occasionally be problematic because some 
documents inevitably arrive with smudges or formatting 
irregularities. A scanned document on the other hand, 
provides a clean and clear image - which will prove useful by 
those scrutinizing the process (i.e. checking signatures and 
reading handwritten numbers). 


THE ACTA 


9. (U) Barreto gave POL TDYer a copy of the actas that will 
be scanned and transmitted on election day. Itis a 
single-sided sheet on paper slightly larger than a legal pad. 
There are four separate tables for each of the four races on 
the page. Each of these charts allot spaces to record the 
number of votes received by the political parties. There is 
also a specified area to register how many votes from each 
party were annulled or challenged. At the bottom of the page 
are spaces for the three JRV members and five fiscales (one 
from each party) to print their names, identification 

(cedula) numbers, and signatures. By signing the document 
these members signify their agreement with the results. 


ENITEL MOBILIZING PERSONNEL, MATERIALS TO SUPPORT ELECTION 


10. (SBU) Perey noted that Enitel is mobilizing 600 
employees around the country to help with the elections - 
some 80% of the total Enitel workforce. In addition, the 
company will have mobile technical teams around the country 
that will be able to handle technical or mechanical problems 
beyond the means of the CCM Enitel technicians. These teams 
can provide backup generators or shore up missing telephone 
wires. In the event that telephone wires are missing (i.e. 
stolen) or damaged, these teams will be able to install new 
wire, or create a temporary patch that would enable the 
connection to be made. Ibarra said these teams should be 
able to respond to calls in a matter of hours. 
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11. (SBU) Some contacts have speculated to Emboffs that the 
election could be disrupted by the theft of telephone wires, 

but it appears that Enitel and the CSE are aware of this 
problem and taking steps to head it off. Ibarra acknowledged 
that cable theft has spiked in the last few months because 
international copper prices have increased by over 300% -- 
thieves are cutting down telephone wires and removing the 
copper elements for sale on the black market. He expressed 
frustration that the judicial sector was not imposing 

sufficiently stiff penalties for the crime and noted that in 
August there were 500 cases of wire theft; while 300 suspects 
were apprehended, they are all back on the street. Enitel 

has asked the government to talk judges into holding cable 
thieves at least until after the election. Barreto reported 

that police and/or military officials will be providing 

security in the areas around the CCMs, which could help to 
decrease the likelihood of these thefts impacting the CCM. 


ELECTRICITY ISSUES STILL A CHALLENGE 


12. (C) While many of the CCMs will be able to function in 
the event of a power outage thanks to backup generators, 
Barreto said he is still concerned that a lack of electricity 
could still complicate matters. Those CCMs not located in 
Enitel offices may not have generators to send in the 
results, not to mention guaranteed lighting. Barreto 
strongly criticized President Enrique Bolanos whom he said 
had told him in a recent meeting that he (the President) 
could not guarantee continuous power on election day. 
Barreto said that the CSE is doing its utmost to offset this 
potential problem, including providing candles or lanterns to 
some centers. 


MANAGUA STADIUM PLAN DRAWING COMPLAINTS FROM ALN 


13. (C) The CSE has announced that the National stadium 
located in Managua will be used as a CCM for JRVs in the city 
that do not have capabilities to send the data on their own. 
Perey noted that thirty computers will be set up in the 
stadium and said the process will look much the same as it 
does elsewhere, with JRV presidents arriving to send the 
final actas. The ALN, however, has expressed concern that 
because there are over 4,000 JRVs in Managua, use of the 
stadium as a focal point for so many voting tables could 
result in disorder, which, in turn, could lead to errors or 
other problems. 
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CSE TO STICK TO THE LETTER OF THE LAW 


14. (C) Barreto expressed frustration that the CSE is put in 
a difficult position of having to follow an electoral code 

that is admittedly deficient and partisan. He is tired, 
however, of the CSE being made out by the press as 
incompetent, or worse, corrupt. Barreto argued that the CSE 
is often criticized for backing the stronger political 

parties (i.e. the PLC or FSLN), but that in reality the CSE 

has no choice but to enforce the laws and rules, many of 
which were established by those very parties. For instance, 
he characterized as unfounded recent MRS claims that the CSE 
was acting illegally by not distributing the third member of 

the JRV positions equally among the remaining political 
parties (the top two slots go to the parties that led the 
previous elections). He asserted that the law does not state 
that the distribution has to be even (COMMENT: It does not 
stipulate that it should be uneven, either. END COMMENT.). 


15. (C) Barreto made no attempt to justify the existing 
rules and admitted that some are unfair. That said, he 


criticized the MRS for being too \"weak\" and said that parties 
that are unable to field observers or fiscales to all of the 
voting sites have no right to complain about potential fraud. 
He pointed out that the MRS was only able to nominate 
candidates for about 50% of the slots open to political 

parties (i.e. fiscales, JRV members, and suplentes). 
Interestingly, he added that this was the first election in 
which the PLC has been unable to field members in all of the 
positions available to them. Barreto characterized the FSLN 
as the most prepared and organized of the political parties. 


FSLN TO RELY ON DIRTY BUT LEGAL TACTICS 


16. (C) Barreto was confident that the CSE has constructed a 
very tight procedure that makes fraud difficult. That said, 

he noted that the better prepared political parties - he 

referred specifically to the FSLN - would be able to take 
advantage of deficiencies or loopholes within the law to 
manipulate a favorable outcome. He said the Sandinistas know 
the legalities of the code inside and out because they have 
used their influence in the electoral council to create the 

laws. He claimed the Sandinistas already have teams of 
lawyers ready to jump into action immediately after the vote 

to influence the challenge-resolution process, as evidenced 
by the FSLN\'s ability to win Granada in the 2004 municipal 
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elections. Barreto noted that the Sandinistas have succeeded 
with this strategy in the past and he expects the FSLN will 
employ these tactics in November. Thus, his concern was not 
that the FSLN would VstealV the election, but that it could 
manipulate the results in its favor using entirely legal 

means. 


17. (C) COMMENT: While these meetings did not yield 
definitive proof that the electronic transmission process 
will be free of manipulation, it appears that there are 
several checks and balances in place. END COMMENT. 
TRIVELLI 
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STATE FOR P: KARA MCDONALD, IO/UNP: BRIAN HARRIS 
E.O. 12958: DECL: 10/13/2016 
TAGS: PREL EC, GT, lO, PREL, VE, UNSC 
SUBJECT: UNSC: GOE STILL UNDECIDED, WORRIED ABOUT CORREA 
REF: A. STATE 171921 
B. QUITO 2262 
C. QUITO 2252 
Classified By: Ambassador Linda Jewell for reasons 1.4 (B&D) 


1. (C) Per instruction in Ref A, the Ambassador discussed 
the UNSC race with Foreign Minister Francisco Carrion at 
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length on October 13. Carrion said Ecuador is still studying 
the issue and President Palacio will make the decision 
sometime before Monday\'s vote. MFA sources tell us Carrion 
will discuss the UNSC race with his Chilean counterpart 
before making a final recommendation to Palacio. 


2. (C) Carrion told the Ambassador he was aware of the 
arguments in favor of Guatemala and against Venezuela, and 
was personally very concerned about how Venezuela\'s possible 
membership in the UNSC could affect its functioning. 

However, he admitted privately that domestic political 
developments will play a part in the decision. 


3. (C) The Ambassador stressed the importance of a fully 
functioning UNSC. If Ecuador truly cares about the UN, it 
must show it. Carrion said he did not think either country 

had the votes to win; the Ambassador countered that Ecuador 
should not kid itself that a vote for Venezuela would not 
matter--it could mean the difference. Carrion agreed about 

the risk, and gave the impression he favored abstention. 

4. (C) Carrion mentioned that some recent interactions with 
the GOV had not been positive. At the Non-Aligned Movement 
summit in Havana, Chavez and Palacio were scheduled to talk 
about petroleum projects, but Chavez kept Palacio waiting; 
Palacio became annoyed and left. During a visit to Quito 

this week by the Venezuelan Foreign Minister, Maduro raised 
the UNSC race only shortly before his departure. Carrion 
claims he told Maduro that the GOE was considering the issue, 
but had not decided on its vote. 

5. (C) Carrion said he would talk to the President again 

about this issue today but does not expect an immediate 
decision. Carrion also expects a number of rounds of voting 
and said he was willing to be in close touch with the Embassy 
on Monday. He was not sure whether Palacio would give UN 
PermRep Cordova general instructions and let him proceed, or 
discuss each round of voting with him. 

6. (C) The Ambassador told Carrion that the U.S. 
Administration would work for ATPDEA extension. Carrion was 
delighted, saying a statement to that effect would be 

welcomed here. 

7. (C) Comment: The Ambassador\'s conversation with Carrion 
tracks previous dialogues with GOE officials on the issue 

(Refs Band C). Carrion\'s professed discomfort with the 
prospect of a Venezuelan presence on the UNSC is not new 
either. What is new here is the growing prospect of election 
victory by radical leftist Rafael Correa, which clearly gives 

the current GOE pause before taking positions relating to 
Venezuela. 


8. (C) Recommendation: Our impression is that Carrion would 
recommend abstention until a viable third candidate emerges. 


Column 3 

However, it is clear the decision rests with Palacio, and the 

best opportunity to influence it lies in the Secretary\'s 

planned call to him. In addition to the arguments on this 

issue, it might be useful also to note that a vote for 

Venezuela would make it harder for the administration to 
convince Congress to extend ATPDEA preferences for Ecuador. 
JEWELL 
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STATE FOR EB/IFD, WHA/EPSC, INR/IAA, DRL/IL, AND WHA/CEN 
TREASURY FOR AFAIBISHENKO 

COMMERCE FOR MSIEGELMAN 

STATE PASS AID FOR LAC/CAM 

NSC FOR DAN FISK 


E.O. 12958: DECL: 10/13/2016 

TAGS: ECON, EFIN, PGOV, SOCI, HO 

SUBJECT: HONDURAS: LOOSE MONEY: SPURRING GROWTH OR RISKING 
INFLATION? 


REF: TEGUCIGALPA 1881 


Classified By: Classified By: Charge James Williard for reasons 1.4 (b) 
and (d). 


1. (C) Summary: In stark contrast to its unhelpful and 
seemingly improvised trade policies and crumbling fiscal 
discipline (reftel), the GOH has implemented a more coherent 
and thus-far successful (if risky) monetary policy. The GOH 
is pushing down interest rates and pushing up money supply, 
with the aim of increasing economic growth while keeping a 
lid on inflation. This policy has benefited from both a 
reservoir of technical competence in the Central Bank (BCH) 
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and the legacy of solid macro-economic policies of the 
previous Maduro Administration. However, poor fiscal 
policies and rhetoric that threatens to chill investment 

could undermine this macro-economic stability, risking 
inflation. Economic growth seems to be increasing for now, 
but the GOH must keep a wary eye out for signs of inflation. 
End Summary. 


2. (U) As Post has reported previously, the current GOH 
monetary policy targets monetary aggregates. Because there 
is no secondary bond market, the BCH intervenes through 
issuance of its own notes, rather than through open-market 
operations. At over 27 billion lempiras (USD 1.4 billion), 

the volume of these notes dwarfs that of the official GOH 
debt (bonds) issued by the Ministry of Finance (approximately 
7 billion lempiras in tradable and 10 billion lempiras in 
non-tradable bonds). Regulations dating from a previous era 
of foreign exchange (forex) shortages still require 100 
percent surrender of dollars, meaning all dollars are turned 
over to the BCH each night. These dollars are exchanged for 
lempiras, which must then be sterilized (bought back by the 
BCH to prevent uncontrolled expansion of the money supply). 
This sterilization is accomplished through Certificates of 
Monetary Absorption (CAMs), or short-term notes issued by the 
BCH. 


3. (U) In a bid to increase liquidity to the credit markets, 

the Zelaya administration has chosen to forego the advice of 
the International Monetary Fund (which recommended issuing 
one billion lempiras worth of CAMs per month). Instead, 
according to Minister of the Presidency Yani Rosenthal, 
existing notes have been rolled over, but demand for new 
notes has been deliberately undersupplied. The result, 
following competitive bidding by private banks for these 
secure and (formerly) high-yield instruments, has been to 
drive down the BCH target interest rate from 11.36 percent to 
6.14 percent, a drop of 522 basis points in less than one 
year. In the most recent auction, yields hit 5.92 percent, 
suggesting that the GOH has overshot its target. 


4. (U) The goal of this policy is to force private banks to 
place more capital in productive investments. Separately, 
bankers told Ambassador and EconChief that lack of juridical 
security and lack of sufficient high-quality projects hampers 
placing this much fresh capital this quickly. Nevertheless, 
Rosenthal maintains that the falling BCH rates have spurred a 
boom in construction, with a 41 percent jump in construction 
permits over last year, and an estimated 40,000 new 
construction jobs created. Post notes that according to 
figures from the Honduran Bankers Association (AHIBA), 
commercial lending rates have come down only slowly since 


Column 3 

2001, falling from 22 percent to 15.7 percent today. At the 
same time, yields on deposits have fallen as well, leaving 

the Hondurans banks with generous interest rate spreads of 
nearly 800 basis points. Consequently, Post assesses that 
the impact of falling rates at the BCH is likely to be muted 
somewhat by Honduran banks\' tendency to reduce their interest 
rates only slowly. It should also be noted that many of the 
construction projects cited by Rosenthal -- such as expansion 
of the airport (USD 40 million), initiation of a hotel 

complex in Tela Bay (USD 25 million), and expansion of the 
cement monopoly owned by Minister Rosenthal and his father 
(USD 110 million) -- are dominated by the traditional 
economic elites and do not yet represent broad-based growth. 
Ironically, Rosenthal levels the same criticism at the Maduro 
administration, alleging that its 3 to 4 percent per year 
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growth was concentrated in the energy and cellular 
telecommunications sectors. 


5. (U) Rosenthal claimed growing exports are another cause 
for optimism, citing a 14 percent increase in textile 

exports. (Comment: In reality, the 14 percent figure he 

cites is accurate only for a year-on-year comparison of July 
2006 with July 2005. A comparison of year-to date figures 

for 2006 versus 2005 shows a 9.6 percent decline in exports 
by value. This is only slightly better than the losses for 

the CAFTA block as a whole, which are down 10.81 percent 
year-on-year. The only winner in the CAFTA block thus far 
has been Nicaragua, with gains of 14.77 percent over 2005, 
thanks to Tariff Preference Levels contained in CAFTA. 
According to the Honduran Manufacturers Association (AHM), 
this erosion of market share is due to increasing competition 
from East Asia. Interestingly, the PRC -- which lost 12.48 
percent year-over-year -- is not the primary beneficiary 
following the expiration of the Multi-Fiber Agreement. 

Rather it has been Bangladesh (16.67 percent increase), 
Indonesia (21.34), Vietnam (26.0) and Cambodia (29.39) that 
have taken market share from both CAFTA countries and from 
established suppliers such as the PRC and Mexico. End 
Comment.) The Honduran textile sector has created nearly 
7,000 new jobs since January, but peaked in June and has lost 
jobs in each of the last two months. At USD 340 million, 
textile plant investment in 2006 is ahead of its historic 

pace of USD 200 million per year, led by the Green Valley 
project of U.S. firms Parkdale and Delta. The AHM therefore 
expects a rebound in employment next year as those new plants 
come on-line. 
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6. (U) The most significant threat from Zelaya\'s monetary 
policy is that it could spark inflation. At present 

inflation is below 7 percent, but an estimated 1.8 percent of 
that reduction is due to artificially low energy prices 

resulting from a GOH-imposed price freeze. Also keeping 
inflation low for the moment is the low inflation rate in the 
U.S., Honduras! key trading partner. As Honduran remittances 
grow, consumption is climbing, but most consumption is being 
supplied by imports from the United States. The U.S. is such 
a large market compared to Honduran demand that growth of 
that demand exerts little to no impact on U.S. prices. In 
effect, Honduras is importing disinflation. There is a real 
question, however, of how long this can last. Prices for 
staples such as sugar, bread, and beans have recently started 
to rise, a phenomenon Rosenthal says the GOH \"will have to 
look at closely.\" The GOH will need to issue additional 

bonds \"at the first sign of increasing inflation.\" 


7. (C) Comment: So far, the GOH strategy of priming the pump 
by increasing liquidity seems to be working. However, some, 
including former President of the Central Bank Victoria Diaz, 
have expressed to EconChief their concerns that the drop in 
interest rates was too far, too fast. Moreover, only strong 
domestic growth can absorb the additional liquidity -- in 

other words, if the growth is not forthcoming, the GOH could 
be setting itself up for resurgent inflation. Given the 

GOH\'s questionable, sometimes hostile rhetoric and policies 
(reftel) toward investment, many potential investors are 

likely to think twice about moving to Honduras. Without 
consistent large-scale investment, the foundations for the 
needed sustained growth cannot be laid. The success of 
Zelaya\'s loose money policy presupposes a continuation of the 
macroeconomic stability of the Maduro years. Without strong 
investment and fiscal discipline, however, the Zelaya 
administration might be weakening that very stability, and 
increasing the risk of inflation. If this works, growth will 
accelerate and Zelaya will be praised as a visionary. If it 

fails, he will be reviled as the man who squandered Honduras\' 
best chance and plunged the country back into austerity. 

Post will continue to follow developments with interest. End 
Comment. 


Williard 
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E.O. 12958: DECL: 10/12/2016 
TAGS: PARM, PGOV, MARR, MASS, MCAP, PREL, KTIA, MOPS, BL 
SUBJECT: FIRST MEETING ON NEW SOFA AGREEMENT 


REF: A. LA PAZ 1744 
B. LA PAZ 2008 
C. SECSTATE 169017 


Classified By: Ambassador Philip S. Goldberg for reasons 1.4 (b) and (d 
). 


1. (C) Summary: Embassy officials met with Bolivian Minister 
of Defense Walker San Miguel October 10 regarding the 
Embassy\'s pending request for return of the F-10 
counterterrorism equipment and the need for an updated SOFA 
agreement (reftels). San Miguel expressed concern about the 
continuing MANPADS imbroglio and his own potential liability 
should the GOB return the counterterrorism equipment. He 
appeared willing, however, to return the equipment to U.S. 
custody as long as it remained in Bolivia and offered to 

draft an agreement to that end. Milgroup Commander Colonel 
James Campbell explained that if we put the F-10 issue behind 
us, Bolivia may be able to access newly-approved IMET 
funding. Colonel Campbell also provided San Miguel with the 
draft language for a new SOFA, noting that its signing would 
enable milgroup to move forward with its New Horizons 
exercise planned for June-September 2007. While San Miguel 
promised progress on mil-mil issues, we are cautiously 
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optimistic that he will deliver. End summary. 


2. (C) Milgroup Commander Colonel Jim Campbell, DATT Colonel 
Richard Jackson, Milgroup Major Mike Price and poloff 
(notetaker) met with Bolivian Minister of Defense Walker San 
Miguel October 10 regarding the Embassy\'s pending request for 
return of the F-10 counterterrorism equipment (reftels A and 

B) and the need for an updated SOFA agreement (reftel C). 

San Miguel opened the meeting with a warm tone, saying he 
\"always has time\" for U.S. military officials, despite the 

recent Bolivian crises. He welcomed Colonels Campbell and 
Jackson, both relatively new Embassy officials, saying that 

he looks forward to turning the page on mil-mil issues. San 
Miguel mentioned that he was pleased about his interaction 

with the U.S. delegation at the Defense Ministerial in 

Nicaragua. He also said he would be delighted to visit 
Southcom in late November if his schedule permits. 


3. (C) San Miguel expressed concern about the pending 
MANPADS crisis and his own potential liability if he leads 
efforts to return the counterterrorism equipment. He blamed 
the Embassy for keeping the MANPADS transfer \"secret\" and 
complained that the GOB had not authorized the missiles\' 
removal from the country. The defense minister said he does 
not want to repeat the missiles transfer with the F-10 
equipment, but told Embassy officials that he had promised 
senior U.S. military officials that he would resolve the 

problem. 


4.(C) San Miguel appeared willing to return the 
counterterrorism equipment to U.S. custody in Bolivia, and 
offered to draft an agreement to that end. Campbell told San 
Miguel the equipment can remain in Bolivia if stored under 
U.S. custody at a Bolivian military base. San Miguel 
admitted that he would have to consult with President 
Morales, and again asked for a written agreement to document 
the transfer. He complained that \"everything is politicized\" 
in Bolivia and that the Bolivian military feels pressured by 

the United States given the decertification of the CT unit 

and the missiles transfer without the corresponding payment. 
San Miguel said because the GOB wants to resolve the F-10 
issue, his office will draft an agreement for the equipment\'s 


Column 3 
return, to be discussed in a follow-up meeting October 17. 
San Miguel said he does not want the United States to imply 
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that Bolivia is not cooperating on counterterrorism issues. 

He also asked if the arms could be returned to a Bolivian 
military unit in which the United States has confidence in 

the future. Campbell replied that the matter was political, 
and that once we get the arms back we could reevaluate that 
question. 


5. (C) Milgroup commander Campbell explained to San Miguel 
that if we put the F-10 equipment issue behind us, Bolivia 

may be eligible for newly-approved IMET funding. San Miguel 
asked a number of questions about IMET money, commenting that 
such training programs would be \"valuable\" for the Bolivian 
military. 


6. (C) Colonel Campbell also provided San Miguel with a copy 
of the draft language for a new SOFA, noting that its signing 
would enable milgroup to move forward with the New Horizons 
exercise planned for June-September 2007 in the department of 
Cobija. Campbell used the talking points provided in reftel 

C to explain that the existing SOFA is based on a 1997 
agreement that the parties have renewed annually via 
diplomatic note, but which is now obsolete. San Miguel, who 

is an attorney, seemed receptive to the draft. San Miguel 
promised to review it promptly and be prepared to discuss 
October 17. Campbell also explained that New Horizons would 
entail two major construction projects-- a community center 
and a health center-- involving 120 to 200 U.S. military 

troops and three helicopters, plus three MEDRETE exercises. 
San Miguel said he would ask the Foreign Ministry to give the 
SOFA \"top priority.\" 


7. (C) While San Miguel promised progress on these mil-mil 
issues, the GOB (both Morales and the MOD) had previously 
assured us that it would return the equipment but never 
delivered. In light of recent history, we are cautiously 
optimistic that San Miguel will deliver this time. It seems 
likely that President Morales will have to personally approve 


Column 3 

the return of the CT equipment, as well as the SOFA 
agreement. We will report septel on the October 17 meeting 
and will soon approach the ministry of foreign affairs 
regarding the SOFA. End comment. 

GOLDBERG 
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E.O. 12958: N/A 

TAGS: AORC, KUNR, UNGA/C-5 

SUBJECT: SCALE OF ASSESSMENTS: ARTICLE 19 EXEMPTIONS 
GRANTED ALLOWING ALL MEMBER STATES TO VOTE IN THE 61ST 
GENERAL ASSEMBLY 


1. On October 12, the Fifth Committee and the General 
Assembly Plenary adopted Article 19 exemptions in document 
A/61/512 for the following nine member states: the Central 
African Republic, the Comoros, Georgia, Guinea-Bissau, 
Liberia, the Niger, Sao Tome and Principe, Somalia, and 
Tajikistan. Accordingly, all Article 19 exemption requests 

were granted and these member states are now eligible to vote 
in the 61st General Assembly. 
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Classified By: Classified by Ambassador William A. Eaton - Reasons 1.5 
(b and d) 


1. (SBU) On behalf of Embassy Panama, | would like to extend 
our warmest welcome on your upcoming visitto Panama. Your 
visit provides us with an excellent opportunity to share our 
transformational diplomacy agenda and to help advance U.S. 
interests. Your dialogue with our Mission and key government 
and private sector leaders will reinforce our commitment to 
democracy. In a broader context, your visit signals our 
continued interest in strengthening our excellent relations 

with Panama. 


2. (U) From its founding in 1903 until 1968, the Republic of 
Panama was a constitutional democracy dominated by a 
commercially-oriented oligarchy focused on Panama as a hub 
for international trade. In October 1968, Dr. Arnulfo Arias 
Madrid, the deceased husband of former Panamanian President 
Mireya Moscoso, was deposed from the presidency by the 
Panamanian military. General Omar Torrijos (d. 1981), the 
deceased father of current Panamanian President Martin 
Torrijos, became dictator and was succeeded by General Manuel 
Noriega. On December 20, 1989, President George H.W. Bush 
ordered the U.S. military into Panama to restore democracy, 
protect Amcits and their property, fulfill U.S. treaty 
responsibilities to operate and defend the Canal, and bring 
Noriega to justice. Noriega is still serving a 30-year 

sentence in Miami for drug trafficking. Panama has held free 
and fair elections three times since 1989, transferring power 
from/to opposition parties. 


3. (SBU) Martin Torrijos Espino won the presidency on May 2, 
2004, in general elections that amounted to a local 
\"landslide\" (47% of the popular vote), which propelled his 
Democratic Revolutionary Party (PRD) into control of the 
Legislative Assembly (42 out of 78 legislative seats). 
Torrijos initially surrounded himself with young, primarily 
U.S. educated professionals like himself, and marginalized 
\"old guard supporters of former President Ernesto Perez 
Balladares (1994-99). Torrijos and those closest to him 
indicated that they intended to work closely with U.S. 
officials, especially on security, law enforcement, trade and 
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investment. 


4. (SBU) In his September 1, 2004, inaugural address, 
Torrijos clearly identified his government\'s principal 

priorities as sustainable economic development and poverty 
alleviation, investment, fiscal reform, increased government 
transparency, and job creation. The new president and his 
Democratic Revolutionary Party (PRD) -- largely purged of its 
former anti-democratic, anti-U.S. tendencies and holding an 
absolute majority in the Legislative Assembly -- have faced 
large challenges from the outset: a serious budget shortfall 
and tide of red ink left by the outgoing government; 
nationwide demonstrations against legislation to reform the 
nation\'s foundering retirement and medical system (the Social 
Security Fund); restoring public confidence in government 
institutions and the rule of law; completing the Free Trade 
Agreement negotiations with the United States; launching a 
more activist and \"coherent\" foreign policy (including closer 
relations with Western Europe and a review of Panama\'s 
relations with Taiwan and China); and a decision on how to 
proceed with Canal expansion, leading to an October 22, 2006 
national referendum. The GOP has responded to the deficit 
with belt-tightening measures, including passing an unpopular 
fiscal reform package in late January 2005. Legislation for 
the reform of the social security system was also approved in 
December 2005. 


5. (SBU) Anticipated pressures from a well-entrenched 
oligarchy have thwarted the Torrijos administration\'s reform 
plans. Since taking office in 2004, President Torrijos has 
done many favors for Noriega-era PRD \"dinosaurs\" and has 
placed many of them -- including Noriega\'s immediate family 
) in positions of power and influence in his government. In 
June, President Torrijos nominated three new vice ministers 
to his cabinet. This latest cabinet change was the third 
round of personnel changes in two years for the Torrijos 
administration, coming two months after the April 2006 
reshuffle. The changes appear to be aimed at pleasing 
hard-line members of the PRD. More disturbing than changes 
within the Cabinet, has been the Torrijos administration\'s 
push to remove leaders of independent regulatory bodies such 
as the Civil Aviation Authority and the Banking 
Superintendency. 

6. (SBU) After campaigning on a \"zero-corruption\" platform, 
Torrijos launched a number of anti-corruption investigations 
and initiatives in the opening weeks of his administration. 

His most controversial action was the October 2004 removal 
and replacement of Supreme Court President Cesar Pereira 
Burgos, who had passed retirement age, in a bid to clean up 
Panama\'s politicized Supreme Court. 
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7.(C) In a move contrary to his anti-corruption pledges, 
however, President Torrijos recently signed a law restoring 
some of the legislative immunities taken away by Panama\'s 
2005 constitutional reforms. Senior GOP officials maintain 
privately that the Assembly extracted this decision from 
Torrijos in exchange for unanimous passage of the bill 
establishing the October 22 Canal Referendum. Nonetheless, 
the law deals a blow to Torrijos\' anti-corruption bona fides 
and raises serious questions about the future of Panama\'s 
anti-corruption efforts. 


8. (SBU) The Embassy currently supports good governance 
activities directed toward judicial reform, civic education, 
business ethics, and strengthening the anti-corruption 
prosecutors\ institutional capacity. An important element of 
the Embassy\'s Good Governance initiative is its visa 
revocation program against corrupt public officials. Based 
on Embassy recommendations, the State Department in November 
2005 revoked the visa of Supreme Court Justice Winston 
Spadafora for soliciting and accepting bribes related to 
cases before his court. Earlier, in March 2005, the State 
Department revoked the visa of former Maritime Authority 
Director Bertilda Garcia for selling Panamanian seafarer\'s 
licenses at inflated prices to unqualified individuals. 


9. (SBU) Panama\'s former sovereignty sensitivities are slowly 
receding with recognition that the challenge of securing the 
Canal and Panama\'s borders requires a more mature and 
collaborative bilateral relationship. Panama early on gave 
political support to the Coalition of the Willing. It signed 

and, on October 8, 2003, ratified a bilateral Article 98 

Agreement. Related to Canal and border security, Panamanians 
have become much more willing to accept mil-to-mil security 
training, equipment, and other assistance, as was shown 

during the August 2005 sixteen nation Panamax naval exercise 
that centered on Canal defense. The GOP has welcomed Embassy 
initiatives to increase the number of Medical Readiness 
Exercises and other DOD humanitarian programs that provide 
much-needed assistance to rural Panamanians. During the 2005 
New Horizons exercise, both the GOP and local press praised 
U.S. military for constructing schools and clinics. Together, 

these programs highlight the humanitarian side of the U.S. 
military and foster positive public perceptions of the USG. 


10. (C) Despite these positive efforts at security 
cooperation with the U.S., Panama has undertaken efforts to 
strengthen relations with Cuba. Torrijos has visited Havana 
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twice since taking office. The GOP has eagerly backed the 
Cuban-Venezuelan Operacion Milagro and dropped visa 
restrictions on Cuban diplomats. President Martin Torrijos, 
VP/FM Samuel Lewis Navarro, and other cabinet members also 
appear to be eager proponents of further cooperation with 
Venezuela on energy. 


11. (SBU) Panamanian planning, layered defenses and security 
resources are generally well-regarded, as the Canal remains 

an attractive and vulnerable threat to terrorists. Continued 

U.S. training, equipment and other assistance reduce GOP 
vulnerabilities to any potential terrorist attack. To 

protect water resources, the Panama Canal Authority (ACP) has 
committed to match dollar-for-dollar AIDVs three-year $2.5 
million integrated watershed management program. Panama 
committed to a robust maritime security agenda, which led to 

its timely adoption of the new International Maritime 
Organization (IMO) International Shipping and Port Security 
(ISPS) Code, which entered into force July 1, 2004. In May 
2004, Panama signed a shipboarding agreement with the United 
States to support the Proliferation Security Initiative 

(PSI). Despite significant progress, Panama continues to be 

an important transit point for drug smugglers, money 
launderers, illicit arms merchants, and undocumented 
immigrants heading north. 


12. (SBU) The GOP has sent strong signals that it intends to 
clamp down on what it calls abuses countenanced by previous 
governments in administering Panama\'s open ship registry and 
mariner identification documents. Panamal's ship registry now 
is the world\'s largest and comprises around one-quarter of 
the world\'s ocean-going fleet (5,525 large commercial 
vessels). About 13% of the U.S. merchandise trade transits 
the Canal each year. Panama\'s seafarer registry currently 
licenses over 264,000 crew members. In response to our 
homeland security concerns, the new GOP has announced 
intentions to greatly improve security and transparency in 
documenting ships and the crews that work on them. Panama 
has privatized and developed some former U.S. military ports 
and other related facilities. Port services grew 

dramatically from about 200,000 containers per year in the 
early 1990s to 2 million by 2003. Panama now boasts the 
leading complex of port facilities in Latin America. We are 
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actively discussing with GOP counterparts ways in which we 
can enhance maritime security through more robust information 
sharing. 


13. (SBU) During the past six years, the Panama Canal 
Authority (ACP) has proven itself an able administrator, 
turning the Panama Canal into an efficient and profitable 
business. Since the 1999 handover, the ACP has reduced 
average Canal transit times by one-third (from 36 hours to 24 
hours), has reduced accidents in Canal waters significantly, 
and has overseen large-scale upgrade and maintenance 
projects, such as widening the Gaillard Cut to allow 
simultaneous two-way transits. During this time, the ACP 
also has nearly doubled Canal revenues, which in FY 2004, 
exceeded $1 billion for the first time. The Government of 
Panama received $350 million from the Canal in FY 2005 
(payments for government services, tolls, and profits). 


14. (SBU) On October 22, Panamanian voters will decide a 
referendum on the proposed expansion of the Panama Canal, a 
top priority for the Torrijos administration. The proposed 

$5.25 billion Canal expansion project to construct a wider 

third set of locks is expected to take 8-10 years to 

complete. The GOP expects the project to be a transforming 
event for Panama that will provide jobs and set the tone 
economically for years to come. Given the driving forces of 
international shipping -- containerization, construction of 
\"post-Panamax\" mega-ships currently unable to traverse the 
Canal, and growing trade between East Asia and the U.S. 
eastern seaboard -- the expansion is central to maintaining 

the Canal\'s future viability. The expansion is expected to 

be financed through a combination of Canal revenues, new user 
fees, and bridge loans. Panamal's constitution requires a 
national referendum first be submitted to the Panamanian 
people for their approval. Public opinion polls have 

consistently shown that a majority of Panamanians favor the 
proposal. The most recent polls indicate that more than 70 
percent of Panamanian voters intend to vote \"yes.\" 


15. (C) Torrijos has tried to sell Canal expansion as a 
non-political \"matter of state.\" However, despite the lofty 
rhetoric, the referendum is an irreplaceable political 
vehicle for Torrijos to ensure the victory of the ruling 
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Democratic Revolutionary Party (PRD) in the 2009 election and 
to guarantee, if possible, the presidential aspirations of 
VP/Foreign Minister Samuel Lewis Navarro, his widely presumed 
choice to be his successor. Winning the referendum will 

position Torrijos to do both. 


16. (U) Panama\'s approximately $14 billion economy is based 
primarily on a well-developed services sector that accounts 
for roughly 80% of GDP. Services include the Panama Canal, 
banking and financial services, legal services, container 

ports, the Colon Free Zone (CFZ), and flagship registry. 
Panama also maintains one of the most liberalized trade 
regimes in the hemisphere. U.S. bilateral trade with Panama 
came to approximately $2.5 billion in 2005. U.S. exports 
were about $2.2 billion and imports were $327 million in 

2005. The stock of U.S. Foreign Direct Investment (FDI) in 
2002 was $20 billion. U.S. FDI is primarily concentrated in 
the financial and energy sectors. Per capita GDP is around 
$4,500, relatively high by regional standards. However, 
fifteen straight years of economic growth have yet to result 

in meaningful changes in poverty (still at 40% overall) and 
vast income disparities. 


17. (SBU) Former President Moscoso pushed to move forward 
quickly on a bilateral Free Trade Agreement (FTA). 
Negotiations began in April 2004; to date, the U.S. and 
Panama have held nine negotiating rounds. The last round, 
held January 10-13, 2006 in Washington, failed to close the 
agreement because of Panamanian agricultural sensitivities 
surrounding sanitary and phytosanitary (SPS) issues. Panama 
also has a strong desire to increase its existing sugar 

quota. Pending further progress on SPS issues, a tenth (and 
final) negotiating round has been delayed, as the GOP turned 
its focus on the Canal referendum. A final round may be held 
shortly after the referendum, e.g., possibly in November. 

The Torrijos administration views a bilateral FTA as 

imperative to attract investment, increase exports, and make 
Panama competitive with the CAFTA countries. 


18. (SBU) A centerpiece of U.S.-Panamanian relations in 
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recent years has been a steadily improving law enforcement 
and security relationship. Close bilateral cooperation with 
our Panamanian counterparts has yielded many successes 
including, but not limited to, steadily increasing narcotics 
seizures, more sophisticated investigations, an active 
maritime law enforcement relationship, the development of 
specialized units, and an enhanced ability to combat money 
laundering and other illicit financial flows. 


19. (SBU) On May 16, DEA and several Latin American 
authorities knocked out a sophisticated multi-national drug 
cartel that smuggled tons of cocaine monthly to the U.S. 
Named Operation Twin Oceans, this multi-jurisdictional 
investigation targeted and effectively dismantled the Pablo 
Rayo-Montano drug trafficking organization. Rayo Montano, a 
Colombian citizen, ran a cocaine ring that smuggled more that 
15 tons of cocaine per month from Colombia to the U.S. and 
Europe. Authorities arrested over 100 of his collaborators, 
seized almost 52 tons of cocaine and nearly US$70 million in 
assets in six countries. In Panama, a long list of cartel 

assets is now under Public Ministry control. Using his real 
name, Rayo Montano became a legal resident in Panama. What 
he could get away with and how local authorities continually 
turned a blind eye to his suspicious activities is a 

cautionary take for law enforcement in Panama. 


20. (SBU) While the USG\'s relationship with the Torrijos 
Administration has been positive, there remains work to be 
done to solidify these gains and enhance the effectiveness of 
joint operations. Panama\'s law enforcement institutions 
remain weak and all suffer from a paucity of resources and 
limited professional capacity. The Embassy\'s Illicit Finance 
Task Force coordinates the anti-money laundering activity, 
training and reporting between the multiple agencies and 
sections involved in this area. 


21. (C) Panama\'s Muslim Community of approximately 8,000 
persons, is divided in two main national and ethnic groups - 

the Gujarati Indians and Lebanese Arabs. The 2500 Gujaratis 
mainly live in Panama City and generally work in retail andused car businesses. The more prosperous 
mainly live 50 miles from Panama City in the Caribbean port 

city of Colon. The Lebanese group overwhelmingly works in 

the export-import trade at the Colon Free Zone. Starting in 
2003-2004, many Panamanian Muslims -- often well-heeled, 
middle-aged businessmen who had traveled to the United States 
for many years -- began to experience problems at U.S. 

airports with visa cancellations. The Ambassador launched 
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the Embassy\'s reconciliation effort to Panama\'s Muslims 
following public allegations -- including newspaper articles 
-- of abusive treatment at the hands of U.S. port-of-entry 
officials. Ambassador Eaton hosted dinners at his residence 
for both communities to mark important Muslim religious 
holidays in late 2005 and early 2006. Both events were 
mostly social in nature but recently the Colon Muslims have 
met with EmbOffs for frank discussions of the negative 
experiences they - and some of their family members - 
encountered while traveling through U.S. airports. 


22. Construction is currently underway on a New Embassy 
Compound within the confines of the former Ft. Clayton on a 
\'green\', 41-acre site located four miles from the current 
facility and 18 miles from the airport with low rise/low 
density middle-class housing and a new private school as 
neighbors. The NEC will have an NOB, GSO annex and MSGQ. 
Total cost of the project, including site purchase and 
preparation, and construction and OBO oversight US$100 
million. The NEC will unite under one roof the Department 
elements and fifteen of post\'s tenant agencies, currently 
housed in eleven annexes throughout the city. The target 
completion date is March 2007 with occupancy in June. 


23. Embassy Panama is using the move into the NEC as an 
opportunity to restructure fundamentally its management and 
support operations. While consolidating its annexes into one 
NEC, we are eliminating duplicative support service operation 
that have proliferated around Panama City. This 

consolidation, we believe, will increase efficiency, 

standardize operations, reduce costs and permit re-deployment 
of duplicative service assets. 


24.(U) As part of our re-evaluation and rationalization of 
support service operations Embassy Panama supports regional 
service that include clear standards with consequences for 
non- and under-performance. The Regional Support Center in 
Fort Lauderdale already provides support services for Embassy 
Panama\'s blackberries, thereby reducing operating costs. We 
are now working with RPS Fort Lauderdale to transfer human 
resource support to Florida. Panama could also serve as a 
center of excellence to assist other posts in the region that 

lack support staff and the infrastructural capabilities 

Panama enjoys. Panama is also a regional and available 
platform for conferences, such as the WHA Management 
OfficersY Workshop October 4-6, 2006, and MED\'s regional 
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nurses conference for WHA scheduled for Panama in February 
2007. With a strong management team in Panama, Panama 
welcomes opportunities to serve as a test bed for new 
management initiatives and programs; Panama, for example, 
volunteered for, and has been selected as, an ILMS pilot post. 


25.(U) Family member employment is a key goal of Embassy 
management. Our SNAP coordinator has assisted numerous 
family members over the past year to identify employment. In 
addition, a new recruitment process for LES positions has 
provided a uniform and equitable interagency system to staff 
positions with qualified persons giving preference to U.S. 
Citizen EFMs and U.S. Veterans resident in country. In 
FY-05, Post hired three EFMs and two veterans under the 
program; in FY-06 nine EFMs and two veterans. However, this 
important program is in jeopardy as no funding has been 
identified to make up the difference in salaries between the 
local wage rate and the EFM/Veteran rate. M/FLO\'s Vcost 
equalization fund\' helped by providing funds for a consular 
(Program) position in FY 05 and 06. 


26. Embassy Panama plans to use the ISO 9000 process to 
evaluate our HR operation before the end of the calendar 
year. We plan to undertake a similar process with the GSO 
section after we move into the NEC. 


27. To expand Mission Panama\'s reach beyond the capital city, 
in March 2004 we launched a Virtual Presence Post (VPP) in 
Colon. The Colon VPP provides a cost-effective means to 
extend the mission\'s outreach to a population center 

otherwise underserved by traditional diplomacy. We are also 
exploring the possibility of establishing a virtual Consulate 

in Panama\'s western province of Chiriqui with its rapidly 
growing amcit population and U.S. investment opportunities. 
EATON 


81880 

OO RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUCNDT #1976/01 2862329 

ZNY CCCCC ZZH 

O 132329Z OCT 06 

FM USMISSION USUN NEW YORK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0467 

INFO RUEAIIA/CIA WASHDC IMMEDIATE 

RUEKDIA/DIA WASHDC IMMEDIATE 

RUEKJCS/JOINT STAFF WASHDC//J-3// IMMEDIATE 
RUEKJCS/JOINT STAFF WASHDC//J5/DDPMAW// IMMEDIATE 
RUEKJCS/JOINT STAFF WASHDC//J5/UNMA// IMMEDIATE 
RUEKJCS/OSD WASHDC IMMEDIATE 

RHEHNSC/NSC WASHDC IMMEDIATE 

RUEKJCS/SECDEF WASHDC IMMEDIATE 


Column 3 

RHEHAAA/WHITEHOUSE WASHDC IMMEDIATE 

RHMFISS/HQ USCENTCOM MACDILL AFB FL IMMEDIATE 

RUCNRAQ/IRAQ COLLECTIVE PRIORITY 

RUEHGG/UN SECURITY COUNCIL COLLECTIVE PRIORITY 

RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0546" "CONFIDENTIAL SECTION 01 OF 02 US 


SIPDIS 
SIPDIS 
STATE FOR NEA/I, IO/UNP, AND S/I 


E.O. 12958: DECL: 10/12/2016 
TAGS: PREL, PGOV, UNSC, IZ, PINS 
SUBJECT: US/UK/UN TRILATERAL ON UN ACTIVITIES IN IRAQ 


Classified By: DEPUTY POLITICAL COUNSELOR MOLLY PHEE, FOR REASONS 1.4 B 
/D 


1. (C) Summary: The UN met with the UK and U.S. missions 
October 12 to discuss the UN Assistance Mission to Iraq 
(UNAMI), the Iraq Compact and related issues. UNAMI has 
temporarily withdrawn most staff from its Basrah office after 
MNF-I withdrew assets, although it plans on returning once 
their headquarters in Basrah Palace Island are functional. 
D/SRSG von der Schulenberg will lead a visit to Kirkuk 
beginning October 15 to examine the possibility of opening a 
sub-office there. UN officials also raised the need to start 
planning for the \"morning after" the adoption of the Iraq 
Compact. They emphasized the importance they attach to 
Constitutional Review, which they see as the best chance of 
reconciliation for Iraq. End summary. 


UNAMI OPERATIONS 


2. (C) UNAMI recently withdrew the bulk of its personnel from 
Basrah, said Darko Mocibob, political affairs officer from 

the UN,s Department of Political Affairs (DPA). Only a 
security officer and a military advisor remain following 
MNF-I,s withdrawal of certain support assets, including 
emergency evacuation support. Mocibob said this was 
temporary. The UN has concluded a concept of operations 
agreement with Romania, whereby Romanian troops will provide 
inner and outer ring security to the UN,s sub-office in 

Basrah. Meanwhile, planning continues for the UN to occupy 
buildings A and B in the Basrah Palace Island complex. 
Regarding the U.S. request to temporarily occupy building C, 
Mocibob said the UN will likely approve it, although certain 
liability issues will need to be resolved. 
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3. (C) Mocibob said the UN has completed its move to the 
Tamimi compound in Baghdad, and is now fast-tracking a 
procurement request to provide overhead protection for all 
parts of that compound. Planning continues for the UN,s 
permanent facility, slated to open in April 2008. UNAMI and 
DPA continue to press for the Secretary General,s approval 

of a plan to use commercial air to fly from Amman, Jordan 
directly to Erbil. SRSG Qazi and UN Undersecretaries Gambari 
and Vaness have separately pushed for the Secretary 
General,s approval, but no decision has been made, said 
Mocibob. Mocibob added that the Danes have finished an 
assessment visit to Kuwait related to their plan to dedicate 

a C-130 for UNAMI use. The Danes plan an inaugural flight in 
early January, said Mocibob. 


4. (C) Mocibob and senior political affairs officer Jehangir 
Khan noted that D/SRSG von der Schulenberg plans to visit 
Kirkuk beginning October 15. Schulenberg will examine 
political and support arrangements for the possible opening 

of a UNAMI sub-office in the Kurdish region. Khan said UNAMI 
may request U.S. and UK support in setting up an office. 
Poloff and the UK poloff encouraged the UN officials to work 
towards opening an office in Kirkuk, given the many upcoming 
political and voting issues in the region. Mocibob took on 
board these comments, but added that the UN is \"not entirely 
sure of the Iraqi welcome.\" 


IRAQ COMPACT 


5. (C) Khan said the October 9 technical meeting in Baghdad 
of the Iraq Compact turned out \"better than most.\" 
Nevertheless, he said the political and security chapters of 
the draft need to be much more specific, and need to contain 
the same type of performance benchmarks as in the economic 
portion. The Europeans and the Japanese insisted on this 
point, Khan said. He added that it was important for the 
international community and especially the Iraqi government 
to begin planning for the \"morning after" the signing of the 
Iraq Compact. It would take \"heavy liftingW by both the 

Iraqi government and its political parties to implement the 
Compact, said Khan. 


6. (C) Khan also raised DPM Barham Salih,s desire that 
Kuwait host the high level preparatory meeting at the end of 
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October or beginning of November, and Saudi Arabia host the 


final signing ceremony. Currently, Kuwait has offered to 
host the signing ceremony and Saudi Arabia has offered to 
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host the high level preparatory meeting. Khan urged the U.S. 
and UK to ask Salih not to insist on switching sites for the 
two meetings. Salih and the Iraqi government would likely 
offend both Kuwait and Saudi Arabia by trying to switch the 
hosting of the two meetings, said Khan. 


7. (C) Khan said Russia had approached the UN and asked to be 
invited to the signing ceremony. This might make sense, said 
Khan, especially since the Russians hinted that an invitation 
might give them an incentive to legally and technically 

cancel the debts Iraq owed them. 


CONSTITUTIONAL REVIEW 


8. (C) Khan and Mocibob noted that Iraq,s Council of 
Representatives has finalized a Constitutional Review 
Committee and is drafting terms of reference for the review. 
UNAMI and the UN are ready to assist, said Khan, and consider 
the constitutional review process to be Iraq,s \"last, best 

chance for reconciliation.\" It is a vehicle for a peace 

treaty between Iraq,s people, said Khan. Although the UN 
supported PM Maliki,s National Compact, it should be a 
complement to the constitutional review process, not a 
substitute, said Khan. 


9. (C) UNAMI has recruited their constitutional expert Fink 
Haysom to continue to provide support, said Khan. Haysom 
plans to follow \"a more prescriptive and robust approach\" 
than before. Although the UN and UNAMI are poised to help, 
they have received mixed signals regarding the willingness of 
all parties to negotiate, said Khan. It is unclear whether 

the Kurds and the Shias are willing to do the hard bargaining 
necessary for the constitutional review process, Khan 
concluded. 
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E.O. 12958: N/A 
TAGS: OTRA, AMGT, APER, PREL, PTER, KU, IZ 


Column 3 
SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR MARK STAMILIO 
AND ANDREW MORRISON 


REF: STATE 170985 


1. Embassy Kuwait welcomes and hereby grants country 
clearance to Mark Stamilio and Andrew Morrison, U.S. 
Department of State, Office of War Crimes Issues, to 
travel to post for meetings and consultations regarding 
the Iraqi High Tribunal\'s investigation of regime crimes 
against Kuwaiti nationals, and regarding Guantanamo detainees. 


2. (SBU) Embassy point of contact is: 
DeWitt Conklin, Poltical Officer 
Office - 965-259-1533 

Cell- 965-936-4497 

Fax- 965-259-1051 

Unclass E-Mail: conklindc@state.gov 


SIPDIS 
Travel information is as follows: 


Washington-Kuwait: 

Fri 10/13, depart Washington Dulles 21:53 via 
UA 932 

Sat 10/14, arrive Frankfurt 11:45 

Sat 10/14, depart Frankfurt 13:05 via LH 624 
Sat 10/14, arrive Kuwait 19:15 


Kuwait-Baghdad: 
Sun 10/15, depart Kuwait/arrive Baghdad via 
MilAir 


Baghdad-Kuwait: 
Fri 10/20, depart Baghdad/arrive Kuwait via 
MilAir 


Kuwait-Washington: 

Sun 10/22, depart Kuwait 01:25 via UA 8751 
Sun 10/22, arrive Frankfurt 06:20 

Sun 10/22, depart Frankfurt 11:00 via UA 953 
Sun 10/22, arrive Washington Dulles 14:04 


Embassy Kuwait will provide the following assistance 
per reftel: 


-- Ground transportation from MilAir ramp 
and/or Hilton on 10/20, and to Kuwait 
International Airport on Sun 10/22 
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-- Expediter service at Kuwait International 
Airport on Sun 10/22 


-- Hotel reservations at the Movenpick for 
the nights of Fri 10/20 and Sat 10/21 


-- Assistance in arranging Sat 10/21 meetings 
with relevant GOK officials (as per previous 
email communication) 


3. Following is Post\'s standard guidance for visitors to 
Kuwait: Kuwait now issues single-entry visas to American 
citizens on arrival, upon presentation of a passport. There 

is a processing fee of 2 KD for each visa issued. The fee 
may be paid either in KD or USD (approximately 7 USD). Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different site at the airport for processing. Airport visas 

are valid for only 90 days after arrival; anyone staying 

beyond this period must obtain an extension, which should be 
requested 10 days prior to expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine at 
the airport of KD 10 (US$33.50) per day at the airport. All 
travelers planning to visit Iraq should make sure that they 
obtain exit/entry stamps for each transit through Kuwait, and 
be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a daytrip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


4. Visitors are reminded that the importation of alcohol, 

pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 

still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel North of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


5. Holy Month of Ramadan: Your visit takes place during the 
Holy Month of Ramadan, which will be observed September 
23 through October 23, 2006. It is against the law in 

Kuwait for anyone to eat, drink or smoke in public, including 


inside vehicles, between the hours of sunrise and sunset. 
Business slows down for this month and government offices, as 
well as private businesses, work shorter hours. Muslims must 
work a ful day without so much as a sip of water. The result 
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is that people may become tired, tense and easliy irritated 
during the normal workday, especially during the later weeks 
of Ramadan. One must be extra alert when driving, 
particularly during the late afternoon when many will be 
rushing home to break the fast. 


6. Threat Assessment: Kuwait is a high-threat post and the 
military threatcon is currently Charlie. We have increased 
security precautions at official U.S. installations in Kuwait 
and recommend that all Americans in Kuwait remain alert to 
their surroundings and review their personal security 
practices. 


7. Fiscal Data (action request): Each visitor to Embassy 
Kuwait must bring or forward fiscal data to cover costs 
incurred during the visit. Each agency, organization, 
delegation or visiting individual will be charged for all 
costs attributed to their visit. These costs include, but are 
not limited to: LES and American staff overtime, vehicle and 
equipment rental, office and medical supplies, telephone 
calls, expeditor services, airport transportation and other 
mileage driven, and representational events. If fiscal data 
on visitor\'s travel authorization is to be used for this 
purpose, it must be clearly spelled out and sufficient 
funding must be provided. 


8. Health Unit: All TDY or PCS personnel that would like to 
be vaccinated against smallpox should get the vaccine in 
M/MED in Washington before coming to post. The smallpox 
vaccine for pre-exposure vaccination is not available at 
post. There are prepositioned doses of smallpox vaccine at 
post to be used only if an actual exposure occurs. The 
smallpox vaccine is being offered to personnel that are 
coming to work at Embassy Kuwait as a strictly voluntary 
protection in case of a possible biological attack. 


9. Health Advisory for Kuwait: April through October is the 

hot season in Kuwait. Temperatures reach 120-140F in summer. 
Caution should be taken to prevent dehydration and heat 
exhaustion by 1) drinking plenty of fluids and 2) staying 

indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. 


10. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include Social Security Number, and the name of 
the agency granting the clearance. Cables should include the 


Column 3 
ASEC tag to ensure distribution to the RSO office and the 
Marine Security guard at post one. 


11. Computer and Electronics usage: Sensitive military 
information has been located recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lunges, etc. should never be used to process store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


12. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. 
switchboard number is (965) 259-1001, IVG: 4950000. The after 
hours number which rings at Marine Guard post one is (965) 
538-2098. 


13. The time difference with the East Coast of the United 
States is EDT plus 7 hours (in summer) or EST plus 8 hours 
(in winter). 
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For more Embassy Kuwait reporting, see: 
http://www.state.sgov.gov/p/nea/kuwait/index. cfm 


Or Visit Embassy Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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FM AMEMBASSY KIGALI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3351 
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SIPDIS 

SENSITIVE 

SIPDIS 

DEPT FOR P/KARA MCDONALD AND IO/UNP/BRIAN HARRIS 


E.O. 12958: N/A 
TAGS: UNSC, PREL, RW 
SUBJECT: RWANDA WILL VOTE FOR GUATEMALA 


REF: STATE 171921 


(SBU) Foreign Minister Charles Murigande telephoned Charge at 
2200 hours local time October 13 to state that the GOR 

intended to vote for Guatemala in Wall voting rounds!" of the 

UN General Assembly election for non-permanent members of the 
Security Council on October 16. Murigande said that the 

GOR\'s support for Guatemala (although late in coming) 
\"shouldn\'t be a surprise\" in light of Venezuelan President 
Chavez\'s General Assembly speech violently castigating the 

USG and President Bush. 

THURSTON 
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DEPT FOR P (U/S BURNS AND MCDONALD), IO/UNP (HARRIS), SCA 
(PDAS MANN) AND SCA/CEN (PERRY) 


E.O. 12958: DECL: 10/14/2016 
TAGS: UNSC, GT, VE, PREL, TX 
SUBJECT: UNSC ELECTION: TURKMENISTAN WILL SUPPORT GUATEMALA 


REF: A. ASHGABAT 1080 


B. STATE 171921 
C. STATE 171368 


Classified By: Charge d\'Affaires a.i. Heather Troutman for 
reasons 1.4(B) and (D). 


Following ref a demarche by embassy and October 13 follow-up 
telephone demarche by SCA PDAS Mann to Turkmenistan\'s Foreign 
Minister Rashit Meredov, embassy received a diplomatic note 

from Turkmenistan\'s Ministry of Foreign Affairs October 14 
indicating that Turkmenistan will support Guatemala\'s 

candidacy for the UN Security Council. Begin unofficial 

translation of MFA dipnote 09/741n, dated October 14: 


\"The Ministry of Foreign Affairs of Turkmenistan presents its 
compliments to the Embassy of the United States of America in 
Turkmenistan and, in response to the Embassy\'s note 135/06 of 
February 8, 2006, has the honor to inform the Embassy that 
Turkmenistan will support the candidacy of Guatemala in the 
election of non-permanent members of the Security Council of 
the United Nations, which will take place on October 16, 2006 
during the 61st session of the General Assembly of the United 
Nations. 


The Ministry of Foreign Affairs of Turkmenistan avails itself 
of this opportunity to renew to the Embassy of the United 
States of America the assurances of its highest 
consideration.\" 


End text. 
MINIMIZE CONSIDERED 
TROUTMAN 
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RUEHEG/AMEMBASSY CAIRO PRIORITY 0006 
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SENSITIVE 


DEPT FOR WHA/CEN, NEA, SA, AND EAP 


E.O. 12958: N/A 

TAGS: PGOV, PREL, XF, BA, EG, KU, YMCS 

SUBJECT: COSTA RICA REESTABLISHING TIES TO ARAB WORLD; ALSO 
OPENING EMBASSIES IN INDIA AND SINGAPORE 


REF: A. SAN JOSE 1841 
B. SAN JOSE 1154 


1. SUMMARY: Costa Rica has restored diplomatic relations 

with Egypt, Kuwait, Bahrain and Yemen, following its decision 

to move its embassy in Israel from Jerusalem to Tel Aviv. 

The GOCR also plans to open embassies in India and Singapore. 
The GOCR will use these newly-expanded ties to seek 

additional support for its election to the UNSC in 2008, one 

of the Arias Administration,s top foreign policy priorities. 

END SUMMARY. 


2. Egypt and Costa Rica announced restoration of diplomatic 
relations at the Non-Aligned Movement conference in Havana on 
September 13. While in New York for the UN General Assembly, 
Costa Rican Foreign Minister Bruno Stagno announced on 
September 25 that Costa Rica also would reestablish 

diplomatic relations with Kuwait, Bahrain, and Yemen. While 
Stagno met with the Syrian foreign minister in New York, he 
added that they were not yet discussing reestablishing 
diplomatic relations, but would define their relationship in 

the near future. On October 2, Stagno announced that the 
Ministry of Foreign Affairs (MFA) planned to open embassies 

in Egypt, India, and Singapore in 2007. 


3. The restoration of diplomatic relations with the Arab 
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world was triggered by Costa Rica\'s August 16 announcement 
that it would move its embassy in Israel from Jerusalem to 

Tel Aviv (reftel A, NOTAL). In 1984, the Arab League asked 
members to sever diplomatic relations with Costa Rica because 
of then President Monge,s decision to move the embassy to 
Jerusalem. According to media reports, Stagno told the 
Kuwaiti vice-Minister of Foreign Affairs at UNGA that Costa 
Rica,s major motivation to improve relations with the Arab 
world is to promote trade and attract foreign investment from 
the Middle East. 


4. Minister Stagno presented the government,s plan to 

finance the new embassies during a hearing with the 
legislature,s finance committee on September 29. The MFA 
plans to close its embassy in Barbados and a consulate in New 
Orleans. In addition, the MFA is seeking a 14% increase in 

its 2007 budget over 2006. Besides new embassies, some of 
the extra money is slated for MFA officials to tour Asia and 
Africa to promote Costa Rica\'s UNSC bid. Additional personnel 
costs would not be high, since diplomats would be reassigned 
to staff the new missions. 


5. During the hearing, Stagno presented his ministry,s 
foreign policy priorities, which include, in addition to 
closer relations with the Arab world: 


-- improving the &international order,8 (e.g., UN reform); 
-- promoting major multilateral initiatives such as the Costa 
Rican Consensus (i.e., debt forgiveness and additional 
assistance for countries that demilitarize) and an 
international conventional arms transfer treaty (ATT); and 
)- being elected to the UNSC in 2008. 


6. While the Arias administration would certainly welcome 
foreign investment from, and increased trade with, the Arab 
world, the 2008 UNSC seat is also very important (Ref B). 

The additional embassies and the UNSC campaign will be 
costly, especially given the current fiscal situation in 

Costa Rica. Stagno told the committee that it could cost as 
much as $6000/month to rent embassy space in Singapore, for 
example, while two MFA advisers confided to us on October 12 
that it would be difficult to find Costa Rican diplomats who 
spoke Arabic. The Arias administration is willing to make 

this effort in order to maintain a place on the world stage. 

By starting the process now, the GOCR clearly intends to have 
the new missions in place in time to seek support from Arab 
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nations and others before the 2008 UNSC elections next 
October. 
FRISBIE 
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AF FOR A/S FRAZER AND DAS YAMAMOTO 


E.O. 12958: DECL: 10/10/2016 

TAGS: MOPS, PREL, PTER, ET 

SUBJECT: PM MELES: ETHIOPIA PREPARING TO GO AGAINST CIC IN 
NOVEMBER IF NO APPROVAL OF IGAD BATTALION 


REF: ADDIS ABABA 2763 
Classified By: CHARGE VICKI HUDDLESTON FOR REASONS 1.4 (B) AND (D). 


1. (C) Summary. Ethiopian Prime Minister Meles Zenawi told 
Business Executives for National Security (BENS) President 

and CEO General Charles Boyd, U.S. Air Force (Ret.), CUTF-HOA 
Commander Rear Admiral Richard Hunt, and Charge October 13 
that he sees a UN-supported IGAD/Ugandan battalion stationed 

in Baidoa and a lifting of the arms embargo to shore up the 

TFG as the solution to containing the Union of Islamic Courts 
(UIC) and stopping their march to consolidate power 

throughout Somalia by defeating the Transitional Federal 
Government (TFG), and absorbing via subversion and force of 
arms Puntland and Somaliland. Meles said that an IGAD Ugandan 
battalion would focus on providing security in Baioda. This 

would allow Ethiopia to train TFG troops, thereby reinforcing 

the TFG so that the UIC would be forced to hold meaningful 

talks with them. Absent of an international solution, Meles 
explained that Ethiopia envisions confronting the UIC ina 

major battle in order to damage and disgrace them, and 

thereby stop their advance and encourage division within the 
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CIC. Meles indicated, however, that he would prefer an 
international solution and therefore will wait for the United 
Nation\'s Security Council to deliberate the lifting of the 

arms embargo and the IGAD/Ugandan battalion. If approval is 
not forthcoming then Ethiopia will move to contain the UIC 
sometime in November. Meles said that he will continue to 
work with the United States and United Kingdom and keep the 
two countries informed about Ethiopia\'s intentions. Comment: 
Meles hopes that by telling us and the UK of his military 

plans, we will move to avert the confrontation by pushing 
through a UNSC resolution. According to AU Deputy Mazemhaka, 
there is no arms embargo on the TFG and therefore it does not 
have to be lifted. However, the AU and indeed the 
international community want UN approval for lifting the 
embargo and the IGAD battalion. Endorsement of these 
concepts via the Somali Contact Group and other international 
fora will also be useful. End Summary. 


2. (C) The meeting with the Prime Minister was also attended 

by MFA Acting Director of Europe and North America Desk Almaz 
Amha and the remainder of the BENS delegation, including 
Marbill Management General Partner Bill Campbell, Access 
Industries Executive Vice President Peter Thoren, Arnold and 
Porter Partner Ramon Marks, The White Oak Group Managing 
Partner Chris Melton, Wachovia Corporation Senior Executive 
Vice President and General Counsel Mark Treanor, Boies and 
McInnis Partner Mary Boies, BENS Senior Vice President Eric 
Flanning, Associated Press East Africa Bureau Chief Chris 
Tomlinson, and Bennett McCutcheon Michele Huges from Joint 
Forces Command. The Ambassadon\'s special assistant served as 
notetaker. This message was not cleared by General Boyd. 


MELES PAINTS A PICTURE 


3. (C) General Boyd asked Meles how the United Nation\'s 
\"reluctance to move in an effective way\" and the African 
Union\'s \"inability to move quickly\" to deploy an IGAD force 
affected EthiopiaWs military strategy vis-a-vis Somalia. 

Meles explained that any policy on Somalia has to reflect the 
forces involved in the conflict. He boiled the players down 

to two sides: the Union of Islamic Courts (UIC) and those 
who oppose the UIC, indicating that the Transitional Federal 
Government (TFG), Puntland, and Somaliland are the primary 
forces of opposition. Meles said the TFG\'s strongest assets 
are that its transitional charter has the support of most of 

the clans and that it has been recognized internationally by 
the United Nations and the African Union. He added that the 
TFG suffers, however, from an inability to protect itself and 
lack of cohesion amongst government officials. Meles 
explained that Puntland has strong ties to the TFG because 
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the current TFG President established Puntland and that it 
opposes the UIC because it\'s \"uncomfortable\" with the clans 
in Mogadishu. Similarly, Somaliland\'s support of the TFG 
stems from its desire to remain independent. Meles said that 
the transitional charter, not necessarily the TFG, is the 

future of Somalia. 


4. (C) Meles continued by explaining the how the UIC gained 
influence and eventually become large and powerful enough to 
launch its campaign against the TFG. Meles said that 

regional Islamic courts were originally formed to protect 
against predatory warlords and gained support of locals by 
proving responsive to law and order issues. Islamic courts, 
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he noted, were not organized as one entity rather individual 
units established by different clans/sub-clans. He said the 
Islamic courts were initially parochial in nature, not 

ideological. The Islamic courts began to change into a more 
cohesive and aspiring organization once \"global Islamic\" 
movements linked to Osama bin Laden and other violent sects 
were invited to infiltrate its ranks. Meles said that these 

global Islamic movements are comprised of two major groups: 
the Saudi-influenced Wahabists and Egyptian-influenced Sufis. 
Meles said that Islamic courts ceded leadership positions to 
members of these Islamic movements because they provided 
\"enlightened\" leaders, experience in establishing networks, 
and financial support. Meles noted that Somalia\'s 
characteristic clan and sub-clan structure is still paramount 
and its relationship with these external Islamic groups could 
be a source of contention within the UIC structure. 


5. (C) In addition to support from Islamic groups outside of 
Somalia, Meles said that Eritrea continues to align itself 

with the UIC. He explained that while Eritrea is not 

naturally inclined to side with an Islamic-based movement 
like the UIC, it understands that Islamists in Somalia could 
serve to destabilize Ethiopia. Meles added that Eritrea 
provides military training, equipment and support to the UIC 
as well as to dissident groups within Ethiopia, such as AIAI, 
Oromo Liberation Front (OLF) and Ogaden National Liberation 
Front (ONLF). Eritrea, Meles noted, is allied with Islamist 
groups for geo-political reasons rather than ideological. 
Meles mentioned that Iran was nominally supporting the UIC 
but it\'s involvement was limited because Iranians are Shia 
and Somalis Sunni. Meles said that Libya, too, was likely 
supporting the UIC but its involvement was difficult to gage 
as it might be attempting to undermind the Wahabis. 
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6. (C) Given the loose and various entities comprised to 
makeup the UIC, Meles asked what was keeping the alliance 
together. He said the primary reason is the UIC is seen as 
successful and this has created momentum that must be broken. 
Given the two different groups that make up the UIC there 
could be a break - if the UIC suffered a defeat - between the 
clan based courts and the ideologues like Aweys who control 
the leadership because they control the resources from 
abroad. The UIC\'s success also is a result of the TFG\'s 
organizational weakness and \"feeble\" military. Additionally, 
although Somaliland has a common interest in fighting radical 
Islamists, the TFG\'s unwillingness to recognize its 
independence limits Somaliland\'s commitment. Puntland the 
home of President Yussef is Yussef\'s refuge should the TFG 
fall so it will not initiate but defend itself. Meles argued 

that the international community must assist in reinforcing 

the TFG both by building leadership and military capacity as 

it was created by the region and the international community. 
By shoring up the TFG it can serve as the vehicle for the 
formation of a more representative government. But this can 
not happen unless the TFG is seen as a serious entity by the 
UIC as it will not seriously negotiate with a weak TFG. 

Ethiopia also encourages greater support and commitment from 
Puntland, Somaliland, the African Union and the international 
community to the TFG. The UIC may ride its momentum to 
complete a country-wide victory if someone from the outside\" 
does not intervene. 


MELES WILL WAIT FOR UN ACTION 


7. (C) Meles told the group that he sees a UN-supported 
IGAD/Ugandan force and a lifting of the arms embargo to shore 
up the TFG as the best solution. Meles said that an IGAD 
force could focus on training the TFG military, halt the 

spread of the UIC and open meaningful dialogue between the 
two parties. Absent of an international solution, Meles 
explained that Ethiopia is prepared to do battle with the UIC 

in Somalia. Meles indicated that before making a final 
decision he will wait for the November United Nation\'s 
Security Council meeting where he hopes a favorable will be 
made to lift the arms embargo and deploy the IGAD/Ugandan 
battalion. Meles said that he will continue to work with the 
United States and United Kingdom and keep the two countries 
informed about Ethiopia\'s intentions. 


8. (C) CUTF-HOA Admiral Hunt asked if the Prime Minister was 
certain that Ethiopia would win in a confrontation with the 

UIC. Meles said that while the UIC army may have had its way 
with disorganized warlords, it is no match for the skilled 

and professionalized Ethiopian military. Meles explained 
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that the ENDF (Ethiopian National Defense Forces) would move 
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quickly to \"break the back" of the UIC. Meles envisioned 
that his army would not take Mogadishu, rather it would 
confront the UIC close to the border, allowing the Somalis 
themselves to confront or break away from the UIC. He said 
that the operation would likely consist of infantry and 
mechanized forces rather than air assets. Meles noted that 
the UIC is likely armed with hand-held surface to air 

missiles, RPGs and low quality Russian anti-tank missiles 
provided by Eritrea, but not with advanced anti-armor 
capability as Eritrea did not share this technology. Meles 
said that the ENDF could chose a large battle so that the UIC 
would be sufficiently wounded and this would then result in 
their retreat to Mogadishu. Meles said, TFG force would 
fight on the front lines and Ethiopian troops were serve 
merely as a \"stiffening backbone.\" Meles added that the 
operation would not require a redeployment or movement of 
troops away from the Eritrean border. Given Ethiopia\'s 
previous military operations in Somalia in 1996 and 1999, 
Meles emphasized his Government has long prepared for \"one 
and half wars\" and is ready and capable of handling conflicts 
on two fronts. 


9. (C) Meles acknowledged that there will be consequences to 
any Ethiopian military operation in Somalia. In addition to 
\"disquiet\" from the international community, Meles said that 
Ethiopia would likely move up on the priority list of the 
enemies of Islam, thereby becoming more of a target for 
Islamic terrorist activities. Meles argued that \"hard-core 
Islamists\" have always thought of Ethiopia as being in the 
\"Crusader\" camp, so drawing the ire of Islamists will be 
nothing new. But, the conflict could devolve into a 
Christianity versus Islam scenario, warned Meles. For this 
reason, Meles reiterated that his preference was for an 
international solution to the situation. 


MELES ON INSURGENCIES AND DEMOCRATIZATION 


10. (C) In response to a question about Somalia\'s impact on 
Ethiopia\'s internal situation, Meles said Eritrea is 

promoting insurgencies within the country, but Ethiopians are 
not ready to pickup arms. Meles acknowledged that his 
government has problems with people in the urban areas of 
Ethiopia, but points to his party\'s support in rural areas as 
the real base of support. Though, Meles noted, pastoralist 
areas in the Somali region have been problematic for the 
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government as development programs have not moved at a fast 
enough pace. Meles indicated that his approach to working in 
the Somali region have changed. According the Meles, the 
government had previously tried to work solely with \"modern\" 
leaders while ignoring more \"traditional\" leaders, like clan 
elders. Meles said that the government is trying to correct 

this mistake and work with both groups. 


11. (C) When pushed by the BENS delegation to defend 
Ethiopia\'s commitment to democracy and rule of law, Meles 
said that democratization and rule of law are critical to the 
continued stability of the country. He added that adequate 
opportunity for peaceful dissent was a top priority. He 
argued that progress on both democratization and rule of law 
was a \"matter of survival\" and the \"only option\" for 
Ethiopia. 
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E.O. 12958: N/A 

TAGS: OVIP, KU, IZ, COUNTRY CLEARANCE 

SUBJECT: (SBU) KUWAIT GRANTS COUNTRY CLEARANCE FOR JOHN HANNAH 
AND ROBERT KAREM (16-22 OCT 2006) 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY. 
REF: A) KAREM-HIGI 10/14/06 EMAIL B) STATE 172718 

1. (SBU) Embassy Kuwait welcomes and hereby grants country clearance 
for John Hannah and Robert Karem to travel to post o/a 16 to 22 


October 2006. 


2. (U) This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 
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3. (SBU) Hotel reservations have been made for 17 and 21 October, at 
the Crowne Plaza Hotel at the rate of 66.000 KD plus 15% 
(approximately USD 260) per night for single rooms, which includes a 
buffet breakfast. The per diem rate for Kuwait is USD 260 plus M&lE 
of USD 96 for a total of USD 356. The hotel phone number is 
(965)474-2000; fax number (965)473-2020. An Embassy visit officer 
and a driver/expeditor will meet and assist you at the airport. 


Embassy point of contact is: 


Carri Mowry, Coordinator ISU 

Office- (965) 259-1419 

Cell- (965) 973-9854 

Fax- (965) 259-1190 

Unclass e-mail: MowryCA@state.gov 


SIPDIS 


4. (U) Following is post\'s standard guidance for visitors to Kuwait: 
Kuwait now issues single-entry visas to American citizens on 
arrival, upon presentation of a passport. Post strongly advises 
travelers to carry some documentation on the purpose of their visit. 
Passengers arriving on other than commercial flights should 
anticipate extra delays, because immigration services are not 
available on the military side of the airfield and passports have to 
be carried to a different site at the airport for processing. 

Airport visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to expiration. Anyone departing Kuwait who 
has overstayed the visa will be charged a fine of KD 10 (US$33.50) 
per day at the airport. All travelers planning to visit Iraq should 
make sure that they obtain exit/entry stamps for each transit 
through Kuwait, and be aware that they will need to obtain a new 
Kuwaiti visa upon return, even after a daytrip to Baghdad. Failure 
to do so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


5. (U) Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
North of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


6. (U) Holy Month of Ramadan: Your visit takes place during the 
Holy Month of Ramadan, which will be observed 0/a September 23 
through October 21/22, 2006. It is against the law in Kuwait for 
anyone to eat, drink or smoke in public, including inside vehicles, 
between the hours of sunrise and sunset. Business slows down for 
this month and government offices, as well as many private 
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businesses, work shorter hours. Muslims must work a full day 
without so much as a sip of water. The result is that people may 
become tired, tense, and easily irritated during the normal workday, 
especially during the later weeks of Ramadan. One must be extra 
alert when driving, particularly during the late afternoon when many 
will be rushing home to break the fast. 


7. (SBU) Threat Assessment: Kuwait is a high-threat post and the 
military threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


8. (U) Fiscal Data: Thank you for providing fiscal data. Each 
agency, organization, delegation or visiting individual will be 

charged for all costs attributed to their visit. These costs 

include, but are not limited to: LES and American staff overtime, 
vehicle and equipment rental, office and medical supplies, telephone 
calls, expeditor services, airport transportation other mileage 

driven, and representational events. If fiscal data on visitors 

travel authorization is to be used for this purpose, it must be 

clearly spelled out and sufficient funding must be provided. 


9. (U) Health Unit: All TDY or PCS personnel that would like to be 
vaccinated against smallpox should get the vaccine in M/MED in 
Washington before coming to post. The smallpox vaccine for 
pre-exposure vaccination is not available at post. There are 
prepositioned doses of smallpox vaccine at post to be used only if 
an actual exposure occurs. The smallpox vaccine is being offered to 


personnel that are coming to work at Embassy Kuwait as a strictly 
voluntary protection in case of a possible biological attack. 


10. (U) Health Advisory for Kuwait: April through October is the 

hot season in Kuwait. Temperatures reach 120?-140?F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 2) staying indoors, especially 
during peak temperature hours of 12:00-15:00. Low humidity coupled 
with high temperatures creates excessive moisture loss from 
evaporation. It is necessary to drink 2-4 quarts of water daily to 
prevent dehydration. 


11. (U) Health Advisory for Iraq: Remember to bring adequate 
medications and to be current on vaccines as getting medical 
supplies in Iraq has been difficult. Consistent with US military 

policy since January 2005, and having no cases of malaria reported 
to date in US Embassy personnel, malaria prophylaxis is not 
routinely recommended for Iraq. Vivax malaria historically exists in 
the northern provinces of Duhok, Erbil, Ninawa, Sulaimaniya, Tmim 
(May-October), and in the south around Basrah (April-November). 
There is no risk in Baghdad. Individuals that travel to those areas 
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need to continue to check current embassy recommendations. Malaria 
must be a consideration in anyone with a fever who has traveled to 
those areas. To protect against insect bites, use insect 

repellants, long clothing and other measures to prevent insect 

bites. 


12. (SBU) CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention of the 
RSO, and include the level of their clearance. The cable should 
include the social security number of the requestor and the name of 
the agency granting the clearance. Cables should include the ASEC 
tag to ensure distribution to the RSO office and the Marine Security 
guard at post one. 


13. (SBU) Computer and Electronics usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell phones, 
palm pilots, radios and other convenience electronics are prohibited 

in all secure areas of the mission. 


14. (SBU) Sensitive military information has been located recently 
on business center computers at local hotels in Kuwait City. All US 
Government personnel and contractors must remember that it is their 
responsibility to observe good computer and information security 
practices. Information processed on computers and hotel business 
centers, through e-mail correspondence or document creation, is 
highly exploitable. Public computers located in hotel business 
centers, internet cafes, airport lounges, etc. should never be used 

to process, store or disseminate sensitive information. Compromise 
of sensitive government or military information can result in 

serious damage to national security. Compromises of sensitive 
personal data can result in significant personal and financial 
hardship. Random checks are conducted by Embassy personnel on 
public PCYs. Breaches in COMPUSEC will result in the violator 
receiving security infractions and/or security violations. 


15. (U) Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. switchboard 
numbers are (965) 259-1001, IVG: 495-0000. The after hours number 
which rings at Marine Guard Post One is (965) 538-2098. 


16. (U) The time difference with the East Coast of the United States 
is EDT plus 7 hours. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State Department\'s Classified SIPRNET website. 
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E.O. 12958: N/A 

TAGS: PREL, UNSC, KNNP, KN 

SUBJECT: UNSC/DPRK: COUNCIL UNANIMOUSLY ADOPTS RESOLUTION 
1718 


REF: STATE 172756 


1. On Saturday, October 14 the Security Council unanimously 
adopted Resolution 1718, in response to the proclaimed test 

of a nuclear weapon by the DPRK on Monday, October 9. 
Following negotiations on the morning of October 14 among the 
P-5 and Japan, the draft resolution was introduced to the 
Council as a \"Presidential text\", indicating that all fifteen 
members of the Council were prepared to co-sponsor it. 


2. Following unanimous adoption of the resolution, Ambassador 
Bolton delivered the U.S. explanation of vote (text below). 

After additional statements from France, China, the UK, 
Russia, Argentina and Japan, the DPRK took the floor to 
\"totally reject\" the Council\'s \"coercive\" resolution, 

accusing the U.S. of \"manipulating the Council" into agreeing 
to it. The DPRK repeated, verbatim, much of their statement 
of October 11 (which has been circulated by the Council as 
document S/2006/801). After concluding, \"If the U.S. 
increases pressure up on the DPRK, persistently doing harm to 
it, it will continue to take physical countermeasures, 
considering this a declaration of war,\" the DPRK delegation 
stood up and walked out of the Council chamber. 


3. Text of Ambassador Bolton\'s statement: 
Mr. President, 


We welcome the unanimous adoption of Resolution 1718. The 
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proclaimed test of a nuclear device by the Democratic 
People\'s Republic of Korea unquestionably poses one of the 
gravest threats to international peace and security that this 
Council has ever had to confront. Today, we are sending a 
strong and clear message to North Korea and other would be 
proliferators that there will be serious repercussions in 
continuing to pursue weapons of mass destruction. 


Three months ago, this Council sent an unequivocal and 
unambiguous message to the DPRK: 1) suspend your ballistic 
missile program; 2) stop your procurement of materials 
related to weapons of mass destruction; and 3) verifiably 
dismantle your nuclear weapons and existing nuclear programs. 
Security Council Resolution 1695 also demonstrated to North 
Korea that the best way to improve the livelihood of its 

people and end its international isolation is to stop playing 
games of brinkmanship, comply with the demands of the 
Security Council, return to the Six-Party talks, and 

implement the terms of the Joint Statement from the last 
round of those talks. 


Sadly, the regime in Pyongyang chose a disturbingly different 
path. It answered the Security Council's demands with yet 
another direct threat to international peace and security, 
proclaiming to the world that it has conducted a successful 
nuclear weapons test. And with its actions, the North Korean 
regime has once again broken its word, provoked an 
international crisis, and denied its people the opportunity 

for a better life. 


Mr. President, three months ago the United States counseled 
the members of this body to be prepared for further action in 
the event that North Korea failed to make the strategic 
decision to give up its pursuit of weapons of mass 

destruction (WMD) and comply with Resolution 1695. We are 
pleased that the Security Council is united in condemning the 
actions by the regime in Pyongyang and taking clear, firm and 
punitive action in passing this resolution, thus proving to 
North Korea and others that the Security Council is prepared 
to meet threats to international security with swift resolve. 


This resolution demands action. Acting under Chapter VII, it 
has imposed punitive sanctions on Kim Jong II\'s regime. It 
has broad provisions deciding that Member States shall not 
engage in any trade with the DPRK, not only for items which 
could contribute to their nuclear weapons and other WMD 
programs, but for high-end military equipment as well. The 
United States will rely on a number of control lists already 

in place as a baseline to implement the decision by the 
Security Council to ban trade with North Korea in WMD-related 
materials, including lists published by the Nuclear Suppliers 
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Group, the Missile Technology Control Regime and the 
Australia Group. To further this goal, this resolution also 
prevents the travel of government officials of the DPRK known 
to be involved in their WMD efforts. 


This resolution also targets other illicit activities of the 

regime in Pyongyang, and includes a ban on trade in luxury 
goods. It targets the way Kim Jong II finances his weapons 

of mass destruction programs through criminal activities like 
money laundering, counterfeiting, and selling of narcotics. 

It imposes a binding requirement on all Member States to take 


action against those activities and freeze the assets of 
entities and individuals of the DPRK involved. The 
resolution also provides for a regime of inspections to 
ensure compliance with its provisions, building on the 
existing work of the Proliferation Security Initiative. 


The resolution imposes other strict demands on the DPRK. It 
requires Pyongyang not to conduct any further nuclear test or 
launch of a ballistic missile. It demands that North Korea 
abandon all of its WMD programs, including nuclear, chemical, 
and biological weapons, in a complete, verifiable and 
irreversible manner. 


It is our understanding that the DPRK\'s full compliance with 
this resolution and the successful resumption of the 

Six-Party Talks would lead to the Council acting to lift the 
measures imposed by this resolution. At the same time, we 
need to be prepared if North Korea again decides to ignore 

the Security Council, and continue its pursuit of WMD and the 
means to deliver them. This is why it is important that the 
United States and other Member States have the opportunity at 
any point in time to strengthen measures against North Korea 
and return to the Council for further action. 


As we pursue a diplomatic solution, we are also reassuring 
our allies in the region that America remains committed to 
their security. In response to North Korea\'s provocation, we 
will seek to increase our defense cooperation with our 

allies, including cooperation on ballistic missile defense to 
protect against North Korean aggression, and cooperation to 
prevent North Korea from importing or exporting nuclear or 
missile technologies. 


Our goals remain clear: peace and security in Northeast Asia, 
and a nuclear-free Korean Peninsula. We will support our 
allies in the region, we will work with the Security Council, 
and together we will ensure that North Korea faces serious 
consequences if it continues down its current path. 
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Let me end with a final point. This resolution provides a 
carve-out for humanitarian relief efforts in North Korea. 

The reason is clear: the concern of the Security Council is 

with the regime in Pyongyang, not the starving and suffering 
people of North Korea. We hope that North Korea implements 
and complies fully with the provisions of this resolution, in 

the hope that its people can have a brighter future. 


End Text. 
BOLTON 
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SENSITIVE 
SIPDIS 


STATE FOR SCA/FO FOR DAS GASTRIGHT, SCA/A 
STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG, 
NSC FOR AHARRIMAN 

CENTCOM FOR CFC-A, CG CJTF, POLAD 
RELEASABLE NATO/ISAF/AU/NZ 


E.O. 12958: DECL: 10/14/2016 

TAGS: PGOV, ECON, PINR, AF 

SUBJECT: PRT/ASADABAD: GOVERNMENT-CONTROLLED TIMBER SALE 
WILL BENEFIT LOCAL WARLORD; ALIENTATE MANY OTHERS 


1. (C) On August 30 Kunar Province Governor Deedar told us he 
had received permission from Kabul to implement a plan to 

sell off large stocks of timber in Kunar, stocks which have 
accumulated since the previous governor cracked down on 
illegal timber cutting and smuggling in early 2005. The GOA 

has a plan to buy up all the wood, which it believes is worth 
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8 billion Afghanis ($260 million) at a price determined by 
Kabul, and then sell the timber to three designated 
contractors. One of the contractors is reportedly the 

brother of Marshal Fahim, whose partner in the contract is 
Kunar warlord Malik Zarin. They have been reported been 
awarded the right to buy and ship more than 80 percent of the 
timber stocks. Zarin claims also to have authorization to 
recruit and command an 800-man force to protect the timber 
and prevent smuggling. 


2. (C) All the revenue from the GOA,s sale to these 
contractors would go to the Ministry of Finance in Kabul. 
Regional government and tribal leaders do not support this 
plan, preferring an unmediated sale of timber at market 
prices. The new Governor may find that this 
government-controlled sale of the timber stocks to a few 
well-connected parties alienates many Kunaris, who will see 
their biggest natural resource being sold off with little 

return to the people of the province. This could create a 
propaganda opportunity to anti-GOA insurgents. A chance to 
use a major natural resource to help improve the economy, 
security, and political stability of a border province is 

being lost. End Summary. 


3. (C) Subsistence farming provides the livelihood for over 

90 percent of Kunar,s population, but along the main roads 
much of the province looks like a giant lumber yard, with 
massive collections of wood blocks stacked around the main 
towns. The trees of Kunar, particularly its nakhtar cedars, 

are a major resource for this province. Sixty percent of the 
nation,s forests lie in the eastern region of the country in 
Nangarhar, Laghman, Kunar and Nuristan, mostly in the latter 
two provinces. The only other natural resources of note in 
this area are gems and water power. Kunar,s wood processing 
industry is, however, underdeveloped. There are about 150 
small wood working businesses, producing mainly handicrafts. 
Sale of all wood products, including handcrafts, has been 
banned outside Kunar for the past year and a half. The new 
Governor has pressed us to finance construction of a large 
wood processing plant, to produce furniture and construction 
materials, but this has not been possible with current PRT 
funds and would demand more electricity than is currently 
available in Kunar. 
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4. (C) Before the civil war of the early 1990s, the Ministry 

of Agriculture monitored the harvesting of trees and required 
that saplings be planted to replace the felled timber. This 
monitoring regime collapsed during the civil war. The 

current Director of Economy for Kunar and others state that 
rich Pakistanis, then and now, were behind the timber 
smuggling business throughout the province. Others spread 
the blame a bit more broadly, pointing the finger at 

merchants from Paktia, Kandahar, Nangarhar, and elsewhere, as 
well as perhaps some Kunaris. After the fall of the Taliban, 
Karzai banned logging in Afghanistan, though in Kunar this 
was not enforced by the first two post-Taliban governors, 
warlord Jon Dod and the subsequently Afghan-American Sayid 
Fazil Akbar. 


5. (C) When Governor Wafa entered office in February 2005, he 
cracked down on the harvesting of trees in Kunar and imposed 
a strictly-enforced ban on the transport of wod products. 

This stifled a means of livelihood for many inhabitants of 
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this province, particularly in the Korengal Valley and the 
northeastern districts. That damaged the local economy, 
according to the provincial Finance Director, with Kunar,s 
total revenue to Kabul dropping from $5 million two years ago 
to contribution only $300,000 last year. (In comparison, 

last year,s total provincial budget was $7 million, with 
approximately 70 percent of that going to salaries of 
government employees.) 


6. (C) Timber smuggling continues. Kunari warlords who 
served in government positions before the arrival of Governor 
Wafa in February 2005 ) AMF commander Malik Zarin, border 
brigade commander Jon Dod, and to a lesser extent ANP chief 
Matiollah Khan ) and who all still have close ties to 

President Karzai, played key roles in the exploitation of 
Kunar,s woodlands. 


7. (C) In late 2005 the central government issued a plan for 
selling off the wood piled up in Kunar and Nuristan. 
Reportedly the Ministry of Finance and Ministry of 

Agriculture fought for the right to control the sale of the 
timber, with the Ministry of Finance winning in the end. In 
accordance with this plan, a commission surveyed the timber 
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and identified 6.74 million cubic feet of timber in Kunar 

which should be sold off by the GOA. The plan is now moving 
into the implementation stage. 


8. (C) The commission divided the wood into three categories 
of quality. The best quality would be bought from local 
timber traders for 500 Afghanis per cubic foot, and sold to 
the contractors for 840 Afghanis/cu.ft. Mid-grade lumber 
would be bought for 400 Afghani/cu.ft., and sold for 675. 
The lowest grade would be bought by the GOA for 300 
Afghani/cu.ft., and sold for 510. The Governor claims the 
wood in question is worth 8 billion Afghanis, or $160 

million. The GOA plans to capture forty percent of the value 
of the wood. The profit, $64 million if all goes as planned, 
would go to the central government. 


9. (C) According to the Finance Director of Kunar Province, 
three contractors have been selected to buy the wood from the 
GOA and move it to market: Ahsanullah (674 thousand cubic 
feet), Najibullah (1 million cubic feet), and Zahid Hussein 

(5 million cubic feet). The contractor with the smallest 

share is also the only one from Kunar province. The 
contractor with the largest share, Zahid Hussein, is 

reportedly the brother of former Defense Minister Marshal 
Fahim. His partner is Malik Zarin, Kunar warlord, longtime 
timber smuggler, and one of the wealthiest men in eastern 
Afghanistan. Malik Zarin had met with the PRT on September 
8, and informed us that not only was he going to be buying up 
the timber (an eight-month process, he said), but that he had 
received permission from the President to recruit an 800-man 
&forest protection8 force in the province, to be under his 
command. He claimed the force would wear ANP uniforms, be 
paid by the Ministry of Interior (MOI), and would be charged 
with protecting the forests from illegal cutting, and with 
thwarting timber smuggling. Zarin offered that the force 

could prove useful in fighting Anti-coalition Militia (ACM) 

as well. (Embassy Note: This force is similar in concept to 
the \"Arbakai\" (militia) being recruited elsewhere in Eastern 
Afghanistan. While efforts are underway to replace these 
Arbekei with auxiliary police, the immediate focus of action 

is on the South. End Note) Zarin has has not been in 

contact since the September 8 meeting, and CSTC-A informs the 
PRT that the MOI does not have any plans of creating a timber 
security force. 


10. (C) Kunar,s Economy Director, Deputy Governor for 
Administration, Agriculture Director and other officials have 
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all stated that they advised Kabul against this plan. They 
preferred allowing market forces to determine prices and 
buyers. The Provincial Administrator and a local journalist 
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agreed that the people of Kunar generally preferred to sell 

the timber on the open market, not through 
government-appointed contractors. As the Administrator said, 
the contractors were ¿the real smugglers.8 


11. (C) Where is the Governor in all this? He has told us 
that the sale of the timber will revive Kunar,s wood 

industry. However, the local journalist we spoke with 
suggested that the new Governor is not a keen supporter of 
the plan but does not want to take on the Ministry of 
Finance. He is therefore letting the plan go forward without 
opposition. The Governor of Pech District, where there are 
large stocks of timber, said the GOA plan was unpopular in 
his territory. As he put it, a few will get rich, and the 

mass of the people will see little or no benefit from the 

sale of Kunar,s largest resource. He said he had pressed 
the Governor for a system to tax the wood as it left the 
province, and has not heard back. 


12. (C) In both Naray and Pech, officials told us that about 

90 parties owned the wood stockpiles, most of them Pakistani 
businessmen with local partners. The Finance Director said 
the commission had identified about one thousand timber 
traders in Kunar. He added that about ten of these parties 
were &big;8 the rest, small. 


13. (C) The GOA is attempting to capture the revenue from 
this substantial natural resource that might otherwise go to 
smugglers. Governor Deedar has commented that when the wood 
is smuggled out of Kunar, 890 percent of its value goes to 

the Taliban, and only ten percent to the GOA.8 Atthe same 
time, well-connected insiders are using the sale to enrich 
themselves and, in Zarin,s case, to rebuild his position as 

an independent armed force in the east. While the current 
plan would bring large amounts of money to the GOA, it would 
not add to provincial revenues, and would not improve the 
situation of the mass of Kunar residents. The perception 

that a few well-connected parties, and the Kabul Government, 
can benefit from the sale of the province,s biggest natural 
resource, while most Kunar residents see no change in their 
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material conditions, creates a propoganda opportunity to 
those who argue that the government in Kabul works for ¡self 
rather than those in the hinterlands. 


14. (C) There are not enough police in Kunar to secure the 
infiltration routes along its border with Pakistan. Border 
security therefore depends to a large degree on the 
cooperation of the tribes living along and across the 

frontier. By not using the timber revenue to improve 
infrastructure along the border nor the material well-being 

of border communities, the GOA is also missing a chance to 
improve the security of this border province. End Comment. 


15. (C) Additional Biographic note: Governor Deedar was 
disqualified as a Wolesi Jirga candidate in last fall, s 
Parliamentary election for maintaining an illegally armed 
group. He was a commander in Meshrano Jirga speaker 
Professor Mujadedi,s National Salvation Front. End Note. 
NORLAND 
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E.O. 12958: DECL: 08/03/2016 

TAGS: MASS, PGOV, PTER, AF 

SUBJECT: EQUIPPING THE ANSF: SEIZING THE MOMENTUM OF 
SEPTEMBER 27 NAC DECISION 


Column 3 


REF: A. KABUL 4388 
B. USNATO 576 
C. KABUL 3987 


Classified By: Charge Richard B. Norland; reasons 1.4(b) and (d). 
1. (U) This is an Action Request, see paragraph 10. 


2. (C/REL ISAF) Summary: The Afghan National Security Forces 
(ANSP) are at a critical point in their development and 

require dependable ammunition, weapons, and other equipment. 
The North Atlantic Council's (NAC) September 27 decision 
(reftel B) to help equip the Afghan National Army (ANA) 
provides an important opportunity to redouble our efforts to 
obtain donations of ammunition, weapons, and equipment for 
the ANSF. Rapid approval and delivery of promised or 
prospective donations will make an important difference in 
the current development of the ANSF, which faces an 
increasingly capable enemy. According to the Combined 
Security Transition Command-Afghanistan (CSTC-A), the 
following NATO allies, partners, or ISAF non-NATO 
contributors have expressed an interest in providing 
assistance to the ANSF: Bosnia and Herzegovina, Bulgaria, 
Croatia, Germany, Slovakia, and Slovenia. Post requests 
Department assistance in urging potential donor governments 
to move quickly to provide their assistance to the ANSF, and 
encouraging others to consider donations. Nations should 
also be urged to provide transport, or funding for transport 

for nations who have donations but lack lift. End Summary. 


3. (C/REL ISAF) The Afghan National Security Forces (ANSF) 
are at a critical point in their development and require 
dependable ammunition, weapons, and other equipment. In the 
face of heavily-armed insurgents, narco-traffickers, and 

criminal gangs, the Afghan National Army (ANA) and the Afghan 
National Police (ANP) forces face an increasingly difficult 
security challenge. An ANSF capable of holding its own 

against these threats will allow the GOA to project security 

into unstable rural areas, set the conditions for increased 
development assistance and improved governance, and reduce 
Afghan reliance on U.S. and other foreign forces. ISAF\'s 
Operation Medusa (reftel A) demonstrated clearly that NATO 
and ANSF forces have the will and capability to prevail 

against concentrations of Taliban and other anti-GOA forces 
when those forces choose to stand and fight. However, 
properly equipped ANA and ANP forces will be of increasing 
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importance for ISAF, the international community, and the GOA 
as they seek to consolidate the gains of Operation Medusa and 
hold on to the ground that has been won. 


4. (C/REL ISAF) The North Atlantic Council's (NAC) September 
27 decision (reftel B) to help equip the ANA provides an 
important opportunity to redouble our efforts to obtain 

donations of weapons and equipment for the ANSF. A number of 
NATO members, aspirants, partners, and ISAF non-NATO 
contributing countries have expressed commitments or interest 
in contributing weapons, ammunition, other equipment, and 
training to the ANSF. In support of the superb work being 

done by USNATO and SHAPE colleagues, we believe that we 
should seize the momentum with targeted, persistent bilateral 
approaches in capitals. Rapid approval and delivery of 
promised or prospective equipment donations will make an 
important difference in the current development of the ANSF, 
which faces an increasingly capable enemy. 


5. (C/REL ISAF) In this context, it is important to emphasize 
that the ANSF needs quality equipment -- new or nearly new -- 
and that donations of worn out or substandard surplus 
equipment to the ANSF ultimately are counterproductive. 
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Transportation resources to deliver the donated equipment in 

a timely fashion, namely strategic airlift, also are vitally 
important. In light of the NAC decision, NATO allies, 

partners, and ISAF non-NATO contributors especially should be 
encouraged to provide transportation (or funding to same) for 
donated equipment, especially if they themselves do not have 
suitable equipment to donate. 


6. (C/REL ISAF) We must impress upon potential donors that 
the need is urgent, especially for small arms and ammunition. 
Absent increased donor support, we will lose valuable time 
in our efforts to put more of an Afghan face on 
counter-insurgency efforts here. We will confront increasing 
Afghan resentment, particularly in the most affected rural 
areas. The political fallout would come in many forms for 

the G8, NATO, and our other partners. Certainly, without a 
steady increase in ANSF capabilities, the GOA will find it 
more difficult to remain in lockstep with ISAF and the 
international community in making the difficult decisions 
necessary to combat the Taliban and narco-traffickers. 
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7. (C/REL ISAF) Donations are needed for the ANSF that exist 
today -- the still developing ANA and ANP that use Soviet-era 
weapons of varying ages and qualities. Today\'s ANSF urgently 
require more, higher quality and reliable weapons, 

ammunition, and spare parts of types traditionally identified 

with former the Eastern European Bloc. These ANSF needs 
include AK-47 assault rifles, PKM and PRK machine guns, and 
the associated ammunition and spare parts. Additional needs 
include 82mm mortar ammunition and indirect fire 
sights/equipment for 82mm mortars and 122mm D30 howitzers. 
This list is neither exhaustive nor exclusive but seeks to 
illustrate some of the most urgent of the ANSF\'s needs. 


8. (C/REL ISAF) The future success of the ANSF as a force 
capable of setting conditions for a peaceful, democratic, and 
economically growing Afghanistan depends upon meeting the 
immediate needs described above and on continued force 
development. Further down the road, NATO-standard weapons 
must be a part of the future development of ANSF. These 
NATO-standard weapons are more reliable and more capable. 
Thus, the planning for donations for the \"next generation\" 
ANSF must begin now, for shipments to begin sometime in 2007. 
A more capable ANSF will require NATO-standard small arms, 
crew-served weapons, mortars, howitzers, and the associated 
ammunition, training, and sustainment. Again, this list is 
suggestive and not exhaustive. 


9. (C/REL ISAF) Post is working alongside CSTC-A, ISAF, and 
the GOA to determine the road ahead for ANSF development and 
the donations process. A Donations Working Group (DWG), with 
members from the Embassy, CSTC-A, and ISAF has been formed 
and will meet weekly. The DWG will work with NATO\'s Training 
and Equipment Coordination Group (NTECG) to expedite the 
donations process and to ensure that NATO-coordinated 
donations are targeted to meet ANSF current and future needs. 


10. (SBU) Post requests Department assistance in urging 
potential donor governments to move quickly to provide their 
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assistance to the ANSF. According to the Combined Security 
Transition Command-Afghanistan (CSTC-A), the following NATO 
allies, partners, or ISAF non-NATO contributors have 

expressed an interest in providing assistance to the ANSF: 
Bosnia and Herzegovina, Bulgaria, Croatia, Germany, Slovakia, 
and Slovenia. A coordinated approach in the capitals of 
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other NATO Allies and capable partners could also spur 
thinking in those countries about donations and the provision 
of transport for donations. Details of the prospective 
donations follow (according to information available to 
CSTC-A): 


-- Bosnia: Pledged July 25, 2005 to donate 10,000 AK-47s for 
both the ANA and the ANP, as well as machine guns and 
ammunition worth $22 million. 


-- Bulgaria: Agreed October 4, 2004 to donate armor piercing 
tank rounds and other ammunition worth $3.9 million. CSTC-A 
reported July 1 that Bulgaria only needs a seven day notice 

to have the shipment available for pick up by a designated 
EUCOM transportation platform. 


-- Croatia: Expressed June 1 an interest in donating 1,786 
AK-47s, 136 heavy machine guns, 68 pistols and assorted 
ammunition worth $1.6 million. According to CSTC-A, the 
Croatian MOD has yet to approve the donation. 


-- Germany: Agreed May 1 to provide $3.1 million for the 
construction of two border police supply points, in Helmand 

and Zabul provinces. Germany reportedly would transfer the 
funds to the Defense Security Cooperation Agency, which would 
then provide them to the U.S. Corps of Engineers to execute 
the construction. 


-- Slovakia: Offered $16.4 million June 15, 2005 for 
ammunition, assault rifles, and heavy machine guns. The 
Slovakian MOD is working on the final approval. 


-- Slovenia: The Minister of Defense offered 10,000 new 
AK-47s and 2,000,000 rounds of ammunition, worth a total of 
$3.5 million, during a bilateral meeting with the Secretary 

of Defense at the September 28 NATO Informal Defense 
Ministerial. 

NORLAND 
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E.O. 12958: DECL: 10/14/2016 
TAGS: PGOV, PINS, IZ 
SUBJECT: IRAQI GOVERNMENT ANBAR TRIBES CONFERENCE 


Classified By: Ambassador Khalilzad for reasons 1.4 (b) and 


(d). 


1. (SBU) SUMMARY: Representatives from Anbar tribes 
gathered with local and national government officials 
October 7 in Baghdad to pledge cooperation in restoring 
security and promoting economic development in the 
heavily-Sunni province. Conference participants 

highlighted mounting frustrations Anbaris feel at the lack 

of GOI focus on improving the security situation, and 
unfulfilled GOI promises of money for Anbar. PM Maliki, VP 
Hashimi and others gave strong statements of support for 
this initiative, with Finance Minister Bayan Jabr pledging 
that long-held reconstruction funds for Anbar would be 
released. Minister of State for National Security Affairs 
Shirwan WaVili said that a local \"national security office\" 
would open in Anbar. Feedback from attendees was 
positive. However, given competing claims of legitimacy 
among tribal sheikhs in leading the fight against Anbar 
terrorists, Governor Alwani faces a long battle to get 
cooperation from a broad range of sheikhs. END SUMMARY. 


2. (C) The October 7 Anbar Tribes Conference, sponsored by 
Sunni Vice President Tariq Al-Hashimi\'s office in 

coordination with Deputy Minister of Minerals and Industry 
Mohammed Abdullah Zein Al-Ani (who chairs the special 
advisory committee on Anbar reconstruction), brought 
together GOI national and local level officials and 
approximately 50-60 sheikhs. Many conference attendees 

(all male except one) traveled to Baghdad from Anbar for 

the event and appeared pleased with the opportunity to 
directly address the PM and others on issues affecting 
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Anbar. In a press event at the conference\'s end, a solemn 
PM Maliki, VP Hashimi and Ambassador Khalilzad gave brief 
statements in support of the initiative, with twenty to 

thirty sheikhs standing behind them. Sunni DPM Salam 
Zawbai was in attendance as well. Although he is from 
Anbar and has his political base there (unlike VP Hashimi, 
who is from Baghdad), he was clearly there in a symbolic 
capacity only. Embassy contacts have said that sour 
relations between himself and PM Maliki led the PM to turn 
to Hashimi when looking for a Sunni to partner with on this 
Anbar tribal outreach initiative. 


3. (SBU) PM Maliki opened with a speech calling the 
conference an opportunity to \"turn the page from mistaken 
policies toward the province. He said that stopping 
violence and releasing the \"necessary funds" to rebuild 
Anbar were priorities. In a show of support, he turned to 
Anbar Governor Ma\'moun Alwani and provincial council (PC) 
Chair Abdalsalaam Abdullah and emphasized that local 
government officials would be responsible for distributing 

the soon-to-be disbursed GOI funds to Anbar. Maliki 
encouraged conference attendees to \"form committees, and 
set an agenda\" to get Anbar out of its current crisis. 

Vice President Tariq Al-Hashimi, who organized the 
conference and has been lobbying heavily for increased GOI 
support to Anbar, highlighted the gravity of the situation 

and called for conference participants to think in terms of 
solutions and compromises and pledged the full support of 
the GOI in seeing this initiative \"through to the end\". 


4. (SBU) Governor Ma\'moun Alwani and PC Chair Abdalsalaam 
Abdullah called for improved communication between local 

and central government. They expressed their desire to 
strengthen ties with tribal sheikhs and coordinate more 

closely with them on security matters. They called for 
implementing \"better mechanisms\" for interfacing with CF 
forces and transferring \"more authorities\" to local IP and 

IA forces. 


5. (SBU) A number of sheikhs and Council of 

Representatives (CoR) members representing Anbar\'s various 
regions gave brief speeches highlighting the needs of the 
provinces. Sheikh Salih Al-Nouri from Aamiriyah (Fallujah) 
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said that for five months, there had been a \"security 
vacuum\" in this key region. He called for training local 
forces to save Aamiriyah against terrorists, as the \"sons 
of Anbar\" were best suited to defend their people. He said 
that sheikhs, in particular, required extra protection 
because they were frequently targeted. Sheikh Saad 
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Al-Fahdawi from Zawba called for greater focus on highway 
protection and corruption along the Iragi-Syrian border, 
where 

customs police were taking bribes and allowing in 

terrorists. In a fiery, impassioned speech, Al-Fahdawi 
blamed Governor Alwani, PC Chair Abdullah and the Minister 
of Finance for the fact that Anbar had yet to see 
GOl-promised funds (with Minister of Finance Jabr Bayan 
rolling his eyes at this comment). Al-Fahdawi received 
strong applause when he claimed that since Coalition Forces 
(CF) \"know the problems that exist and could stop it in one 
week if they wanted to,\" they must be allowing the violence 
to continue on purpose. 


6. (SBU) CoR members from Anbar offered constructive 
suggestions geared toward reconciliation and economic 
development. Sunni Iraqi Islamic Party (IIP) 

representative Salman Ali Hassan Al-Jumaili said that 

finding a way forward on processing and releasing detainees 
under CF custody would go a long way toward progress on 
reconciliation. He and other CoR members such as Hewan\'s 
Mustafa Al Heti pointed out that the unemployed population, 
mostly former police, intelligence services officers and 
soldiers were a great resource but had no prospects for 
employment. CoR members called for compensation of victims 
of violence, and giving weapons permits to sheikhs so that 
their unlicensed weapons would not be confiscated each time 
their homes were searched by CF forces. They called for 
rebuilding infrastructure as well, with one CoR member 

citing Fallujah Hospital as an example. As the only 
functioning hospital in Anbar, the heavy demand on its 
services in the face of severe resource constraints has 
caused it to resort to providing substandard service. 


7. (SBU) Finance Minister Bayan Jabr pledged that funds 
for Anbar would immediately be disbursed to the 
governorate. (NOTE: According to Emboff, Governor Alwani 
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has now received some USD 37 million in GOI funds and has 
begun working with sheikhs and local officials on project 
development. END NOTE.) Minister of State for National 
Security Shirwan WaVili also attended and announced that a 
branch office for national security would begin operations 

in Anbar shortly (NOTE: In an October 12 meeting with 
Emboffs, WaVili said that he had not yet selected a site 

for the office but that on October 11 he signed the order 

to open the office. END NOTE.) 


8. (SBU) The recommendations listed in the closing 
statement of the conference called for: 


--Creating a climate of security and safety where rule of 
law would prevail and local officials felt safe enough to 
carry out their administrative and governance duties; 
--Forming a \"central coordination agency" composed of PC 
members and local tribal sheikhs that would come to a 
common vision" in addressing the problems that plague 
Anbar; 

--Forming security and economic committees with tribal 
sheikh participation and activating the role of sheikhs in 
supporting the security apparatuses; 

--Opening police and army recruiting centers in \"safe 
havens\" of Anbar; 

--lssuing weapons permits to tribal sheikhs, along with 50 
members of each tribe \"who represent the tribes protection 
force\"; 

--Opening up safe places where people can go get identity 
documents, such as national ID cards and passports; 
--Instituting a plan to protect the highway in cooperation 
with local government, MOI and MOD; 

--Enforcing border protection; 

--Releasing compensation funds for Fallujah; 

--Setting aside compensation funds in the 2007 budget for 
the rest of Anbar; 

-Asking CF to withdraw from the cities where Iraqi Security 
Services are completely formed. 


9. (C) Notably absent from the conference was prominent 
Anbari Sheikh Sittar and his contingent. Sittar recently 
approached PRT officials seeking greater cooperation with 
CF on fighting terrorists. Sheikh Sittar is frequently 

critical of Alwani and did not attend the October 7 

conference, which he told PRT officials that he deemed as too 
heavily influenced by the IIP agenda. 
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10. (C) Sheikh Moayad Al Hmayshi gave an interview 
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following the conference where he claimed that many sheikhs 
do not support Governor Alwani and instead had formed the 
\"Wakefulness Council"; other press reports called it the 
Salvation Council. 


11. (C) Al Hmayshi\'s statement may be a response to reports 
of an Emergency Council" of sheikhs appointed by PM Maliki 
at a meeting he convened with Governor Alwani, PC Chair 
Abdullah and a smaller group of sheikhs after the conference. 


With competing claims among tribal sheikhs to legitimacy 

in the struggle against terrorism, Governor Alwani faces 

a political battle to gain buy-in and achieve cohesion 

among the various factions. But armed with the PM\'s support 
for efforts to engage tribal sheikhs under the rubric of 

national reconciliation and recently disbursed GOI funds 

for reconstruction, Governor Alwani is off to a good start. 
KHALILZAD 
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SUBJECT: KUWAIT MEDIA REACTION - NORTH KOREA AND IRAN 


Block Quotes 


Sunday, October 15, 2006 


-- \"Sanction Me, Please\" was the title of Badrya Darwish\'s piece on 
the front page of English daily Kuwait Times where she inquired 
(10/15): 


WI don\'t mean to encourage North Korea to develop weapons of mass 
destruction. God knows we have enough of those already. I\'m 
actually surprised. Why does North Korea need nuclear weapons 
anyway? Isn\'t it a luxury for a poor nation? Is North Korea facing 

a threat from its neighbors? China is its ally and South Korea has 

no nuclear weapons." 


-- Satirical liberal columnist Fuad Al-Hashem penned in moderate 
Arabic daily Al-Watan under the title \"To His Excellency President 
George Bush!" (10/15): 


\"North Korea is a beautiful woman who was raped twice during her 
youth, once by the Japanese and another by the Americans. Do we 
embrace the rape victim and apologize and make it up to her, or do 
we threaten her with more violence, rape, and torment? Mr. 
President, my confidence in your justice is infinite, so read my 
words with your heart not your mind, with your conscience not your 
eyes." 


-- \"We Do Not Want a War in the Gulf\" was the title of Saoud Saleh 
Al-Zuwaikh\'s piece in moderate Arabic daily Al-Qabas in which he 
editorialized (10/15): 


\"On the horizon is a war in the Gulf against Iran. A coalition is 

being put together and deals are being made. The evidence of such 
activity is abundant. We know that the American administration does 
not want a radical fundamentalist country in the Gulf region, or 
anywhere else in the world, especially if such a country threatens 
American interests.\" 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 10/12/2011 

TAGS: PREL, PTER, KPAL, KTIP, IS, EG 

SUBJECT: EGYPTIAN LIAISON CHIEF DISCUSSES BORDER GUARD 
FORCES AND SMUGGLING INTERDICTION 


Classified By: DCM Stuart Jones for reasons 1.4(b) and (d). 


1. (C) Directorate of Military Intelligence (DMI) Liaison 
Chief MG Nagy reported that Egypt has sought assistance from 
a petroleum company (NFI) to bolster its tunnel detection 
tactics on the border with Gaza. Although Egypt and Israel 
began a tunnel detection discussion between engineers in 
early 2006, cooperation stalled. Nagy said he has not yet 
received an indication that Israel would support Egypt\'s use 
of sensors for tunnel detection. Smuggling and infiltration 
interdiction efforts south of Karem Shalom are less than 
satisfactory because Egypt relies on poorly trained and 
unprofessional Central Security Police to patrol that area. 
Egyptian-lsraeli liaison exchanges are on track, Nagy said, 
but there has not been a high level Joint Military Committee 
meeting in some time. Post is following up with petroleum 
sector contacts to try to confirm cooperation on border 
security, but Nagy\'s assertion that that Egypt would benefit 
from more professionally trained forces on the border also 
makes good sense. As GOE officials note, like Israel, 
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Egypt\'s own internal security is at risk when smuggling 
persists as it increases the likelinood of additional 
terrorist incidents in the Sinai. End summary. 


2. (C) DMIVs Liaison Chief MG Nagy told poloff and DATT on 
October 11 that in early 2006, Egypt asked Israel for advice 

on tunnel detection techniques. Nagy explained that he 
requested coordination meetings among Egyptian and Israeli 
engineers aimed at improving the Border Guard Forces\' (BGF) 
ability to detect tunnels and thwart smuggling. Israel 

Defense officials hosted Egyptian engineers on the Israeli 

side of the Karem Shalom crossing, but only showed the 
Egyptians trench digging equipment instead of sensors. When 
the Egyptians asked to discuss the use of sensors, the 

Israelis declined and the exchange did not continue. Nagy 
said he has not yet received an indication that Israel would 
support BGF use of sensors (or other technology). In the 
meantime, Nagy said DMI is working with a petroleum company 
(NFI) to enhance Egypt\'s tunnel detection capability. 


3. (C) Nagy said Egypt also hopes to deploy more BGF to the 
Gaza border to reduce the reliance on the interior ministry\'s 
Central Security Police (CSP) for counter-smuggling. Nagy 
alleged that the police are poorly trained and not focused on 
the counter smuggling mission. Nagy also faulted the lack of 
professionalism among Central Security Police for 

infiltration and smuggling problems in the area south of 

Karem Shalom. The poorly paid police are not committed to 
the mission, sleep on the job, and even steal MoD-donated 
equipment such as binoculars, night vision goggles, and 
vehicles, Nagy said. When poloff asked about the October 1 
Reuters report that some CSP assigned in the North Sinai town 
of Al Arish were arrested for involvement in a network to 

sell weapons and explosives to Palestinians and Bedouin, Nagy 
said the problem is \"everywhere.\" (Note: Following the 
October 1 report, Post\'s Ministry of Interior contacts 
downplayed the arrest, asserting that the Al Arish network 

and arrests were an aberration involving very few 

individuals. End note). 
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4. (C) According to Nagy, some Bedouin are involved in both 
stealing and smuggling signal cables and ammunition shells 
because the copper is valuable. He said the Bedouin also 

sell fuses from mortars to Palestinians for use in their 
homemade Kassem rockets. While the Kassems are ineffective, 
they remain an irritant to Israel, Nagy noted. 


5. (C) Nagy, who heads the GOE\'s Liaison Agency with 
International Organizations (LAWIO), described liaison with 
Israeli counterparts as good, but said that his Israeli 
counterpart, General Dickel, is stretched thin because he 
also oversees strategic planning and the military attach 
section. Nagy said that Dickel\'s claims to be available 
immediately \"24/7,\" have not proven true. Although Dickel 
has good intentions, he is occasionally slow to respond, Nagy 
said. Nonetheless, working level liaison officers speak on 
the phone daily and meet weekly. Egypt would like to 
schedule a Joint Military Committee meeting some time after 
Ramadan, Nagy observed, but lower level exchanges need to 
take place first in order to agree on an agenda and resolve 
minor points of contention. 


6. (C) In his role as Chief of LAWIO for the past several 
years, MG Nagy also led the GOE team that negotiated the 
agreement to deploy the Border Guard Forces on the Gaza 
border. He also advises the Minister of Defense Field 
Marshal Tantawi and the Director of Military Intelligence on 
issues pertaining to liaison with Israel and the Border Guard 
Forces and coordinates with the Ministry of Interior to 
secure police support for the BGF in the North Sinai and, as 
needed, on the Gaza border. 


7. (C) Post is following up with petroleum industry 

contacts to verify GOE efforts to acquire enhanced tunnel 
detection equipment. Ultimately, however, Nagy\'s claim that 
Egypt needs more professionally trained bodies on the job 
makes good sense. Allegations in the Israeli press about the 
deficiencies in GOE counter-smuggling efforts anger GOE 
officials, who explain that smuggling interdiction has 
increased dramatically since the BGF deployed. As DMI and 
Ministry of Defense contacts note, Egypt, like Israel, stands 
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to lose when smuggling persists because it of the increased 
likelihood that additional terrorist incidents may occur in 

the Sinai -- a scenario that could also pose a threat to 
Egypt\'s vital tourism industry. 

JONES 
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SUBJECT: NEA PDAS JEFFREY DISCUSSES IRAN/IRAQ WITH MINSTATE 
SHAVALI 


REF: ABU DHABI 3434 
Classified By: CHARGE DVAFFAIRES MARTIN QUINN, REASONS 1.4 (B) AND (D). 


1. (C) Summary: During an October 10 call on Minister of 
State for Foreign Affairs Mohammed Hussain Al-ShaVali, PDAS 
Jim Jeffrey, accompanied by CDA, encouraged the UAEG to 
assist USG efforts in Iraq, and support a unified 

international front in response to Iranian nuclear ambitions. 
ShaVali stated that USG credibility is in question 

throughout the region, and that many are watching to see if 
U.S. actions in Iraq are impartial, or favor one sectarian 

group over another. He maintained that all unrest in the 

region springs from the Israeli-Palestinian conflict, and 

that there can be no lasting peace, even in Iraq, as long as 

the fundamental conflict remains unresolved. ShaVali said 

that the UAEG could support international sanctions against 
Iran, but only if the measures were very limited and targeted 

at nuclear non-proliferation. ShaVali advised the USG, in 
gathering support from other Arab nations, to keep its 
message sharply focused on nuclear weapons and not to dilute 
it with broader complaints about Iran. End summary. 


USG Credibility of Paramount 
Importance to Peace Process 
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2. (C) ShaVali, a career diplomat and former ambassador to 
the U.S. (1992-99), spoke plainly about the current situation 

in Iraq and chances for peace in the region. He explained 

that \"While there is no question of support throughout the 
region for the removal of Saddam Hussein, the U.S. has to 
recognize that it did not just bring down the government, it 
brought down the whole country,\" and any solution therefore 
has to address more than just replacing the government. 
Jeffrey acknowledged ShaValiWs concerns, noting however, that 
any misstep now would only encourage groups such as Al-Qaeda 
and Iran. ShaVali asserted that a successful outcome in Iraq 
can only be determined by the Iraqi people, stating that \"No 
matter what the US might do, if the Iraqi people are not 
satisfied with the outcome, then it is not, and will not be 
perceived as, a success.\" 


3. (C) Jeffrey communicated to the Minister the need for UAEG 
support in Iraq, particularly in bringing the Sunnis into 

full participation, as well as in establishing functioning 
federalism. ShaYVali responded by saying that there is no 
easy solution to the current unrest in Iraq, but that it is 
absolutely critical that the U.S. be perceived as \"credible\" 
in its statements. ShaVali stated that the Iraqi people (and 
others in the region) were monitoring USG actions in Iraq 
regarding the differing ethnic/religious/political groups to 

see if actions match the public rhetoric, and warned that any 
chance for peace and stability hinges on the perception that 
the USG is not unjustly favoring one group over another. 
Jeffrey assured the Minister that the USG is committed to go 
after any parties that pose a risk, without targeting any 
particular group. 


4. (C) ShaVali stated that the long-term solution to Iraq 

would not be found solely within Iraq. \"The recent 
happenings in Lebanon clarified how all issues in the Middle 
East are interrelated,\" he said. Simply put, \"Without 
resolving the Israeli-Palestinian conflict, there will not be 
peace in the Middle East--not in Lebanon--not in Iraq.\" He 
explained that \"everybody tries to use the 

Israeli-Palestinian conflict to justify their own political 
objectives,\" and as long as that conflict continues it will 

feed instability throughout the region. Sha\'ali argued that 

for the last six years, the USG put the peace process \"on the 
backseat\" and has been treating the symptoms and not fighting 
the disease--\"the terrorists and not the cause.\" He 
explained that groups like Hamas are \"not part of the 
problem, they are the result of the failed process--a 
temporary phenomenon.\" 


5. (C) \"There are always reasons not to make peace,\" ShaVali 
stated, \"One makes peace with enemies, not with friends. 
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Arafat, Abu Mazin, Hamas, Hizballah are all just excuses not 
to deal with the real problem." Jeffrey pointed out that 
\"everybody has to be prepared to make the hard decisions," 
and that the solution cannot come from one source alone. 
ShaVali continued, \"If you want to bring peace to the broader 
Middle East, Lebanon, Iraq, etc., it has to begin with 

Israel" ShaVali said that the UAE is doing its part in 
Lebanon with humanitarian and medical assistance, and 
de-mining, but stated that the Lebanese government also seeks 
U.S. political support. Jeffrey inquired if there would 
necessarily be a peace if the Israeli-Palestinian conflict 

were resolved, or if there weren\'t other issues such as 
liberalization, economic development, and the lack of social 
justice that needed to be addressed. Sha\'ali admitted that 
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although resolution of the Israeli-Palestinian conflict is 
not sufficient to bring peace to the region--it is absolutely 
necessary. \"Only the U.S.,\" he said, \"can broker a peace.\" 


is at a critical juncture in stopping Iranian nuclear 

ambitions. He pointed out that North Korea\'s nuclear test 
underscores the danger of the international community failing 
to act together, and stated that the North Koreans\' actions 
encourage and embolden Iran, as Iran\'s actions do the same 
for North Korea. Jeffrey outlined the case for clear, strong 
U.N. action against Iran\'s nuclear program, stating that 
targeted sanctions will work if the international community 
remains united. ShaVali suggested that the UAEG could 
support sanctions which specifically target nuclear weapons, 
but \"we would have great problems\" with any economic 
sanctions that are not directed specifically at preventing 

the acquisition of nuclear weapons. 


7. (C) ShaVali advised that in presenting the case against 
Iran to others in the region that \"it would be a mistake to 
make a laundry list of complaints against Iran, and then use 
that list to pursue action.\" He explained that there are 

many in the region that are supportive of the Iranians, 

largely because of their support for Hizballah, but that \"a 
direct message, focused primarily on nuclear weapons and 
avoiding clouding the matter with other issues,\" would be the 
most effective in garnering support among other Arab states. 


8.(C) Comment: ShaVali was cordial, appearing to be speaking 
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freely and not from prepared and directed points, as is often 
the case with officials outside the ruling families. 

Although the conversation centered on the security situation 
with Iran and Iraq, ShaVali took the opportunity to criticize 
the USG for \"abandoning\" the peace process in 2001, and 
clearly wanted to press the old thesis that the 
Israeli-Palestinian conflict underlies all security issues in 

the region. PDAS also briefly described to the MinState the 
function of our Iran watcher office in Dubai. 


9. (C) Comment cont.: Although MinState Al Sha,ali is the 
uncle of UAE doctoral student Saif Khalifa Al ShaVali, who 
was detained at LA Airport on August 21 (reftel) in an 

alleged \"profiling\" incident that caught the UAE media\'s eye 
for over a week, the Minister of State was completely 
congenial throughout the meeting and made not so much as a 
passing reference to the incident involving his nephew. End 
comment. 


10. (U) This message has been cleared by PDAS James Jeffrey. 
QUINN 
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STATE FOR NEA/ARP 


E.O. 12958: DECL: 10/15/2016 
TAGS: PREL, PARM, EAID, KLEG, KU, KATRINA AID 
SUBJECT: UPDATE ON ARTICLE 98 AND KATRINA AID 


REF: A. KUWAIT 2562 
B. 05 KUWAIT 5406 
C. 05 KUWAIT 4846 


Classified By: Charge d\'Affaires Matt Tueller for reasons 1.4 (b) and ( 
d) 


(C/NF) During an October 15 meeting with PolChief, Mohammed 
Jassem Al-Sager, the Chairman of the Foreign Affairs 
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Committee in Parliament, confirmed that his committee had 
approved the Article 98 agreement and referred it to the full 
Assembly for ratification (ref B). He said action now 

depended on the Government, which should ask the Speaker to 
expedite voting on the agreement. Al-Sager said the Katrina 
aid package had also been on the agenda since its approval by 
the Budget and Closing Accounts Committee in November 2005 
(ref C). He seemed surprised that Parliament had not yet 

voted on the Katrina aid and promised to raise the issue with 
the Foreign Minister. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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STATE FOR INL SNYDER, CARROLL, ALTON; SCA/CEN FOR OMARA 
SIPDIS 

E.O. 12958: N/A 

TAGS: SNAR, KCRM, KCOR, PREL, KZ 

SUBJECT: KAZAKHSTAN: INL QUARTERLY REPORT 

REF: A) ASTANA 0032, B) ALMATY 0892 


1. Summary: INL conducted activities in anti-money laundering, 
border security, anti-trafficking, crime statistics, and 


Column 3 

counter-narcotics through the calendar quarter that ended September 
30. Also during this period, Ambassador Ordway and MVD Minister 
Mukhamedzhanov signed the FY2005/2006 ALOA and DCM Milas and 
Minister Mukhamedzhanov signed an amendment to the Financial Face 
Sheet for FY 2003/2004. End summary. 


2. On July 24-28 INL and the Financial Police Academy sponsored a 
continuing professional education course on Financial Investigative 
Techniques (FIT) for financial police officers. Experts of the 

Office of Technical Assistance of the Department of the U.S. 
Treasury conducted the course. The FIT course is a part of the 
ongoing mutual work aimed at the improvement of the methods of 
financial investigation in the Republic of Kazakhstan, and money 
laundering in particular. 23 financial police officers (16 

investigators and seven policemen) successfully passed the course. 
More sessions are planned for the end of this year to cover officers 
in other regions of the country. 


3. American experts co-taught the course with the Kazakhstani 
specialists from the Procurator General\'s Office of the RK, Ministry 

of Internal Affairs of the RK, Supreme Court of the RK, Agency on 
Combating Economic Crimes and Corruption (Financial Police), as well 
as professors and teachers from the Financial Police Academy. This 
approach is a new avenue of cooperation between INL and the Academy. 
The course is also remarkable because the educational material was 
incorporated into the official curriculum of the Academy approved by 

the Agency on Combating Economic Crimes and Corruption (Financial 
Police) of the RK. 


4. Among other topics, the instructors introduced to the FinPol 
Officers to use of various sources of information, international 
cooperation in the sphere of combating money laundering, Kazakhstani 
legislation on anti-money laundering and the structure of the future 

FIU, special investigative techniques and methods of proof. An 
essential part of the course was practical exercises on the above 
mentioned topics. 


5. International Organization for Migration (IOM) is implementing an 
INL-funded Project \"Enhancing Immigration Inspection and Border 
Control on the Kazakhstani-Uzbekistani Border\". One of the main 
elements of the project is to train Border Guard Officers and staff 

in how to identify fraudulent documents and use controller\'s mobile 
work station for registering passenger documents and identifying the 
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forged documents \"Berkut\". On May 22-27 IOM, in cooperation with 
the Military Institute of the Committee for National Security (KNB), 
conducted two training sessions on Fraudulent Document 
Identification and Border Control Techniques for the border guard 
staff on the Kazakhstani-Uzbek border. Training was delivered in 
two locations \"Kazygurt\" and \"Gani Muratbayeva\" and covered 25 
people from different border checkpoints. 


6. As part of U.S. efforts to assist Kazakhstan in the fight against 

drug trafficking, INL provided the KNB Military Institute with 

equipment to be used in specialized training sessions on drug 
identification and the search of vehicles. The equipment provided 

will permit cadets to be trained to use equipment at posts they will 

be assigned. Ambassador Ordway officially handed over the equipment 
to KNB Military Institute Director Baurzhan Yelubayev during a 
ceremony at the Institute on June 20. 


7. INL and the Statistics Division of the Procurator General\'s 

Office co-sponsored a conference \"Improvement of Collection of State 
Legal Statistics and Legislation in Sphere of Combating Drug 
Addiction and Drug Trafficking,\" which was held in the city of 

Uralsk (Western - Kazakhstan oblast) on June 27. 


8. At the conference, 24 participants from the Ministry of Education 
and Science, the Procurator General\'s Office, the Committee for 
National Security, the Ministry of Finance, and the Ministry of 

Internal Affairs worked out draft recommendations on improvement of 
collection of statistics, pertaining to narcotics-related crimes and 

the number of drug addicts. One of the main issues was 
strengthening interagency cooperation in the effort to effectively 
combat drug trafficking. The fourth conference is scheduled to take 
place in Borovoye (Northern Kazakhstan) on October 27. This is part 
of a three-year program to improve the collection, analysis, and 
distribution of statistical information on crime and narcotics in 
Kazakhstan. 


9. The International Organization for Migration (IOM) implemented 
INL-funded training session on anti-trafficking issues for law 
enforcement officers and judges. The training aimed at 
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strengthening professional capacity of the participants in 
detection, investigation, prosecution and conduction of hearings of 
human trafficking cases. 


10. During first session for policemen and investigators on July 
24-26, 19 officers successfully completed the course. 
Anti-trafficking experts from IOM and Kazakhstani NGO\'s co-taught 
with an expert from the U.S. Participants discussed the issue of 
trafficking in persons in Kazakhstan and Central Asia, established 
contact with various NGOs that assist trafficking victims, and 
learned about U.S. experience in combating human trafficking. At 
the end of the seminar, officers developed recommendations to 
improve their counter-trafficking work. 


11. INL sponsored an anti-TIP training session for judges on July 
27-29. 19 judges from around 10 different regions of the country 
completed the training. IOM updated participants on the recent 
amendments to the anti-trafficking legislation (ref A). The program 
mainly focused on judicial investigation and prosecution of 
trafficking cases. The U.S. expert shared the experiences of U.S. 
law enforcement agencies in prosecution of human trafficking. The 
judges developed recommendations for conducting a trial for human 
trafficking for the purposes of sexual exploitation and forced 

labor. Next session for law enforcement officers and judges is 
scheduled for the beginning of 2007. 


12. INL provided a grant to IOM to design, print and disseminate 
anti-trafficking in persons information materials. These materials 

are designed for law enforcement officers and contain information 
about main characteristics of TIP-related crimes, recommendations on 
detection and investigation of such crimes, as well as reference to 
organizations and agencies that provide assistance to trafficking 
victims. IOM disseminates the materials (plastic cards, posters, 
notepads, coffee cups, T-shirts, etc. to the participants in 

INL-funded training for law enforcement officers and judges. 


13. The police divisions in charge of counter-trafficking in 
Kazakhstan are lacking specialized materials which would contain 
information about the methods of detection and investigation of 
trafficking in persons crimes. There is also a need for guidelines 
focused on the current counter-trafficking legislation and 
trafficking situation specific to the various regions of the 

country. To address this need INL funded the development and 
distribution of guidelines. Within this grant IOM has printed 1,000 
brochures containing the necessary information and is disseminating 
them to counter-trafficking police divisions, police academies and 
law schools. 
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14. In July 2005, at the request of the GOK, INL assisted in the 
establishment of a Center for Training Specialists on Combating 
Illegal Migration and Trafficking in Persons (Anti-TIP Center) at 
the Karaganda Legal Institute of the Ministry of Internal Affairs. 
(ref B) 


15. Renovation of two auditoriums and two offices for the Anti-TIP 
Center are underway. INL anticipates completion of refurbishments 
by the end of October 2006, in time for the beginning of the next 
class of 30 practicing migration policemen. Upon completion of 
renovation INL will provide new equipment and furniture. 


16. The Anti-TIP Center is a joint U.S.-GOK project. The GOK is 
constructing a five-story dormitory for students studying at the 

Center. Completion of the dorm is scheduled for the end of 2006. 

INL will provide equipment and furniture for the dorm where students 
will live when attending courses at the Center. MVD is hopeful that 

the Center will receive international status in the future. In that 

case, the Center will provide an opportunity for officers from 

Central Asian countries to improve their professional skills, as 

well as improve cooperation between the countries in combating human 
trafficking. 


17. On August 28 Ambassador Ordway and MVD Minister Baurzhan 
Mukhamedzhanov signed the Amended Letter of Agreement (#3) which 
obligated FY 2005/2006 INL funds totaling $680,000. The funds will 

be used to continue programs in counter-narcotics, border security, 

anti-TIP, and AML. Additionally, on September 28 DCM Milas and 

Minister Mukhamedzhanov signed an amendment to the FY 2003/2004 ALOA 
(#4) Face Sheet providing an additional $65,000 for CN and border 

security programs. 


MILAS 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/15/2016 

TAGS: PREL, KNNP, MNUC, PARM, BA, IR, REGION, BILAT 
SUBJECT: DELIVERY OF U.S.-BAHRAIN GULF SECURITY DIALOGUE 
READ-AHEAD PAPER 


REF: STATE 171822 
Classified By: CDA Susan L. Ziadeh for reasons 1.4 (b) and (d). 


(S) The Charge October 15 delivered reftel Gulf Security 
Dialogue read-ahead paper to MFA Assistant Under Secretary 
for Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak 
Al Khalifa. Following the Charge\'s description of the GSD 
paper, Shaikh Abdul Aziz said he was very pleased to receive 
such a broad and detailed agenda, commenting that it has a 
lot of meat and good substance. He indicated that he would 
follow up on several of the items so Crown Prince Shaikh 
Salman bin Hamad Al Khalifa and Foreign Minister Shaikh 
Khalid bin Ahmed Al Khalifa were fully prepared for their 
meetings October 18. He also promised to pass them the 
paper. Shaikh Abdul Aziz noted that he would attend the CP\'s 
meeting with the delegation. 
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E.O. 12958: DECL: 10/14/2016 

TAGS: PGOV, IZ 

SUBJECT: VP HASHIMI AND SUNNI ARABS BATTLE FOR A PLACE IN 
IRAQ,S GOVERNMENT 


REF: A. BAGHDAD 3013 


B. BAGHDAD 3335 
C. BAGHDAD 3609 


Classified By: Daniel Speckhard for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: During recent meetings with the Ambassador, 
Sunni Arab VP Tariq Al-Hashimi has taken a more upbeat tone 
when discussing the political process and prospects for 
cooperation with other players. This is a significant change 

from Hashimi\'s tenor during August and early September, where 
he expressed frustration at his marginalization in the 

largely ceremonial post of Vice President. Hashimi\'s shifts 

in tone come in response to increased engagement with 
counterparts in the Shia-led unity government. Sunni bloc 
Tawafug contacts share this perception of Hashimi as capable 
but \"constrained\" in carving out a role for himself as Vice 
President. Other Tawafug leaders face similar battles to 

assert themselves in Iraq\'s Shia-dominated national 
government and to respond to the needs of their 
already-skeptical Sunni constituencies. END SUMMARY. 


2. (C) During his last two meetings with the Ambassador, 
Hashimi appeared to be increasingly upbeat and engaged in the 
political process compared to previous meetings. On 
September 26, he stated he had just come from a two-hour 
\"brainstorming session\" with Shia SCIRI party VP Abdel Mehdi 
and others, where the attendees participated in a \"frank 
conversation\" about federalism and the future of Iraq. He 

said that the meeting was Wa step in the right direction\" and 
gave a positive review of Abdel Mehdi as an interlocutor. At 
the same meeting, Hashimi appeared receptive to a suggestion 
from PM Maliki relayed through the Ambassador that Tawafuq 
temporarily close an office in a predominantly-Shia district 

of Baghdad, until the area could be cleared of militias. 

Hashimi responded positively to a second suggestion from 
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Maliki (passed through the Ambassador) that he delay the 
upcoming Anbar tribal conference he was planning so as to 
broaden the guest list to include more diverse points of view 
and avoid the perception that the conference was driven only 
by Hashimi\'s party. 


3. (C) Hashimi\'s more upbeat attitude is a significant 

departure from what Emboffs have observed recently, 
suggesting that VP Hashimi\'s attitude toward the unity 
government depend on his counterpartsl efforts to engage him. 
Hashimi has previously complained to the Ambassador of 
deliberate efforts to minimize the influence of Sunnis in 

Iraq\'s unity government. He particularly criticized PM 

Maliki for not returning his phone calls, not following up on 
requests for meetings and information, and not consulting him 
on key issues. 


4. (C) During a September 11 meeting, the Ambassador 
encouraged Hashimi to engage through mechanisms such as the 
Policy Council on National Security (PCNS). Hashimi 

responded by expressing doubts about the body\'s utility, 

saying that it was disorganized and surmising that the 

non-Sunni members would probably prefer it if he did not 

attend. Hashimi even discouraged fellow Sunni PCNS members 
CoR Speaker Mahmoud Mashadani and DPM Salam Zawbai from 
attending one of the PCNS meetings (ref B). During the same 
meeting, Hashimi complained to the Ambassador that President 
Talabani was two faced - sympathizing with his plight in 

private, but not doing anything to bridge the gap between 
Hashimi and PM Maliki in public. Hashimi expressed concern 
about his perceived decline in stature since taking the 

position of Vice President, saying that he feared being 

compared to his predecessor Ghazi Al-Yawir - a largely 
ineffective Sunni Arab representative. He told the 

Ambassador on September 11 that if he could not effectively 
serve the Iraqi people as Vice-President, he would rather 

return \"home\" to the IIP. 


5. (C) Alaa Mekki, a high-ranking official in Hashimi\'s Iraqi 
Islami Party (IIP) told poloff on September 22 that the IIP 

is well aware of the constraints Hashimi is facing as Vice 
President, but the party firmly supports PM Maliki and the 
national unity government. He said that the party - and 
Hashimi as its president - is bound to this position and any 
change to it must first be agreed upon within the IIP. Mekki 
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and other Sunni contacts have told Ppoloff that Hashimi\'s 
frustrations echo throughout Tawafuq ranks. He noted that 

the two other Sunni government leaders officials - CoR 

Speaker Mahmoud Mashadani and Deputy Prime Minister Salam 
Zawbai - also complain of feeling marginalized at the 

national level. 


6. (C) As Tawafug coalition partner National Dialogue Council 
chair Sheikh Khalaf Ulayan has repeatedly told poloff, \"We 
lack experience.\" In comparison with their Kurdish 
counterparts, who have been in the democracy business for 
over a decade, and Shia coalition representatives, many of 
whom have been in government for three years or who gained 
political experience in building organizations opposing 
Saddam\'s regime, the Sunnis have found themselves 
ill-equipped to compete. Many of those that were chosen to 
fill Tawafuq\'s slots in the Council of Representatives (CoR), 
Ulayan has complained, have little experience in the 
government and were chosen for party and family connections. 
In the case of the regions formation law, Tawafug has 
resorted to walking out of sessions or provoking extended 
debates to staff for time. 


7. (C) Because most Tawafug CoR members lack experience, the 
burden of organizing the bloc\'s positions on issues and 

political strategies falls on a small group of members. 

While NDI and IRI contacts have noted that Tawafug has shown 
the highest rates of attendance at their training seminars 

and appear to have benefited the most from them, Tawafuq 

still has a long way to go. IIP official Makki acknowledged 

to Emboffs on August 19 this lack of capacity has led to 
situations where Tawafuq has been passive on key issues 
pertinent to Sunni interests such as De-Baathification, and 
unprepared and disorganized on the regions formation bill and 
Constitutional Review until the last moment. 


8. (C) Tawafuq CoR member Dhafer Al-Ani (who recently 
resigned from his post as chair of the CoR\'s Governorates 
committee) complained bitterly to poloff on September 10 that 
Sunni elected officials have not been able to deliver on the 
political promises made during their elections campaign. 
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They are not able to provide their constituents with basic 
services, jobs, or security. Sunnis do not have weapons to 
fight off Sunni militia attacks, and the number of Sunnis 

taken into prison has depleted their community of many 
able-bodied men. Ani said that Sunnis blamed these problems 
on the U.S. and Sunni politicians who had cooperated with the 
U.S. Sunni political figures also blamed these troubles on 

the U.S. and other parties in the political process, who were 
not fulfilling the promises made during government formation 
negotiation, and in his view, making a mockery of the Sunnis 
and of the concept of a unity government. In a phone call 
with poloff to report violence against Sunnis in Baghdad, Ala 
Mekki pleaded for MNF-I intervention, saying that IIP 
politicians would lose credibility with Sunnis if it could 

not get security forces to respond to calls from their 
constituents. 

KHALILZAD 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PREL, BA, IS, SY, REGION 

SUBJECT: READOUT OF BAHRAINI FOREIGN MINISTERYS OCTOBER 12 
VISIT TO DAMASCUS 


Classified By: CDA Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) During an October 15 meeting covering the 
U.S.-Bahrain Gulf Security Dialogue (septel), the Charge 
asked MFA Assistant Secretary for Coordination and Follow Up 
Shaikh Abdul Aziz bin Mubarak Al Khalifa for a readout of 
Foreign Minister Shaikh Khalid bin Ahmed Al Khalifa\'s October 
12 visit to Damascus. Noting he had received only a quick 
briefing from one of the Minister\'s senior advisors, Shaikh 
Abdul Aziz stated that the visit stemmed from Syria\'s desire 
not to be left out of any possible progress on peace issues. 

In his speech to the UN Security Council, Shaikh Khalid had 
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only spoken about the Arab initiative on the Palestinian 
track, but did not raise Syria and the Golan. When asked 
about this by SARG officials, Shaikh Khalid had told them 
that he had started with the highest priority issue 
(Palestine), but that Syria had not been forgotten. Shaikh 
Abdul Aziz said the visit came about as a result of this 
exchange. 


2. (C) Shaikh Abdul Aziz said that Shaikh Khalid met with 
President Bashar Al Asad and delivered a message from King 
Hamad. The message stressed that Syria must come into Your 
camp;\" that is, join with the moderate Arab countries, and do 
what is necessary to follow up on the Golan Heights issue. 
The Bahraini message stated that the Arabs would take up the 
Golan cause with full commitment if they observed Syria 
cooperating on all matters in the Middle East and Arab world. 
The message emphasized that the Arabs\' greatest concern is 
Syria\'s relationship with Iran. The Arabs would only take up 
the Golan issue when Syria demonstrated its understanding of 
the threat Iran poses to Bahrain and other moderate 

countries. Shaikh Abdul Aziz said that the message warned 
Syria not to get caught up in its own propaganda about 
standing up to the United States and Israel. Syria would be 
better off joining the moderates. 


3. (C) Shaikh Abdul Aziz said that Bashar\'s only response 
was that he would think about the Bahraini points. However, 
he made no commitments. 
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NSC FOR RICK WATERS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KISL, EG 
SUBJECT: CAIRO DATE MARKET AS POLITICAL BAROMETER 


SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) In a recent visit to Cairo\'s bustling date market, 

poloff chatted with several date vendors about their 
merchandise and marketing techniques. Egyptians 

traditionally break the Ramadan fast with a date - a custom 

that hearkens back to the 7th century, when the Prophet 
Mohammed broke his fast in a similar manner - so Ramadan is 
the peak season for date-sellers, as demand soars. Since the 
early 1990\'s, Cairo date vendors have adopted the Ramadan 
marketing gimmick of naming their merchandise after popular 
figures of the past year - normally, singers and actors, but 
depending on the events of the year, sometimes political 
figures. In past years, the juiciest dates have been named 
after Lebanese pop sensations Haifa Wahby and Nancy Agram, 
beloved Egyptian actress Layla Elwy, Princess Diana (1997), 
Saddam Hussein (2002), and Osama bin Ladin, while the dregs 
of the date barrel have been advertised as Ariel Sharon (a 
popular worst-date name for decades, according to our sample 
of vendors) and President George W. Bush (a worst-date 
standby since 2002). 


2. (SBU) This year, a new name displaced Lebanese pop stars 
as the most succulent and appealing date - Hassan Nasrallah 
of Hizbullah (termed by various Embassy contacts and one 
controversial local opinion poll as, \"the most popular man in 
Egypt,\" following this summer\'s Lebanon crisis). According 
to several date vendors, the prized \"Nasrallah\" date sells 

for roughly $2 a pound, and \"is selling very quickly this 
Ramadan - it is difficult to keep them in stock\" (this holds 
true for both the Cairo date market, and its counterpart in 
Alexandria, where econoff spotted bags of highly-priced 
Nasrallahs for sale). Several vendors commented to poloff 
that they were \"proud\" to sell something with Nasrallah\'s 
name - \"he is a real Arab hero!" 


3. (SBU) Many date merchants have termed the second most 
expensive date of 2006 the \"Gamal Mubarak\"; as one explained 
to poloff, \"it is clear that he is going to take his daddy\'s 

chair soon, so the date market must reflect this political 

reality!\" According to vendors, this is the first year a 

\"Gamal Mubarak\" date has been sold, and one shopkeeper 
commented to poloff in hushed tones, \"we obviously had to 

sell a date with that name at the top of the list, notas a 

dried up date, although the bottom of the list might be where 
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we really think he belongs! The worst dates of 2006 

(selling at roughly 11 cents per pound) are the Olmert" 

(after the Israeli PM), \"Sharon\", \"Bush\", and the \"Rice\" (a 
new addition to the least succulent dates of Ramadan 
name-list). Date merchants told poloff that they relish the 
Ramadan date-naming tradition as an opportunity to express 
opinions, and simultaneously amuse the buying public so as to 
increase sales. 
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DEPT PLEASE PASS TO NEA/ARP FOR BSHUKAN/SWALKER; DRL/IRF 
FOR SLISTON/KLURIE; DRL/NESCA FOR SOZKAN/JLIEBERMAN 


E.O. 12958: DECL: 10/14/2026 

TAGS: PHUM, PGOV, PINR, KISL, KIRF, SA 

SUBJECT: A/DCM DISCUSSES USG REVIEW OF SAUDI TEXTBOOKS WITH 
MFA 


Classified By: Acting Deputy Chief of Mission David Rundell for reasons 
1.4 (b) and (d). 


1. (C) A/DCM solicited continued SAG cooperation in support 
of a USG review of Saudi textbooks during an October 9 
meeting with Minister Plenipotentiary Hazem Karakotly, 
assistant to Director General for International Organization 
Affairs Ambassador Dr. Turki bin Mohammed Saud al-Kabir al 
Saud. A/DCM requested assistance in obtaining textbooks, 
conveying that this issue has generated substantial interest 

in the U.S. and continues to be a topic of discussion within 

the framework of the Strategic Dialogue. A/DCM noted a May 
2006 Freedom House report that indicated little progress had 
been made in revising Saudi textbooks to delete intolerant 
references. He pointed out that the USG would prefer to 
conduct its own review rather than rely on the findings of 
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the Freedom House report. A/DCM said that the USG has 
reviewed 2002 and 2003 textbooks, but emphasized the 
necessity for reviewing current textbooks -- both to show 
progress, as well as to identify problem areas. A/DCM said 
that the primary focus should be on geography, history, and 
religious textbooks. 


2. (C) Karakotly indicated that he thought some textbooks had 
already been passed to the USG, but promised to check to see 
that this was the case. He stated that there has been some 
progress on textbook revisions, insisting that Wwe are more 
concerned about this than you are. Karakotly emphasized the 
SAG\'s commitment to religious tolerance by pointing out the 
KingVs ongoing promotion of dialogue between Muslims and 
non-Muslims. However, Karakotly also claimed that the 
\"situation in the Middle East" is the primary factor 

contributing to terrorism. 


3. (C) A/DCM agreed that there had been some progress, but 
emphasized the criticality of changing the mindset of 
teachers in addition to revising textbooks. He stated that 
extremists are using a twisted interpretation of Islam to 

justify their actions, emphasizing that this is harmful to 

all -- Muslim and non-Muslim alike. Karakotly agreed, 

stating that he would follow up on the textbook review issue 
with Prince Turki. 


4. (C) COMMENT: Although textbook revision would be 
considered a domestic issue in most countries, the inclusion 
of intolerant language in Saudi textbooks clearly has 
international implications -- particularly since so many 

Saudi students focus their efforts on religious studies. 
Removing an intolerant, violence prone interpretation of 
Islam from Saudi schools remains a Mission priority. END 
COMMENT. 

OBERWETTER 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PGOV, PREL, ASEC, IZ 

SUBJECT: BASRAH PROVINCIAL COUNCIL MEMBER DEPLORES SECURITY 
SITUATION 


CLASSIFIED BY: Ken Gross, Regional Coordinator, REO Basrah, 
Department of State. 
REASON: 1.4 (b) 


1. (C) Summary: On October 15, the Regional Coordinator (RC) 
and poloff met with Basrah Provincial Council (BPC) member Sayed 
Ghali Nujem Mutar. The discussion focused on the miserable 
security situation in Basrah and the ineffectiveness of the 

security committee led by General Ali al-Hammadi and Operation 
Sinbad. Sayed Ghali also warned the RC about an Iranian-funded 
group in Basrah whose focus is to attack Coalition bases and 
personnel. End Summary. 


2. (C) The RC and poloff met with BPC member Sayed Ghali Nujem 
Mutar on October 15 to discuss the security situation in Basrah. 
(Note: Sayed Ghali is the former head of the Iraqi National 
Accord in Basrah and the current Chairman of the Basrah 
Provincial Reconstruction and Development Committee. End note.) 
Sayed Ghali confirmed that on October 7 he survived a second 
assassination attempt; one bodyguard was killed and four others 
wounded. According to him, he is under constant threat by Sayed 
al-Shuhadaa and Jaysh al-Mahdi, and have attempted to 
assassinate him twice (the first one occurred in late July) 
because they view him as \"an agent of the United States.\" 
Despite these attempts, Sayed Ghali stressed the importance of 
continued engagement with both the REO and the British for the 
future of Basrah and Iraq. 


3. (C) Sayed Ghali criticized the Basrah security committee led 
by General Ali al- Hammadi and said that Hammadi was weak. He 
described Hammadi as a \"talker\" who fails to act. Sayed Ghali 
opined that both the security committee and Operation Sinbad are 
ineffective since assassinations and terrorist operations 

continue unabated. He said that the security committee members 
know who the perpetrators are, but they are afraid or unwilling 

to share that information with Coalition Forces. Sayed Ghali 

said that the continued assassinations, indirect fire and 
improvised explosive devices are inciting increased hatred of 

the coalition since many in Basrah blame them for the violence. 
When asked about the presence of Coalition Forces in Basrah, he 
replied that it would be a disaster if they were to withdraw. 

He remarked that the appropriate time for the Coalition Forces 

to leave would be when a strong government is established. 
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4. (C) Sayed Ghali also warned the RC that \"there is something 
dangerous working against you\" in Basrah. Though unable or 
unwilling to articulate further, he claimed that Iran is 

training and supplying with sophisticated weaponry an 
organization called the \"Popular Group\" that plans to attack 
Coalition elements in Basrah. He said that suicide bombers were 
part of this group. Sayed Ghali repeatedly warned the RC that 
the REO should be alert and take the necessary precautions for 
its defense. 


5. (C) Comment: Sayed Ghali is a frequent REO contact and 
firmly believes in the importance of continued Coalition 
presence and engagement. Although he has survived two 
assassination attempts on his life, he is a willing partner and 
advocate for the coalition. He would relish closer contact with 
the coalition, including funding for educational programs he 
says are necessary to curtail the influence of the religious 
parties. End Comment. 
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SUBJECT: NORTH BABIL SHEIKHS APPEAL FOR U.S. HELP ON SECURITY, JOBS 
REF: HILLAH 147 

HILLAH 00000148 001.2 OF 002 

CLASSIFIED BY: Charles F. Hunter, Regional Coordinator, REO 


Al-Hillah, Department of State. 
REASON: 1.4 (b), (d) 
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1. (C) Summary: A group of Sunni tribal leaders and activists 

from north Babil view American intervention as their best hope 

to address unemployment in their area, stabilize lraq\'s security 
situation and promote expression of moderate political views. 
According to a subsequent communication from one member of the 
group, their own personal security worries have intensified 

following the assassination of the head of the Hillah SWAT team 
(reftel), as a result of which they now fear that ShiVa death 

squads may have them in their sights. End summary. 


2. (C) Led by a retired Air Force pilot, Gen. Vlyad Hatif, 
approximately ten leaders of Sunni tribes from the northern part 
of Babil Province and several political activists converged on 
the Regional Embassy Office (REO) on Oct. 7 to present a list of 
concerns to the Regional Coordinator (RC), IPAO and a 
representative of 2BCT/4ID based at the REO. The meeting 
resulted from a request to the RC by Dr. Laith Al-\'Ulwani, a 
civil society activist, at the REO-hosted iftar three days 

earlier. Dr. Laith accompanied the group but mainly let others 
do the talking. Several of the sheikhs were careful to note 

that although they themselves are residents of Babil, their 
tribesmen live all over Iraq. 


3. (C) Gen. Vlyad kicked off the discussion with an overview of 
Babil\'s security, hailing the work of the Iraqi police and army 

for keeping the province stable compared to others. He also 
noted the significant contributions of tribal leaders in this 

regard. However, he maintained, sheikhs will need assistance to 
continue to play an effective and positive leadership role. 

Political and economic factors are having negative repercussions 
on the security front, in his analysis, and causing people to 
abandon traditional pillars of their social structure, such as 

the tribal hierarchy, in favor of leaders who draw on other 

types of loyalties. 


4. (C) Once Gen. Vlyad called on the sheikhs one by one to 
speak, they confined their initial remarks to economic matters. 

A growing population of jobless young men is providing ready 
recruits for troublemakers, they said, and the Americans should 
get involved to help reduce unemployment. One proposal was to 
provide retirement funds so that older workers can step aside 
and give the younger labor force a chance to be hired. 
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Deportation of foreigners working in Iraq but not married to 
Iraqis was among the more outlandish other suggestions they 
made, though one of their number pointed out that many 
foreigners had lived here so long and given so much to the 
country that they should be considered honorary Iraqis. 


5. (C) The men also repeated bitterly a complaint the Babil 
Provincial Reconstruction Team (PRT) has previously heard on 
numerous occasions from Dr. Laith, namely that north Babil has 
not received its fair share of reconstruction projects. 
Reconstruction work in the province\'s northern areas had never 
been able to get off the ground because of security concerns, 
they claimed, and what projects had been carried out were 
tainted because contracts went to corrupt leaders and people 
with \"dirty hands." (Note: According to PRT statistics, the two 
districts of north Babil have actually received more project 
funds per capita than the province\'s other two districts. End 
note.) 


6. (C) The group also advocated bringing former Iraqi army 
personnel back into the security forces as a means of improving 
both employment rates and security. Notwithstanding this 
desire, the sheikhs are looking to the U.S. to ensure border 
security for the country. They particularly fear Iranian 

infiltration but believe that anyone wanting to disrupt lraq\'s 
progress can come in relatively easily from any direction and do 
so. The deployment of the Iraqi army contributes to the 
problem, in their view, by leaving many areas unguarded and open 
for use as bases for nefarious operations. Moreover, were the 
security forces to fall under the sway of a given political 

current, they said, the results would be very bad for the 
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province and particularly for its Sunni residents concentrated 
in the north. 


7. (C) The next target for the sheikhs\' displeasure was the 

Babil Provincial Council (PC). Again taking up the allegation 

of a lack of reconstruction projects, they posited that the PC 
does not care about north Babil in the least. Lacking adequate 
representation in the province\'s legislative or executive 
branches, the group asked for the U.S. to bring political 
moderates together to chart a way forward. The RC rejoined that 
dialogue seeking peaceful resolution of problems is inherently 
desirable, but Iraqis must take the lead in shaping their 
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political processes and institutions. Unreceptive to this 
message, the sheikhs clung to the belief that, as one of them 
put it, the U.S. had broken Iraq and is now obligated to fix it. 


8. (C) Dr. Laith reiterated the group\'s security concerns in a 
phone call to a REO local employee following the Oct. 13 
assassination of Al-Hillah SWAT leader Col. Salam Al-MaYmouri 
(reftel). If Maj. Ali Hamid Abbas takes over the SWAT team per 
the instructions from the office of the Prime Minister, said Dr. 
Laith (who asked to have his views communicated to higher 
levels), it would not be long before he and some of the other 
men who attended the Oct. 7 meeting would find themselves the 
targets of ShiVa death squads. 


9. (C) The tone of the sheikhsY comments was respectful even 
when the discussion grew mildly accusatory, and they conveyed an 
almost touching degree of faith that the U.S. can make things 
better if only it puts its mind to it. By the same token there 

was no small measure of irony in some of what they had to say. 
The poor representation on the Provincial Council they lamented, 
for instance, became all but inevitable when the Sunnis 

boycotted elections. In the end, however, it is difficult to 

argue with their contention that their region\'s security bears 
watching. The province\'s police chief, MG Qais Al-Ma\'mouri 
(whom Gen. \'lyad praised by name), would surely agree: less than 
24 hours after this meeting, he survived yet another 

assassination attempt - in Iskandiriya, to the north near 

Babil\'s border with Baghdad. 

HUNTER 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PINS, PGOV, KISL, AG 

SUBJECT: ALGERIA\'S DEMOCRACY REMAINS A WORK IN PROGRESS, 
ISLAMIST PARTIES SAY 


REF: A. ALGIERS 01704 
B. ALGIERS 01724 


Classified By: Charge d\'Affaires, a.i. Thomas F. Daughton 
for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Political contacts from two moderate 
Islamist parties believe Algeria\'s democracy is a work in 
progress and that civil liberties are overly restricted. 

Both parties cite difficulty in organizing civic groups as a 
notable problem. The contacts also believe that the Islamic 
Salvation Front (FIS) had lost considerable popular support 
and was unlikely to make a serious comeback. The parties 
support a constitutional revision, as President Bouteflika 
has proposed, but want specific information about what it 
will entail. END SUMMARY 


Algeria: A Fragile Democracy? 


2. (C) Abdelouahab Abdelhalim, national secretary in charge 
of youth for the Society for Peace Movement (MSP, a member of 
the presidential coalition that holds 38 parliamentary seats 
and 4 cabinet positions), told poloff October 3 that 
democracy in Algeria, until additional liberties were 
enshrined in the constitution, would remain fragile and that 
the government overly restricted civil liberties. He cited 
difficulties with his own attempts over five years to 

organize different groups of artists, women, athletes, human 
rights activists and humanitarians, and maintained that the 
government had repeatedly blocked the groups\' attempts to 
obtain legal recognition. At present, he added, political 
parties were not allowed to have formal relationships with 
student unions, though they existed informally. In sum, 
democracy in Algeria remained a work in progress. 


3. (C) On October 9 Ali Bengouya, national secretary in 
charge of youth for Islah, an opposition party that holds 43 
parliamentary seats, echoed those remarks, telling poloff 

that Algerian democracy was at a fragile state of development 
and that the political environment was not very open. He 
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added that Islah viewed preparations for May 2007 
parliamentary elections as a \"struggle on a daily basis." 


National Reconciliation and a Reborn FIS? 


4. (C) MSP\'s Abdelhalim said that the national reconciliation 
process and the resulting return of former Islamic Salvation 
Front (FIS) leader Rabeh Kebir (ref A) made a new and changed 
FIS party possible, though he did not elaborate on what a 
changed FIS might look like. When asked why elements of the 
FIS did not simply integrate into other political parties, he 
responded that some of its members had, but noted that 
ideological differences made it difficult for former FIS 

members to integrate into MSP. He added that MSP supported 
the government\'s compensation plan for the families of those 
who disappeared during the violence of the 1990s, as well as 
the national reconciliation process. Both were important for 
Algeria as it moved forward. 


5. (C) Islah\'s Bengouya maintained that a revitalized FIS was 
unlikely to reappear in Algeria because the party no longer 
had the influence that it once had. If it was revived, he 
added, it would be different and renamed. He viewed the 
national reconciliation process as a \"good idea.\" Open 
debate, specifically on national reconciliation, was positive 
for Algeria. Bengouya maintained, however, that there had 
been no open debate on national reconciliation. Instead, he 
asserted, President Bouteflika bypassed discussion of the 
measure by issuing it as an ordinance. 


Constitutional Revisions 


6. (C) President Bouteflika\'s intention to amend the existing 
constitution through a national referendum process has been 
openly discussed for months. In our conversation, MSP\'s 
Abdelhalim supported the principle of revising the 
constitution, but stressed that Bouteflika had not presented 
the specifics of his plan. Islah\'s Bengouya viewed 
constitutional revisions as an opportunity to provide clarity 
on the status of political parties, on the conduct of 

elections, and on the relationship between parliament and 
other government bodies. He dismissed concern about 
presidential succession and said attention to it was largely 
media-driven (ref B). 


7. (C) Comment: The view from the two main Islamist parties 
that freedom remains overly restricted in Algeria is 

consistent with that of NGOs. Many foreign NGOs are in limbo 
because they lack legal permission to operate, though the 
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government, with varying degrees of interference, permits 
them to do so. Islah clearly views itself as a guardian of 
Algeria\'s traditional values, which sets it apart from MSP. 
When asked about last year\'s revisions to Algeria\'s Family 
Code, which expanded freedom for women, Bengouya voiced 
opposition to them and said that the party had a 

responsibility to help preserve the country\'s culture and 
religion. MSP, in contrast, supported the changes. 
DAUGHTON 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PGOV, PHUM, KISL, PTER, AS 

SUBJECT: WESTERN AUSTRALIA MUSLIMS WORRY THAT MOSQUE 
SHOOTING INCIDENT MAY BE LINKED TO NATIONAL DEBATE ON 
INTEGRATION 


Classified By: Perth Consul General Robin K. McClellan 


1. (C) Summary: West Australian police told Perth Consul 
General privately that they have no firm leads on the 
September 29 drive-by shooting at a northern Perth mosque, in 
which a single bullet narrowly missed women and children 
among the 400 worshippers at a Friday night service. No one 
was injured in the incident. Federal and state officials, 
including the Prime Minister, have expressed outrage at the 
shooting and the state government has offered to help fund 
increased security measures at mosques. Some observers have 
queried whether the shooting represents and escalation of 
anti-Muslim sentiment that may have been fueled by recent 
public debate over the perceived lack of integration of 

Muslim immigrants into Australia. End Summary. 


Bullet Fired into Mosque Service 


Column 3 


2. (U) A shooter fired a single bullet from a stationary car 

into a second floor window of a Mosque in Mirrabooka, a 
northern Perth suburb, during evening prayers on September 
29. The bullet traveled 79 meters from the curb through a 
second story window of the mosque, passing through the 
gallery in which the community\'s women were praying, and 
another 11 meters within the mosque to lodge in an opposite 
wall. More than a hundred women and children were in the 
gallery, and the bullet passed between two praying women, one 
of whom is the current president of the Western Australian 
Islamic Council (Noorul Islam Society) and the principal of 

one of the campuses of Perth\'s Australian Islamic College. 
According to the mosque\'s leaders, the worshippers completed 
their service, but were very shaken by the event. 


3. (C) Several children were playing outside the mosque at 
the time of the shooting. They and two adults who were 
accompanying them witnessed the incident. Police have 
publicly stated they believe the shot came from a 
high-powered rifle, fired from a green four-wheel drive 
vehicle. The Imam at the mosque, a close contact of the 
Consulate General, has told us that no casing or other debris 
were recovered from the road, and that the bullet was so 
destroyed by impact with the interior mosque wall that police 
were not able to gather further information from it. One 
police contact has told us that investigations to date 
suggest that the incident was a \"one-off\" target of 
opportunity shooting, but they have not yet developed any 
firm leads. 


Raises Concern in Muslim and General Community 


4. (U) The attack, which occurred during the Muslim fasting 
month of Ramadhan, has raised considerable fear and outrage 
in the WA Muslim community. Mosque leaders believe the 
attack was religiously motivated. The Mirrabooka mosque had 
been the object of previous low-level attacks, including 

graffiti and rock-throwing. The WA state government has 
announced it will help provide funds for a security upgrade 

for the premises. 


5. (U) State and federal officials were quick to show support 
for the mosque community. Federal Parliamentary Secretary 
for Multicultural Affairs Andrew Robb participated in a small 
October 5 fast-breaking reception at the mosque, as did the 
area\'s representative in the State Parliament and the head of 
the Department of Immigration\'s Perth office. (The Consul 
General also attended the event.) The state Minister for 


Column 3 

Citizenship and Multicultural Interests, Tony McRae, 
announced that the state government would work with police 
and local government to increase safety at all mosques. 
Prime Minister John Howard also condemned the shooting. 


Comment: Incident Comes Amid National Debate over 
Integration of Muslim Immigrants 


6. (SBU) At least one prominent WA Muslim has commented that 
the mosque attack represents an escalation of anti-Muslim 
sentiments that have been fueled in recent months by public 
debate over the integration of immigrants into Australia. 

Media coverage of the debate has highlighted comments made by 
PM Howard that some groups of Muslim migrants in particular 
have failed to learn English and accept common VW Australian" 
cultural norms, such as equal rights for women. Similar 

concerns that Australian Muslims are being \"singled out and 
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marginalized\" by political leaders were aired a week later at 
an academic symposium hosted by the Centre for Muslim States 
and Society at the University of Western Australia. 


7. (SBU) Background: The Mirrabooka mosque is one of Perth\'s 
most tolerant and ethnically diverse. A substantial number 

of worshippers are originally from South Africa, but other 

ethnic communities are also represented. The former 

president of the Australian Federation of Islamic Councils 

and current chairman of the federal government\'s Muslim 
advisory board, Dr. Ameer Ali, who recently caused a stir by 
stating that the Koran (which some Muslims believe is the 

literal word of God) should be \"reinterpreted\" for today\'s 

society, attends Mirrabooka mosque services. (Note: Press 
coverage of his statement occurred after the shooting, not 
before.) The Imam of the mosque, Sheikh Muhammad Agherdien, 
is also a professor at the Australian Islamic College. He 

played a pivotal role in the successful visit earlier this 

year of Imam Yahya Hendi, a speaker sponsored by the Embassy 
and Consulate General under the Visiting Speakers\' Program. 
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E.O. 12958: DECL: 10/16/2016 
TAGS: MARR, PREL, KPKO, IZ, FJ 
SUBJECT: FIJI CABINET TO CONSIDER MNFI DEPLOYMENT SHORTLY 


REF: A. SUVA 370 
B. BAGHDAD 3761 
Classified By: Amb. Larry Dinger. (Sec. 1.4: B,D) 


1. (C) Jioji Kotobalavu, CEO for the office of FijiWs Prime 
Minister, informed us today that Home Affairs Minister 
Vosanibola is lobbying for Fiji to join the Coalition of the 
Willing in Iraq, the MNFI. Vosanibola just returned from his 
round-the-world visit to Fiji peacekeeping contingents, 
including to Baghdad. (See ref B re his meeting with the 
Embassy Baghdad DCM). Vosanibola\'s meetings with MNFI 
Generals and the Embassy (ref B) apparently were very 
successful. Vosanibola and Kotobalavu today discussed 
preparation of a submission to the Cabinet Sub-Committee on 
PKO, which is to meet this Friday, October 20. 


2. (C) Kotobalavu asked if Fiji would have to distinguish 
between contributing to UNAMI and joining the MNFI. We 
responded that the USG is not asking Fiji to choose. We 

would welcome participation in both. Kotobalavu asked, \"What 
is available to Fiji\" if it joins the Coalition? We noted 

informal advice provided Vosanibola before his trip: that the 
U.S. would expect to provide all appropriate materiel and 
training assistance necessary for a deployment to the MNFI, 
though details would depend on the nature of the mission 
assigned to a Fijian contingent. 


Comment and action request 


3. (C) We thank the MNFI leadership and Embassy Baghdad for a 
successful engagement with the Minister. In late afternoon, 
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Vosanibola\'s office called asking for a 9 a.m. meeting 
tomorrow with the Ambassador. If Washington wishes the 
Embassy to provide any additional information and/or 
sweeteners to assist Fiji's Cabinet decision-making, please 
provide it ASAP, ideally before 4 p.m. Washinton time on 
Monday. 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 10//06 


Index: 


1) Top headlines 
2) Editorials 


Prime Minister\'s weekend schedule: On the campaign trail for the 
by-elections 


North Korea sanctions: 

3) UNSC adopts new sanctions resolution against North Korea for 
nuclear test, but questions raised about their effectiveness 

4) Government to further expand financial sanctions on North Korea 
to include ban on luxury goods 

5) US, Japan, ROK foreign ministers to meet on 19th to follow up 
UNSC resolution on North Korea 


Defense and security issues: 

6) Government mulling letting MSDF join ship inspections either 
under new law or reinterpretation of old law 

7) Foreign Minister Aso: Japan will cooperate appropriately on 
international ship inspections under UNSC resolution against 
Pyongyang 

8) Both camps in gubernatorial election in Okinawa troubled by the 
Futenma relocation issue 

9) Opposition candidate Itokazu in the Okinawa governor\'s race 
issues platform with creation of no new bases as the central theme 
10) LDP policy chief Nakagawa: OK to debate whether Japan should 
possess a nuclear option or not 

11) Nakagawa remark on nuclear debate set off sharp reactions in 
both ruling and opposition camps 


12) Prime Minister Abe makes debut on the campaign trail by stumping 
over the weekend for the by-elections 


13) With Diet\'s top priority on responding to DPRK nuclear crisis, 
important bills such as revised education law may get short shrift 
14) Prime Minister Abe orders drafting of mid-term policy plan by 
January that would aim at sustaining economic growth 

Articles: 


1) TOP HEADLINES 


Asahi, Mainichi, Yomiuri, Sankei, Tokyo Shimbun & Akahata: 
UNSC unanimously adopts sanctions resolution against North Korea 
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Nihon Keizai: 
Toshiba to file a complaint with Sony about recall of laptop 
batteries, saying it has lost sales opportunities 


2) EDITORIALS 


Asahi: 
(1) UNSC sanctions resolution: Use unity for diplomacy 
(2) Legal assistance center needs more lawyers 


Mainichi: 

(1) UNSC sanctions resolution: North Korea should heed world\'s 
warning 

(2) Newspaper week: Reporting in a way to help build the future 
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Yomiuri: 

(1) UNSC sanctions resolution against North Korea: Specific, 

effective action essential 

(2) US Congress draft resolution on military comfort women: Japanese 
government should properly rebut it 


Nihon Keizai: 
(1) No future for country that ignores UNSC resolution 
(2) Deepening gloom in Russia due to murder of journalist 


Sankei: 

(1) UNSC sanctions resolution: Do not relax before all issues are 
solved 

(2) Printed wooden plate: Thinking about the benefits of writing 


Tokyo Shimbun: 

(1) Reproductive treatment: Rules should be set before fait 
accompli 

(2) lran oilfield: Japan needs to rebuild its resource-securing 
strategy 


Akahata: 
UNSC sanctions resolution against North Korea: Pyongyang should 
answer to the will of the international community 


3) UNSC unanimously adopts resolution against North Korea to impose 
trade embargo, freeze assets, and inspect cargo; North Korea 
\"totally rejects it\" 


TOKYO SHIMBUN (Top play) (Excerpts) 
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October 16, 2006 


Yasunori Ishikawa, New York 


The United Nations Security Council unanimously adopted on the 
afternoon of Oct. 14 (early hours of Oct. 15, Japan time) a 
resolution on sanctions against North Korea under Chapter 7 of the 
UN Charter in reaction to its claimed nuclear test. The resolution 
mandates nuclear disarmament, a trade embargo on materials and 
technologies for developing weapons of mass destruction and 
ballistic missiles, a freeze on financial assets, cargo inspections, 
and other steps. 


China\'s decision not to join cargo inspections raises questions 
about effectiveness of UN resolution 


(Commentary) Now that it has adopted its resolution, the UN Security 
Council will impose severe sanctions on North Korea so as not to 
allow it to continue running its nuclear and ballistic missiles 

programs any further. 


But China has already announced that it would not conduct cargo 
inspections, as stipulated in the UN resolution, raising questions 

about its effectiveness. Dr. Wade L. Huntley, Program Director at 

the Simons Center for Disarmament and Non-Proliferation Research at 
the University of British Columbia, expressed this view to the Tokyo 
Shimbun: \"Cargo inspections would have a deterrent effect on North 
Korea to a certain extent, but China\'s nonparticipation in the 

program would serve as a big loophole.\" The network of surveillance 
may not expand beyond the \"coalition of the willing.\" 
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At the same time, the resolution has effectively given a seal of 
approval to the US-led Proliferation Security Initiative (PSI), 
according to Huntley. The PSI designed to allow military ships to 
inspect vessels on high seas is illegal under international law. But 
the PSI has gained validity with the UNSC resolution. 


Generally all economic resources for nuclear development would be 
cut off, with such requirements as a freeze on financial assets and 
a ban on drug trafficking and counterfeiting - steps believed to be 
generating funds for nuclear development - effectively constituting 
\"illegal means.\" 


The UNSC has taken a step to contain North Korea in reaction to its 
claimed nuclear test. The step would drive the rebellious North to a 
tighter corner, reducing chances for a resumption of the six-party 
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talks. 


4) Government to expand financial sanctions: Exports of luxury goods 
also to be banned 


NIHON KEIZAI (Page 1) (Full) 
October 15, 2006 


The government has decided to take additional sanctions measures 
once the United Nations Security Council (UNSC) adopts a sanctions 
resolution against North Korea. The package includes an embargo on 
luxury goods, withdrawing money from accounts and overseas 
remittances of money suspected of links to wrongdoings by North 
Korea. Regarding ship searches, the package also eyes ship 
inspections by the Maritime Self-Defense Force and full-fledged 
consideration to providing logistical support to US vessels, 

including fuel supply. 


The embargo on luxury goods will be introduced, based on the revised 
Foreign Exchange and Foreign Trade Control Law, targeting such items 
as cigarettes and liquor, expensive cars, and electronic 

appliances. 


As an embargo item, the UNSC resolution includes materials related 
to weapons of mass destruction. The Ministry of Economy, Trade and 
Industry has already banned exports of such goods to that nation 
under its trade regulations. 


Regarding financial sanctions, the government has by adopting an 
approval system already frozen in effect withdrawal of money from 
accounts with domestic banks and overseas remittances by 15 
organizations and one individual strongly suspected of ties to North 
Korea\'s development of WMD. The government also intends to expand 
the number of designated organizations and individuals, making 
financial transactions linked to counterfeiting and drug dealing 

also the target of sanctions. 


However, since it takes time to coordinate views with concerned 
countries, such as the US, and gather information in order to 
identify bank accounts related to North Korea, it appears that it 
will be some time until those sanctions are invoked. 


In order for MSDF troops to take part in ship inspections or provide 
logistical support to US vessels, it is necessary either to apply 

the Law on a Situation in the Areas Surrounding Japan, recognizing a 
contingency in an area surrounding Japan, or to enact new 

legislation. The government will compile sanctions measures based on 
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US requests. 


5) Japan, US, S. Korea to hold foreign ministerial in Seoul on Oct. 
19 


NIHON KEIZAI (Page 1) (Full) 
October 16, 2006 


SEOUL-Japan, the United States, and South Korea has entered into 
final coordination to hold a trilateral meeting of Foreign Minister 
Taro Aso, US Secretary of State Rice, and South Korean Foreign 
Affairs and Trade Minister Ban Ki Moon in Seoul on Oct. 19. The 
three countries will consult on their responses following the United 
Nations Security Council\'s adoption of a resolution to impose 
sanctions on North Korea. They will confirm trilateral unity for 
specific steps, such as how to proceed with sanctions. This is aimed 
at urging North Korea to comply with the UNSC resolution, which 
calls for North Korea to give up its nuclear programs. 


6) Gov\'t mulls MSDF participation in ship inspection 


YOMIURI (Page 1) (Abridged) 
October 16, 2006 


Following up the United Nations Security Council\'s adoption of a 
resolution to impose sanctions on North Korea, the government 
decided yesterday to recognize (North Korea\'s recent proclamation of 
a nuclear test as) a situation (i.e., a contingency) in areas 

surrounding Japan and respond to the situation if and when US forces 
inspect ships to and from North Korea in the Sea of Japan or 
elsewhere in the neighborhood of Japan. The Maritime Self-Defense 
Force will participate in ship inspections under the Ship Inspection 
Operations Law. In addition, the MSDF will also back up US naval 
vessels in the rear through refueling services and other measures 
under the Law for Situations in Areas Surrounding Japan or the 
so-called regional contingency security law. In case other countries 
participate in ship inspections, the MSDF is not allowed under the 
current law to provide their naval vessels with rear-echelon 

support. The government is therefore mulling a new law. 


The regional contingency security law defines situations in areas 
surrounding Japan as \"situations that will have an important 

influence on Japan\'s peace and security.\" In 1999, the government 
specified \"the case where a country\'s conduct is regarded by the 
UNSC as a threat to peace and is subject to economic sanctions.\" The 
government judges that the series of situations this time falls 

under this case. 


7) Japan to cooperate with US military on ship inspections under 
surrounding situations (regional contingency) law 
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NIHON KEIZAI (Page 1) (Full) 
October 16, 2006 


In the wake of the United Nations Security Council\'s adoption of a 
sanctions resolution against North Korea over its proclamation of a 
nuclear test, Foreign Minister Taro Aso, appearing on NHK and other 
TV programs aired yesterday, indicated that Japan should cooperate 
with US forces in inspecting the cargoes of ships to and from North 
Korea under the Law for Situations in Areas Surrounding Japan or the 
so-called regional contingency security law. This envisions 
rear-echelon logistics, such as refueling US naval vessels, and ship 
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inspections to be conducted by the Maritime Self-Defense Law under 
the Ship Inspection Operations Law. 


At the same time, Aso also suggested the need for the government to 
consider establishing a special measures law after recognizing 

(North Korea\'s proclamation of a nuclear test as) a situation in 

areas surrounding Japan in order to have the MSDF enforce ship 
inspections under that law. 


The government is now studying whether to recognize a situation in 
areas surrounding Japan to further international pressure on North 
Korea. \"Japan will work together with the international community to 
stop North Korea from acquiring nuclear weapons,\" Prime Minister 
Shinzo Abe told reporters in Tokyo yesterday. \"We\'re now already 
studying (specific measures), but I\'d like to make a final 

decision,\" the premier added. 


However, the New Komeito party, a coalition partner of the ruling 
Liberal Democratic Party, is opposed to recognizing a situation in 
areas surrounding Japan at this point. 


8) Futenma the Achilles\' heel for ruling, opposition camps in 
Okinawa gubernatorial election next month 


ASAHI (Page 38) (Full) 
October 15, 2006 


The outcome of the Okinawa gubernatorial election (on Nov. 19) will 
significantly affect the future course of the realignment of US 

forces in Japan. The two candidates representing the ruling and 
opposition blocs are stepping up efforts to drum up support, but 
they are faced with difficult issues in connection with the thorny 
Futenma relocation issue. 
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The Liberal Democratic Party and the New Komeito support Hirokazu 
Nakaima, 67, former chairman of the Okinawa Prefecture Chamber of 
Commerce and Industry and former vice governor. 


Nakaima used to be an official of the Ministry of International 

Trade and Industry. After serving as chairman of Okinawa Electric 
Power Co., he assumed the post of vice governor in 1990 in response 
to an offer by then Governor Masahide Ota. He was in office for two 
and a half years while serving as a pipeline between the central and 
prefectural governments. 


The ruling camp highlights his achievements and skills as a business 
leader. Nakaima has pledged to lower Okinawa\'s unemployment rate, 
the highest in the nation, to the national average. But he is 

nervous about his career as a former bureaucrat being spotlighted. 
Over the issue of relocating the heliport functions of the US Marine 
Corps Futenma Air Station, many residents have expressed opposition 
to the government\'s plan to build runways in a V-shape in Nago City. 
The present prefectural government has also said the plan is 
unacceptable. Given the circumstances, the candidate representing 
the ruling camp does not want the image of being \"obedient to the 
government." 


Meanwhile, Minshuto (Democratic Party of Japan), the Japanese 
Communist Party (JCP), the Social Democratic Party (SDP), the 
Okinawa Shakai Taishuto (Okinawa Social Mass Party), and the Liberal 
League have decided to field Keiko Itokazu, 59, a House of 

Councillors member. 
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After graduating from Yomitan High School, he became a bus tour 
guide to convey the tragedy of war and call for peace. After serving 
three terms in the Okinawa Prefectural Assembly, she won the Upper 
House election in 2004 in the Okinawa electoral district, defeating 
the candidate backed by the LDP and the New Komeito, with the 
support of Minshuto, the JCP, and the SDP. She is ready to focus on 
the base issue in the election campaign. 


The Futenma issue is the Achilles\' heel for both candidates. 
Nakaimal's stance on this issue remains hazy. Although he has said, 
WI cannot support the V-shape plan," he has refused to promise to 
transfer the heliport somewhere outside the prefecture. When asked 
if he approves the transfer of the facility within the prefecture, 
Nakaima just replied, \"Please understand my feelings.\" 


Nakaima was initially in favor of the V-shape plan. A member of his 
camp said: \"When the current governor based on the stance of 
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supporting the transfer of the facility within the prefecture was 
elected in the gubernatorial election eight years ago, this issue 
was resolved. Now, only efforts to try to find common ground are 
needed." 


Itokazu\'s assertion \"I will not allow the government to build a new 
base. Futenma should be moved out of the nation\" appears to be 
clear-cut. But the local communities involved in the V-shape plan, 
including Nago City, have already agreed to accept the plan, though 
they do not agree on some contents, like the length of the runway. 

In a press conference, Itokazu just said, Once | become governor, | 
will make efforts to bring in municipal government heads who are 
against the new base plan." 


9) Itokazu reveals basic policy in run-up to Okinawa gubernatorial 
election, underscoring objection to government\'s new base plan 


AKAHATA (Page 2) (Excerpts) 
October 14, 2006 


In the Okinawa gubernatorial election (official announcement on Nov. 
2, election set for Nov. 19), the main point at issue is whether to 
allow US base functions to be strengthened or to take steps to 
remove US military bases from Okinawa. Keiko Itokazu, who has 
announced her candidacy as an opposition contender, gave a press 
conference in Naha City yesterday and revealed her basic policy 
prior to the kickoff of the election campaign. 


Itokazu has concluded an agreement on basic policy with the Japanese 
Communist Party, the Okinawa Shakai Taishuto (Okinawa Social Mass 
Party), the Social Democratic Party, Minshuto (Democratic Party of 
Japan), and the Liberal League. Their representatives also joined 

the press conference. 


Itokazu will call for the US Marine Corps\' Futenma Air Station to be 
immediately closed down and returned to Japan. She will also oppose 
the plan agreed on between the governments of Japan and the United 
States to build two runways across the tip of Cape Henoko ina 
V-shape, and she aims to reduce and remove US military bases. 


Her stance is squarely responsive to local citizens\' call for a 

base-free Okinawa, in contrast to Hirokazu Nakaima, who is supported 
by the Liberal Democratic Party and the New Komeito. Nakaima has 
indicated a stance of accepting the government\'s new base plan, 
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saying, \"l am willing to confer with the government and reach a 
solid settlement while giving full consideration to local people\'s 
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intentions and the environment." 


Itokazu told reporters, \"In opinion surveys, 72% of the people of 
the prefecture are opposed to the Cape Henoko plan,\" and stressed 
her determination to highlight the US military base issue as the top 
issue in the gubernatorial election campaign. 


10) Nakagawa: Debate on nuclear armament acceptable 


YOMIURI (Page 2) (Abridged slightly) 
October 16, 2006 


Liberal Democratic Party Policy Research Council Chairman Shoichi 
Nakagawa on a TV-Asahi talk show yesterday made the following 
comment regarding North Korea\'s declared nuclear test: 


\"Possessing nuclear weapons is not prohibited under the Constitution 
(of Japan). The possession of nuclear weapons would reduce the 
possibility of being attacked by (other countries). The idea of 
retaliation is natural. A country whose mindset is beyond our 
comprehension has declared that it has (nuclear weapons). Those 
weapons must be eliminated at all costs.\" 


Nakagawa\'s comment has created a stir in the New Komeito, the LDP\'s 
coalition partner, and opposition parties amid growing concern 
overseas about Japan arming itself with nuclear weapons. 


After the program, Nakagawa explained to reporters: 


\"(Japan) has the three nonnuclear principles, and we will not 

abandon them right away. I\'m not discussing the matter on the 
assumption that Japan should possess nuclear weapons. The step has 
both advantages and disadvantages.\" 


LDP Secretary General Hidenao Nakagawa defended the policy chief\'s 
comment this way in Atsugi, Kanagawa Prefecture: 


\"Mr. Nakagawa\'s comment was neither emotional nor idealistic. | am 
taking it to mean (a discussion for) building a solid rationale for 

the continued observance of the three nonnuclear principles as a 
cool-headed strategy, as was announced by the prime minister.\" 


Meanwhile, Prime Minister Shinzo Abe unequivocally indicated in a 
speech in Ibaraki City in Osaka yesterday that Japan would maintain 
the three nonnuclear rules. 


New Komeito policy chief Saito objected to Nakagawa on the same 
program: \"We will absolutely not possess nuclear weapons. We must 
not discuss the matter because this would raise international 
speculation.\" Minshuto (Democratic Party of Japan) Secretary General 
Hatoyama also criticized Nakagawa in Ibaraki: WThe logic of Japan 
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going nuclear following North Korea would proliferate nuclear 
weapons (throughout the world. The logic is outrageous.\" 


11) Nakagawa\'s call for nuclear armament draws fire from government 
and political community 


MAINICHI (Page 2) (Abridged) 
October 16, 2006 
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LDP Policy Research Council Chairman Shoichi Nakagawa on a TV-Asahi 
program yesterday raised the idea of Japan arming itself with 

nuclear weapons. But his argument is unlikely to gain ground 

immediately in the government and the ruling coalition. Nakagawa\'s 
argument -- an international taboo -- has drawn fire from the 

government and the ruling and opposition camps following the 
international condemnation of North Korea\'s declared nuclear test. 


Nakagawa said on the program: \"If possessing nuclear weapons would 
reduce the chance of Japan being attacked, playing tit for tat is 
natural.\" 


Nakagawa later told reporters: Nm not discussing the matter on the 
assumption that Japan should possess nuclear weapons.\" As a person 
responsible for policies of the ruling LDP, Nakagawa\'s comment may 
cause a sensation at home and abroad. 


Defense Agency Director General Fumio Kyuma clearly rejected 
Nakagawa\'s statement while speaking to the Mainichi Shimbun 
yesterday: \"Such an argument is not prevalent at the moment. There 
is no need for it. Japan has been conducting things under America\'s 
nuclear umbrella in accordance with the US-Japan Security Treaty. 
That has been the best approach and sufficient.\" 


Another cabinet minister also noted: \"The possession of nuclear 
weapons would eliminate the need to remain under America\'s nuclear 
umbrella. Even if Japan possessed nuclear weapons, we would not be 
able to vie with China, which has hundreds of them.\" 


Former LDP Secretary General Koichi Kato took this view: \"I don\'t 
understand what made Mr. Nakagawa to make such a comment. We must 
put a brake on (such a statement), because otherwise Japan would be 
misunderstood in the rest of the world.\" 


Minshuto (Democratic Party of Japan) Secretary General Yukio 
Hatoyama delivered a speech in Ibaraki City, Osaka, yesterday in 
which he criticized Nakagawa: \"(Mr. Nakagawa\'s theory) is an eye for 
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an eye. Japan possessing nuclear weapons following North Korea would 
result in nuclear proliferation. Japan, as the only country in the 

world that ever suffered an atomic bombing, must exhibit strong 
leadership in nuclear disarmament without possessing nuclear 
weapons. 


12) Prime minister makes his first stump speeches for candidates in 
Lower House by-election; Stresses results of his recent visits to 
China and South Korea; Makes public appeal on his policy in relaxed 
manner 


TOKYO SHIMBUN (Page 2) (Excerpts) 
October 15, 2006 


Prime Minister Shinzo Abe on the afternoon of Oct. 14 made 
street-corner campaign speeches at three locations in Kanagawa 
Prefecture for a candidate running in the Lower House by-election in 
the Kanagawa Constituency No. 16. lt was the first time for the 
prime minister to make stump speeches. 


Abe made a campaign tour to three locations, including Sagamihara 
City. A total of 16,000 people, a figure released by the organizer, 
gathered to listen to Abe\'s speeches. He consistently spoke in a 
relaxed manner. It appeared that this reflected his confidence that 

he has embarked on his administration without a hitch. However, why 
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he spoke in such a slow manner was revealed at the outset of his 
speech. 


Touching on the candidate running on the Liberal Democratic Party\'s 
ticket, Abe evoked laughter, revealing an episode: \"He is a rookie 
candidate, but his campaign speeches are wonderful. When | first ran 
in an election, members of my support organization told me off, 
VSpeak more slowly.\\" Abe thus appeared to be considerably aware of 
his weak point of speaking rapidly. 


He then turned serious and spoke on key policy items. 


He spared a considerable amount of time for reform of social 
security. While referring to the need to cut pension payments to 
some extent and raising health insurance premiums due to the 
declining birthrate, he touched on reform of the Social Insurance 
Agency and stressed, \"I will drastically reorganize the agency into 
a reliable organization.\" 


13) Government, governing coalition to give top priority in Diet 
debate to Japan\'s response to N. Korea 
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YOMIURI (Page 4) (Full) 
October 15, 2006 


With the end of the question and answer sessions in the budget 
committees of both the houses of the Diet, full-fledged discussions 
on bills will now start in the Diet. The government and the ruling 
coalition intend to give the highest priority to Diet deliberations 

on Japan\'s response to North Korea\'s claim of having tested a 
nuclear bomb, including implementing sanctions. They will speed up 
this deliberation process, because the process, if prolonged, would 
affect the deliberation schedule for other bills, such as an 
amendment to the Basic Education law, which is viewed as one of the 
key bills to be dealt with during the current Diet session. 


Public expectations 


The United Nations Security Council (UNSC) plans to incorporate ship 
inspections of North Korean and other countries ships in its new 
sanction resolution against that country. In order to enable Japan 

to take part in the inspections and provide logistic support to US 
forces, the government is examining what situation will be regarded 
as the one as described in the Law on Situations in Areas 
Surrounding Japan. Some in the ruling parties are calling for 
establishing a special measures law so that Japan can conduct ship 
inspections and that Japan can work together with not only US troops 
but also other countries\' troops. 


A cabinet meeting would decide whether the situation is recognized 
as \"a situation in areas surrounding Japan,\" and in addition, it 
necessary to obtain prior approval from the Diet except in the case 
of an emergency. In the case of establishing a special measures law, 
much more time will be certainly required. 


The ruling Liberal Democratic Party\'s (LDP) Diet Affairs Committee 
Chairman Toshihiro Nikai, asked on Oct. 13 by reporters about the 
party\'s response to the case of establishing a special measures law, 
underscored his stance of giving the highest priority to the matter, 
telling reporters: \"If a bill concerning this matter were submitted 

to the Diet, we must reach a conclusion during the current Diet 
session; otherwise we would betray public expectations.\" But 
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cautious views have been voiced in the LDP\'s junior coalition 
partner New Komeito and the opposition Democratic Party of Japan 


(Minshuto). Chances are that discussions will heat up in the Diet. 


No clear timetable in sight for Diet deliberations on bills 
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Some in the ruling parties, meanwhile, are beginning to express 
concern about what will happen to other key bills. 


In the Lower House plenary session on Oct. 13, an amendment to the 
Antiterrorism Special Measures Law came at the top of deliberations 
among the key bills. The amendment is intended to extend the term of 
refueling US and British forces now going on in the Indian Ocean for 
another one year. 


But full-scale deliberations on other key bills are unlikely to 

occur before late October, which means that there will be less than 
only two months left for deliberations before the current Diet 
session closes (on Dec. 15). The reason is the first national 
elections since the Abe administration came into being. The 
by-elections in Kanagawa No. 16 District and Osaka No. 9 District 
for Lower House seats are slated for Oct. 22; during the election 
campaign, the Diet will be in effect in \"political recess.\" 


The Antiterrorism Special Measures Law is due to expire on Nov. 1, 
so an amendment to the law needs to be enacted by the end of the 
month. The ruling parties are trying to get it through the Lower 
House on Oct. 19, but the opposition parties are opposing the 
extension of the law. 


On an amendment to the Basic Education Law, which Prime Minister Abe 
regards as the top priority challenge, the ruling camp wants to have 

it passed by the Lower House in early November. But the opposition 
camp is insisting that there should not be a rush to get it approved 

during the current Diet session. In the Lower House Special 

Committee on the Basic Education Law, the post of director to be 

filled by a Minshuto lawmaker has yet to be filled, making it 

unclear when the committee will be convened. 


14) Drafting of mid-term reform policy next January decided at first 
CEFP meeting under Abe administration: Prime minister orders 
growth-sustaining measures 


NIHON KEIZAI (Page 1) (Full) 
October 14, 2006 


The Council of Economic and Fiscal Policy (CEFP, chaired by Prime 
Minister Shinzo Abe) on Oct. 13 met for the first time under the Abe 
administration at the Prime Minister\'s Official Residence (Kantei). 
Participants in the meeting decided to compile a mid-term reform 
policy covering the next five years or so next January. The prime 
minister ordered the panel to include specific measures designed to 
sustain growth of the Japanese economy in the mid-term reform 
policy, noting: \"I would like the panel to serve as the engine for 

the government\'s reform drive. | want you to consider a path toward 
reform at an early date for further growth of the economy.\" 
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The meeting brought together four newly appointed private-sector 
members of the panel, including Fujio Mitarai, chairman of the Japan 
Business Federation (Nippon Keidanren) and also chairman of Canon. 
Participants exchanged views with the prime minister and related 
cabinet ministers for an hour and 10 minutes. 
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Private-sector members released a set of proposals titled \"For 
Creation and Growth.\" The package proposed a plan to shift the 
Japanese economy to a new growth track in about five years and 
tackle intensive reform during the first two years. It also included 
challenges in seven areas, including improving productivity and 
regulatory reform. 


Participants in the meeting vowed to press ahead with efforts to 
consider proposals offered by private-sector members. They decided 
to enter intensive deliberations on key consideration items, 

including reform of the decentralization system, at the next session 
in preparation for drafting a mid-term reform policy. 


Speaking to the press after the meeting, State Minister in charge of 
Economic and Fiscal Policy Hiroko Ota noted: \"Growth can be achieved 
only through comprehensive reform. We would like to deliberate on 
issues, based on proposals made by private-sector members.\" 
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Classified By: Political Counselor Ted Osius for Reasons 1.4 (B, D) 


1. (C) SUMMARY: In a 27 September roundtable discussion on 
India-Sri Lanka relations, the consensus among prominent 
journalists and think-tankers was that the GOI should pursue 

a Track II dialogue with the Government of Sri Lanka (GSL) in 
three phases: achieve a sustainable cease-fire agreement 
between the GSL forces and the LTTE, encourage and facilitate 
confidence building measures (CBMs), and finally advise the 
GSL regarding a restructured government that provides 
representation for Sri Lanka\'s minorities. They noted, 

however, that an Indian government led by Sonia Gandhi\'s 
Congress Party will not likely take an active role due to 

lingering sensitivities over the 1991 assassination of Sanjiv 
Gandhi and its failed intervention in the 1980\'s. They 
counseled that India will probably follow a policy of 

\"decisive influence with no direct involvement\". In 

addition, they cautioned that approximately 4,000 LTTE 
members have assimilated into American, Canadian, and Western 
European societies and are actively supporting the LTTE in 

Sri Lanka. They also point to a emerging \"radicalization\" of 

the Muslim community residing in the Eastern Sri Lanka as a 


Column 3 
result of LTTE and GSL atrocities. END SUMMARY. 


2. (C) PolCouns led a roundtable on Indian-Sri Lankan 
relations on 27 September with a gathering of India\'s most 
experienced and influential civilian experts. General 

(retd.) Ashok Mehta said that the GOI is hoping for a 
cease-fire by military stalemate. In his opinion, the GOI 
looks unfavorably upon recent GSL military gains in the 
northeast, as it tips the balance of power in favor of the 
GSL and serves as a disincentive for negotiations. Gen. 
Mehta, who traveled to Sri Lanka in early September, said 
that a \"dignified devolution\" of the conflict will emerge 
after the cease-fire is reestablished. He believes that the 
GOI can help induce the stalemate necessary for a cease-fire 
through its control of assistance to the GSL. Other 
participants conceded that a weakened LTTE does not bode well 
for peace, as both sides are emboldened by any military 
gains. Gen. Mehta added that the GOI could institute a 
\"devolution package\" in which GOI enhancements of GSL 
military capabilities are directly linked to a realistic 

political proposal to he LTTE with definitive time frames 

for implementation. Although other participants disagreed 
with General Mehta\'s stalemate theory, they all agreed that 
definitive timetables must be applied to each step of any 
peace initiative. 


mee \"The current government structure provides no basis for 
peace talks!" ----- 


3. (C) The roundtable participants agreed that both parties 
realize there is no military solution to the conflict. Mr. 

M.R. Narayan Swamy, Deputy Editor of the Indo Asian News 
Service, stressed that both parties need to be ready for 
peace. Even though they are exhausted by war, internecine 
fighting on both sides precludes meaningful talks. He agreed 
that the linchpin for peace talks is a \"southern consensus\" 
between the Sri Lanka Freedom Party (SLFP) and the main 
opposition United Nationalist Party UNP) on sharing power 
with the Tamil minority. Dr. Ashok K. Behuria, Research 
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Fellow from the Institute for Defense Studies and Analyses, 
agreed and noted that it is incumbent upon President 
Rajapaksa to engineer a solution which addresses faults in 
the current government\'s structure that make substantive 
power-sharing with minorities impossible. The participants 
said that the GOI can draw upon its own experience to guide 
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the GSL towards an effective proposal for governance of a 
multi-ethnic, multi-religious society. 


4. (C) Dr. Behuria noted that it was imperative that both 

parties be brought to the negotiation table and maintain a 
dialogue. He likened the Sri Lankan situation to the 
Indo/Pakistan relationship, noting that CBMs (guaranteed safe 
passage areas, the GSL opening up highways, etc.) can only be 
implemented through constant dialogue and a commitment to 
remain \"glued to the peace track.\" Gen. Mehta remarked that 
the GOI could serve as an observer to the dialogue. 


5. (C) Mr. Swamy claimed that 4,000 LTTE cadres with 
allegiance to the LTTE have mainstreamed into American, 
Canadian, and western European societies. He asserted that 
they form \"sleeper\" cells much like alQueda and actively 
support LTTE efforts in Sri Lanka. In response to Mr. 
Swamy\'s assertion that the U.S. fails to take action against 
LTTE terrorists, PolCouns cited the August 2006 arrests of 
eight LTTE in the U.S. and the 27 September Contact Working 
Group meeting initiated and hosted by Washington. 


a VA slow-burning anger turning into radical 
Islamization\" ----- 


6. (C) Mr. Swamy and Mr. Mehta believe that the 

radicalization of the Muslim community in the Eastern Sri 

Lanka has been brewing since two LTTE attacks on mosques in 
the 1990\'s in which Muslims were murdered. They claimed that 
Muslims are also being abused by GSL forces, citing the 

recent incident in Kantalay in which Muslims taking refuge 
inside a school to avoid fighting were forcibly evicted. 

They said that, in the absence of security, the Muslim 
community is ripe for embracing radical Islamic elements. 

Mr. Swamy also asserts that Tamil-speaking Muslims in the 
east are denouncing their Tamil ethnicity. 


----- Support for Norway\'s continued leadership of the 
Co-Chairs ----- 


7. The roundtable members were unanimous in their support of 
Norway as the leader of the Co-Chairs\' efforts. They noted 
that Norway has played \"a thankless role\" for years and is 
respected for its resilience, although the Norwegians are 
viewed as partial to the LTTE. Participants discussed the 

idea of a greater role for the Japanese, the only Co-Chair 
member that has not declared the LTTE a terrorist group, but 
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the group concluded that the Japanese were not likely to 
succeed where others have failed. The panel noted that 
Norway needs to be firmer in its dealings with both parties. 
However, despite these criticisms, all participants agreed 
that it is crucial for the international community to remain 
engaged in Sri Lanka through the Co-Chairs. 
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8. COMMENT: Despite its unwillingness to take an active 
role in the Sri Lankan conflict, Indian policy experts 

believe the GOI may be willing to contribute as an observer 
to negotiations between the GSL and the LTTE. Given its 
experience in governing a multi-ethnic, multi-religious 
populace, the GOI can also serve as a valuable guide if the 
GSL gets serious about offering a political proposal to the 
LTTE. In addition, given its composite dialogue experience 
with Pakistan, India may prove useful in ensuring that 
negotiations stay on track despite hostilities. END COMMENT 
PYATT 
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TAGS: PHUM, PINS, MOPS, KCRM, RP 
SUBJECT: ONGOING INVESTIGATIONS OF EXTRAJUDICIAL KILLINGS 
REF: A. MANILA 3793 
B. MANILA 3404 
Classified By: Pol/C Scott Bellard, reasons 1.4 (b) and (d) 
1. (C) Summary. Justice Melo, chairman of the new 


Presidential commission investigating the recent spate of 
extrajudicial killings, expressed appreciation for an Embassy 
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offer to provide guidelines toward achieving successful 
prosecutions of human rights violations involving police and 
military and chain of command issues. The Melo Commission 
seeks to identify patterns to the recent extrajudicial 

killings in order to provide policy recommendations to 
President Arroyo on how to ensure that any and all current 
and future elements of Philippine security forces cease 
complicity in such killings or face prosecution. The 
Philippine National Police Task Force Usig Commander 
separately provided an update on progress in its 
investigations, which have already led to the filing of 

charges in 62 cases, with arrests so far in 22 cases and 
convictions in two cases. National Security Advisor Norberto 
Gonzales and Foreign Minister Alberto Romulo will likely 
travel to Europe in the coming months to finalize plans for 

an EU-led group come to the Philippines to investigate cases 
of extrajudicial killings. End Summary. 


2. (C) Ina meeting on October 10 with the U.S. Department 

of Justice Attache and poloffs, retired Supreme Court Justice 
Jose A. Melo and Commission Counsel Rogelio Vinluan expressed 
appreciation for an Embassy offer (ref a) to provide 

guidelines on how to conduct successful prosecutions of human 
rights violations involving police or military personnel and 

chain of command issues, based on the Justice Attache\'s 
experience as a U.S. federal prosecutor. One recommendation 
was to investigate lower ranking members in order to get 
enough evidence to ensure convictions that carry a heavy 
sentence, and then convince them to bear witness against 
senior officers. Noting that recently retired Philippine 

Army Major General Jovito Palparan had conceded in testimony 
before the Melo Commission that he may have \"inspired\" his 
troops to carry out acts involving human rights violations, 

the U.S. experience demonstrated that it is usually possible 

to obtain evidence that such leaders have issued explicit 

orders for such abuses, the attache explained. 


3. (C) Justice Melo clarified that his mission is not to 

indict specific individuals, but rather to offer policy 
recommendations by the end of 2006 to the President on how to 
\"put the fear of God\" into military and police officers so 

that they realize clearly that any complicity in EJKs will 

lead to prosecution. His report will also identify specific 

patterns of EJKs related to regions or individuals. 


Progress at Task Force Usig 
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4. (U) Task Force Usig Commander (and Deputy PNP Chief for 
Administration) General Avelino \"Sonny\" Razon, Jr. separately 
provided an update to poloffs on October 11 on progress since 
his last briefing (ref b). General Razon highlighted that TF 

Usig had successfully met President\'s Arroyo\'s August 1 
directive to resolve at least 10 cases of EJKs within 10 

weeks by solving 24 cases (with 12 new arrests) in 
approximately 9 weeks. He disagreed with statistics provided 
by the leftist NGO Karapatan that there has been 725 cases of 
EJKs of party list members since 2001 (as opposed to Usig\'s 
claim of 110), noting that TF Usig had already discounted 81 

of the cases of EJKs claimed by Karapatan. He cited the case 
of a party list member reportedly abducted and found dead in 
2004 in Oriental Mindoro, whom the PNP found alive and well 
on July 4, 2006. (Note: Karapatan has reportedly declined to 
cooperate with the Melo Commission or Task Force Usig, 
despite their requests, and has so far also declined to meet 
with poloffs. End note). 


5. (U) The revised TF Usig statistics for the 2001-2006 
period now show: 

Party List members/activists: 

-- 110 cases, with 36 so far in 2006; 

-- 41 cases have identified perpetrators or suspects; 24 are 
NPA-related, 17 are Armed Forces of the Philippines (AFP) or 
PNP-related; 

-- 41 cases have been filed in court, with arrests in nine 
cases and surrenders in one case, while suspects are still at 
large in 31 others; 

-- 69 cases are still under investigation. 
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Members of the media: 

-- 26 cases, with two so far in 2006; 

-- 11 cases have identified perpetrators or suspects: two are 
NPA-related, nine are AFP or PNP-related; 

-- 21 cases have been filed, with arrests in 13 of these 

cases, two cases under preliminary investigation, two cases 
with convicted suspects, two cases with surrendered suspects, 
and two cases with at-large suspects; 

-- five cases are still under investigation. 
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6. (SBU) Gen Razon confirmed that an EU-led group would be 
welcome to come to the Philippines to investigate cases of 
EJKs in the Philippines, as President Arroyo had requested 
during her recent meetings in Europe. An EU Commission 
official confirmed to poloffs on October 13 that Philippine 
National Security Advisor Norberto Gonzales informed EU 
member state representatives in Manila that he and Foreign 
Minister Alberto Romulo will travel to Europe in the coming 
months to finalize the logistics for this suggested group\'s 
visit to the Philippines. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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E.O. 12958: N/A 
TAGS: PGOV, JA 
SUBJECT: TESTING ABE: BY-ELECTION IN OSAKA 9TH DISTRICT 


1. (SBU) Fast on the heels of the Liberal Democratic 
Party (LDP) Presidential election that launched the Abe 
Cabinet on September 26, Osaka is host to the first 
skirmish in a long Japanese political season leading to 
unified local elections next April and culminating in 
next July\'s Diet Upper House races. This will be the 
first test of the Abe Cabinet\'s electoral strategy in 
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an opposition stronghold. Both the ruling coalition 

and opposition parties are devoting their full 

attention to turning the electoral tide in their favor 

next year by making their mark in this previously 
scheduled Lower House by-election in Osaka\'s 9th 
District, to replace LDP lawmaker Takeshi Nishida, who 
passed away after his election last fall. October 11 
marked the official start of campaigning as the 
candidates were formally announced. Party leaders and 
heavy-hitters continue to make the rounds in the 
district, including scheduled visits by PM Abe on 
October 15 and former PM Koizumi on the 16th to mark 
the climax of the race. 


2. (SBU) The outcome of this race is important for the 
psychic victory and bragging rights it will give either 

PM Shinzo Abe or opposition Democratic Party of Japan 
(DPJ) strongman Ichiro Ozawa. All parties and pundits 
see this race as a harbinger of which party will 

prevail in next year\'s Upper House elections -- and 
since both Abe and Ozawa are staking their reputations 
on this race, many view this election as a measure of 
the lifespan of the Abe Cabinet and the viability of 

the DPJ as an effective opposition party. Given that 

the conventional wisdom holds that it is time for the 
electoral ?balance? to shift away from the LDP and that 
this seat is considered ?winnable? by the DPJ, the 
Democrats have more to lose if the LDP keeps the seat. 
The outcome hinges on LDP Secretary General Hidenao 
Nakagawa\'s election strategy, and whether junior 
coalition partner New Komeito has enough organizational 
muscle to make new inroads in neighborhoods in which it 
has not been successful in the past. If not, DPJ will 
have put a dent in Abe\'s strong beginning and 
successfully test marketed its campaign messages for 
the Upper House elections. 


3. (SBU) Although the race is largely seen as a fight 
between the leaders of the ruling coalition and the 
opposition, politics remains local in the 9th District 

and personalities still matter. The half-million 

member district, a bed-town to the north of Osaka City, 

is made up predominantly of young and middle-aged white 
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collar commuters. 43-year-old Nobumori Otani (DPJ) 
represented this district for two terms until last 

years electoral rout, and is from Ibaraki City, the 
population center of the district. The George 
Washington University-educated protege of DPJ Secretary 
General_Yukio Hatoyama came out strong and fast in his 
attempt to recapture his old seat and he commands an 
early lead in the polls. A pro-American centrist 

candidate well known to the Consulate, he commented to 
poloff that he is running on \"pocketbook issues\" such 

as problems with healthcare insurance, the viability of 

the Japanese pension system, growing economic 
inequalities, and a dissatisfaction with the economic 
reforms under Koizumi. 


4. (SBU) LDP candidate Kenji Harada, a 58-year-old 
second-generation politician whose father is a former 
political rival of the late Nishida, started his 

campaign late after the LDP Osaka Chapter and Party 
headquarters bickered over whether to accept his 
candidacy. Harada is from the smaller town of Minoo 

and referred to as an ?outsider? by people in Ibaraki. 
Harada was booed during a speech warming up for the LDP 
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Presidential candidates visiting Ibaraki in September. 

He is depending on Abe\'s coattails, the organizational 
support of Nakagawa and the LDP machine and, according 
to campaign manager and Dietmember from the neighboring 
8th District Takashi Otsuka, Komeito\'s highly 

disciplined institutional voters. Since Osaka business 
organizations are loath to provide campaign 

contributions to political parties, they have told us 

they are under great pressure from the LDP to provide 
in-kind support in getting out the vote and offering 

free logistical services to the campaigners. His joint 
LDP-Komeito campaign headquarters sports glitzy 
displays of campaign slogans and photographs and 
personal messages from the Cabinet. Following the DPRK 
announcement that it had conducted a nuclear test on 
Monday, Secretary General Nakagawa asked voters to not 
?send the wrong message to North Korea? by dealing a 
defeat to the LDP. 


5. (SBU) The Harada campaign claims to be closing in on 
Otani at the halfway point in the campaign, and poised 

to overcome him, but polls have not been published yet. 

A senior LDP Dietmember from Osaka separately confirmed 
to us that he felt increasingly confident that -- 


Column 3 

largely thanks to Komeito -Q Harada would emerge the 
winner. Nonetheless, it is still Otani\'s race to lose 

at this point. 


RUSSEL 
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SIPDIS 


SENSITIVE 
SIPDIS 


PLEASE PASS ALSO TO USOAS AND USAID/LAC 


E.O. 12958: N/A 

TAGS: KDEM, PGOV, EC 

SUBJECT: ELECTION: FIRST ROUND TO NOBOA, CORREA; SECOND 
ROUND NOVEMBER 26 


1. (SBU) Summary: Banana magnate Alvaro Noboa and radical 
leftist Rafael Correa have won the first round of 
presidential voting on October 15, according to incoming 
official results, independent quick counts and exit polls. 
The two men now face a run-off election on November 26. 
Voting proceeded relatively smoothly on election day, but 
results were delayed and remain partial. On the eve of 
elections, Correa impugned the impartiality of the OAS 
mission led by Rafael Bielsa, and continued to assert that 
only fraud would deny him an outright victory in the first 
round. End Summary. 


Results 


2. (U) Official quick count results, with 50% of voting 
precincts reporting, the results (percentage of valid votes) 
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stand at: 


Alvaro Noboa - 27.43 
Rafael Correa - 21.97 
Leon Roldos - 15.78 
Gilmar Gutierrez - 15.18 
Cynthia Viteri - 10.95 
Fernando Rosero - 2.12 
Luis Macas - 1.96 
Marco Proano Mayo - 1.57 
Luis Villacis - 1.21 
Jaime Damerval 0.60 
Marcelo Larrea - 0.55 
Carlos Sagnay - 0.35 
Lenin Torres - 0.33 


3. (U) Unofficial from exit polls and independent quick 

counts generally agreed with the official tally. Immediately 
upon the close of voting booths, exit polls from three 

different polling outfits showed Noboa winning the first 

round with around 28%, followed by Correa with 27%. Two of 
the three gave Leon Roldos third place, but one showed Gilmar 
Gutierrez besting Roldos. Cynthia Viteri followed in fifth, 
followed by Fernando Rosero (2.3%), Luis Macas (1.6%), Luis 
Villacis (1.4%), Marco Proano Mayo (1.3%). With less than 
one percent support followed Jaime Damerval, Marcelo Larrea, 
Carlos Sagnay, and Lenin Torres, with 0.2%. 


Voting Process Generally Smooth 


4. (U) Voting went relatively smoothly throughout the 

country, with isolated reports of irregularities or delays. 

Voting was suspended in the canton of Muisne, Esmeraldas 
province, after reports of irregularities involving ballots 

and controversy over outsiders attempting to vote. For the 
first time, Ecuadorians living abroad were able to vote at 

their consulates. There were 632 arrests for violations of 
Ecuador\'s dry law, which prohibits the sale or consumption of 
alcohol before and after elections. 


Correa Smears OAS Mission Chief on Eve of Election 


5. (SBU) On October 14, front-running presidential candidate 
Rafael Correa called on the OAS to replace Election 
Observation Mission Chief Rafael Bielsa, accusing Bielsa of 
political bias. At issue were Bielsa\'s alleged remarks at a 
two meetings, most recently at a lunch with journalists 

hosted by the Swiss Ambassador, on October 13. Correa 
accused Bielsa of signaling his political preferences and 
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questioning the constitutionality of a constituent assembly, 
the centerpiece of Correa\'s campaign platform. Bielsa has 
publicly and privately denied the allegation, and was 
supported by several others who attended the lunch. 


Ambassador\'s Election Day Activities 


6. (U) The Ambassador and the Canadian Ambassador together 
visited two polling places early on October 15. After 

observing the process, the Ambassador expressed confidence in 
the OAS observation mission to the press. 


Reaction 


7. (U) Upon hearing of his apparent victory, Noboa 
immediately sharpened his differences with Correa, calling 
him a \"terrorist-lover\" and friend of Chavez. Correa claimed 
his own polls showed him winning outright with more than 40% 
of the vote and a 10-point margin over the runner-up. Any 
other results were false or the product of fraud, he said. 
According to Correa, OAS EOM chief Bielsa inspired no 
confidence, since he publicly claimed the process to be 
fraud-free while privately pointing out areas of concern to 
election authorities. Gustavo Larrea, Correa\'s chief 

political advisor, portrayed the second round match-up as 
between candidacies of the oligarchy (Noboa) and the citizens 
(Correa). 


8. (U) Roldos wished Ecuador\'s next government stability and 
help from God, but was equally critical of Correa and Noboa, 
saying both represent authoritarian options. Both violated 
election rules by overspending their well-financed campaigns, 
he said, and Correa received funding from abroad. Roldos 
declined to predict which his Ethical Democratic Network 
(RED) would support--that decision would be taken 
democratically. He likened the choice to \"between cancer and 
HIV/AIDS.\" For her part, Cynthia Viteri accepted the results 
gracefully, refusing to blame anyone for her defeat. 


Comment 


9. (SBU) We will report Congressional results after they 
stabilize on October 16. Correa\'s attempt to discredit the 
OAS mission\'s neutrality is ludicrous, but Correa may keep 
playing the victim. With Noboa and Correa the clear 
finalists, the presidential enters a second and final phase 
culminating on November 26. Noboa now enjoys an 
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advantage--only two of the last seven elected presidents won 
after entering the second round in second place. However, we 
expect a tough race between these two very different 
candidates, from different poles on the political spectrum. 


10. (SBU) CorreaWs appeal is greater among the educated, 
middle and upper-middle classes of the highlands (33% to 
Noboa\'s 20% in the Sierra region, according to exit polls). 
Noboa is more popular with the coastal poor (36% to Correa\'s 
23%). Both will seek endorsements and alliances; Roldos\’, 
GutierrezW, and Viteri\'s votes offer the largest prizes. 
Negative voting will also be an important factor on both 

sides. Fresh polling should help shed some light on voter 
preferences, polls are usually a better guide in the second 
round. 


Suggested Press Guidance 


11. (U) Q: Any comment on Ecuador\'s October 15 presidential 
elections? 


-- the United States congratulates Alvaro Noboa and Rafael 
Correa, the two candidates who are moving on to the second 
round of elections, scheduled for November 26. 


-- The Organization of American States and other respected 
local civil society organizations observed the elections. 

The preliminary consensus opinion is that the elections, in 
general terms, were free and fair. We look forward to 
reviewing their final reports. 


Q: (If asked) What about Correa\'s accusations of electoral 
fraud and of bias against OAS observer mission chief Bielsa? 


-- We have confidence that the OAS mission operated with 
absolute impartiality and contributed greatly to the 
development of the democratic process. 


Q: (If asked) Would a win by Rafael Correa in the second 
round hurt U.S.-Ecuador relations? 


-- the United States has traditionally had good relations 
with the Government of Ecuador. We look forward to 
maintaining a positive, cooperative bilateral relationship 
with the next Ecuadorian government, consistent with our 
commitment to Ecuador\'s democratic institutions and the 
prosperity of its people. 


Q: (If asked) Are you concerned about Correa\'s ties to 
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Venezuelan President Chavez? 


-- We respect the sovereign right of the Government of 
Ecuador to build relations with any government it chooses. 
JEWELL 
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E.O. 12958: DECL: 10/13/2016 
TAGS: PTER, EAIR, CASC, ECON, KE, SO 
SUBJECT: SECURITY CONCERNS PERSIST AT WILSON AIRPORT 


Classified By: Charge John Hoover for reasons 1.4 (B) and (D) 


1. (C) Summary: Concerns about security and possible terrorism at 
Nairobi\'s Wilson Airport persist. The Kenya Civil Aviation Authority 
(KCAA) notice of October 4 moving all Somalia passenger flights from 
Wilson to the better-regulated Jomo Kenyatta International Airport 
(JKIA) should help, but Kenya Airport Authority\'s (KAA) plans to 
upgrade Wilson do not appear likely to effectively address other 
vulnerabilities. The UK revised its travel advisory on September 26 

to specifically mention problems at Wilson, and Post will likely 
recommend a similar change at the next renewal of the Department\'s 
travel warning. End Summary. 


What is the Threat? 

2. (SBU) Wilson Airport is a general aviation airport on the south 
side of Nairobi, about 4 km from the city center, and 14 km from the 
U.S. Embassy. The basic threat at Wilson is the possibility of 
aircraft hijacking/hostage taking involving AmCits, or a suicide 

flight against the U.S. Embassy. Although Immigration and Customs 


Column 3 

are supposed to check all incoming flights at Wilson, controls are in 
fact weak, raising the possibility that Wilson could be a conduit for 
weapons or terrorists smuggled from Somalia into Kenya. Flights from 
Somalia or other foreign origins could also be used for suicide 

attack against the Embassy or other targets. The GOK has still not 
responded to Embassy\'s repeated requests to publish the alleged 
restriction of the Embassy\'s airspace, or to establish an early 

warning system with the Kenya Civil Aviation Authority\'s (KCAA) radar 
operators. 


3. (C) The expansion of territory controlled by the Council of 

Islamic Courts (CIC) in Somalia has raised the GOKYs security 
concerns about flights from Somalia. On October 4, after meetings 
with the aviation industry and the National Aviation Security 

Council, the KCAA issued a Notice to Airmen (NOTAM) requiring all 
flights carrying passengers to or from Somalia to use JKIA, effective 
immediately. Private aviation representatives welcomed the change, 
which they had long advocated. While the NOTAM allowed cargo flights 
to and from Somalia to use other airports (Wilson), it specified that 

all flights carrying more than the required flight crew must also use 
JKIA. A KCAA official told EconOff that any passengers from Somalia 
arriving at Wilson would be arrested, along with the air crew. If 

any cargo flight arrived with more than the required one or two crew, 

all the personnel would be arrested. He could not say whether 
passengers would be taken to JKIA Immigration for processing or be 
returned to Somalia. An Immigration official at Wilson told a DHS 
officer he thought the ban on Somalia passengers would be temporary. 


Wilson Airport Remains Vulnerable 

4.(U) There are about 200 \"resident aircraft\" based at Wilson 
Airport. A third of these are very light \"private\" recreational 
aircraft. The rest, ranging from 4-seater Cessna 182 to a Dash 7, 
are flying commercially. Although most are small aircraft that 
cannot carry a significant cargo of fuel or explosives, in the 
absence of greater control over flights in and out of Wilson, these 
aircraft still represent a potential threat to the Embassy. Most 
commercial flights are domestic, transporting tourists to/from the 
game parks and coastal resorts. There are a few private aircraft 
operators who fly for pleasure or to carry supplies to their farms, a 
few flights training new pilots, and a few charter operators who fly 
business people and tourists to East African towns and cities. After 
Somalia collapsed in the early 1990s, Wilson Airport became the 
gateway for daily flights carrying miraa (khat) to Somalia, and 
passengers and refugees to Kenya. Currently, there are about 20 
flights daily from Wilson to Somalia. 


5. (U) Until the perimeter fence was built in 1979, anybody could 

drive into the various Wilson airport hangars and offices bordering 

the tarmac from Langata Road. The British and U.S. governments have 
been working with KAA and KCAA to improve security at all Kenyan 
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airports, including Wilson, through the Safe Skies for Africa (SSFA) 
program. The World Bank is funding a multi-million dollar program to 
upgrade Kenya\'s airports, including Wilson, to expand their capacity 

to handle the burgeoning demand and improve their safety and security 
to the FAA Category One and ICAO standards necessary for direct 
flights to the U.S. 


6. (SBU) There is one small terminal at Wilson with no proper 
passenger check-in facilities, and some of the operators have built 
their own terminals for handling passengers. There are currently 17 
entrances to the tarmac through various hangars, gates and private 
terminals. Currently, KAA Security tries to screen all passengers 
and luggage at the terminal before they board their flights and all 
employees before they go out onto the airfield. Flights are also 
required to taxi to a police checkpoint before takeoff, but any check 
is perfunctory. Emboffs have observed workers and police walking 
around without displaying badges, and senior GOK officials avoiding 
screening. KAA security officials explained the unbadged casual 
workers were on a group pass, but quickly installed a machine to 
produce temporary badges. No solution has yet been found to force 
police to display their badges. 


5. (SBU) KAA officials asked UK and U.S. Embassy officials 
responsible for aviation security and safety to review a proposal a 
Dutch firm submitted to the KAA under the World Bank upgrade project 
to build a fence between the existing hangars and terminals and the 
runway with three gates for aircraft. After walking the whole 

flightline and observing the lax security at several points, the 

officials stated the proposal would not improve safety or security. 

(A fuel facility did not ask the visitors walking past tanks if they 

had any matches or lighters.) The proposal for security officials to 
stop and search all taxing planes at the gates was impractical and 
would not be effective. Instead, the officials recommended KAA staff 
and equip three access points to the runway, taxiways, hangars and 
terminals with full, consistent screening for all passengers, staff, 
equipment and cargo. Buildings along the flightline could either 

have access to the road or to the flightline and hire their own 

security guards against theft. If they needed access to both the 

road and the flightline (Flying Doctors), they should pay KCAA to 
provide security personnel for screening. It is currently easy for 
persons to avoid KAA screening by walking through hangars. 


6. (C) British Emboff informed KAA the High Commission would 
recommend adding a specific mention about Wilson to their travel 
advisory because of concerns about the threat represented by Somalis 
entering Kenya, even if they are processed by Immigration. Emboffs 
reminded KAA Security Chief Stanley Mutungi that KAA is legally 
responsible for overseeing the security of incoming flights. He 

noted that enforcing inspection and screening requirements in 
Mogadishu would be rather difficult, that some Somalis are sent back, 
and offered to provide the list of all Somalis who have arrived at 
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Wilson. The PISCES system set up by DHS at Wilson is operating, and 
Immigration recently used it to process 28 Western tourists. DHS 

plans to connect the Wilson PISCES system to Immigration HQ to 
provide real time monitoring and make it easier for Immigration to 

use the \"Stop List." 


7. (C) Both Embassies asked for the report on the 2005 explosion at 
Wilson, but Mutungi claimed that Police Commissioner Ali has the only 
copy. Emboffs also expressed concern about proposals from a GOK 
Committee, warning that transferring security responsibility from KAA 
to the police would not meet ICAO requirements, and would lead us to 
strengthen the travel warning. Pryor warned HMG would likely ban BA 
flights to Kenya. Instead, they suggested that KAA improve its staff 
and procedures, and press Commissioner Ali for a dedicated airport 
police detachment answerable to the KAA Managing Director. 


8. (U) On September 26, the UK added the following text to its Kenya 
travel advisory: \"We are concerned about the lack of security 
arrangements in place at Wilson airport in Nairobi. The airport is 
mainly used for domestic flights, including charters. These have 

been raised with the Kenyan authorities. We continue to monitor the 
situation. You should remain vigilant at all times.\" After 

reviewing the security situation with TSA rep and Econoff, Consul 
General agreed he would propose similar changes in the Department\'s 
travel warning when it comes up for renewal in December 2006. 


Worried About KAA and World Bank Oversight 

9. (C) Separately, KAA\'s decision to sign a contract with a Chinese 
firm with no previous airport construction experience for the first 
phase of JKIA expansion sparked worries about the integrity of the 
World Bank\'s oversight of its multi-million dollar airport upgrade 
and expansion project. A confidential source informed the TSA rep 
that KAA had demanded bidders provide a $1 million kickback to 
Managing Director George Muhoho, but this allegation has not been 
confirmed. Anil Bhandari, the Washington-based Bank official in 
charge of the project, and the DOT\'s Safe Skies for Africa Program 
Director had asked the local Bank staff to include the TSA rep in all 
discussions and reviews, but the local staff ignored access requests 
from the TSA rep and did not oppose KAA\'s accepting both the Chinese 
bid and the Dutch contractor\'s design. Bhandari is expected to 
transfer from Washington to Nairobi in October, and we hope he will 
establish closer oversight over subsequent stages of the program. 


Comment 

10. (C) Emboffs have often advised KCAA that the only way to develop 
100% screening and badge display is to develop a policy for everyone 
and stick to it, especially for senior GOK officials. Once 

established, the police can be required to comply. After relating 
expats\' stories of bribed Customs officers allowing planes to arrive 
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\"empty\" and then unload goods in a hangar, the DHS officer running 

the PISCES system at Wilson believes there are many GOK personnel at 
Wilson ready to facilitate entrance to Kenya for any arriving Somali. 

KAA could threaten to ban flights until Mogadishu airport 

establishes satisfactory security procedures, but miraa growers have 
powerful economic interests and political influence that have 

overcome previous bans. 


HOOVER 


81912 

OO RUEHWEB 

DE RUEHNR #4421/01 2890338 

ZNY CCCCC ZZH 

O 160338Z OCT 06 

FM AMEMBASSY NAIROBI 

TO RUEAHLC/HOMELAND SECURITY CENTER WASH DC IMMEDIATE 
RUEATRS/DEPT OF TREASURY WASHDC IMMEDIATE 
RUEHC/SECSTATE WASHDC IMMEDIATE 4883 

INFO RUEHXR/RWANDA COLLECTIVE PRIORITY 
RHMCSUU/FBI WASH DC PRIORITY 


SIPDIS 
SIPDIS 


DEPT FOR INL/C/CP RINDLER, S/CT NOVIS, AF/EPS HASTINGS, ISN/ECC 
HARTSHORN 

TREASURY FOR WHYCHE-SHAW 

TREASURY PASS TO FINCEN 


E.O. 12958: DECL: 09/30/2026 

TAGS: KCOR, KCRM, PREF, ECON, EFIN, KE, 

SUBJECT: Charterhouse Bank and Money Laundering; Still Waiting for 
GOK Action 


REF: A. NAIROBI 4105 
B. NAIROBI 3217 
C. NAIROBI 2870 
D. NAIROBI 2482 
E. NAIROBI 1688 
F. NAIROBI 1614 


Classified By: CDA John F. Hoover for reasons 1.4 (B) and (D). 


1. (C) Summary: The Central Bank of Kenya (CBK) is fighting a 
rearguard legal battle to keep Charterhouse Bank temporarily closed 

in light of convincing evidence that the bank is little more than a 

money laundering machine. Beyond this, however, the GOK appears to 
be doing little to bring the case to decisive closure, which is badly 
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needed as more evidence comes to light that the country is extremely 
vulnerable to illicit international money flows. Meanwhile, the GOK 
claims long-awaited anti-money laundering (AML) legislation will be 
tabled in Parliament shortly. Until Kenya passes and implements an 
AML law, and finds the political will to complete the Charterhouse 
investigation, it risks a worsening reputation as an international 
center for money laundering, narco-trafficking and corruption. End 
summary. 


Money Laundering and Tax Evasion at Charterhouse Bank 


2. (C) In August 2004, whistleblowers inside Nairobi-based 
Charterhouse Bank revealed to the CBK that Charterhouse had helped 
its clients conceal billions of shillings earned through tax evasion 

and money laundering over a five-year period. At the request of 
then-CBK Governor Andrew Mullei, former Finance Minister David 
Mwiwaria authorized CBK to establish a special Joint Action Team 
chaired by the Kenya Anti-Corruption Commission (KACC). The Team 
included members from the CBK and the Kenya Revenue Authority (KRA), 
and its mandate was to investigate and compile evidence jointly to 
enable all three to use their various legal authorities to maximum 
advantage. The Team\'s November 2004 initial report to the Ministry 
of Finance on 85 suspect accounts confirmed the whistleblowers\' 
allegations. In March 2006, CBK Governor Mullei wrote to Finance 
Minister Kimunya outlining the allegations of massive tax evasion and 
money laundering. The letter recommended the Minister cancel 
Charterhouse\'s banking license. Shortly afterwards, Governor Mullei 
was charged with improper procurement procedures in hiring the very 
forensic investigators used to examine the Charterhouse accounts. He 
was suspended and his case remains in court. 


3. (C) In addition to problems uncovered at Charterhouse, CBK\'s 
forensic auditors also found evidence of unrelated money laundering 

at five other banks in Kenya. Paramount Universal Bank was found to 
have laundered $32 million in the space of seven months. Melville 
Smith, the principle forensic auditor hired to unravel the 

Charterhouse accounts, reported to the USG in June 2006 that money 
was flowing from the Cook Islands through Kenya to New York and other 
destinations. One account showed suspicious transfers of $950,000 in 
March 2005, $760,000 in January 2006 and $400,000 in February 2006 to 
the Wall Street Banking Corporation in New York. The CBK and 
Ministry of Finance have not taken any action on this report, which 

Smith and investigative journalist Robert Shaw believe represent only 
the tip of a massive money laundering iceberg in Kenya. 


4. (C) Smith told Emboffs in July 2006 that the flows indicate a 
thorough knowledge on the part of the perpetrators of Financial 
Action Task Force (FATF) and national reporting regulations. For 
example, Charterhouse transferred $500,000 to a temple in India in 
one day without notice by breaking up the transfer into 36 payments, 
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all below the $10,000 ceiling. Smith also expressed concern about 
the high number of forex bureaus in Kenya and their likely money 
laundering role for narcotics revenues. He cited the example of 
Sterling Forex, which received its license in only a few weeks, 
instead of the usual long delay, and now moves Ksh 4 million 
($14,000) per day. 


Lack of Action by GOK Agencies 


5. (C) KACC stopped calling meetings of the Charterhouse Team after 
November 2004. The investigation stopped, and neither Mwiraria nor 

his successor, Amos Kimunya took any action. However, after 

opposition Member of Parliament Billow Kerrow publicly revealed in 

June 2006 the findings of the initial investigation, Finance Minister 
Kimunya temporarily closed the bank and the CBK appointed Rose Ndetho 
as statutory manager. Kimunya\'s June 27, 2006 statement to 

Parliament understated the magnitude of the scandal and claimed 
(unconvincingly) that Mullei\'s prosecution was unrelated to his 


pursuit of Charterhouse. However, investigative journalist Shaw 
informed the Embassy in September that Statutory Manager Ndetho had 
obtained access to Charterhouse General Manager Sanjay Shah\'s 
computer, which yielded evidence confirming the Team\'s initial 

report. Ndetho submitted her report to acting CBK Governor Jacinta 
Mwatela in the middle of August, and Shaw presumes Mwatela has 
forwarded the report with recommendations to Finance Minister 
Kimunya. Kimunya has yet to take any additional action. Smith and 
Shaw speculate that Ringera, Kimunya and others are afraid of John 
Haroun Mwau, the reknowned narcotics kingpin and owner of both 
Charterhouse Bank and the Nakumatt supermarket chain. According to 
Smith, Shaw and other contacts, Mwau has a reputation for extreme 
violence when his interests are threatened. Smith and Shaw theorize 
that Mwau, through connections to First Lady Lucy Kibaki, was also 
responsible for Mullei\'s dismissal. 


6. (C) Kenya Anti-Corruption Commission (KACC) Chairman Justice Aaron 
Ringera testified in private about Charterhouse on August 17 before 
Parliament\'s Finance, Planning and Trade Committee. Unconfirmed 
Committee sources claim Ringera revealed that a local supermarket 

chain had evaded paying taxes amounting to Sh800 million ($11 

million). Ringera announced on September 13 that KACC had obtained 
warrants to seize 78 bank accounts, but it is unclear if KACC has 

taken follow-up action. Parliament returned to session on October 2, 

but no MPs have announced plans to focus on Charterhouse. 


Courts Order Charterhouse Re-opened 


7. (C) Meanwhile, Charterhouse management filed a suit claiming the 
CBK\'s actions were illegal under Kenya\'s Banking Act, and that the 
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CBK-appointed statutory manager should be removed and the bank 
allowed to reopen. Courts in Nairobi consistently ruled against 
Charterhouse until September 22, when a judge ruled in favor of 
unnamed businessmen in Eldoret and ordered CBK to reopen 
Charterhouse. Statutory Manager Ndetho took advantage of the court\'s 
failure to serve her directly, and has not allowed transactions to 

restart. CBK Chief Bank Examiner Gerald Nyaoma told acting Econ 
Counselor Charterhouse could not pass any real examination and that 
the CBK would defy any court order to reopen it or give customers 
access to their accounts. He claimed the judge in Eldoret had 

ordered CBK not to pass any reports on Charterhouse to the Ministry 

of Finance, such as a request to close the bank permanently, and that 
CBK is appealing this too. Nyaoma referred to AML and bank examiner 
training he had recently taken in the U.S. and Canada, and said it 

had helped him better understand the high risks Charterhouse 
represented. He is working on amendments to the Banking Act that 

will strengthen Kenya\'s know-your-customer regulations, and transfer 
authority to close a bank from the Ministry of Finance to the CBK. 


Where is the AML Bill When You Need It? 


8. (C) Without a law against money laundering, Kenya\'s financial 
sector remains completely vulnerable and out of compliance with 
Kenya\'s UN obligations and FATF commitments. Attorney General Wako 
recently told the Ambassador that his office had almost completed the 
anti-money laundering (AML) bill and implementing regulations which 
have been under consideration for over two years. (Ref A) Wako said 
he would send the new law and implementing regulations to the 
Ministry of Finance for transmission to Parliament in October. Vice 
President Awori told the Ambassador the AML bill is one of the GOK\'s 
top priorities for passage in 2006. Ministry of Finance AML Task 
Force Chairman Barack Amollo told Econoff that the GOK had removed 
all references to terrorism from the bill. The GOK will portray it 

as anti-crime, anti-corruption, and based on UN obligations in order 

to improve its chances of being approved. Visiting World Bank 
Financial Market Integrity Program Director Latifah Cheong 
subsequently told Econoff the Bank is ready to provide, together with 
UNODC, technical assistance to help the GOK establish a Financial 
Investigation Unit (FIU) and implement the AML law. The AML Task 
Force likewise has a longstanding offer from the U.S. Mission to 
assist with a familiarization seminar for MPs prior to passage of the 
bill. 


Comment 


9. (C) The revelations of the laundering of billions of shillings 

(tens or hundreds of millions USD) at Charterhouse, Paramount, and 
four other banks, the capture of over a ton of cocaine in Kenya in 
December 2004, the arrest of Kenyan drug couriers in Europe, and 
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allegations of large-scale smuggling and tax evasion all paint an 
alarming picture of Kenya as a financial nexus for international and 


domestic crime and corruption. Two parallel actions are needed. 
First, the Minister of Finance, with backing from the President if 
necessary, needs to gather the political will to achieve decisive 
closure on the Charterhouse case. He should begin by keeping the bank 
temporarily closed while re-starting and completing the forensic 

audit exercise begun two years ago. If the evidence of money 
laundering and tax evasion is confirmed (a virtual certainty), the 
Ministry and other agencies as needed then should take appropriate 
action against the bank in the form of fines, criminal prosecutions, 
and/or permanent revocation of the bank\'s license. Second, the GOK 
needs to get going on the longer-term effort to build the legal and 
institutional framework necessary to prevent and prosecute money 
laundering. A crucial first step is delivering on the repeated 
assurances that AML legislation will be a priority for passage during 
the current session of Parliament. 

Hoover 
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E.O. 12958: N/A 

TAGS: OTRA, PREL, JA 

SUBJECT: COUNTRY CLEARANCE FOR EAP A/S CHRISTOPHER R. HILL 
AND SPECIAL ASSISTANT THOMAS B. GIBBONS 


REF: STATE 172755 

1. (U) Embassy welcomes and grants country clearance for 
the October 16-19, 2006 visit to Japan by A/S Christopher R. 
Hill and Special Assistant Thomas B. Gibbons. 


2. (U) Control Officer for the visit will be Brett 
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Blackshaw. He can be reached at: 


Office phone: (81-3)3224-5337 

Home phone: (81-3)3224-6811 

Mobile phone: 81-90-4837-5822 

Fax: (81-3)3224-5322 

E-mail: BlackshawB@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the night 
of 16 October at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


4. (U) Control Officer will meet A/S Hill and party at the 
arrival gate and assist to an embassy vehicle. Same 
arrangements upon departure. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 
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If you would like to bring a US government owned and 
provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. The events of September 11 at the 
World Trade Center, the Pentagon, and Somerset, Pennsylvania, 
serve as a cruel reminder of the continuing threat from 
terrorists and extremist groups to Americans and American 
interests worldwide. This situation remains fluid and 
American citizens should be aware of the potential risks and 
take these into consideration when making travel plans. The 
Department will continue to develop information about 
potential threats to Americans overseas and to share credible 
threat information through its consular information program 
documents available on the internet at the Bureau of Consular 
Affairs home page: http://www.travel.state.gov. 


8. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 
U.S. national average. Violent crime is rare, but does 
exist. The Japanese National Police report continued 


problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (U) As the U.S. Government has reported in public 
announcements over the last several months, U.S. citizens and 
interests abroad may be at increased risk of terrorist 

actions from extremist groups, which may target civilians and 
include suicide operations. Most recently, we advised that 

we had unconfirmed information that terrorist actions may be 
taken against U.S. Military facilities and/or establishments 
frequented by U.S. military personnel in Korea and Japan. 
Americans should increase their security awareness and avoid 
locations where Americans are generally known to congregate. 


10. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
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a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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DEPT FOR S/CT NOVIS, INL/C/CP RINDLER, ISN/ECC HARTSHORN, 
AF/E, AND AF/EPS HASTINGS 
DEPT PASS TO FDIC 


E.O. 12958: N/A 

TAGS: EFIN, PTER, ECON, KE 

SUBJECT: MONEY LAUNDERING IN KENYA: FDIC TRAINING A SUCCESS 
SENSITIVE BUT UNCLASSIFIED 


1. (SBU) Summary: Kenyan participants in the FDICYs September bank 
supervision regulatory training class praised the course highly and 

said they would apply elements to Kenya\'s own draft anti-money 
laundering (AML) bill. They suggested increased case studies, 

practical visits to agencies, tips for trainers, and opportunities 

for interaction among the students. EconOff advised them the next 
INCSR/AML report would reflect the revelations of widespread, 

massive money laundering from the Charterhouse scandal (septel), and 
urged them to encourage their agencies to push the AML bill\'s 
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passage and renew their investigation of Charterhouse and Paramount 
Banks. End Summary. 


2. (SBU) After being nominated by the Embassy Nairobi Economic 
section, five Kenya government officials participated on FDIC 
Regulatory training on anti-money laundering training for trainers\' 
course held September 18-22, 2006 in Rosslyn, VA. The Kenyan 
participants drawn from the interagency Anti-Money Laundering Task 
Force (AMLTF) were: James Manyonge, Assistant Director, Legal 
Services, Banking Supervision, Central Bank of Kenya (CBK); Samuel 
Rono, Assistant Manager, Banking Supervision, CBK; Francis Okonya, 
Assistant Commissioner of Police and Director, Banking Fraud 
Investigations Unit, CBK; Samuel Keter, Parliamentary Counsel, 
Attorney General\'s Office; and James Buyela, Assistant Commissioner, 
investigations, Kenya Revenue Authority (KRA). FDIC funded all the 
participants\' costs. 


3. (SBU) On October 3, Acting Econ Counselor and Econ Specialist met 
with the participants to get their feedback on the course. The 
participants were very positive about the course, and enjoyed the 
experience. The course was well-taught, and they enjoyed meeting 
students from other countries. They confirmed the course work was 
relevant to their work and provided valuable inputs for revising 
Kenya\'s draft anti-money laundering bill, which they expect will be 
tabled in Parliament before the end of 2006. They noted that, in 

the absence of AML legislation, KRA is the agency handling 
AML-related cases as it evident that perpetrators of AML do not pay 
taxes. They hope that FDIC will enable more of their colleagues to 
attend the course to expand the knowledge base at their agencies. 


Comments on the course by the participants: 
4. (SBU) The participants made the following specific suggestions 
for future iterations of the course: 


- The course schedule was intense. It would be useful to have an 
informal social event with the other participants get to know one 
another, and a joint dinner during the course of the training. 


- Spend more time on case studies, and use more references and case 
studies from developing countries, especially on setting up 
financial intelligence units. 


- Include some American students in the class to provide their 
perspectives and experience. 


- To obtain more regional perspectives on AML/CTF, hold a roundtable 
discussion or divide the class into subgroups with reps from each 
region to discuss specific issues and then report to the entire 

class. 
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- Provide practical experiences like a visit to the FIU, the stock 
exchange, insurance or real estate professional associations, or 
other avenues for money laundering. While this would require 
extending the class length, it would greatly enhance the course 
experience. 


- Include information on asset recovery and actual operations of 
FlUs. 


- Include a session on tips for trainers to prepare them to train 
their colleagues. 


Use Your Knowledge 

5.(SBU) Acting Econ Counselor thanked the participants for their 
insights, but then expressed the concerns of the USG, other donor 
countries, and the IFls about the large-scale money-laundering 

exposed by the Charterhouse and Paramount Bank scandals (septel). 

He warned that the 2007 INCSR money laundering report would correct 
the 2006 report\'s conclusion that Kenya\'s financial sector was not 

being used for money laundering, and urged them to push their 

agencies to address Charterhouse, Paramount and the other banks as 
soon as possible. He noted that UNODC and the World Bank were ready 


to provide technical assistance, and the USG could help set up an 
FIU. The Kenyan officials were fairly confident the GOK would send 
the AML bill to Parliament soon, and that Parliament would pass it 
before the end of 2006. They believed focusing on the anti-crime, 
anti-corruption aspects of the bill would make it difficult for 
opponents to block it with allegations it targeted the Muslim 
community, or was the result of USG pressure. 


Comment 

6. (SBU) Keter\'s statement that he had almost finished amending the 
AML bill to harmonize it with existing laws, and would send it to 

the Ministry of Finance soon for publishing matches statements from 
senior KOK officials. He also confirmed the implementing 

regulations are done. Once the bill is published, Post will work 

with or through UNODC, the World Bank and other donors to support 
passage. 


Hoover 
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STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION Q NORTH KOREA - TOKYO 


LEAD STORIES: Most Monday morning papers front-paged the 
unanimous adoption Saturday by the UN Security Council 
(UNSC) of a resolution imposing sanctions on the DPRK. 


1. \"UNSC Sanctions on North Korea: Effective, Specific 
Measures Needed\" An editorial in the top-circulation, 
moderate Yomiuri commented (10/16): \"The international 
community has decided to impose a wide range of sanctions 
on North Korea, which claims to have conducted a nuclear 
test. Although the UNSC sanctions reflect compromises 
between the Japan-US group and the China-Russia camp, an 
international net is for the time being encircling North 

Korea, which is continuing to pursue nuclear arms. Each 
country should immediately take effective and specific 
measures against North Korea.... Japan faces a direct 
threat from the DPRK\'s development of missiles and 
nuclear weapons. Tokyo has already imposed unilateral 
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sanctions on Pyongyang, including a complete ban on the 
entry of North Korean ships into Japanese ports. With the 
adoption of the UNSC resolution, inspections of ships 
entering and leaving North Korea will become an issue 
that the GOJ will have to face." 


2. \"No Prospects for Nation That Defies UNSC Resolutions\" 
The business-oriented Nihon Keizai editorialized (10/16): 

\"In the history of the UN, no nation besides North Korea 

has over a period of three months ignored three unanimous 
UNSC warnings, resolutions, or statements of 
condemnation. The UNSC adopted a resolution on economic 
sanctions, including a ban on the export to North Korea 

of WMD-related materials and technology, as well as 
inspections of ships entering and leaving the DPRK. It is 
significant that the UNSC unanimously adopted a 

resolution only five days after North Korea announced 

that it conducted a nuclear test.... The resolution 

contains language hinting at additional measures in the 
event that North Korea conducts a second nuclear test. 

The international community needs to be prepared for a 

long period of tension.\" 


3. \"UNSC Resolution: Unity Should Be Used for Diplomacy\" 
An editorial in the liberal Asahi commented (10/16): \"The 
UNSC adopted a resolution on North Korea. All the 15 
members of the UNSC, including Japan, the US, China, and 
Russia, unanimously adopted the resolution just six days 
after Pyongyang\'s claimed nuclear test. The resolution 
condemns North Koreal's action as a clear threat to 
international peace and a flagrant disregard for global 
nuclear nonproliferation efforts. What North Korea has 
done is unpardonable, and we welcome this strong 
manifestation of international determination. Kim Jong Il 
should take this seriously and move immediately to 
abandon his country's nuclear program. Such is the 
obligation of a UN member state." 


SCHIEFFER 
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ISN/ECC FOR RACHEL OWEN 


E.O. 12958: N/A 

TAGS: OTRA, AMGT, ETTC, KSTC, PREL, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE FOR: BRUCE WEBB AND 
BALLARD TROY 


REF: STATE 172106 


1. Post warmly welcomes and grants country clearance to 
Bruce C. Webb and Ballard Earnhardt Troy, Jr. from November 
5-10, 2006. 


2. Hotel reservation has been made at: 


J. W. Marriott, 4 Sukhumvit, Soi 2 Road, Bangkok 
Tel: (66-2) 656-7700 
Fax: (66-2) 656-7711 


Room rate is $146.00 net (taxes and American breakfast 
included) and is within per diem. 


3. Embassy point of contact is: 


Name: Guy Lawson 

Work phone: (66-2) 205-4865 

Cell phone: (66-8) 1173-0144 

Unclass E-mail Address: lawsongm@state.gov 


SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. The new airport for Bangkok, Suvarnabhumi, commenced 
international operations September 28, 2006. For more 
information, please refer to the following link: 
http://www.bangkokairportonline.com 


5. Due to limited resources and easy availability of airport 
transportation, post policy does not allow for airport meet 

and assist. Thai Airways Limousine Service and American 
Express Airport Taxi are recommended for persons unfamiliar 
with Bangkok; these services are located on the 2nd floor of 
Suvarnabhumi Airport for arriving passengers and the cost of 
a one-way trip varies from 700 to 1,500 Baht, depending on 
the type of vehicle, with an additional 70 Baht for highway 
tolls. The new airport has limited facilities for regular 
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taxis in the main terminal and if no taxis are available 
there, arriving passengers will have to board an airport 
shuttle bus from the main terminal to a nearby taxi and bus 
terminal. Regular taxis cost approximately 225 Baht, not 
including tolls, and an airport taxi surcharge of 50 Baht. 
Currently, the Thai Baht is approximately 37/dollar. 


6. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


7. Thailand has an airport departure tax of 700 Baht that 
must be paid in local currency upon departure. 


8. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 


Column 3 


should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 
U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 
Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 
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-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also be aware of the State Department,s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 


found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 


Column 3 

81917 

PP RUEHDBU 

DE RUEHKB #1501/01 2890455 

ZNY CCCCC ZZH 

P 160455Z OCT 06 

FM AMEMBASSY BAKU 

TO RUEHC/SECSTATE WASHDC PRIORITY 1474 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 0602 
RUEHFR/AMEMBASSY PARIS PRIORITY 0348 
RUEHVEN/USMISSION USOSCE PRIORITY 0493 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0185 
RUEHGV/USMISSION GENEVA SZ PRIORITY 0201" "CONFIDENTIAL SECTION 01 OF 02 B; 


SIPDIS 
SIPDIS 
DEPT FOR EUR DAS BRYZA AND PRM A/S SAUERBREY 


E.O. 12958: DECL: 10/02/2016 

TAGS: PREL, PGOV, PHUM, PREF, PBTS, MARR, SNAR, Ad 

SUBJECT: AMBASSADORYS INTRODUCTORY CALL ON DEPUTY PRIME 
MINISTER ALI HASSANOV 


Classified By: Ambassador Anne E. Derse for Reasons 1.4 b and d. 


1. (C) Summary. In a September 27 introductory meeting with 
the Ambassador, Deputy Prime Minister Ali Hassanov reiterated 
the GOAJ commitment to improving the conditions of 
Azerbaijan\'s IDP population. Hassanov said that he has 
transformed the GOAJ relationship with the international 
donor community as Chairman of State Committee for 
IDP/Refugee Issues. Hassanov reported the GOAJ would spend 
$200 million in 2006 to address IDP issues. He also said he 
was committed to advancing GOAJ planning for the future 
repatriation of the IDP population in the event of settlement 

of the Nagorno-Karabakh (N-K) conflict. Hassanov singled out 
Russia\'s interest in preventinga resolution as an obstacle 

to the Minsk Group pace process, which he described as a 
failure. Separately, Hassanov said that the GOAJ supports the 
development of Non-Banking Financial Institutions in 
Azerbaijan, a key element of USAID\'s Small and Medium 
Enterprises project, given NBFI\'s potential to improve the 
economic conditions of the general population and 

specifically of the IDP community. Hassanov welcomed the 
future visit of PRM Assistant Secretary Sauerbrey and agreed 
to a subsequent discussion on drug trafficking which he 
described as a problem. End Summary. 
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STATE COMMITTEE COOPERATION WITH DONORS NEVER BETTER 


2. (C) In a September 27 meeting with the Ambassador, Deputy 
Prime Ali Hassanov, Chairman of the State Committee on IDP, 
Refugee Issues and Humanitarian Assistance, detailed the 
extent of his office\'s cooperation with the international 
community. Hassanov, elevated in 1997 to the Deputy Prime 
Ministership, said that former President Heydar Aliyev tasked 
him with restructuring GOAJ programs to improve the welfare 
of Azerbaijan\'s \"one million IDPs and to strengthen the GOAJ 
relationship with the international community. (Note: UNHCR 
estimates that there are approximately 650,000 IDPs in 
Azerbaijan.) 


3. (C) Hassanov said that in 1998 many international aid 
agencies were pulling out of Azerbaijan, fed up with red 

tape, corruption and a lack of GOAJ cooperation. While the 
GOAJ was largely to blame for these problems, Hassanov added 
that Section 907 of the US Freedom Support Act further 
complicated the GOAJ efforts to coordinate IDP assistance 
programs since the GOAJ at that time was ineligible to 
receive direct assistance. Since then, Hassanov reported, the 
GOAJ has reinvented its IDP aid program, eliminating 
bureaucratic obstacles to assistance delivery, exempting 
donors from taxes and creating a previously unheard of level 
of transparency in Azerbaijan\'s government. (International 
donors praise Hassanov\'s efforts as largely successful.) 
Hassanov added that today his office coordinates the work of 
74 international donor organizations, many of them American, 
without difficulty. Hassanov remarked that in the end \"donors 
could be confident that the aid reaches the IDP population, 
where it\'s needed most.\" 


GOAJ WORKING ON REPATRIATION PLANNING, IMPROVING IDP 
CONDITIONS 


4. (C) Hassanov said that the GOAJ spent $200 million in 2005 
to improve IDP conditions and will spend another $200 by the 
close of 2006 - $100 million drawn from the state budget and 
$100 million from the State Oil Fund. Hassanov reported that 
by the end of 2007, the GOAJ plans to have closed all 

existing tent camps and replaced them with newly constructed 
settlements. He acknowledged that currently still far too 

many IDPs live in schools and abandoned buildings. 


5. (C) The Ambassador underscored the importance of the GOAJ 
developing a comprehensive repatriation plan in the event of 

a settlement of the N-K conflict. Hassanov agreed, noting 

that he has been closely collaborating with leading 
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international organizations, principally UNHCR and ICRC, to 
develop a repatriation planning framework. Hassanov said the 
GOAJ will work with the international community to divvy up 
responsibility for post settlement repatriation planning 

along sectoral lines (e.g. health, education, demining, 
infrastructure) with the USG, UNHCR, and ICRC acting in key 
roles. However, Hassanov said a comprehensive needs 
assessment would be required to ascertain the post conflict 
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condition of the region before any detailed, operational plan 
could be carried out. 


6. (C) The Ambassador told the DPM that PRM A/S Sauerbrey 
planned to visit Azerbaijan from November 16-17. The 
Ambassador stressed that aside from monitoring USG 
IDP/refugee assistance programs, the Assistant Secretary 
would want to learn more about GOAJ planning for a future IDP 
repatriation in the event of a settlement of the N-K 

conflict. The DPM welcomed A/S Sauerbrey\'s visit and 
indicated that his office would provide any assistance 
requested to make it a success. 


DEPUTY PM: MINSK GROUP PROCESS A FAILURE 


7. (C) Hassanov strongly criticized the OSCE Minsk Group 
process, saying that \"After 14 years, (the Minsk Group) has 
little to show for its efforts.\" Hassanov argued that the 
Co-Chairs\' failure stemmed from the Group\'s composition: 
Russia, whom Hassanov said was responsible for the conflict 
to begin with and has no interest in resolving it, and 

France, a country, Hassanov commented, with a large and 
influential Armenian population. Neither could be trusted to 
carryout a legitimate peace process. Hassanov said that even 
in Washington the Armenian diaspora is the \"second most 
powerful political lobby.\" He told the Ambassador that the 
N-K conflict began because Azerbaijan refused to permit 
Russian troops to be stationed on Azerbaijani soil in the 
aftermath of its independence from the Soviet Union. 


8. (C) Russia, Hassanov alleged, exploited the weakness of 
Azerbaijan\'s first post-independence government and provided 
material support to the Armenian military to invade 
Azerbaijan\'s territory. Underscoring his view of Russia\'s 

role in preventing a settlement, Hassanov pointed to Armenian 
President Robert Kocharian\'s early willingness to negotiate 
with former President Heydar Aliyev only to renege after the 
1999 assassination of Armenia\'s speaker of parliament, deputy 
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speaker and prime minister. Armenia, Hassanov remarked, is 
the instrument of Russia\'s attempt to divide and control the 
South Caucasus. Hassanov added this was a Russian policy 
across the FSU, pointing to Russia\'s hand in the conflicts of 
South Ossetia and Transnistria as further evidence of its 
objectives. 


9. (C) Hasanov said it was too soon to evaluate the efficacy 
of the new American co-chair, but cautioned that the 
Co-Chairs\' failure to meet with the IDP community during 
their frequent trips to the region was a serious mistake. 
Hassanov said he told GOAJ Foreign Minister Mammadyarov that 
it was important to involve the IDPs in the process from the 
outset and not to foist any agreement on the population most 
affected by its terms. Hassanov said that the Co-Chairs\' 
belief that \"some of the IDPs will stay\" in their current 
locations and \"some will return\" to the post-conflict area is 
wrong and reflects their lack of interaction with the IDP 
community. 


COOPERATION ON NBFI 


10. (C) The Ambassador also highlighted the need for the GOAJ 
to support the development of Non-Banking Financial 
Institutions, a key element of USAID\'s Small and Medium 
Enterprise development project. The Ambassador said that it 

is vital that NBFI\'s obtain legal registration and permission 

to operate under commercial terms in order to make NBFls 
strong providers of credit to the IDP community and to other 
underserved segments of the population. Hassanov expressed 
his support for the NBFI initiative and promised to address 
further cooperation with the USAID\'s Country Coordinator. 


11. (C) Hassanov confirmed he has responsibility for 
combating drug trafficking, offered the view that Azerbaijan 
has a problem and agreed to a subsequent meeting to discuss 
the issue further. 

DERSE 


81918 

PP RUEHDBU 

DE RUEHBUL #5025/01 2890456 

ZNY CCCCC ZZH 

P 160456Z OCT 06 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 3508 
INFO RUCNAFG/AFGHANISTAN COLLECTIVE PRIORITY 
RUEHZG/NATO EU COLLECTIVE PRIORITY 
RHEHAAA/NSC WASHINGTON DC PRIORITY 
RUEAIIA/CIA WASHINGTON DC PRIORITY 


Column 3 

RHEFDIA/DIA WASHINGTON DC PRIORITY 

RUEKJCS/OSD WASHINGTON DC PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCCENT MACDILL AFB FL PRIORITY 
RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 0169 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 3157 
RUEHNO/USMISSION USNATO PRIORITY 3286 
RUEHGV/USMISSION GENEVA PRIORITY 6604 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 1952" "CONFIDENTIA L SECTION 01 OF ( 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR SCA/FO DAS GASTRIGHT, SCA/A, S/CRS, SA/PB, S/CT, 
EUR/RPM 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC FOR AHARRIMAN 

OSD FOR BREZINSKI 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD, JICCENT 


E.O. 12958: DECL: 10/15/2016 

TAGS: PREL, PGOV, PTER, ASEC, MARR, AF 

SUBJECT: PRT KANDAHAR/HELMAND: SECURITY CONCERNS TAKE 
CENTER STAGE IN SOUTH 


REF: A. KABUL 3487 
B. KABUL 4369 


Classified By: A/DCM Angus Simmons for reasons 1.4 (B) and (D). 


1. (C/NF) SUMMARY: Taliban elements have re-infiltrated 

into parts of the districts of Panjwayi and Zharay. Security 
incidents in the area have increased, resulting in the deaths 

of six Canadian soldiers since late September. Canadian 
forces first shifted into a defensive position to get 
reinforcements from HQ ISAF but are now beginning Operation 
Medusa \"Phase IV\". They are also forging a new combat road 
between the two district centers in order to avoid the 

current route, which is an indefensible \"IED alley.\" 

Kandahar PRT (KPRT) is working to ensure the road gets paved 
and to achieve development objectives as well. Canadian 
forces consider the absence of Afghan National Security 
Forces (ANSF) to be the principle cause of the deterioration 

in security and want more ANSF deployed to the area. The 
Afghan National Police (ANP) Provincial Chief was sacked on 
October 4. Governor Khalid has dispatched 150 militia troops 
to Pashmul to assist the Canadian Battle Group. Food 
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distribution continues slowly in the two districts, as IDP 

returns remain limited. Some IDPs have complained that they 
have been excluded from the lists because it is biased 

against the Noorzai tribe. KPRT is pursuing a solution. 
Provincial Council Head, Ahmad Wali Karzai, chaired a 
Provincial Council-hosted shura with elders from the two 
districts regarding damage lists from each village shura, 
which are finally beginning to trickle in. 


SUMMARY CONTINUED: During an October 8 meeting with Charge, 
Helmand,s Governor offered up a grim assessment of the 
security situation in his province, highlighting that the 

fragile security environment meant no progress on a host of 
priority issues, such as counter-narcotics, education, 
alternative livelihoods, and women,s affairs. The Governor 
pointed to several factors contributing to continued 
insecurity, including a lack of Afghan government support for 
security forces and provincial governments, ISAF 
&inactivity8 and poor coordination with Afghan security 
forces, and the Taliban,s evolving tactics. END SUMMARY 


Kandahar: Security Deteriorates 


2. (C) Procedures for the reconstruction of the 

battle-damaged areas of Panjwayi and Zharay were planned at a 
PRT Kandahar hosted meeting on September 23 (Ref A). Even at 
the early stages of implementation, reports began to trickle 

in of Taliban re-entering the area. Governor Khalid and the 

ANP had promised additional ANSF forces would enter the area 
of operations to secure it against the return of the Taliban 

but this did not occur. By the end of September, credible 

reports of larger groups of Taliban re-infiltrating the 

districts were received. Multiple IED attacks had occurred 
accounting for injuries and the death of one Canadian 

soldier. Specifically, on October 3, simultaneous Taliban 

attacks including one SVBIED occurred in and around the area 
of operations and resulted in the deaths of two Canadian 
soldiers in addition to several wounded ISAF personnel. 
Additionally, another Canadian soldier was killed in an IED 

strike in the area on October 7. 


3. (C) Harassed by multiple IED plantings and strikes along 

the existing winding north-south route between the village of 
Pashmul and Highway 1 in Zharay, the Canadian Battle Group\'s 
security priority shifted to the construction of a 4-km 
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combat road running directly north from Panjwayi-Bazar to the 
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Zharay District center. The road, now designated Route 
Summit, will be wider and straighter than the existing path 

and support considerably enhanced security operations for 
forces operating in the area. The road is roughly 50 percent 
complete. Canadian security forces guarding the road have 
been attacked, but the workers building the road have not. 

Two more Canadian soldiers were killed and two wounded in an 
October 14 RPG attack along the new road. TFKandahar plans 
to aggressively patrol the road once it is completed in order 

to deter IED emplacement. KPRT is currently working to 

follow up the combat road with a paved road, possibly with 
German funding. When paved, Route Summit should prove to be 
a commercial success, providing a direct link between the 

two population centers and better access to markets for local 
farmers. Separate consultations with numerous area actors 
have endorsed the benefits of the road. The planning for 
construction of a bridge across the Arghandab River to 
complete the link to Panjwayi-Bazar has not yet been 
concluded. 


4. (C) Following the October 3 attacks, the Canadian Battle 
Group moved into a more defensive posture in order to get 
reinforcements from HQ ISAF, rather than one focused 
primarily on reconstruction. Canadian forces in Kandahar 
province anticipate augmentation by a squadron of tanks and a 
company of infantry in November. The infantry are to provide 
greater force protection to KPRT and the tanks will join the 
battle group. The plan worked out with RC South is to push 
forward on the road and push hard at a political level for 

the increased ANSF presence. Canadian forces anticipate 
using auxiliary police and any additional ANSF to bolster 
efforts to secure the area of Zharay district expanding 
westward from the new road. In support of this effort, 165 
auxiliary police are scheduled to begin training in Kandahar 
on October 16. While these forces are being trained, 
recruiting efforts for the auxiliary police continue. In 
anticipation of these forces graduating on or about October 
26, equipment to include weapons and uniforms have already 
been prepositioned in Kandahar to expedite the deployment of 
the newly trained auxiliary police. 


5. (C) In a separate development, Kandahar Police Chief 
General Aziz Anmad was replaced on October 5 by General 
Esmatullah Alizai, an officer with a strong reputation who 

has already impressed KPRT security personnel. Governor 
Asadullah Khalid, just back from the Presidential PAG in 

Kabul, confirmed on October 6 that he would \"immediately send 
150 auxiliary police, what you call militial" to work with the 
Canadian Battle Group to secure the large village of Pashmul, 
where the return of IDPs has been very low. He was 

personally arranging for vehicles for the transport. The 
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governor said he continues to press for a total of 3,500 
auxiliary police for the province but that the MOI is only 
agreeing to 1,300. An audit conducted by the MOI will verify 
the requirement for auxiliary police in the province. He 
would plan to send the first of the newly trained auxiliaries 

to Panjwayi and Zharay and then send the existing militia to 
be trained as auxiliary police. Clearly the decision where 

to deploy auxiliary police is a decision that must be made by 
the Minister of Interior and the Deputy Minister of Interior 

and not Governor Asadullah Khalid. Khalid also stated that 
he and his fellow governors lacked confidence in the Regional 
Police Chief. (NOTE: A high-level MOI delegation led by 
General Atmar was reviewing police issues with the governor 
on October 6, including the development of a recruiting 
process for the auxiliary police. END NOTE.) 
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Kandahar: Rehabilitation Efforts 


6. (C) Initial steps on rehabilitation efforts have moved 
forward but have been slowed significantly by the security 
situation. Governor Khalid on October 6 estimated returns in 
specific areas as follows: Panjwayi-Bazar (90%), Sperwan 
(10%), Siah Choy (30%), Pashmul (2%). KPRT convened a 
meeting on October 3 with the Disaster Management Committee 
(DMC), Departments of Agriculture, MRRD, Public Works, and 
members of the Panjwayi and Zharay District shuras. Many of 
the elders present complained that the area was not secure 
and that they were confronted with Taliban moving in and 
around their villages. Nonetheless, the DMC agreed to 
establish a work plan to conduct assessments including 
identification of estimated costs and an implementation plan. 

It was also agreed that those who have traveled a long 
distance and were not able to carry personal belongings would 
receive priority for distribution of non-food assistance. In 
cases where two families are staying together only one 
non-food package will be provided. Some elders from Zharay 
District raised issues with the representativeness of lists 
for food distribution -- specifically claiming that the list 
was biased against Noorzai IDPs. CIMIC teams have tried to 
assist in individual cases, but the DMC agreed to establish a 
process for handling such cases. The mechanism has not yet 
been implemented, and KPRT is pushing for action to address 
this problem. 


7. (C) The Head of the Provincial Council, President 
Karzai\'s brother, Anmad Wali Karzai, convened a shura with 
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elders from the affected area on October 5, following the 
increased level of Taliban activity. Karzai lectured the 
elders regarding the efforts of the government to modernize 
Afghanistan, the need for education, the obligation to keep 
the Taliban out of the villages, and the importance the 
government attaches to the rehabilitation of the area. He 
told the elders that they should complete the lists of damage 
for each village and turn them in by October 8. He told them 
the assessment process would take place rapidly thereafter. 
Many of the village shuras convened immediately to plan their 
next steps. Several elders accused the Zharay District 
leader of corruption in having influenced the recipients of 
the food packages. An elder from Siah Choy said he had 
returned to his village a day earlier and found that Taliban 
were present and had beaten some of the returnees. As of 
October 14, the DMC has received lists for 227 claims from 
Siah Choy, Zangabad, and Pashmul relating to personal 
injuries or death and damage to homes, other property and 
even mosques. 


8. (C) KPRT CIMIC Teams continue to maintain a presence in 
the area, organize small-scale cash-for-work projects, and 
gather information to assist the rehabilitation process. WFP 
has distributed its packages for a total of 9,846 families: 

5,000 in Kandahar, 1,896 in Zharay, and 2,950 in Panjwayi. 
UN agencies have also distributed non-food assistance for 648 
families in Panjwayi. In accordance with a decision by 
Governor Khalid, food distribution in Kandahar city is 

expected to resume on October 16 for the remaining 5,000 IDP 
families on the original DMC-generated list. There have been 
reports of corruption and tribal favoritism affecting the 

food assistance program, but this has not disrupted the 
process. 


9. (C) COMISAF LTG Richards believes that we will shortly 
see a big improvement in the number of security forces in the 
area. He informed Embassy October 7 that his recent meeting 
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with President Karzai and others led to a clear recognition 
that urgent ANP/ANA deployment, as well as more vigorous 
effort from Task Force Kandahar, is required. He tells us 
that the necessary steps have been taken. 


Kandahar: Comment 


10. (C) The Canadian approach to assisting the provincial 
government as it takes responsibility for the rehabilitation 
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of the battle-damaged areas of the two districts should pay 
off over the medium and longer term. While the process is 
taking longer than we would like, the significant security 
constraints limit the speed with which even a more 
efficiently organized procedure could be implemented. Post 
will work to support Canadian requests for additional ANSF 
assets to secure the area. A strong formula of security and 
assistance will be essential for rehabilitation of the area 

and for our ability to incorporate the area into the 
province\'s Afghanistan Development Zone (ADZ). End Comment 


Helmand: Governor,s downbeat assessment of security 


11. (C) Ina meeting with the Charge at Embassy on October 
8, Helmand Province Governor Engineer Daud held out little 
hope of positive developments in the province over the next 
year or more. Progress on all fronts ) counter- narcotics, 
education, alternative livelihoods, women,s affairs ) 

depends on a secure environment, he stressed. Daud described 
the current environment as &very fragile,8 and asked 
rhetorically how one could expect progress when only 200 
meters from an ANSF checkpoint one could find a Taliban 
checkpoint. Daud said that only when the Taliban,s pressure 
on Helmand communities was reduced would there be the 
opportunity to engage villagers and farmers on subjects like 
counter-narcotics. Daud pointed to several factors at play 

in the current insecure environment: lack of support for 
ANSF; lack of resources for provincial governors; ISAF 
resources and coordination with ANSF; and evolving Taliban 
tactics. 


12. (C) Daud said the reason he is in Kabul was to ¿fight 

to find salary8 and other support (e.g., food) for the 

Afghan National Police (ANP). Until the ANSF (including the 
ANA) in Helmand are well-equipped, well- paid, and in 
sufficient numbers there will be no improvement in security. 
Daud has had little success, again asking rhetorically, ¿How 
many times should one ask a minister ... 100? 500? There are 
limits to everyone,s patience.8 (NOTE: Daud said he has 
lost confidence in the Policy Action Group (PAG), dismissing 
it as a lot of words and meetings. END NOTE.). Daud 
requested assistance in securing additional ANSF support. 


13. (C) Daud also pointed to a lack of support from Kabul 

for himself and other governors in the south. He described 
prior provincial administrations as &strong,8 and said 

those governors had money and resources, though admittedly 
not always from government sources. Current administrations 
are weak and under-resourced. 
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14. (C/NF) Daud pointed to several problems he saw in ISAF. 
He opined that there might not be enough ISAF troops in 
Helmand, but appeared to place more importance on how active 
ISAF has been in the province (or, more widely, in the 

south); in his view, ISAF showed weakness to the Taliban by 
not being active enough. Daud thinks that ISAF wants to 

bring troops to the province,s central districts rather than 
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&expand8 outward, and wonders whether ISAF has the capacity 
to reach out from the center to provide security for the 

northern district of Kajaki and the dam/energy project there. 

He also complained in general terms about &planning and 
coordination8 between ISAF and ANSF, and specifically 
referred to problems in securing timely air support for 
operations. (NOTE: During the September PAG visit there was 
a discussion of coordination between ANSF and ISAF, including 
problems that emerged in recent operations in the province 

and how to resolve them. PRT representatives pointed to the 
Provincial Security Coordination Committee (PSCC) as the 
mechanism and emerging model of effective cooperation. END 
NOTE.) 


15. (C) Regarding the Taliban, the Governor referred to a 
&reorganization8 of Taliban forces in Pakistan. He said 

they had strengthened because &they see our weakness8. He 
pointed to the increase in suicide bombings in Afghanistan, 
saying not a day goes by without an incident somewhere, and 
referred to rumors of &hundreds8 of suicide bombers in each 
province. He described how a new &refreshment8 of Taliban 
and Al-Qaeda forces from Pakistan were impacting the south. 
Asked about his outreach to tribal leaders, and 
&arrangements8 in which assurances are provided to tribal 
leaders that ANSF and ISAF will only fire when fired upon, 
and those leaders, promise to secure a cessation of 
hostilities from the Taliban (Ref B), Daud held out little 
prospect of those efforts bearing any fruit. He thinks the 
agreements do not constitute a &durable solution8 and can 
be disturbed by the Taliban, especially those from outside of 
Helmand who do not live amongst the villagers and have their 
own agendas. Calling the agreements a &temporary 
solution,8 Daud said when the government cannot bring 
security, all it can do is listen to tribal leaders, request 

for a cessation of hostilities and try to respond. 


16. (C) According to British Ambassador Stephen Evans, the 
British hope to make an earmarked contribution to the Law and 
Order Trust Fund for Afghanistan (LOTFA), the UN Development 
Program-managed fund that pays the salaries of the Afghan 
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National Police to support the northern Helmand force. MG 
Durbin undertook to convey to LOTFA the importance of prompt 
and reliable payment of the northern Helmand force,s 

salaries. A British intention to augment force pay beyond 

the $70/month currently planned for ANAP patrolmen will be 
arranged directly by the British with the Ministry of 

Interior. Similarly, the British will arrange directly with 

the Ministry to provide the force with additional equipment 

so that it can fulfill a mobile quick reaction role. 


Helmand: Comment 


17. (C) The Helmand Governor,s obvious frustration was 
likely fueled by the apparent failure during his current 

visit to Kabul to secure additional support for the ANP in 
Helmand. He raises a crucial point that progress on most 
fronts will be stymied until security expands beyond the 
central districts. Post will support ongoing efforts to 

improve ANSF coordination with ISAF, in addition to requests 
for additional ANSF assets to help secure the province. 
NORLAND 
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1. (U) This is an action request. See paragraphs 9 and 12. 


2. (U) Summary: In a courtesy call by Ambassador Spogli 
October 3, Trade Minister Anna Bonino outlined her views on 
ItalyVs trade relationship with China and the need for 

Italian firms to be more aggressive in promoting their brands 
internationally. She expressed enthusiasm for the 
Ambassador\'s Partnership for Growth Program, and said the GOI 
is committed to the success of the current round of WTO 
negotiations but predicted continued European inflexibility 

in the run-up to elections in France. Bonino noted 

cooperation between the GOI and USG in export control regimes 
and expressed strong interest in bilateral consultations on 

export controls in the coming year. Bonino expressed 

interest in a proposal by the Ambassador to bring Afghan 
women to Italy to \"tell their story" and to make clear the 

need for continued coalition efforts to prevent a resurgence 

of Taliban influence in Afghanistan. End summary. 


The China Challenge 


3. (U) Bonino, who recently returned from a six-day 
(September 13-18) trade mission to China, said that for 

Italy, the key issues with respect to China are respect for 
intellectual property rights (IPR) and helping Italian 

businesses take advantage of the opportunities that the 
Chinese market presents. Bonino raised the issue of Chinese 
respect for IPR, including the problem of counterfeit goods, 
during her meetings with Chinese officials in Beijing and 
Guangzhou. She believed they were sensitized to the issues 
and aware of the need to improve China\'s track record on IPR. 
She was especially struck by the fact that local officials 

Vare beginning to realize they have to do something about IPR 
violationsY and Ware uneasy\" about IPR norms in China. 
Bonino said European Commission Vice President Gunter 
Verheugen will travel to China in the near future and that 

IPR issues are high on his agenda. Verheugen is especially 
concerned about the manufacture of counterfeit Bosch car 
parts in China. 


4. (U) Bonino said the greatest challenge is to change the 
way ltalian businesses think about China. \"The outcome of 
the mission depends on whether Italians can stop viewing 
China as a threat and start to take advantage of the 
opportunities that China presents.\" Bonino cited as an 
example the Italian machine-tool industry, which has been 
very proactive in establishing itself in the Chinese market. 
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She said that infrastructure (construction) businesses need 
to be more aggressive in entering the Chinese market, and 
noted the huge potential of the Chinese infrastructure 
sector, mentioning specifically the construction of the port 
of Tianjin. 


5. (U) Bonino observed that Italian companies need to make a 
determined effort to establish their brands in China, and 

that Chinese patronize Starbucks (\"the McDonald\'s of coffee\") 
and Pizza Hut instead of purchasing Italian products, such as 
Illy coffee or \"real Italian pizza." \"When Chinese think of 
well-designed furniture, they should think of Italy, not 

Ikea. Using China and the United States as examples, she 
said that \"there is the opportunity for a greater Italian 

presence, but Italian companies need to go there and assert 
themselves.\" 


WTO And The Doha Round 


6. (U) Bonino said the GOI is committed to the success of 
the Doha round and to \"giving the WTO relevance.\" \"Failure 
is not to our advantage, and we have no interest in weakening 
the WTO,\" she said. She noted progress in the current round 
is hampered by the timing of various elections, including 

U.S. elections in November and French elections early next 
year. She said the EU\'s ability to move on trade issues will 
be limited in the run-up to the French elections and 

predicted a hardening of EU positions until after elections 

and the ensuing French political reshuffling. 


7. (U) Bonino told the Ambassador that Italy will host trade 
meetings with Brazil on October 23, at which time WTO 
Director General Lamy will also be in Rome. These talks will 
be followed by meetings on November 6 with Indian Trade 
Minister Kamal Nath, also in Rome. Bonino said NAMA and 
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\"definition of origin\" (geographical indications) are the key 
issues in the current round for Italy, but also noted that 

the Italian economy is an industrialized one and that Italian 
trade policy should reflect this. 


8. (U) Within the WTO, Bonino said there is a need to be 
tough on anti-dumping. She specifically said that \"China has 
to learn to play by the rules,\" adding that China should be a 
\"responsible player\" within the WTO system. She noted 
Italy\'s shoe manufacturers have been especially hard hit by 
cheap Chinese imports, and that it is difficult to get other 
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EU countries to act because much of the dumping is being done 
by European companies (she named Adidas as an example) which 
have factories in China. 


Export Controls 


9. (U) The Ambassador raised the issue of cooperation 
between the United States and Italy on export controls, 

noting that we have not had bilateral consultations on this 
issue since 2004, reported reftel. Bonino agreed \"it is 
important to keep the dialogue on export controls between the 
U.S. and Italy open, and expressed in resuming the biennial 
export control meeting between U.S. and Italian experts. 
Action Request: Post requests Washington guidance on the 
availability of USG export control officials to participate 

in bilateral consultations. End action requested. 


Afghanistan 


10. (U) Turning to the issue of Afghanistan, the Ambassador 
told Bonino the Embassy hopes to bring a group of Afghan 
women to Italy before the end of the year to tell their 

stories, to illustrate why the international community must 
remain engaged in Afghanistan, and why the Taliban cannot be 
allowed to have a role in Afghan politics. Bonino, who was 
briefly kidnapped by the Taliban during a 1997 trip to 
Afghanistan when she was EU Commissioner for Humanitarian 
Affairs, expressed interest in the project and asked to be 

kept informed. Bonino said the GOI is \"determined\" not to 
leave Afghanistan, and to deny the Taliban a role in the 
government there. 


11. (U) Bonino told the Ambassador that it is her personal 
belief that stabilization and security in Afghanistan need to 
occur \"from outside and inside.\" Her view is that 

stability within Afghanistan will impossible to achieve 

unless Afghanistan\'s relations with Pakistan and Iran 
stabilize. She expressed concern over the influence that 
Pakistan and Iran have in Afghanistan\'s border regions and 
noted the strong Iranian political influence in Herat. 


12. (U) Returning to a personal opinion, Bonino said that 

Vwe are totally wrong on the issue of drugs,\" and that 

current opium poppy eradication policies do not work. She 
argued that Win some areas of Afghanistan, opium is the only 
thing that can be grown,\" and that \"telling Afghans not to 
harvest opium is like telling the Saudis not to pump oil.\" 

Bonino has long advocated what she terms a \"more pragmatic\" 
approach on the drug trade in Afghanistan, including 
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legalized cultivation of opium for use in morphine 

manufacture. She proposed that Afghanistan, along with other 
licit producers of opium, could participate in a quota system 
administered by the International Red Cross. In Bonino\'s 

view, the drug trade in Afghanistan, because it cannot be 
eradicated, should be controlled. This, she said, would help 
fight corruption, augment the Afghan government\'s budget, and 
help deprive the Taliban of an important source of funding. 


Comment 


13. (SBU) Bonino is a spirited interlocutor, in comfortable 
command of her brief after six months as Trade Minister. In 

a meeting conducted entirely in fluent English, she did not 
hesitate to plunge into the issues and talk business, 

eschewing diplomatic formalities. While we will continue to 
have differences with the GOI and the Ministry of Trade on 
issues such as geographical indications, Bonino is a 
forward-thinking Trade Minister, committed to the success of 
the Doha Round, who may be more flexible than her predecessor 
in finding ways to re-start the stalled WTO Round. She sees 
her views on opium production as \"pragmatic,\" though they are 
not in synch with our own. Post will follow up to provide 
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briefing materials to Bonino\'s office on USG views on 
counter-narcotics efforts in Afghanistan. SA A/S Boucher is 
also visiting October 17-18 and will be able to engage Bonino 
and others on Afghan issues. Finally, we note that her 
portrayal of Chinese officialdom\'s relatively positive 

attitude toward the neuralgic issue of the counterfeiting 

issue seemed unrealistic. End comment. 

SPOGLI 
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Classified By: ESTH COUNSELOR ROBERT W. DRY FOR REASONS 1.4, (A), (B), 
(D), (G) 


1. (C) DOE Deputy Undersecretary for Counterterrorism Steven 
Aoki paid a courtesy call October 13 on Prefet Bernard Boube, 
Director, Protection and Security of the State, at the 

General Secretariat for National Defense (SGDN). Discussion 
focused on follow-up actions from the April visit to 

Washington by a French interagency team led by Boube. Boube 
said that at the conclusion of the Washington meetings eight 
areas of interest had been identified for further U.S.-French 
cooperation on the prevention of WMD terrorism and in related 
technical areas. Progress so far has been mixed, with some 
areas advancing well, but others lagging behind. He said that 
information exchanges on the atmospheric dispersion of 
nuclear/biological/chemical agents had taken place, and that 
there had also been productive meetings between the French 
military health services and their DOD counterparts to 

address biological weapons threats. In this area, some 25 
topics for cooperation have been identified. There have also 
been successful joint workshops on radiation detection 
technology, and international exercises under the PSI 
framework. 


2. (S) Boube said his current highest priority was developing 
a method to prevent terrorists from bringing explosives into 
city subways, trains, and other public transport systems. 
While detection of biological or chemical agents remained of 
interest, the French were greatly concerned by the bombings 
in Madrid and London, and felt that they were potentially the 
next target for similar attacks. They have established a 
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group of experts under SGDN leadership to examine strategies 
and technical means to protect this, but frankly are 

dissatisfied with the currently available technical equipment 
from the point of view of both effectiveness in detection and 
operability in a mass transit setting. Boube proposed that we 
convene a U.S.-French workshop on conventional explosives 
detection for mass transit that could discuss both promising 
technical concepts and a methodology for evaluating 
operational systems. Aoki responded that the Department of 
Homeland Security had the lead responsibility in this area, 

but undertook to consult with other Washington agencies to 
develop a concept for such a workshop. Boube emphasized that 
he did not want a meeting that included representatives of 
private companies advocating particular products, but an 
interaction between technical experts and government 

officials that could produce an honest evaluation of 

potential routes to solve this problem. 


3. (S) A related topic raised by Boube concerned training and 
support for emergency response personnel confronted with a 
possible chemical or biological device. There were already 
bilateral exchanges on nuclear emergency response, but there 
was also value in discussing how to diagnose and defuse an 
improvised device to disperse chemical or biological agents. 

Aoki responded that federal government operations in this 

area would primarily fall to the FBI, and again said that he 

would discuss the French idea with USG colleagues and respond 
through embassy channels. 


4. (C) Boube said France continues to plan intensively for an 
avian influenza pandemic and discounted the lack of recent 
media stories on the subject. He said that Didier Houssin, 
France\'s interministerial coordinator for avian influenza, 

had undertaken a successful visit with HHS and CDC 
authorities in the U.S. ESTH Counselor highlighted other 
exchanges between France and the U.S. to discuss different 
approaches to prevention and management of a pandemic 


influenza. Boube said that France is undertaking technical 

work associated with reusable masks. The GOF is also engaged 
in analysis of acceptability of mask wearing, addressing such 
issues as reactions to possible regulations mandating mask 
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usages for public transportation in a pandemic emergency. 
These and other specific items are being tested through local 
exercises to gain early experience which would be useful in 
managing a crisis. France continued to also be interested in 
a careful examination of economic consequences of a crisis, 
essentially determining weak links in the economic system, 
e.g., transportation or supply systems, food shortages, etc. 
\"Where do shortages come from in such an emergency,\" he 
asked. The purpose of such studies would be to adapt the 
national pandemic influenza plan to provision against such 
contingencies. Boube said that France is engaged in 
discussions with neighboring countries on road and rail 
transportation contingency planning for the purpose of 
maintaining open these linkages as long as possible. Boube 
is interested in U.S. thinking/methodologies to help better 
assess weak points in the economy in advance of a crisis. 


5. (C) Finally, Aoki noted that there was a high level of 
concern in the U.S. about the security of container cargo 
shipments to the U.S., including the risk that nuclear or 
radioactive materials could be introduced into cargo 
containers. The Congress had recently passed legislation 
calling for a much higher rate of inspection for sea 
shipments to the U.S. France already participates in the 
Container Security Initiative, but could expect there to be 
increasing interest in radiation detection at seaports 

serving the U.S. In this context, Boube asked about the 
Global Initiative against nuclear terrorism launched at the 
G-8 Summit by President\'s Bush and Putin. Aoki replied that 
we saw this as a broad political framework that could give 
impetus to a number of specific cooperative implementation 
actions. The next step would be to seek agreement by 
participants in the initiative to a statement of principles, 
analogous to those developed in the PSI process. 


Please visit Paris\' Classified Website at: 
http://www state.sgov.gov/p/eur/paris/index.c fm 
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1. (SBU) Summary. President Susilo Bambang Yudhoyono (SBY) 
told a visiting U.S. ASEAN Business Council (USABC) 
delegation on October 12 that he remains optimistic about 
Indonesia\'s economic outlook and committed to economic 
reforms and the process of democratization. Vice President 
Jusuf Kalla told the group in a separate meeting that the 

GOI places a high priority on macroeconomic stability and 
security to encourage investment. Coordinating Minister for 
Economic Affairs Boediono said the Government\'s resolve to 
improve the investment climate \"remains intact and has even 
grown stronger\" and that \"tangible progress\" is likely by 

the end of 2006 in several areas including the passage of 

new customs and investment laws. Minister of Trade Mari 
Pangestu said the Government of Indonesia (GOI) is focused 
on improving its customs procedures and is working with 
Singapore on a Free Trade Zone pilot project in Batam. 
Investment Coordinating Board (BKPM) Chairman Mohamed Lutfi 
claimed poor regulation of the non-bank financial sector is 
holding back Indonesia\'s economic development. Minister of 
Energy and Mineral Resources Purnomo Yusgiantoro described 
the GOl\'s biofuel development initiative, and said the GOI 
seeks to develop operational nuclear power plants by 2015. 
Coordinating Minister for Political, Legal and Security 

Affairs Widodo A.S. said the GOI continues to undertake 
judicial reforms and pursue its anti-corruption campaign in 

an effort to provide greater legal certainty and contract 

sanctity. Minister of State Owned Enterprises Sugiharto 
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said the GOI wants to consolidate and streamline the current 
139 State- Owned Enterprises (SOE) to 85 by 2009, but 
acknowledged this task would be politically difficult. 

Paragraph 21 reprises the key issues Mission members raised 
during their various meetings with the GOI. End Summary. 


2. (U) A 41-member USABC delegation visited Jakarta October 
9-12 to hold meetings with SBY, Vice President Kalla, and a 
number of GOI Ministers and senior officials. In addition 

to the ministers cited above, the delegation also met 

Finance Minister Sri Mulyani Indrawati, State Minister of 
Research and Technology Dr. Kusmayanto Kadiman, and State 
Minister for National Development Planning Paskah Suzetta. 

At the conclusion of the mission, BKPM Chairman Mohamed 
Lutfi and USABC President Matthew Daley signed a Memorandum 
of Understanding to promote greater U.S. investment in 
Indonesia and closer links between the U.S. and Indonesian 
business sectors. A list of companies with representatives 

who participated in the mission is in paragraph 22. 


President Susilo Bambang Yudhoyono 


3. (SBU) SBY began the October 12 meeting by noting that 
many companies represented in the delegation had long 
histories in Indonesia and that, in general, U.S. investors 

had not abandoned Indonesia during the worst moments of the 
Asian Financial Crisis. SBY stressed that he remains 
optimistic and committed to economic reform and Indonesia\'s 
democratization. In spite of all the challenges Indonesia 

and his government have faced -- such as the tsunami, 
earthquakes, terrorist attacks, avian influenza, haze, oil 

price increases, and high interest rates -- Indonesia\'s 
macroeconomic indicators continue to improve: exports grew 
by 17% in 2005, GDP growth is expected to top 6% in 2007, 
the debt-to-GDP ratio could drop to 40% in 2007, and 

interest rates and inflation continue to decline. Further, 
Indonesia advanced in September 2006 from 69 to 50 on the 
World Economic Forum\'s Global Competitiveness Index rankings 
for 2006-7 and the Jakarta Stock Exchange is one of the top 
three performers in Asia. 


4. (SBU) SBY noted that to encourage greater investment, the 
GOI is undertaking major reforms, focusing on infrastructure 
development, combating corruption, and creating a special 
economic zone on Batam, Bintan and Kariman Islands. He said 
the Government\'s anti-corruption drive has investigated 90 
mid-to-high-level officials, including seven governors, 50 
regents and vice regents, 10 mayors, and 13 members of the 
National Parliament. As a consequence, a \"fear factor\" is 
deterring corrupt practices among many GOI officials. He 
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added that democracy, good governance, transparency and 
accountability are inextricably linked to economic growth, 
job creation and poverty alleviation. 


5. (SBU) On energy policy, SBY noted that Indonesia hopes to 
add 10,000 megawatts of power generation in the next few 
years. He opined that the days of oil prices below $40 per 
barrel are likely over, and that as a result, it is 

important for Indonesia to explore alternative energy 

sources such as biofuels. He felt Indonesia would be 
particularly competitive in this area given its wealth of 

arable land. 


Vice President Kalla 


6. (U) In his October 10 meeting with the group, Vice 
President Jusuf Kalla noted that the GOI places a high 
priority on macroeconomic stability and security to 

encourage investment. He said he hopes that foreign direct 
investment (FDI) will bring a multiplier effect to Indonesia 

and create more jobs. \"We need a lot of growth and 
investment to help our 240 million people,\" he stated. 
Indonesia needs more value-added industry in manufacturing, 
energy and technology. USABC President Matt Daley said that 
some U.S. companies have been taking a fresh look at 
Indonesia, along with those which already have a long-term 
relationship. 


Coordinating Minister for the Economy Boediono 


7. (U) Boediono admitted in his October 9 meeting with the 
group that the GON's progress in improving the investment 
climate has been mixed since SBY signed Presidential 
Instruction 3/2006 in February 2006. Nonetheless, Boediono 
said the GovernmentVs resolve to improve the investment 
climate \"remains intact and has even grown stronger\" over 
the last few months. Boediono said he expects \"tangible 
progress\" by the end of 2006 in several areas including the 
passage of a new Customs and Excise Law and a new Investment 
Law. However, the passage of the three tax amendments now 
before Parliament is much less sure, and Boediono said he 
could not even offer \"90% assurance\" that the three would 
pass. Of the three amendments, the draft amendment to the 
Law on Tax Administration is the most important because it 
would establish a new relationship between tax officials and 
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taxpayers, including the business community. Boediono said 
he hoped at least one of the three tax bills would pass in 
2006 and be operational in 2007. 


8. (U) Improving Indonesia\'s labor regime is the most 
difficult investment climate issue the GOI faces, Boediono 
acknowledged. The issue is politically sensitive, and after 
consultations with stakeholders, the GOI has decided not to 
seek changes to Indonesia\'s labor law \"this year or even 
next year.\" Rather, the GOI will look into the possibility 

of improving the labor climate through changes in 
regulations. \"There are a number of areas where we could 
adjust regulations,\" Boediono said. The GOI is also 
committed to cutting processing times for investors at the 
national and local level. A number of regency or city 
governments in Central Java, Kalimantan, Bali, and other 
areas have established \"one-roof\" or integrated service 
centers for investors, and the Government\'s Special Economic 
Zone (SEZ) strategy is also aimed at simplifying approvals 
in designated areas. Batam serves as the pilot project for 
the GOl\'s SEZ strategy, and Singapore is helping Indonesia 
in three areas: improving the regulatory climate through 
feedback from investors and identifying on-the-ground 
problems; raising Indonesia\'s capacity to manage SEZs; and 
raising the level of vocational training. 


9. (SBU) Boediono also offered some details on the GON's 
efforts to reform the bureaucracy. He told the group SBY 
has appointed a small team or \"Presidential Delivery Unit\" 
to be attached to the Office of the Presidency. The team 
will help the President monitor and accelerate reforms in a 
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number of important policy areas, including the investment 
climate, bureaucratic reform, state-owned enterprises, and 
legal reform. The team is \"good for Ministers like us\", 
Boediono noted because it will increase the GOl\'s capacity 
to develop and implement reform measures. Boediono 
concluded by thanking the delegates for the support of U.S. 
business in Indonesia. \"Democracy requires patience,\" he 
noted, and \"quick, decisive, radical change is not possible. 
We can\'t push laws through like we could 10 or 20 years 
ago,\" but rather need to go through lengthy consultations 
with Parliament. But the Government is persistent, patient, 
and committed to reform. 


Trade Minister Mari Pangestu 
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10. (SBU) Minister of Trade Mari Pangestu told the USABC 
delegation on October 9 that she was hopeful that Indonesia 
would be removed from the IPR Special 301 Priority Watch 
List during the current Out of Cycle Review. The newly 
formed ministerial-level National IPR Task Force is 
developing a national plan of action. The greatest 
challenges will be sustaining enforcement and creating 
greater public awareness about the importance of IPR. 
Pangestu welcomed the USABC\'s decision to conduct a study of 
non-tariff barriers in Indonesia and noted that Indonesian 
businesses and exporters, particularly in the agricultural 
sector, need capacity building and support to better 
understand and meet U.S. import standards. She added that 
Indonesia was currently Chair of the ASEAN Auto Sector 
Committee and that the GOI should prioritize the sector 
since it was one of the few vertically integrated sectors in 
Indonesia. 


11. (SBU) Pangestu noted that the GOI continues to have 
Economic Partnership Agreement talks with Japan in which the 
two countries are addressing many issues similar to those 
that arise in the GONs trade discussions with the U.S. 
Although Pangestu said she did not expect Indonesia and the 
U.S. to pursue a free trade agreement anytime soon, regular 
Trade and Investment Framework Agreement (TIFA) talks are 
gradually addressing issues that could be roadblocks to a 
future FTA. She noted Indonesia is actively pursuing a 
bilateral trade agreement with Australia and that both 
countries are currently working on a joint study of the 

costs and benefits of free trade. 


BKPM Chairman Mohammad Luffi 


12. (SBU) During their October 10 meeting, Investment 
Coordinating Board (BKPM) Chairman Mohamed Lutfi informed 
the delegation that U.S. investments in Indonesia amounted 
to $7 billion between January 1990 and June 2006 and 
included 342 projects. In the first half of 2006, however, 
U.S. investors started only 22 new projects worth $28 
million, compared to 27 projects worth $58 million for the 
same period in 2005. Lutfi noted that U.S. investors have 
traditionally found the mining sector attractive, but that 
interest in that sector has diminished significantly due to 
regulatory and legal uncertainties. 


13. (SBU) Lutfi said he remains very optimistic about 
Indonesia\'s ability, for three reasons: 


--the Government\'s emphasis on infrastructure development, 
including plans to add 13,000 megawatts of power generation 
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with investments of $6 billion; 


--the country's large population of 220 million, with some 
18 million members of a rapidly expanding middle class; and 


--remarkable natural resources. 


14. (SBU) Lutfi admitted that Indonesia needs to learn to 
rely less on exporting raw resources while making a gradual 
transition to a knowledge-based economy. In the short term, 
though, it should take great advantage of its wealth of 
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natural resources and unusually high commodity prices. 
Lutfi claimed that Indonesia\'s weak economy is largely due 
to poor financial market regulation in the aftermath of the 
Asian Financial Crisis. He specifically decried GOI 
decisions to leave the regulation of non-bank financial 
institutions to the Ministry of Finance. Lutfi noted that 
Indonesia\'s loan-to-deposit ratio was only 53% in 2005, 
compared to 136% for Malaysia, 102% for Singapore, and 109% 
for Hong Kong. He lamented that out of Indonesia\'s 18 
million strong middle class, only 300,000 invest in the 
country\'s stock markets. With proper regulatory 
supervision, Lutfi felt Indonesian markets could triple 

their current capitalization. 


Energy Minister Purnomo Yusgiantoro 


15. (SBU) Minister of Energy and Mineral Resources Purnomo 
said the Government hopes Parliament will finish new laws on 
energy, mining and mineral resources in the next two years. 
\"We have 86.9 billion barrels equivalent of oil and gas 
resources we wish to convert to reserves,\" he noted. Most 

of Indonesia\'s coal reserves are in Kalimantan where there 

is little infrastructure, but Chinese investment is helping 

build railways to transport coal. The GOI also seeks to 
develop operational nuclear power plants for electricity 
production by 2015, and seeks cooperation on nuclear energy 
with France, Japan, South Korea and the U.S. Purnomo noted 
that only 55% of Indonesia is electrified, leaving millions 
without power. The GOI plans to take on the challenge of 
rural electrification with a small, $400 million budget, 

leaving larger, more attractive projects for public-private 
partnerships. 


16. (U) Purnomo said the GOI hopes to send a team to the 
U.S. to discuss energy issues with private industry as well 
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as the U.S. Department of Energy, and the USABC offered to 
help set up meetings. With regard to the electricity law, 
Purnomo noted that the GOI seeks to avoid the errors of 
places such as California, learning from others to create a 
suitable set of energy policies for all sectors. On 

biofuels, the GOI would like to develop biodiesel and 

ethanol from palm oil, cassava, and sugar cane. Indonesia 
already has 180 gas stations which can distribute biofuels, 
but not enough stock to meet the demand. Purnomo said the 
GOI wants this program on the fast track to start in 2007. 


Coordinating Minister Widodo 


17. (SBU) Coordinating Minister for Political, Legal and 
Security Affairs Widodo told the delegation on October 12 

that political, legal and security stability have a direct 

influence on investment and economic development. He noted 
that the process of democratization in Indonesia is \"noisy,\" 
but that it is leading to a more responsible, transparent, 

and accountable government. Widodo said the GOI continues 
to undertake judicial reforms and pursue its anti-corruption 
campaign in an effort to provide greater legal certainty and 
contract sanctity. He also highlighted recent positive 
developments in Aceh and Papua, and the GOI\s \"undeterred\" 
efforts to combat terrorism. 


State Minister for State-Owned Enterprises Sugiharto 


18. (U) In his October 9 session with the group, Sugiharto 
stressed the importance of consolidating and streamlining 
the current 139 State-Owned Enterprises (SOE) to 85 by 2009. 
The two factors driving this reform are the public demand 

for transparency, and the need to raise standards of 
efficiency and good corporate governance in the SOE sector. 
Sugiharto noted candidly that his task is more challenging 
because of the political sensitivities attached to most 

SOEs. In addition, SOEs have a mandate to perform public 
service obligations (PSO) in various sectors, such as postal 
service, and to do so at a profit. He acknowledged that 

from a purely business standpoint, decisions on reform and 
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privatization would be \'very simple\', because the top 10% of 
SOEs produce 90% of overall profits, while the bottom 10% 
are responsible for 90% of all losses. He commented that 

the Government\'s decision to repay Indonesia\'s IMF debt 
early demonstrates its commitment to enhancing the country\'s 


Column 3 

credit rating. Sugiharto also noted that state electricity 
company PLNVs recent $1 billion dollar bond sale played a 
key role in raising funds to boost infrastructure and power 
generation capacity. 


19. (U) Sugiharto also commented on financially beleaguered 
national airline Garuda Indonesia. He said the GOI would 
\"politically salvage\" Garuda in 2006 with injections of up 

to Rp 500 billion (US $55 million). As a market policy, the 
GOI \"could privatize Garuda.\" However, the preferred, 
politically acceptable alternative would be to find a 

strategic partner to purchase a minority equity share, 

coupled with a management agreement. 


National Planning Ministry (BAPPENAS) 


20. (U) In a meeting with the State Ministry for National 
Development Planning (BAPPENAS), Ministry officials noted 
Indonesia\'s need to expand its infrastructure capacity, 
especially for transportation and telecommunications. A top 
priority is to create a rail link from Jakarta\'s main 
commercial airport, Soekarno-Hatta, to the city. The GOI 
prefers soft loans with interest rates of 3.5% or less from 
foreign investors to assist with these projects. BAPPENAS 
also has a plan to increase Indonesia\'s information 
communication technology (ICT) capacity. The plan includes 
policy and regulatory reform, building capacity in rural 

areas, and restructuring of the Ministry of Information 

itself. 


Ministry of Health 


21. (SBU) Director General for Pharmaceutical and Medical 
Equipment Dr. Richard Pandjaitan described on October 10 the 
international concern over the possibility of an avian 

influenza (Al) pandemic. Dr. Santosos Soeroso, Director of 
Sulianti Saroso Infectious Hospital (an Al referral 

hospital) then reported on the GOl\'s national Al control 
strategies and on the formation of the National Committee on 
Avian Influenza Management and Pandemic Alert. Soeroso 
noted that Indonesia\'s mortality rate from avian influenza 

is the highest in the world (75%) because most patients do 
not seek medical attention until they are in advanced stages 
of pneumonia and respiratory distress. Soeroso reported 
that the GOI will expand avian influenza referral hospitals 
from 44 to 100. (Note: Despite Soeroso\'s claim, MOH has 
rejected requests from the Mission\'s NQal Medical Research 
Unit (NAMRU-2) to expand its Al surveillance referral 

hospital network.) 


Column 3 


Key Issues Raised 
Esti Que 


22. (SBU) USABC delegation members raised a number of 
economic policy issues or doing-business problems in the 
group\'s meetings: 


--Auto Luxury Taxes: A Ford Motor Company representative 
noted that Indonesia has exceptional potential as an auto 
producer. However, the country\'s luxury tax system remains 
a serious obstacle because it distorts the market. Ford 
would like to see the elimination of luxury tax distinctions 
based on body type (sedan vs. non-sedan) and fuel (diesel 
vs. gas), with overall lower luxury tax rates. The longer 

term vision would be to move to a system based on the 
purchase price of cars. VP Kalla noted that the luxury tax 
system was set up for historical reasons to encourage public 
transportation and create an incentive for commercial 
vehicles, but now there is improved engine efficiency and 
less difference between the price of diesel and gas. 
Boediono said it is very important to develop Indonesia as 
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an auto export base, and said he would ask the Ministry of 
Finance to look into the issue. He noted that Ford\'s 
presentation seems to make sense, and that some of the 
distinctions in luxury tax rates have been in place for 
decades and are \"no longer quite relevant." 


--Biotech Crops: A Monsanto representative encouraged a 
change in regulations to facilitate the use of biotech crops 
to improve farm productivity and overall growth, noting the 
success of these in India, China, Australia and Philippines. 
Kalla said he appreciated the help of companies such as 
Monsanto in increasing yields and reducing poverty. 


--Health Care as an Economic Driver: A representative of 
Johnson and Johnson inquired about the potential for health 
care as a business driver in Indonesia, noting Singapore and 
Thailand\'s success with medical tourism. VP Kalla said 
there are now more private than public hospitals in 
Indonesia, though the overall density is still low. There 

is an insufficient number of doctors and those available are 
working too hard and too long. This sector needs to grow, 
Kalla concluded. 


--Caps on Media/Entertainment Investment: A Time Warner 
representative noted that \"good content drives growth\" in 
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the information technology sector, and that media and 
entertainment companies are interested in Indonesia, 
however, they are restricted by the 20% cap on foreign 
participation and are not allowed to establish fully owned 
distributors of video products. An effective, arms-length 
broadcasting regulator is also important, the representative 
stated, the representative noted, and encouraged the GOI to 
establish a level playing field between international and 
domestic companies. VP Kalla responded that this issue is 
complex, and requires a longer discussion. Boediono said 
the issue is sensitive politically, and that the GOI wants 

to benchmark Indonesia\'s policies to international 
developments. 


--Sugar Import Tariffs: A Coca Cola representative said his 
company wants to see the Minister of Finance extend her 
decree reducing import duties on sugar since the domestic 
sugar industry does not need tariff protection. VP Kalla 

said the objective is to create harmony between producer and 
consumer. Boediono said the Ministries of Agriculture and 
Industry have staked out opposing positions on the issue 

that the GOI is trying to resolve. 


--Health Care Issues: In response to a question about 
Indonesia\'s priority training needs in the health care 
sector, Dr. Hardiman from the Health Ministry noted that 
Indonesia only has one cardiac care center located in 
Jakarta and needs additional centers on Sumatra and 
Kalimantan. Hardiman noted training in pediatric cardiology 
is also an urgent priority. Another USABC delegate noted 
Indonesia has a large number of hospitals and local health 
clinics, and suggested that the GOI consider developing 
expertise in the manufacturing of medical devices and 
medical equipment. 


--Express Delivery Services: A UPS representative 
encouraged Indonesia to \"level the playing fieldW by 
permitting 100 percent foreign ownership and ending the 
postal service monopoly on express delivery services. She 
also raised concerns about a new draft postal law currently 
circulating inside the GOI and the effects it might have on 
the flow of goods in and out of Indonesia. In response, 
Pangestu said that the GOI is making improvements to the 
country\'s logistics a priority. As part of this effort, the 

GOI is cooperating with Singapore in launching an ASEAN 
green-line program and establishing a customs single window 
pilot project in Batam. Sugiharto said the postal service 
has a public service obligation, and must work within the 
constraints of that mandate. At the same time, the postal 
service must become profitable while still servicing remote 
parts of Indonesia. 


Column 3 
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representative noted that rail is a vital transport option 

in Indonesia, and stated his companys interest in replacing 
the aging locomotives of Java\'s train system with newer, 
more efficient models. About 20-30% of the contact could be 
produced in Indonesia, creating jobs. VP Kalla said he 
appreciates GE\'s production facilities in Java and said the 
Ministry of Transportation is also studying how to increase 
rail capacity in Sumatra and Kalimantan as well as in Java. 
Sugiharto agreed that the Indonesian fleet of locomotives 
needs immediate upgrade. 


--Automobile Fuel Standards: A Ford representative asked 
that Indonesia move more rapidly toward nationwide mandated 
sale of high quality diesel and unleaded fuels. Such 
nationwide availability of cleaner high quality fuels would 
lead to cleaner air and address the concerns of consumers 
owning cars with emission controls. The Ford representative 
also urged standardization of biodiesel and bioethanol so 
that vehicle suppliers could supply compatible engines. A 
MEMR official noted that the GOI has already created a 
standard for biodiesel and is now preparing one for 
bioethanol. 


--IPP Project in Sumatra: A representative of Virginia-based 
AES discussed his company\'s proposal to develop a 1200 
megawatt coal-fired power facility in South Sumatra, in 
consortium with Japanese and Indonesian companies. AES 
asked for the GOI\'s support in fast-tracking the project. 

The largest constraint is the lack of transmission lines to 

bring power from the generating site to West Java. Boediono 
noted that Indonesia\'s need for power is huge, and that the 
country is already feeling the early signs of shortages. 

Moving forward with Independent Power Producer (IPP) 
projects remains the GOl\'s preferred means for generating 
more power, but the urgency of the situation requires PLN to 

fill the gap between 2007 and 2010 with its 10,000 megawatt 
\"crash program.\" The Government had a bad experience with 
IPPs in the past, and wants to replicate successful models. 
Sugiharto agreed the AES project must be completed within 
three years to meet growing power demands in Java, and that 
the government was committed to \"quick action\" to encourage 
IPPs. 


Delegation Members 
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23. (U) Representatives from the following companies 
participated in the USABC mission: 


- Exxon Mobil 

- Freeport McMoRan Copper & Gold, Inc. 

- AES Transpower 

- Cargill, Inc. 

- Chevron 

- PT Coca-Cola Indonesia 

- Conoco-Phillips 

- Ford Motor Company 

- General Electric Company 

- JHPIEGO (An international health organization affiliated 
with Johns Hopkins University) 

- Johnson and Johnson 

- Marathon Oil 

- McDermott 

- Microsoft Corporation 

- Monsanto Company 

- Oracle Corporation 

- PT HM Sampoerna Tbk 

- Star TV (News Corporation) 

- Time Warner, Inc. 

- United Parcel Service 
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SUBJECT: QUESTIONABLE PROGRESS ON SINO-TURKMENISTAN GAS 
PIPELINE DEAL 


SUMMARY 


1. (SBU) An industry contact questions recent reports that 
China has approved construction of a pipeline to carry gas 
imported from Turkmenistan -- a decision, that if carried 
through, would carry forward a deal announced last April by 
the presidents of both counties for gas sales. Separately, 
the president of China National Petroleum Company (CNPC) 
International told us in August that his organization was 

still working on terms for a gas sale, a situation 

complicated by the Woverpromisingl of Turkmenistan\'s gas 
resources by President Niyazov. END SUMMARY 


PIPELINE SERVICES EXECUTIVE: APPROVAL NOT YET GIVEN 


2. (U) A Dow Jones Newswire report from September 27 quoted 
an unnamed source as stating that China\'s National 
Development and Reform Commission (NDRC) has issued final 
approval for construction of a pipeline that would carry 

natural gas imported from Turkmenistan via western China to 
Guangzhou and other cities in southeast China. The report 
further stated that the pipeline would be able to carry some 

30 billion cubic meters of Turkmen gas annually, with 
construction costs in the tens of billions of dollars. 


3. (SBU) A senior executive at a Chinese oil pipeline 

services company questioned the veracity of the report and 

told us that a final deal on the supply of natural gas has 

yet to be reached. Projects of this sort typically require 

lengthy negotiations once governments have made an agreement 
in principal. In the case of China and Turkmenistan, the 

two countries\' presidents used an April 2006 state visit to 

China as the occasion to sign what was termed a general 
agreement to sell natural gas to China and build a pipeline 

to transport it. 


SALES DEAL A PRECONDITION, AND THAT MAY BE PENDING TOO 


4. (SBU) A senior executive with the China National Oil 
Exploration and Development Corporation (CNODC), the CNPC 
subsidiary conducting the negotiations, confirmed that a 

deal has not yet been reached on the supply of natural gas. 
CNODC is hopeful a deal can be reached by the end of 
October. NDRC Chairman Ma Kai will travel to Turkmenistan 
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to participate in the signing ceremony if a deal is 
concluded, according to the CNODC executive. 


5. (SBU) Wang Dongjin, President of CNPC International, told 
us in early August that the company was still negotiating a 
final deal for the supply of Turkmen natural gas. He 
described Turkmenistan President Saparmurat Niyazov as 
\"overpromising\" natural gas to potential customers, 
including China. Niyazov is seeking the best deal possible 
and is using opposing bids bluntly against each other. CNPC 
recognizes this tactic and is structuring its bid 

accordingly, said Wang. CNPC was at the time of our the 
August conversation still evaluating the best route for the 
pipeline through Central Asia were a deal to be reached, 
according to Wang\'s remarks. 


6. (SBU) Wang went on to say that CNPC\'s main competition 
for Turkmen natural gas is the Russian energy giant Gazprom. 
CNPC is emphasizing in its negotiations that a pipeline 

linking Turkmenistan with China rather than Russia would 
provide Ashgabat another outlet for its gas as well as 

leverage over Gazprom. The existing Central Asia Center 
(CAC) pipeline - the primary pipeline transporting Turkmen 
natural gas to Russia -- is already fully contracted. 

CNPC is thus framing a Sino-Turkmen deal as a \"win-win\" for 
the two countries, offering Ashgabat greater bargaining 

power when renegotiating CAC pipeline pricing while giving 
Beijing natural gas to help China diversify its energy mix 

away from coal. 


PROGRESS ON WEST-EAST PIPELINE 


7. (SBU) CNPC\'s Wang also said that if a Sino-Turkmen deal 
is reached, it would make sense to link the pipeline with 
China\'s West-East pipeline that runs from Xinjiang to 
Shanghai. The new pipeline would then conceivably veer to 
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the southeast to provide natural gas to Guangzhou and other 
cities in the region. Liu Wei, a senior official in the 

Xinjiang Development Planning Commission\'s Department of 
Energy, recently told us that CNPC, while constructing the 
West-East pipeline, conducted the survey and basic 
preparatory work necessary to facilitate the construction of 

a second pipeline. These efforts, however, were independent 
of a possible Sino-Turkmen deal and were conducted based on 
existing plans by local and national economic planners to 

move energy resources, including natural gas, from Xinjiang 
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to other parts of China. Liu stated that as many as four 
pipelines radiating from Xinjiang are currently in planning 
or in the early stages of development. 
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E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: CENTRE FOR 
DEVELOPMENT OF ADVANCED COMPUTING, PUNE, LICENSE NO. D349565 


REF: USDOC 04800 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Export Control Officer (ECO) Michael Rufe and BIS FSN Prem 
Narayan conducted a Post-shipment Verification (PSV) at the Centre 
for Development of Advanced computing (CDAC), Pune, on October 6, 
2006. 


3. BIS requested a PSV at CDAC, a GOI entity under the Ministry of 
Communications and Information Technology (MCIT). CDAC was listed 
as the ultimate consignee for one Model LS-CPU-A350-95 upgrade to an 
existing 24-CPU Altix 350 for total of 32 CPUs with total MTOPs of 
235,480 controlled under ECCN 4A003. The license applicant was 
Silicon Graphics Inc. (SGI), Mountain view, CA. 


4. Rufe met for approximately 2 hours with Dr. Pradeep Kumar Sinha 
(Sinha), Chief Coordinator-R&D, S.P. Dixit (Dixit), Programme 
Coordinator (HTDG), Dr. Davesh Sonawadi, Deputy Coordinator, 
Bioinformatics Scientific & Engineering Computing Group, C.M. 
Kulkarni, Senior Purchase Officer, and Prashant Teli, Member 
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Administrative Staff, Material Management Group, CDAC. The meeting 
was facilitated by Deputy Secretary (AMS) Viraj Singh (Singh), 

Ministry of External Affairs (MEA), GOI. Singh was also present at 

the meeting. 


5. This was the first USG or BIS official visit to CDAC\'s 

headquarters in Pune. On June 2, 2006, the ECO conducted a 
Pre-license Check (PLC) at the CDAC Thiruvananthapuram facility for 
pending BIS export license D354394. CDAC officials were not aware 

of the BIS export license conditions. SGI did not provide license 
conditions to CDAC. ECO requested CDAC obtain a copy of the license 
conditions from SGI. The CDAC officials provided a copy of the CDAC 
Purchase Order, SGI Shipping Invoice, CDAC End-Use statement, CDAC 
Material Receipt Note, SGI Corporate Export Compliance 
questionnaire, CDAC certifying that CDAC will not use the Altix 350 
server to support nuclear activities, missile technology, chemical 

and biological technology and no remote access to the system. 


6. Dixit made a slide presentation on various CDAC activities. Dr. 
Sonawadi made a presentation on the end-use of the Altix 350 server 
with 32 processors. The eight processors were imported to upgrade 
the existing SGI Altix 350 server with 24 processors making it to 32 
CPUs. Four bricks containing two processors each, were added to the 
existing Altix 350 server. 


7. Dr. Sonawadi confirmed the stated end-use of the upgraded SGI 
Altix 350 server as the backend computer server for research and 
development projects in the area of bioinformatics. The software 
programs running on these systems are Amber, Charmm, SW, and MEME 
supporting research in bioinformatics. To support bioinformatics 
research, biological data is analyzed to provide structural and 
functional information on unknown genes or proteins, reconstructing 
metabolic pathways for detecting drug targets using various 
computational tools, comparative genomics methods and micro-array 
data analysis. CDAC\'s Bioinformatics Team deals with the 
development, porting and optimization of codes on PARAM, a parallel 
supercomputer developed by CDAC, in the above areas and for mining 
large genomic databases, large molecular dynamics simulations, 
comparative genomic studies and gene expression data analysis. 


8. The Altix 350 server and computer terminals connected to it are 
operating in an electronically secured area. The User Section Head 
and his backup have access to the server area. Approximately 10 
CDAC personnel use the computer terminals connected with the Altix 
350 server in the Bioinformatics Section. Dr. Sonawadi provided a 
sample computer-generated usage log. Dr. Sonwadi stated that remote 
access is not allowed. The systems can only be accessed in the CDAC 
building. The passwords to access the system are changed ona 
monthly basis. CDAC confirmed their compliance with the Security 
Safeguard Plan (SSP). After the meeting the ECO was offered a brief 
tour of the computer room and was able to record the server serial 
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numbers. 


9. Established in 1987, CDAC is the major GOl-owned organization in 
the IT industry, under the administrative control of the Department 

of Information Technology (DIT), MCIT. CDAC is primarily an R&D 
institution involved in the design, development and deployment of 
advanced information technology based solutions. CDAC\'s major 
activities include high performance computing and communication for 
scientific and business applications, networking, turnkey solutions 

for power, telecom, health and financial market, geomatics, 
bioinformatics, and e-governance. In order to create high quality 
manpower in the IT industry, CDAC offers advanced computing courses 


through its various franchise partners. CDAC customers include, 
various Central Government departments, State Governments, Indian 
railways, MOD and the manufacturing industry. It also renders 

services to foreign customers that constitute a 25 percent share of 
CDAC\'s customer base. CDAC has approximately 14 laboratories in 10 
locations. The Pune facility\'s core activities are high performance 
computing, multilingual computing and training and education. They 
employ approximately 2,100 personnel including 600 at Pune 
Headquarters. 


9. Recommendation: All indications were that the listed commodities 
are used in accordance with the terms of the export license and that 
the Centre for Development of Advanced Computing appears to be a 
reliable recipient of sensitive U.S.-origin technology for this 
transaction. (MRUFE) Pyatt 
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E.O. 12958: N/A 
TAGS: EAID, KHIV, NL, UNGA, AF 
SUBJECT: HIV/AIDS: DUTCH SEEK BROAD-BASED COOPERATION 


REF: STATE 110817 


1. SUMMARY: The Dutch want to significantly expand bilateral 
cooperation on HIV/AIDS in Africa and seek State concurrence 
to develop these initiatives. See Action Request in 

paragraphs 5-7. END SUMMARY. 


2. In response to reftel request for ideas to reinvigorate 

the 2003 U.S.-Dutch bilateral agreement on HIV/AIDS 
cooperation, Post arranged for meetings this summer between a 
visiting delegation from the Department of Defense\'s HIV/AIDS 
Prevention Program (DHAPP) and representatives from the Dutch 
ministries of Defense (MOD) and Foreign Affairs (MFA). Over 

the course of the summer and fall, Econoff met with relevant 

MFA officials to develop ideas raised during these meetings. 


3. Dutch officials and DHAPP have identified the following 
country-specific opportunities for Dutch-USG cooperation: 


--Explore whether South Africa is open to USG participation 
in a future Dutch HIV/AIDS mission to identify opportunities 
for cooperation. 


--Jointly encourage the Joint United Nations Program on 
HIV/AIDS (UNAIDS) to take a leadership role in Sudan and 
cooperate in seeking additional military representatives for 

the Sudan Aids in the Military Task Force. Dutch AIDS 
Ambassador Paul Bekkers and two other MFA representatives 
will attend the December 7-8 UNAIDS meeting to discuss this 
issue. 


--Counsel and test international and local armed groups 
involved in the Congo conflict prior to their demobilization. 
The MFA is interested in exploring whether DHAPP\'s 
cooperative program with Population Services International 
could supplement existing Dutch HIV/AIDS educational 
campaigns in the Congo. 


--Cooperate in voluntary counseling and testing in Burundi 
and the Multi-Country Demobilization and Reintegration 
Program (MDRP), to which the GONL has contributed $100 
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million. 


--Introduce the Dutch to PharmAccess International (PAI), 

with whom DHAPP has contracted to organize a country-wide 
prevention and treatment program for the Tanzania People\'s 
Defense Forces. DHAPP seeks to increase PAI access to the 
wide variety of materials and resources already developed for 
military HIV/AIDS prevention programs and to investigate the 
possibility of expanding PAI activities. DHAPP has offered 

to coordinate an introductory meeting between PAI, DHAPP, and 
the Dutch, but does not want to proceed without State 
concurrence. 


--Integrate HIV/AIDS educational material into peace keeper 
training in Mali, Ghana, Burundi, and Sudan. DHAPP has 
agreed to send its training materials to the Dutch and to 
identify a cooperation mechanism. The MFA plans to brief 
Dutch military officers on HIV/AIDS programs, policies, and 
main issues in-country. 


4. Dutch officials and DHAPP identified the following 
opportunities for general cooperation: 


--Identify Defense Attaches (DATTs) in target countries who 
would be responsible for following HIV/AIDS issues as a step 
toward possible cooperation between DATTs in-country. MFA 
officials encouraged U.S. DATTs to cooperate on HIV/AIDS 
initiatives and to visit with their in-country Dutch 

counterparts. 


--Speak with a \"common voice\" in the African Union (AU). The 
Dutch believe that more can be accomplished if the U.S., 
Netherlands, and other donors coordinate their messages and 
that cooperation in the AU should cover all HIV/AIDS issues 
and not just those related to security. 


--Send Dutch military attaches to the \"informal task force on 
uniformed services\" in Washington, in which the United 
Nations Children\'s Fund (UNICEF), UNAIDS, and DoD participate. 


--Explore whether USG programs such as the African 
Contingency Operations Training and Assistance program 
(ACOTA) should include an element of HIV/AIDS training and 
whether opportunities exist for cooperation in the area of 
HIV/AIDS prevention in military settings. 
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5. The Dutch MFA is ready to move forward with the 

suggestions outlined in paras 3 and 4. According to MFA 

contacts, Dutch AIDS Ambassador Bekkers \"wants cooperation to 
mean more than just a MOU\" and seeks \"specific cooperation 
in-country.\" The Dutch MFA, therefore, seeks the State 
Department\'s concurrence in exploring these areas of 

cooperation with DHAPP in close coordination with the State 
Department through S/GAC and Embassy The Hague. Please advise. 


6. DHAPP POC is Richard Shaffer, Executive Director, DoD 
HIV/AIDS Prevention Program. Email: Shaffer@nhrc.navy.mil. 


7. Embassy POC is Jason Heung, Economic Officer, U.S. Embassy 
The Hague. Phone: 31-70-310-2339. Email: HeungJ2@state.gov 
BLAKEMAN 
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A-Glance. 


Sensitive but unclassified. Please protect 
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accordingly. 


1. (SBU) Table of Contents 


Paragraph 3 Q Japan Announces DPRK Sanctions 

4 Q Ambassador Addresses Business Leaders 

5 Q MOFA DG Discusses APERM, Economic 
Relationship 

9 Q EMIN Pays Call on Former Foreign 
Minister Nobutaka MACHIMURA 

12 Q American Infinity Aviation Group Ties 
with Nakanihon Air Service Co., Ltd. to 
Sell Business Jets in Nagoya 

14 Q Kusakari to Head CPRR 

15 Q Next Generation Aerospace of Interest to 
Kansas Visitors to Nagoya 

17 Q Japan Appeals U.S. Use of \"Zeroing\" to 
WTO Appellate Body 

18 Q Bubble economy in Osaka, again? 

19 Q Hankyu and Hanshin merge to create giant 
Osaka conglomerate 

21 Q Apple\'s Efforts in the Hokkaido PC 
Market 

23 Q Lehman Brothers Among Investors in $171 
million Hokkaido Luxury Resort 

25 Q Economic Benefit of Baseball 
Championship Up to $185 million 

26 Q Daihatsu Mini-car Sales to Set Record 

27 Q Northeast Asia Monthly Newsletter 


2. (U) The Japan Economic Scope (JES) is a weekly e- 
newsletter produced by Embassy Tokyo\'s ECON section in 
collaboration with other sections and constituent 

Posts and published every Friday. It provides a brief 
overview of recent economic developments, insights 
gleaned from contacts, summaries of the latest cables 
and a list of upcoming visitors. This cable contains 

the October 6, 2006, JES, minus the attachments that 
accompany many of the individual stories in the e-mail 
version. To be added to the e-mail list, please email 
ProgarJ@state.gov. 


Japan Announces DPRK Sanctions 


3. (SBU) Japan Announces New Sanctions on North Korea: 
The Japanese government October 11 announced that it 
had decided to impose a third round of unilateral 

sanctions against North Korea, banning all imports, 
denying port access to vessels registered in that 

country, and barring North Korean citizens from 
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entering Japan. The restriction against North Korean 
citizens went into effect immediately. North Korean 
vessels currently docked in Japanese ports will also 

be ordered to leave. According to the Japan Coast 
Guard, North Korean ships entered the nation\'s main 
ports 578 times from January through September. The 
import and port bans are slated to begin October 14, 
after gaining cabinet approval. These sanctions are 
set to expire in six months. Imports from North Korea 
totaled JPY 13.7 billion (about $124 million) for 

fiscal 2005, mainly consisting of apparel and such 
agricultural and marine products as mushrooms and 
clams. According to one study prepared by the 
Australian Government, Japan was North Korea\'s second 
largest export market in 2004, accounting for 12 
percent of total exports, after China\'s 41 percent. 


Ambassador Addresses Business Leaders 


4. (U) Ambassador Schieffer addressed on October 11 in 
Tokyo the Keizai Doyukai, a leading association of 
reform-oriented Japanese business leaders. The 
ambassador\'s speech reviewed key challenges facing the 
U.S. and Japan: enhancing open, innovative and 

flexible markets; securing adequate energy supplies; 

and maintaining a clean environment. During the 
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ensuing Q&A, the first inquiry had to due with the 
possibility of a U.S.-Japan FTA. The ambassador 
responded that any FTA would have to be comprehensive, 
inter alia requiring a solution to the problem of 

access to Japan\'s agricultural market. Questions that 
followed touched on the U.S. response to the DPRK 
nuclear test, the future of the Kyoto Treaty, the 

challenge of aging societies, and differences in the 

way U.S. and Japanese baseball umpires count balls and 
strikes. 


MOFA DG Discusses APERM, Economic Relationship 


5. (SBU) MOFA DG for Economic Affairs Kaoru Ishikawa 
covered a range of subjects at a dinner he hosted 
October 11 to welcome EMIN to Tokyo. Flanked by 2nd 
North Americas Division Director Mizushima and OECD 
Division Director Tsutsumi, Ishikawa termed MOFA\'s 
Asia Pacific Economic Research Mechanism an 
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\"apolitical\" attempt to improve the region\'s economic 
data compilation and asked for USG support. The GOJ 
will sponsor a conference on APERM November 6-7 in 
Kyoto (see Tokyo 5943). 


6. (SBU) On bilateral trade issues, Ishikawa quipped 
that if Japan and Australia cannot work out an FTA, he 
was ready to work on one with the United States. The 
MOFA DG noted that Vice Foreign Minister Yachi raised 
the idea in Washington of the two countries proposing 

a private sector study on the feasibility of an FTA. 
Ishikawa was cautious on the concept\'s immediate 
prospects, and spoke in particular of the agriculture 
interests that would oppose it. Mizushima was even 
more frank about the difficulties. 


7. (SBU) On the bilateral economic relationship with 
the United States, Ishikawa sees no reason to make a 
big public event out of the exchange of 
recommendations for the two countries\' regulatory 
reform process. Specifically, he said that the 
November APEC Summit in Hanoi would not be an 
appropriate place for the exchange. Although both 
countries\' interests are addressed in the process, 
regulatory reform is too much of a lightning rod for 
Diet members in advance of Upper House elections next 
summer. 


8. (SBU) On the sub cabinet meeting, he underscored 
that success would be determined by attention to the 
details. The two sides must avoid potential land 
mines to be sure the sub cabinet goes well and there 
is progress where possible. 


EMIN Pays Call on Former Foreign Minister Nobutaka 
MACHIMURA 


9. (SBU) Machimura was happy to share his views with 
the EMIN on a wide range of topics including next 
steps for the bilateral economic relationship and the 
new Kantei organization. Machimura noted that a 
possible bilateral FTA currently is not a subject of 
discussion in Diet circles. He hailed ongoing 
initiatives such as regulatory reform, while 
suggesting that we should freshen it up with a new 
name and agenda to reflect the start of the new Abe 
administration. He noted the occasional criticism the 
regulatory reform initiative has encountered from the 
opposition party in the Diet as being overly driven by 
American objectives. He also worried that anti- 
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globalization sentiments could gain traction in Japan, 
as some associated deregulation with an increase in 
crime and a loss of national values. 


10. (SBU) Machimura welcomed foreign direct investment 
into Japan and supported Prime Minister Abe\'s policy 

to double FDI stock by 2010, specifically pointing out 

the need to increase productivity in the service 
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sector made it an area which could be subject to 
further bilateral cooperation. 


11.(SBU) On the new Kantei organization, Machimura 
revealed that the Policy Advisors to the Prime 

Minister, especially Yuriko Koike (national security) 

and Takumi Nemoto (economic and fiscal affairs), need 
to choose their issues carefully and not duplicate the 
work of the respective ministries. Machimura pointed 
out that he had advised Koike personally to work on 
improving e coordination among Japan's intelligence 
agencies, something he believes is very necessary. To 
our surprise (given the sensitivities surrounding the 
sector), Machimura raised port services as a sector 
ripe for reform. 


American Infinity Aviation Group Ties with Nakanihon 
Air Service Co., Ltd. to Sell Business Jets in Nagoya 


12. (U) The daily \"Mid-Japan Economist reported 
October 12 that aircraft and helicopter chartering 
firm Nakanihon Air Service of the Nagoya Railroad 
Company group will team up with New Hampshire\'s 
Infinity Aviation Group to sell U.S.-registered used 
business jets to Central Japan corporations with 
operations in Asia, particularly China. Infinity will 
operate and maintain the jets, supplying pilots and 
other staff, for customers out of the Aichi 
Prefecture-owned Nagoya Airport. 


13. (U) This will be the first joint effort by U.S. 

and Japanese companies to sell and operate business 
jets in Japan. A used business jet typically costs 

about $11 million and annual operating costs are about 
$2.6 million, based on 40 round trips to China and a 
total of 400 flight hours per year. The firms plan to 
start small, aiming at sales of two jets in 2007 anda 
third in 2009. To date, the Japanese business 
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aviation market remains miniscule, with only 26 
business jets registered in the country, compared to 
over 14,000 in the U.S. 


Kusakari to Head CPRR 


14. (U) As reported in the September 22 JES, Takao 
Kusakari, Chairman of Nihon Yusen, will officially 
succeed Yoshihiko Miyauchi as the Chairman of the 
Council for the Promotion of Regulatory Reform (CPRR) 
on October 19. Kusakari, who has been an executive 
member of CPRR since April 2004, is expected to carry 
forward the Council\'s reform agenda until its term 

ends in March 2007. In addition, he will lead the 
Council in developing a proposal regarding the form of 
CPRR\'s successor body as the end of its term 
approaches. Press reports state that Kusakari was 
personally recommended by former CPRR Chairman 
Yoshihiko Miyauchi and speculate that he will likely 
stay on to chair the next version of the organization. 


Next Generation Aerospace of Interest to Kansas 
Visitors to Nagoya 


15. (U) During a three-day visit to Nagoya, a 
delegation from the State of Kansas and the Greater 
Wichita Economic Development Coalition focused on 
deepening ties with manufacturers in the booming 
Central Japan aerospace sector, including Mitsubishi 
Heavy Industries and Kawasaki Heavy Industries, as 
part of efforts to make a smooth transition to the 
next generation of aircraft manufacture. Wichita has 
established a $40 million technical training center, 

in large part to help workers gain skills in composite 
materials manufacturing, and is a \"center of 
excellence\" for both the FAA and NASA. 


16. (U) Kansas and Wichita are seeking FDI from Japan, 
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particularly from suppliers of advanced aviation 
technologies, to maintain their strength as a key 
aerospace hub. At the same time, Wichita companies 
like Boeing spin-off Spirit Aerospace, the world\'s 
biggest supplier of commercial aircraft assemblies and 
components, are working with Japanese companies like 
Toray to develop jointly the specs for composite 


Column 3 
materials to be used in future aircraft. 


Japan Appeals U.S. Use of \"Zeroing\" to WTO Appellate 
Body 


17. (U) Just weeks after losing its anti-dumping case 
against the United States at the WTO, Japan launched 
an appeal on October 11. The GOJ is contesting a WTO 
dispute settlement panel\'s finding that rejected 

Japan\'s challenge against the U.S. \"zeroing\" 
methodology, a case first brought by Japan in November 
2004. The WTO panel issued its finding in September, 
indicating that the U.S. methodology was consistent 

with the WTO Antidumping Agreement. Japan\'s Ministry 
of Economy, Trade and Industry claims that the WTO 
panel\'s decision is not in tune with earlier decisions 

in which it ruled against the United States in what it 
claims are similar cases brought by the EU and Canada. 
For more details on this case, see the link below. 
http://www.wto.org/english/tratop_e/dispu_e/c ases_e/ds 
322 _e.htm 


Bubble economy in Osaka, again? 


18. (SBU) Office real estate prices in the center of 
Osaka are rising. The market prices of land under 
large-scale office buildings on major business streets 
have almost doubled to a level three times the 
government-appraised land prices. Investment trust 
companies have begun grabbing major office buildings. 
MD REIT Investment Ltd in MID Urban Development Group, 
formerly Matsushita Real Estate, has recently 
purchased six office buildings and commercial 

facilities for 113.5 billion yen in Osaka. This is 

the highest trade price for real estate in the region 
following the collapse of the bubble economy. MD REIT 
raised 94 billion yen from investors, mostly 

individuals, for the purchase. The recent market 

prices are high but still one third of that during the 

peak of the bubble. 


Hankyu and Hanshin merge to create giant Osaka 
conglomerate 


19. (SBU) Hankyu Holdings and Hanshin Electric 
Railways Co. have merged to become Hankyu and Hanshin 
Holdings as of October 1. The new entity is the third 
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largest railway company in Japan, following Tokyo- 
based Tokyu and Kansai-based Kintetsu. Hankyu and 
Hanshin Holdings is also a huge transportation, 
distribution, and service company, boasting more than 
1 trillion yen in annual sales. Nonetheless, the new 
firm has acquired the same amount in debt through the 
merger, and management faces challenges in how to 
resolve overlaps in Hankyu and Hanshin subsidiary 
business units. 


20. (SBU) Their hotel operations have begun to 
consolidate under Hankyu\'s lead. However, the giant 
conglomerate\'s other businesses, such as travel, rail 
and bus transportation, distribution, retail, and real 
estate operations have not worked out their new modus 
operandi. Hankyu and Hanshin are targeting JR as the 
rival for its full portfolio of businesses in the 

Osaka-Kobe corridor. A contact at Mitsubishi-Tokyo 
UFJ Bank commented that the local economy will benefit 
from the merger; the bank welcomed the increased 
competition between JR and Hankyu/Hanshin as a way to 
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enhance asset values and boost consumer convenience. 


Apple\'s Efforts in the Hokkaido PC Market 


21. (U) Over the summer, Apple Computer opened its 
seventh Japan-based Apple Store in a prime location 
near Sapporo\'s Odori Park. Offering hi-tech, chic 
displays of more than 1000 products, Apple Store 
Sapporo is proving popular with longtime Hokkaido Mac 
users and local iPod customers, who flock to the store 
to obtain limited edition Sapporo iPod covers. Since 

its opening a few months ago, it has attracted local 
clientele in their twenties and thirties, especially 

female customers. Apple Store Sapporo has also had 
some success attracting older customers by offering a 
variety of services unknown at typical Japanese 
electronic stores. These include daily in-store Mac 

intro sessions, additional private and group lessons 

for new Mac users, advanced Mac computing courses for 
professional users, and in-store concerts twice a 
month. However, since Mac sales make up only four 
percent of total computer sales in Japan, it remains 

to be seen if Apple can continue to find customers 

here looking to buy more than iPod accessories. 
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22. (U) Hokkaido\'s prefecture-wide emphasis on local 
IT and biotech development may offer new market 
opportunities to Apple. In 2005, the city of Fukagawa 
(about 150km north of Sapporo) replaced the PCs used 
by all five of its junior high schools with 160 ¡Mac 
computers. Using Mac\'s \"NetBoot System." the city 
built a centrally managed and controlled information 
network for the schools that saved $51,000 in 
operating costs during the school year. Apple hopes 
news of this success story will generate additional 
sales to local governments throughout Hokkaido. 


Lehman Brothers Among Investors in $171 million 
Hokkaido Luxury Resort 


23. (U) Nikkei reported 10/7 that Lehman Brothers 
Japan will join The Windsor Hotels International and 
SECOM in investing in $171 million to build a new 
luxury resort complex at Lake Toya, Hokkaido. 
Construction on the time-share resort is slated for 
2008-2011. 200 individual suites at the resort, priced 
at $2.2 million each, will go on sale overseas in 
February 2007 and in Japan from Fall 2008. The hotel\'s 
management will partner with the NY-based luxury 
hospitality organization Leading Hotels of the World 
and Cornell University\'s School of Hotel 
Administration. 


24. (U) The resort will be constructed next to the 
successful Windsor Hotel Toya Resort & Spa. Located 
1.5 hours southeast of Sapporo Chitose International 
Airport at one of Hokkaido\'s most famous tourist 
attractions, the five-star hotel has maintained a 90% 
summer room occupancy rate since opening in 2002. 


Economic Benefit of Baseball Championship Up to $185 
million 


25. (U) The regional economic impact of a victory by 
Nagoya\'s Chunichi Dragons in the Japan Series could be 
up to %22 billion (approx. $185 million) according to 
Mitsubishi UFJ Research & Consulting. The direct 
impact of a Series victory by the Central Baseball 

League champion Dragons, including tickets and 
increased sales at department stores and supermarkets 
is estimated at %13.2 billion (approx. $111 million), 

and the indirect impact, such as inducement of 

additional production, is pegged at %8.8 billion 
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(approx. $74 million). The Dragons have not won a 
Japan Series in 52 years, explaining the strong 
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interest. 


Daihatsu Mini-car Sales to Set Record 


26. (U) According to Bloomberg, Osaka mini-car maker 
Daihatsu has revamped its popular Move and Move Custom 
lines in an attempt to beat Suzuki as the largest 

seller of mini-cars, which use engines of 0.66 liters 

or less. Sales are reportedly on a record pace for 

the firm, as consumers have been shifting to the 
vehicles to combat rising fuel and maintenance costs. 
Owning a mini-car is estimated to save Japanese 
consumers nearly half a million yen (USD 4,000) in 
taxes, insurance and other costs over five years. 
Daihatsu sales are up two percent so far in the 

calendar year. Toyota Motor Corp. has a 51 percent 
ownership stake in the company. 


Northeast Asia Monthly Newsletter 


27. (U) The Northeast Asia energy officers produce a 
monthly newsletter on regional energy topics. This 
month\'s newsletter features a new look courtesy of the 
Seoul Embassy. If you would like to be included on 
the mailing list please send a note to John Wecker 
mailto:WeckerJA@state.gov 
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DEPARTMENT FOR EAP/MLS, DRL AND EAP/RSP 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, CB 

SUBJECT: CAMBODIAN GOVERNMENT AND NGOS BEGIN EFFORT TO FORM 
A NATIONAL HUMAN RIGHTS COMMISSION 


1. (SBU) Summary. Prime Minister Hun Sen opened a two-day 
meeting in Siem Riep September 26-27 by asking NGOs to draft 
legislation to create a national human rights commission in 

one year. Members of civil society, Cambodian lawmakers, 
government officials and foreign observers participated in 

the debate over the proposed commission\'s mandate. The NGOs 
left the conference skeptical about the RGC\'s motivations as 

well as divided over keys points. Nevertheless, they are 

willing to attempt to craft an impartial, transparent, yet 

empowered new body. End Summary. 


2. (U) From September 26-27, Kem Sokha\'s Cambodia Center 
for Human Rights (CCHR) sponsored a conference in Siem Reap 
aimed at evaluating the potential for Cambodia to become the 
fifth ASEAN country to establish a national human rights 
commission. Prime Minister Hun Sen began the meeting by 
asking NGOs to draft a law to establish the National Human 
Rights Commission within six months. He then asked members 
of the National Assembly present at the meeting to help pass 
the legislation in six months so the new body could be up and 
running in one year\'s time. In response to suspicions 

regarding the RGC\'s intent, the PM stressed that respect for 
human rights can only be fostered in a stable and peaceful 
environment. The PM rhetorically argued that such a body 
could not have been established during the Knmer Rouge era, 
during the 1980s, or in today\'s Iraq. Hun Sen thought his 
government should be thanked for bringing about the 

conditions that allowed such a commission to be formed in 
Cambodia. 


Beginning of the Debate 


3. (U) Om Yentieng, Chairperson of the Cambodian Human 
Rights Committee as well as an adviser to the Prime Minister, 
stressed that the new institution would not replace any of 

the four existing human rights bodies: the National 
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AssemblyYs Human Rights Commission, the Prime Minister\'s 
Cambodian Human Rights Committee, the Senate Human Rights 
Committee, or the NGO-led Cambodian Human Rights Action 
Committee (CHRAC). He reiterated that the new institution 
will be established by a law to be passed by the National 
Assembly and the law should be in accordance with the 
Cambodian Constitution and the Paris Principles. He repeated 
the Prime Minister's one-year timetable, noting the laws of 

the four existing ASEAN human rights institutions in 

Thailand, Malaysia, Indonesia, and the Philippines have 
already been translated into Khmer. LICADHO\'s Kek Galabru 
stressed that the new human rights commission should have 
political independence, cooperate with existing state 
institutions, be accessible to the public, and have 

pluralistic representation while being transparent and 

effective. She wanted commissioners to be able to issue 
arrest warrants but not function as a court, be able to visit 
prisons, and have a sufficient budget and resources to do 

their jobs. 


4. (U) Thun Saray of ADHOC envisions a commission that is 
enshrined in the Cambodian Constitution, has members who are 
not members of any political party, and has an autonomous 
budget. He also warned that it was imperative that judicial 
reform accompany the establishment of the national human 
rights institution. Pen Panha, the Chairperson of the Human 
Rights Commission of the National Assembly, stated that a 
constitutional anendment is not necessary because the preface 
to the Constitution guarantees human rights. 


Reports from Other ASEAN Human Rights Commissions 


5. (U) Dr. Petcharamesree, an expert on the Thai 
commission, stated that the commission was enshrined in the 
constitution of Thailand, was still operating despite the 

recent coup, and included 11 members who have six-year 
mandates. In her opinion, the major problems with the Thai 
commission are that it has no power to summon witnesses and 
its budget is part of the national budget (making it subject 

to possible Parliamentary interference). Mr. Darusman, a 
member of the Indonesian human rights commission, noted that 
the establishment of a human rights commission in Indonesia 
has broken a climate of impunity by the state bureaucracy and 
the military. Human rights violations can be resolved in 
Indonesian courts and a human rights policy has become 
engrained in the government. 
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6. (U) Mr. Subramaniam, a member of the Malaysian human 
rights commission, explained that the Malaysian commission is 
enshrined in an act of parliament, not the constitution; the 
commission in Malaysia is organized on a thematic basis with 
17 commissioners divided into four areas: education, 
investigation and complaints, economics, and law and reform. 
He asserted that he was very proud of the work that the 
commission had done incorporating human rights into education 
in Malaysia. He also noted that the commission in Malaysia 

has the right to call anyone in for questioning. Dr. 
Valera-Quisumbing, Chairperson of the Human Right Commission 
of the Philippines, stated that their commission is enshrined 

in their constitution with five commissioners who serve 
seven-year terms. She said the commission has the power to 
investigate violations upon complaint or on its own 

initiative, and has the power to call domestic and overseas 
Filipinos for questioning. She also indicated that the 

results of its investigations must go to courts and that her 
commission has created centers of excellence in children\'s 
rights, women\'s rights and village rights. 


7. (U) Stephen Clark, project manager for the Asia-Pacific 
Forum, and Ms. Marianne Haugaard, from the Office of the High 
Commissioner for Human Rights\' Geneva office, spoke about the 
support that their organizations can provide in helping 

establish a national human rights institution. They 

discussed the Paris Principles on which such a body should be 
based. They emphasized that such a body must be independent 
and transparent. They also stated that establishing such a 

body is not an end in itself but a step in a long-term battle 

to respect human rights. 


Constitutional Amendment or Organic Law? 


8. (U) Participants later divided into four groups to 

discuss their ideas on the establishment of a human rights 
commission. The groups agreed that commissioners should be a 
diverse group, independent from all political parties, and 

should have diverse funding sources (the national budget as 

well as foreign donors). The participants also agreed that 

the commission should have broad responsibilities in the 

areas of education and investigations. Agreement was also 
reached that commissioners should have immunity during their 
tenure. 


9. (U) NGOs and government officials disagreed, however, on 
the commission having the power to protect witnesses and 
their families. Disagreement broke out between the members 
of civil society and the government regarding the 
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commission\'s legal basis: should it be a part of the 

Cambodian Constitution or part of an organic law? Members 

also disagreed over the length of a term for commission 

members as well as if the commission should set up a special 
human rights court or work within the existing legal system. 
LICADHO pressed to have the assets of commission members and 
their families disclosed. 


10. (U) Despite several areas of disagreement, those 
assembled resolved to establish a national human rights 
commission based on the Paris Principles. The delegates also 
agreed to create a joint working group with representatives 
from government and NGOs that would engage with other members 
of civil society to draft the necessary laws for the 

commission. However, NGOs continued to press for any 
legislation to be included in the Constitution arguing that 

the current government can rescind legislation at any time 
because it holds a majority in the National Assembly. Om 
Yentieng argued that amending the Constitution was not 
possible in a timely manner because only the King, Prime 
Minister, President of the National Assembly, or President of 
the Senate can propose amendments. By asking civil society 
to draft the legislation for the national human rights body. 

Om Yentieng said the PM had shown \"the necessary political 
will" and asked the NGOs to trust the PM about the future of 
this body. The PM\'s advisor recommended that an expert on 
the Paris Principles be brought in to educate the members of 
the working group charged with drafting the law. He also 
recommended studying the four existing ASEAN commissions and 
India\'s commission because it has prosecutorial power. 


Comment 


11. (SBU) Since the end of the conference, the heads of 
five NGOs - CCHR, LICADHO, ADHOC, Cambodian Defenders\' 
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Project and Star Kampuchea - have been named as the civil 
society members of the joint working group to establish the 
new body. It must be noted that this group is made up of 

only one lawyer. The government, however has not announced 
who will be its representatives for this joint working group. 

NGO leaders remain hesitant over the prospect of joining the 
proposed commission once it is established; some have denied 
any intentions to become commissioners while others have 
adopted a wait-and-see approach. Though many government 
officials and NGOs believe meeting the PM\'s one-year deadline 
will be difficult, crafting this legislation at a deliberate 


Column 3 

rather than a rapid pace may be desirable in this instance. 
The RGC\'s excuse that such a commission cannot be embedded in 
the country's constitution due to the lengthy time to pass a 
constitutional amendment is a dodge; the RGC passed an 
amendment putting in place a 50 percent plus one majority in 
the National Assembly in less than two month\'s time when it 
was convenient for the RGC to do so for political purposes. 
The local UN Human Rights Office notes that even if the law 
establishing a national human rights commission is enacted, 
such a body cannot fulfill its mandate in a vacuum; other 
institutions and laws must exist and the weakness of the 
Cambodian government is an impediment. We worry too, that 
the PM wants to establish a national commission to bolster 

his argument that the UN Human Rights Office should be 
closed. End Comment. 
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P/E Chief delivered ref A demarche points summarizing USG 


objections to the Declaration on Rights of Indigenous Peoples 
(DRIPS) to MFA State Counselor Svetlana Geleva on October 12. 
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Geleva said she would review the points, but noted that 
Macedonia, following the EU lead (ref B), had supported the 
Declaration when it was adopted in June by the Human Rights 
Council. 
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IN MALAYSIA 


REF: KUALA LUMPUR 0930 
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1. (SBU) Summary: A report by a respected local think tank 
has sparked a political uproar by claiming that ethnic Malays 
already control more than the government\'s target of 30% of 
the shares on the KL Stock Exchange (KLSE). As the 30% goal 
provides the underlying rationale for the bumiputera policy, 

the pervasive system of socioeconomic preferences for Malays 
and other indigenous peoples, the idea that this target might 
have been achieved is political dynamite. The government\'s 
own statistics indicate that bumiputeras own only 18.9% of 

the KLSE. Deputy PM Najib quickly defended this figure and 
said that further dispute \"could hurt the feelings of certain 
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races and could be regarded as sedition even though that was 
not the intention.\" The president of the think tank 

retracted the report, but the chief author stood by his work 
and resigned in protest. The argument over the numbers 
brings to mind Mark Twain\'s admonition about \"lies, damn lies 
and statistics,\" but the uproar it sparked highlights the 
continuing tensions between the different ethnic communities 
in Malaysia. Anything touching on the fundamental bargain 
between the politically dominant Malays, and the economically 
connected Chinese, remains extremely sensitive in this 
country. End summary. 


Background: The Bumiputera Policy 


2. (U) In response to race riots in 1969, the government of 
Malaysia launched the \"New Economic Policy\" (NEP), which 
aimed to strengthen national unity, eradicate poverty and 
address the economic imbalances between the races in Malaysia 
(reftel). At that time, the government estimated that 

bumiputeras (ethnic Malays and a small population of 
indigenous peoples) owned about 2% of the nation\'s wealth, 
non-bumiputeras (mainly Chinese) owned 37% and foreigners 
owned 61%. The NEP ushered in numerous affirmative action 
initiatives with the aim of adjusting these shares to 30% 
bumiputera, 40% non-bumi Malaysians, and 30% foreign owned. 
The benchmark for measuring wealth was the share of corporate 
equity on the Kuala Lumpur Stock Exchange (KLSE). The 
scope of the preferences and privileges granted to 

bumiputeras has grown through the years, but the ownership 
targets have remained out of reach, at least according to 
government statistics. 


Be Careful What You Ask For 


3. (U) In the course of preparing the Ninth Malaysia Plan, 

the Government\'s five-year economic development framework, 
Prime Minister Abdullah Anmad Badawi invited public 
participation and input, in Keeping with promises he made to 
solicit and accept feedback on social and economic issues. 

In February 2006, the Center for Public Policy Studies 

(CPPS), the research arm of the Asian Strategy and Leadership 
Institute (ASLI), submitted to various government agencies 

and members of Parliament its analyses and recommendations 
for the five-year plan. ASLI is a respected local think tank 
closely associated with the government. The chief author of 
the report was a former World Bank and UN economist, and the 
current Director of CPPS Dr. Lim Teck Ghee. Among its 
numerous conclusions and recommendations, the report 
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questioned the methodology of the Government\'s calculation of 
bumiputera corporate equity and suggested that the real 

figure could be as high as 45 per cent of market 

capitalization. 


A Delayed but Explosive Reaction 


4. (U) The CPPS report languished in obscurity and probably 
had been forgotten by the government officials who had 
received it. But in September Malaysiakini.com, a local 
Internet-based news organization, discovered it on CPPS\'s 
website, interviewed Lim, and posted a brief article focusing 
on his estimate of bumi share ownership. Public outcry and 
government outrage soon followed. Deputy Prime Minister 
Najib quickly defended the government\'s figure and said that 
further dispute \"could hurt the feelings of certain races and 
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could be regarded as sedition even though that was not the 
intention.\" Other political heavyweights piled on, and on 
October 10 ASLI President Mirzan Mahathir, son of former 
Prime Minister Mahathir Mohammed, retracted the report. Ina 
statement published on Malaysiakini.com he apologized for 
\"the hurt and confusion felt by all Malaysians caused by the 
center\'s report,\" claimed that there were \"shortcomings in 
assumption and calculation that led to conclusions that could 
not be vigorously justified,\" and stated that ASLI felt that 

the report \"did not fairly reflect the true picture of total 

equity ownership\" by Bumiputeras. Lim, however, stood by his 
team\'s analysis and announced that he would resign at the end 
of the month in protest. 


Using The Wrong Measuring Stick 


5. (U) CPPS\'s report \"Corporate Equity Distribution: Past 
Trends and Future Policy\" identifies several questionable 
aspects of the government\'s methodology. First, it points 
out that corporate equity is only one measure of economic 
ownership, and trends indicate that bumiputeras often cash 
out their gains from stock shares. One affirmative action 
policy reserves 30 per cent of Initial Public Offerings for 
bumis, typically at a below-market price. The report claims 
that while a newly-listed corporation may achieve 30% 
bumiputera ownership at the outset, this figure drops quickly 
as bumis cash out quickly to lock in profits at market 

prices. They may not plow these earnings back into the stock 
market but direct them to other investments, for example into 
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real estate where bumis also can benefit from preferential 
deals. This drop in corporate equity, CPPS argues, should 
not be seen as a drop in the proportion of national wealth 
held by Bumiputeras. 


6. (U) The report also pointed out that, while the original 

goal of the NEP was to attain national unity by eradicating 
poverty and addressing economic imbalances, the government\'s 
affirmative action policies do not address the distribution 

of wealth among bumiputeras. It notes that \"...if just one 
Bumiputera came to own most of this corporate equity with all 
the rest holding little or nothing, the 30 per cent target 

would still have been achieved.\" 


Slicing the Government\'s Pie 


7. (U) Even looking solely at corporate equity, CPPS had 
concerns about the methodology used in determining the 
governmentVs figures. Most significantly, it points out that 
the government owns approximately 36% of the nation\'s 
corporate equity, but attributes all of these holdings to the 
non-bumiputera side of the ledger. The CPPS report maintains 
that the government should either subtract its holdings from 
the total and calculate the ethnic shares of the 64% of the 

of the market available for private ownership, or should 
proportionately allocate the government\'s holdings to 
bumiputera and non-bumiputera in some reasonable fashion. 
The CPPS study proposed that 70% of government holdings 
should be counted on the bumiputera side of the ledger, while 
suggesting that even this allocation was probably too low. 
Based on this 70% estimate, CPPS calculated that the 
bumiputera equity share could be as high as 45 per cent. 


Lies, Damn Lies, and Statistics 


8. (U) The governmentVs response to the report asserted that 
it has better data that includes information on non-publicly 
traded companies. Government calculations are therefore 
based on data from 6,000 companies, both public and private, 
while CPPS\'s figures are based only on MalaysiaWs 1011 
publicly-traded companies. The government has not, however, 
responded to CPPS\'s point about the allocation of 
government-owned shares to the non-bumi side of the ledger. 
Using the government\'s own figures for bumiputera equity, and 
removing the government owned-shares from the equation yields 
an estimate that bumis hold 29.53% of the equity that is 
available for private ownership - statistically 

indistinguishable from the target of 30%. 
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The Third Rail of Malaysian Politics 


9. Comment: (SBU) The uproar sparked by the CPPS report 
highlights the continuing tensions between the different 
ethnic communities in Malaysia. Anything touching on the 
fundamental bargain between the politically dominant Malays 
and the economically connected Chinese remains extremely 
sensitive in this country. The government may be able to 
control the public debate, but the disconnect between its 
avowed aims and economic reality will remain a sore point for 
many. 
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1. (SBU) Post supports OPIC\'s plan to provide an investment 
guaranty of up to $150 million for the Damietta Port Project. 
OPIC\'s re-entry into Egypt\’s economy will be an important 
signal to the GOE and investors that OPIC is confident of 
Egypt\'s commitment to economic reform. Moreover, OPIC 
participation in private-sector development projects like the 
Damietta terminal complements U.S. economic policy in Egypt, 
which seeks to promote private-sector led growth and trade 
facilitation. The Damietta terminal also complements the 
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GOE\'s transportation modernization strategy, which aims to 
promote private investment and operation in transportation 
infrastructure. Post does not possess any derogatory 
information on the project, or the Egyptian partners, RAFIMAR 
and Damietta Port Authority. 


2. (SBU) In depth information and statistics on Egypt\'s 
maritime port operations can be found by visiting the 

Egyptian Maritime Data Bank website at www.emdb.gov.eg. The 
GOE has embarked on an aggressive trade and customs reform 
program, recognizing the need for modernization and increased 
efficiency in its container ports to make better use of its 
excellent location adjacent to the Suez Canal and bordering 

the Mediterranean. The GOE has secured, or is pursuing, 
private sector investment and operators in other key ports 

such as Alexandria/Dekheila, Port Said, and Ain Sokhna. 
Regarding regulatory structures, the Customs 

Authority, under the Ministry of Finance, has responsibility 

for customs procedures at all ports. The port authorities of 
each port, under the Ministry of Transport, have overall 
management responsibility for port operations and regulation. 
The Ministry of Investment is invoved in the ports only to 

the extent of facilitatng investment in new facilities 

through provisio of land and management of investment 
proceduresregulations regarding specific projects. 

Coordintion between the ministries of Finance, Transport and 
Investment is good, as all lead by reform-minded ministers. 

In the case of the Ministry of Transport, Minister Mansour 
comes directly from the private sector and is a past 

president of the American Chamber of Commerce in Egypt. 


3. (SBU) Econoff spoke with a RAFIMAR representative, who 
explained that the first phase of the Damietta project is 

slated to begin within two years. Once completed the port is 
expected to move 4 million TEUs per year. Post believes this 
goal is realistic, as Damietta is well positioned to serve as 

a major transhipment hub for the eastern Mediterranean, 
handling shipments to/from Europe and Asia. A key feature of 
the Damietta project is that no public funds will be sought 

to finance construction or operations. The RAFIMAR rep told 
econoff that 70 percent of the start-up capital will come 

from the Kuwaiti partners. While the final balance of equity 
shareholders has not been determined, it isour understanding 
that 35 percent will be reserved for private shipping lines, 

35 percent for the Kuwaiti partners, and 30 percent for the 
Egyptian partners. 

JONES 


81930 
RR RUEHAT 
DE RUEHTC #2237/01 2890709 


Column 3 

ZNR UUUUU ZZH 

R 160709Z OCT 06 

FM AMEMBASSY THE HAGUE 

TO RUEHPH/CDC ATLANTA GA 

INFO RUEHAT/AMCONSUL AMSTERDAM 1583 

RUEHC/SECSTATE WASHDC 7112" "UNCLAS SECTION 01 OF 03 THE HAGUE 002237 


SIPDIS 
SIPDIS 
STATE FOR EUR/UBI 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIAL TERESA 
HORAN - OCTOBER 15-18, 2006 


REF: CDC 3672 


1. Country clearance is granted for Center for Disease 
Control, Health and Human Services, official Teresa Horan, 
Nurse Epidemiologist, NCID, HHS/CDC to travel to the 
Netherlands from October 15-18, 2006 to attend the Sixth 
International Conference of the Hospital Infection Society, 
speak at the plenary session of the National Healthcare 
Safety Network and Workshop on Surveillance of 
Healthcare-associated Infections. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
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either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 
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An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


THE HAGUE 00002237 003 OF 003 


Column 3 

Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 
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E.O. 12958: DECL: 10/16/2016 
TAGS: ETRD, ECON, KIPR, SA 


Column 3 
SUBJECT: USG DISCUSSION WITH MINISTER OF COMMERCE 
HIGHLIGHTS IPR ISSUES 


Classified By: U.S. Ambassador James Oberwetter; reasons: 1.4 (b), (d), 
and (e) 


1. (C) Summary: On 20 September 2006, Ambassador James 
Oberwetter, Assistant Secretary of Commerce for International 
Trade and Director General of the U.S. Commercial Service 
(DG), Israel Hernandez, and Commercial Counselor, Nasir 
Abbasi met with Saudi Minister of Commerce and Industry, 
Hashim bin Abdullah bin Hashim Yamani. The Minister 
discussed the changes brought to the Kingdom by World Trade 
Organization (WTO) accession, accepted an offer for 
assistance from the Department of Commerce, emphasized the 
Saudi Arabian Government\'s (SAG) commitment to protecting 
intellectual property rights (IPR), and highlighted the 
opportunities available to U.S. companies looking to invest 

in the Kingdom. 


2. (C) Minister Yamani expressed concerns over pressure for 
the Kingdom of Saudi Arabia (KSA) to further liberalize the 
country\'s trade regime. Specifically, he noted that KSA 
recently joined the WTO, and had taken great strides to open 
Saudi markets to international investment. The Minister 
found it difficult for KSA to be told it needed to go further 

on liberalizing trade when other nations who have been WTO 
members much longer have much more restrictive trade 
regulations. 


3. (C) Minister Yamani believes WTO accession is the \"heart 
of change\" in KSA. He highlighted the SAG\'s passage of 43 
laws to improve the international investment climate in KSA. 
The WTO process was helping speed the pace of change, 
including improving the IPR climate. The overall business 
environment is better for both internal and international 
investment as a result of the WTO process. 


4. (C) It was brought to Minister Yamani\'s attention that 
some companies did not receive word of the changes to the 
requirements for certificates of conformity. Minister Yamani 
agreed to put announcements on the Ministry\'s website and to 
provide copies to the U.S. Embassy. Minister Yamani pointed 
out an information inquiry point on the website where 
companies can pose questions to Ministry officials. He noted 
that the entire certificate of conformity process was being 
simplified, codified, and posted on the web. 
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5. (C) In support of these efforts, Minister Yamani 

welcomed assistance from the Department of Commerce\'s (DoC) 
Commercial Law Development Program (CLDP). Minister Yamani 
would like to begin the CLDP process and supports DoC\'s 
technical assistance. Regarding CLDP assistance for the 

Islamic Development Bank (IDB), Minister Yamani believed the 
IDB would be open to assistance. However, he pointed out 

that the IDB is independent of his Ministry. Minister Yamani 
encouraged direct contact with the IDB to pursue CLDP 
assistance. 


6. (C) The SAG passed new IPR laws and implemented new 
procedures that allow the SAG to work with U.S. Trade 
Representative (USTR) on additional reforms, including 
addressing patents by the close of 2006. Minister Yamani was 
pleased to note that the patents issue was being addressed 
ahead of schedule. Seven new laws were passed, translated, 
and agreed to by the U.S. In addition, a new law protecting 
trade secrets was passed and is undergoing translation, as 
was a law regarding competitiveness that established a 
competitiveness council. A new copyright law incorporating 
aggressive enforcement and severe penalties is in the works. 
Coupled with the effort to improve existing laws, Minister 
Yamani committed the Board of Grievances to being transparent 
in its decisions. 


7. (C) The SAG is conducting a study of requests provided 
by the USTR and the Department of Justice (DoJ) to SAG 
officials in Washington because KSA wants to be a model for 
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IPR protection. In the SAG\'s IPR efforts, KSA is farther 

ahead of many nations that joined the WTO prior to KSA. 
Minister Yamani emphasized the SAGVs hard work on IPR issues 
including legal structure, penalties, and enforcement to make 
KSA a better place to do business. 


8. (C) Minister Yamani emphasized KSA\'s commitment to 
several large scale projects for which he believes U.S. firms 
should compete. To interest U.S. companies in investing in 
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KSA, the SAG will conduct road show presentations in Chicago, 
New York, Georgia, and Houston. 


9. (C) Minister Yamani recapped the business opportunities 
available, emphasizing upgrades to basic infrastructure and 
large projects in the petroleum, power generation, and 
petrochemical sectors. The SAG believes in free trade and a 
market economy, to include increased openness in business, 
government and broader Saudi society. Minister Yamani 
requests that the U.S. Government continue to support 
business in KSA, noting that U.S. companies have \"the number 
one slot,\" and as result, are uniquely positioned to take 
advantage of the opportunities available. 
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RIYADH PASS DHAHARAN 

USDOC FOR 3000/US&FCS ASST SEC & DIR GENERAL ISREAL 
HERNANDEZ, USDOC FOR 3131/CS/OIO/RD/ANESA/GREG LOOSE, USDOC 
FOR 3004/ITA/ADVOCACY/CJAMES AND DBLOOM 


E.O. 12958: DECL: 10/11/2016 

TAGS: EAIR, ETRD, BEXP, PREL, PTER, MOPS, SA 

SUBJECT: PRESIDENTIAL ADVOCACY LETTER DELIVERED TO KING 
ABDULLAH 


Classified By: U.S. Ambassador James Oberwetter; reasons: 1.4 (b), (d), 
and (e). 


1. (C) Summary: On September 19, Department of Commerce 
Assistant Secretary for Trade Promotion, Israel Hernandez, 
delivered the Presidents letter advocating for two U.S. 
companies, Boeing and General Electric (GE), bid for the 
upgrade of Saudi Arabian Airline (Saudia) and the Royal 

fleet, to King Abdullah in Jeddah. The King was pleased to 
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receive the letter from President Bush and said his own plane 
was a Boeing 747. The King then instructed the A/S to do 
whatever it takes to get his Boeing 747 all the latest 
technology, similar to Air Force One, at the earliest 

possible time. King Abdullah went on to say that after he 
gets his plane, the decision he makes for the Saudia upgrade 
will please the U.S. Government. End Summary 


King Receives President\'s Letter: 
Responds Positively to Boeing 


2. (C) On Tuesday September 19, 2006, Israel Hernandez, 
Assistant Secretary (A/S) for Trade Promotion and Director 
General of the U.S. and Foreign Commercial Service at the 
U.S. Department of Commerce, Ambassador Oberwetter, and 
Commercial Counselor Nasir Abbasi met with King Abdullah at 
his office in Jeddah, to deliver the Presidential Advocacy 
letter. Note: (Saudi Arabian Airlines and the Saudi Royal 
Fleet are preparing for a major fleet modernization. Boeing 
has offered to provide up to 43 aircraft, including 787 
Dreamliners, 777s and 747-8 Inter-continentals, to Saudi 
Arabian Airlines and the 13 aircraft, including 787s, 777s 

and 747s and Boeing Business Jets, to Saudi Royal Fleet, 
which provides transportation exclusively for the Saudi royal 
family. In addition to the sale of aircraft, General 

Electric Aviation is offering to provide engines for 

Boeing,s aircraft. The procurement is valued at a combined 
$12 billion. End Note. 


3. (C) The King received the letter and after briefly 

reading it, responded by saying his own personal preference 
is to fly on Boeing. When he was ready to upgrade his current 
aircraft, he was offered two (2) brand new planes by Airbus. 
However, he does not want anything to do with Airbus planes. 


4. (C) He has selected a plane from Saudia,s current fleet 
a 747 with minimal hours on the engines, as his new plane. 
This plane will be the new Head of State plane, and the King 
has recently approved new layout for the inside, which will 
be carried out in the United States. 


5. (C) The King then turned to the A/S Hernandez and said 
politely \"| am instructing you\" to speak to the President and 
all the concerned authorities to make available all the 

latest technology for his plane. He wanted to have all the 
technology that his friend President Bush has on Air Force 
One. The A/S said he will relay the message to the White 
House. 
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6. (C) The King went on to say that after he receives his 
plane, then he will convene a meeting with the concerned 
authorities within the Saudi Government and to evaluate 
Boeing,s bid. \"God Willing\" he will make a decision that 

will please you very much. The King then thanked the A/S 
for delivering the letter and asked him to convey his 

personal greetings to the President. 


7. (C) Comment: The King was in extremely good spirits that 
evening, as was evident by the time he spent with the A/S. 
However, he was quite specific on what he wanted for his 
personal safety on his plane. His rejection of two brand new 
Airbus planes for a slightly used Boeing 747 clearly 
demonstrates his personal preference. He expressly wants 
his plane to have the technology available on Air Force One. 
This seemingly will play a positive role in the decision he 
makes for the upgrade of Saudia and the Royal fleet. 
OBERWETTER 
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E.O. 12958: DECL: 10/12/2016 

TAGS: PREL 

SUBJECT: EU PRESIDENCY WAITING FOR UNSC ACTION ON NORTH 
KOREA 


REF: STATE 169418 
Classified By: POLOFF David Schlaefer for reasons 1.4(b) and (d) 


1. (U) PolOff met with Foreign Ministry Director for Asia 
Pekka Metso and North Korea Desk Officer Jari Sinkkari 
Oct. 12 to discuss reftel. Metso had not yet seen reftel 
due to official travel but Sinkkari had received it prior 

to the meeting. 
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ALL EYES ON THE UNSC 

2. (C) Sinkkari believes that the most useful role the EU 

can play is to amplify whatever message emanates from the 
Security Council, because the EU is not a member of the Six 
Party format. The EU\'s ties to North Korea are limited to 
humanitarian aid and KEDO; Metso considers both of these 
initiatives off-limits from possible sanctions. He drew a 
distinction between the EU\'s positions on North Korea and 
Iran, pointing to the EU\'s long-standing ties to the Middle 
East as opposed to its relative lack of leverage with 
Pyongyang. Metso expressed hope that the UNSC would reach 
a conclusion \"sooner rather than later" regarding the text 

of a resolution on North Korea as the EU hopes to become 
politically and substantively involved. 


3. (C) Metso is looking toward his consultations in 

Washington Oct. 23-24 with Assistant Secretary Boucher and 
Deputy Assistant Secretary Stephens regarding North Korea. 
Metso discussed the \"5 plus 5\" format developed in Kuala 
Lumpur but expressed concern that the meeting on the 
margins of the UN General Assembly was \"5 plus 5 minus 2.\" 
Metso hopes that his consultations in Washington will 

include discussion of the future of the \"5 plus 5\" format 

or whether it is time for something completely different." 


4. (C) Metso explained the EU presidency statement on North 
Korea as having been drafted as a quick response to the 
nuclear test because the Presidency wanted to avoid the 24- 
hour wait necessary for full EU coordination. An EU 
statement, representing the views of all member states was 
possible, but not before the UNSC acts. 


ANALYZING THE DRAGON AND THE BEAR 

5. (C) Metso stated that the EU was pleased with the swift, 
strong statement issued by China immediately following the 
North Korean nuclear test. He believed that the timing of 
the test, the day after Japanese PM Abe had met with 
Chinese Premier Wen and the two had issued a joint 
statement condemning any North Korean nuclear test, was a 
blow to Chinese diplomacy in the region and a source of 
embarrassment. 


6. (C) The Russian position, by contrast, was much more 
difficult to predict and measure. Metso believes that 
Russia is aggressively using its energy influence in 

the region to extract concessions for every \'good deed\' 
and that economic decision-making is driving the 
Russian response. He described the Russian position as 
\"blurred\" and a \"question mark.\" 
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7. Comment: (C) Given the EUVs limited leverage and 
presence in the region, the Finns are clearly looking to 
Washington for input on how the EU can best calibrate its 
response and play an effective and complementary role in 
the current crisis. The GoF is also concerned that Russian 
maneuvering may be exacerbated by high-level distraction 
over the Politkovskaya affair. As the situation in the 
UNSC becomes clearer, Finland will be prepared to use its 
role as EU President to augment the international 
community\'s response. 

WARE 
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SIPDIS 
FOR NASA/OER - MARY P. WILLIAMS 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA AMES RESEARCH 
CENTER OFFICIALS ALEXANDER TIELENS AND THOMAS GREENE- 
DECEMBER 2-10, 2006 


REF: STATE 172499 


1. Country clearance is granted for the National Aeronautic 

and Space Administration Ames Research Center officials 
Alexander Tielens and Thomas Greene to travel to the 
Netherlands from December 2-10, 2006 to attend a workshop on 
Molecular Databases; and to attend the James Webb Space 
Telescope Mid-Infrared Instrument Critical Design Meeting. 


2. Embassy understands that no further assistance is 
requested. 


POST ACCESS 
3. Visitors who need unescorted access into secure areas of 


the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
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request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
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State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 

small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 

been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
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regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 
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DEPARTMENT FOR DS, DS/DSS, DS/ITA/NEA, NEA/EX 


E.O. 12958: E.O. 12958: DECL: 10/16/16 
TAGS: ASEC, PTER, AMGT, IZ 
SUBJECT: REO BASRAH EAC MEETING ON 10/15/2006 


REF: A) BASRAH 154 B) BAGHDAD 3559 C) BASRAH 159 


CLASSIFIED BY: Bryan T. Bachmann, RSO, REO Basrah, Department of 
State. 
REASON: 1.4 (g) 


1. (C) The Regional Coordinator (RC) chaired a meeting of the 
Emergency Action Committee (EAC) on October 15, 2006, to discuss 
the latest indirect fire (IDF) attacks against the Regional 

Embassy Office (REO) and the general security situation. 

Attending the meeting were the Regional Security Officer, 
Management Officer, Political Officer, Information Processing 

Officer and representatives from the U.S. Army Corps of 

Engineers, Triple Canopy, Strategic Counter-Intelligence 

Directorate, and Kellogg Brown and Root. 


2. (C) Indirect fire (IDF) attacks on Basrah Palace have 

occurred on an almost daily basis during the past month. The 
frequency and accuracy of the attacks prompted the EAC to meet 
to discuss the safety of personnel at post. 


3. (C) Employees\' safety at REO Basrah cannot be guaranteed 
because of the frequent indirect fire attacks. In the general 
discussion of security, everyone agreed that they are still able 

to perform their duties even in light of the REO\'s reduced 
staffing level (see Refs A and B). The consensus of the 
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members of the EAC is that if the security situation is viewed 
without reference to the value of our reporting, then people 
should be withdrawn from the REO because on the on-going IDF 
threat. However, if the importance of the USG presence and 
reporting is considered along with the security threat, EAC 
members agreed that staffing should stay at its current level. 
This assessment, of course, could change rapidly if the IDF 
increases or becomes more accurate. Security at the REO and the 
safety of REO personnel is assessed on a daily basis in 
conjunction with Embassy Baghdad. 


4. (C) EAC members also expressed the strong opinion that 
effective counter IDF measures are needed to reduce the threat 
of IDF. Militia members presently operate with impunity in 

firing rockets and mortars at Basrah Palace; the UK military 

runs counter IDF operations, but its resources and personnel are 
limited. Aggressive counter IDF efforts are needed. 


5. (C) REO Basrah appreciates the concern expressed by Embassy 
Baghdad and Washington for the safety of its employees. If the 
current operations of the REO still have value, the EAC believes 
that the present level of IDF should not force a further 

reduction in the REO\'s staffing level. However, without the 
implementation of strong counter IDF measures, the security 
situation at REO Basrah will deteriorate and eventually force 

post to ask that its personnel be evacuated 


GROSS 


81936 

RR RUEHWEB 

DE RUEHAE #0851 2890724 
ZNR UUUUU ZZH 

R 160724Z OCT 06 

FM AMEMBASSY ASMARA 
TO SECSTATE WASHDC 8490 


SIPDIS 

SIPDIS 

DEPT FOR PM/DTTC-BLUE LANTERN COORDINATOR 
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TAGS: ECON, ETRD, ER 

SUBJECT: ERITREA: BLUE LANTERN REPORT 

REF: STATE 137409 


1. To date, Post has not participated in the Blue Lantern program. 


Column 3 

Should a request be initiated, post will respond. The Government of 
Eritrea (GSE) strictly controls the economy of Eritrea. Information 

is difficult to obtain. Nearly all trade is conducted by the GSE or 

the government\'s political party owned enterprises. The government 
does not encourage private sector growth. Since Jan 2005, the GSE 
has severely limited imports. 


2. Post point of contact: Pol/Econ Officer Holly Holzer, Tel: 
291-1-12-00-04, Fax: 291-1-12-75-84, email: holzerhc@state.gov. 
Estimated departure date: December 2007. 
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1. On July 20, USAID\'s Office of Transition Initiatives (USAID/OTI) 
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staff traveled through southern Blue Nile State. The team assessed 
the progress of the USAID-funded Farmer-Nomad Peace Conference, the 
status of local government capacity, transfer of authority to local 
levels, and potential areas of conflict within governance 

structures. USAID reported progress in adapting local governance 
procedures in accordance with the stipulations of the Comprehensive 
Peace Agreement (CPA). However, ambiguities in the Blue Nile State 
constitution, administrative policies and procedures, as well as a 

lack of sufficient capacity among the local government threaten to 
slow this progress. After the rainy season ending in October, 
thousands of returnees are expected to arrive in Keili, Yaboos, and 
other areas. Currently, USAID is planning projects to provide basic 
services for returnees in these areas. End summary. 


2. Per reftel, the Farmer-Nomad Peace Conference has produced 
agreement between traditional leaders and county and payam 
government officials on policies to open key migration routes for 
nomadic groups. In recent months, conflict has emerged over 
seasonal migration routes in Blue Nile State. 


3. According to the Commissioner of Kurmuk County, traditional 
leaders in the conference agreed to five prerequisites on the 

opening of migration routes: 1) the integration of the Sudan 

People\'s Liberation Army (SPLA) and the Sudanese Armed Forces (SAF); 
2) the integration of Sudanese government and Sudan People\'s 
Liberation Movement (SPLM) police units; 3) disarmament of 
individual nomads and farmers, who do not belong to the integrated 
army or police forces; 4) demining of southern Blue Nile State; 5) 
return and resettlement of internally displaced persons (IDPs). 

These agreements mark notable progress in resolving the core issues 
between farmers and nomads. 


4. According to the Office of the UN High Commissioner for Refugees 
(UNHCR) Protection Officer in Kurmuk, most of the returnees in Blue 
Nile State have resettled around Yaboos and Keili towns. 


5. According to the umda (traditional leader), 8,400 refugees from 
Keili fled to Ethiopia during the civil war, of which approximately 

2,400 spontaneously returned in May, June, and July 2006. According 
to a report by the International Rescue Committee (IRC), this return 
was prompted by a fire that broke out in Sherkole camp, located in 
Ethiopia near the border with Blue Nile State. 
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6. After arriving in the Keili area, many returnees from Sherkole 
camp find themselves without access to safe drinking water, 
education, or healthcare. Non-governmental organizations (NGOs) 
report that most returnees are currently living in relatives\' homes. 
The umda reported that Turnase, Mayas, and Balaro towns may 
experience a strain on resources as returnees have begun to settle 
there. Reportedly, returnees need food, bedding, and cooking 
utensils. USAID forwarded this information to the UN World Food 
Program (WFP) and UNHCR for appropriate action. 


7. According to local NGOs and UNHCR, returnees from Bonga camp, 
located in Ethiopia across the border from Upper Nile State, arrived 

in Chali town near Yaboos in Blue Nile State, where limited basic 
services had been set up. However, the villages surrounding Chali 
have even less services than those in the town due to a slow start 

to demining the area. Therefore, many returnees remain in Chali 
waiting for conditions to improve before proceeding to their final 
settlement communities in the villages. 


8. Returnees from the Bonga and Sherkole camps are accustomed to 
standard basic services. According to IRC and UNHCR reports in 2003 
and 2005 respectively, families in Sherkole camp lived in tukuls 
(traditional housing) and received monthly food rations. 

Additionally, the reports show that 69 percent of school-age 
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refugees attended school in 2005, four out of seven families had pit 
latrines, and the camps had more than one waste disposal drop hole 
for every 20 people. Preschools, primary schools, teacher training, 
and adult literacy and numeracy programs were available to the 
refugees. 


9. According to returnees and traditional leaders, both returnees 

and the local populations expect basic services from the government 
as peace dividends and have expressed that continued delays could 
undermine the legitimacy of the government in the eyes of its 
citizens. Residents of Blue Nile State commented that people are 
frustrated at the lack of visible results of peace, especially 

following the signing of the CPA. (Comment: As a result of the 
state\'s location at the dividing line of the civil war and its 

current integrated government status, the state is considered a 
testing ground for the success of the CPA. End Comment.) 


10. The concept of \"popular consultation\" (Article 3 of the Protocol 
on the Resolution of Conflict in Southern Kordofan and the Blue Nile 
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States) is not well defined. Reportedly, most people still believe 

that the CPA includes a referendum for them to decide if they remain 
part of the north or are integrated into Southern Sudan in the event 

that the Government of Southern Sudan (GOSS) becomes independent. 
While a referendum is a direct vote by the population, popular 
consultation will only allow the public to express their opinions on 

the protocol and is not intended to decide on possible independence. 
Clarification of this process for the local population is essential 

and the timing of this information must be carefully considered. 


11. The issue of whether Arabic, English, or a combination of both 
languages will be taught in public schools remains unresolved. 
According to the Sudan Relief and Rehabilitation Commission (SRRC) 
and local NGOs, the local population in former SPLA-controlled areas 
prefers to be educated in English. However, since Blue Nile State 

is administratively part of the Government of National Unity (GNU), 
the Sudanese government is proceeding with the standardization of 
the entire state to the national educational curriculum, which is 

taught in Arabic. This issue is expected to be an ongoing source of 
tension. 


12. The Chief Judge for Kurmuk County, payam administrators, and 
traditional leaders reported that traditional and official local 

leaders have distinct roles in settling local disputes. Traditional 

leaders act as judges and administrators handle interactions between 
the community and the county government. In 1997, the umdas elected 
a representative to serve as the Chief Judge for Kurmuk County. The 
representative explained to USAID that in the future a Sudanese 
government judge will assume the position of Chief Judge, at which 
time the umda will resume his traditional role. 


13. Progress has been made in integrating the local government in 
Kurmuk in accordance with the guidelines of the CPA. Article 11 
Section 1.1 of the Protocol on the Resolution of Conflict in 

Southern Kordofan and Blue Nile States specifies 45/55 power-sharing 
percentages for government staff. The Executive Director of Kurmuk 
County, a member of the National Congress Party (NCP), arrived from 
the formerly SAF-controlled state capital, Ed Damazin, the week of 
July 10. The Executive Director will work under the Kurmuk County 
Commissioner, a member of the SPLM, as part of the power-sharing 
agreement. Representatives of the state line ministries in Ed 
Damazin are also expected to arrive after the rainy season. 


14. Ambiguities in local government administration threaten to 
disrupt future progress of CPA implementation. Officials 

interviewed by USAID expressed uncertainty about whether the 
power-sharing arrangements applied to lower levels of administration 
or not. The new Executive Director commented that his support staff 
are SPLM-affiliated and do not respect his authority, \"severely 
limiting\" the ability of the office to function. He believes that 

without proper administrative policies of authority in place, 
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disciplinary action against SPLM staff, would lead to conflict. He 
expressed reluctance to bring NCP-affiliated staff from Ed Damazin 

to Kurmuk because without clarity of the power-sharing arrangements, 
the SPLM might view this movement as a \"takeover\". He also felt 
that the SPLM staff lacked the capacity to effectively perform their 
duties and needed training. 
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Conclusions 


15. Based on this assessment trip to southern Blue Nile State USAID 
concludes that: 


A) Further support for peace dividends is needed. Activities to 

increase access to clean water, health care, and education, are 

needed especially around Yaboos and Keili. An assessment to verify 

the umdas estimations of returnees and needs in Keili and Yaboos is 

also recommended. USAID plans to support GOAL, an international NGO 
operating in Sudan, to implement water and health sector projects in 
these areas. 


B) The county and payam governments need additional support in 
providing basic services, training on how to more effectively 
allocate resources, and office management skills. USAID/OTI is 
considering the provision of a borehole drilling rig, which will be 
the only one in the area after January 2007. 


C) Although USAID is disseminating the CPA in Sudan, a more 
widespread and thorough effort is needed, especially in the Three 
Areas. 


D) State parliamentarians need support in drafting and passing laws 
that better define and resolve major issues and ambiguities in 
existing legislation. 
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E.O. 12958: N/A 

TAGS: OREP, AMGT, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE REQUEST FOR: STAFFDEL 
GILLEY 


REF: A. STATE 171577 
B. STATE 171571 


1. Post warmly welcomes and grants country clearance to 
Kristen GILLEY, Jamie MCCORMACK and Douglas ANDERSON from 
Oct. 17 - Oct. 23, 2006. 


2. Hotel reservations have been made as follows at: 


Conrad Hotel, All Seasons Place, 87 Wireless Road, Bangkok 
Tel: (66-2) 690-9999 
Fax: (66-2) 690-9000 


Room rate is $218.00 net (taxes and American breakfast 
included) and is within per diem (lodging - $146, M&IE - 
$72). Currently, the Thai Baht is approximately 37/dollar. 


Ms. Kristen GILLEY 
Oct. 17-19: Confirmation No. 
Oct. 22-23: Confirmation No. 


is: 292451 
is: 292452 


Mr. Jamie MCCORMACK 
Oct. 17-19: Confirmation No. 
Oct. 22-23: Confirmation No. 


is: 292453 
is: 292454 


Mr. Douglas ANDERSON 
Oct. 17-19: Confirmation No. 
Oct. 20-22: Confirmation No. 


is: 292456 
is: 292458 


3. Embassy point of contact is: 


Name: Susan M. Sutton 
Work phone: (66-2) 205-4859 
Cell phone: (66-8) 1901-4158 
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Unclass E-mail Address: SuttonSM@state.gov 


SIPDIS 
Admin. contact is: 


Name: Debra P. Tous 

Work Phone: (66-2) 205-4310 

Cell Phone: (N/A) 

Unclass E-mail Address: TousDP@state.gov 


SIPDIS 
Siam (Embassy) Visitor Access numbers are as follows: 


Kristen GILLEY - 69665 
Jamie MCCORMICK - 69666 
Douglas ANDERSON 69664 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. The new airport for Bangkok, Suvarnabhumi, began 
international operations September 28, 2006. For more 
information and maps, please refer to the following link: 
http://www.bangkokairportonline.com 


5. Staffdel will be met upon arrival by Susan M. Sutton, 
Political Counselor and per diem will made available during 
trip to hotel via GOV. 


6. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


7. Thailand has an airport departure tax of 700 Baht that 
must be paid in local currency upon departure. 


8. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 
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prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 


approved four-day seminar at FSI entitled Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 

the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 
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-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 
U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 
Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 


caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 
areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
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objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also be aware of the State Department,s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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Classified By: Charge dVAffaires Nicholas Dean. Reasons 1.4 (b/d). 


Summary 


1. (C) USAID-contracted peace facilitator Hannes Siebert 
(please protect) told SCA PDAS Steven Mann and USAID Mission 
Director Don Clark on October 5 that the Seven-Party Alliance 
(SPA) and the Communist Party of Nepal - Maoist (CPN-M) had 
narrowed their differences on key issues in the peace 

process. The National Peace Accord was starting to come 
together. Siebert pointed out, however, that there were 

still considerable differences between the two sides. 

Handling the Maoist People\'s Liberation Army (PLA) and 

militia was going to be tricky. Ultimately, Siebert 

admitted, we do not know the Maoists\' intentions. He voiced 
the hope that putting the Maoist combatants in cantonments, 

if funds could be found, would bring about a big change in 
Maoist behavior. PDAS Mann was skeptical of the hopeful 
assumptions offered and stressed that the Government of 
Nepal\'s (GON) failure to enforce the rule of law made the 
GON\'s position in the negotiations particularly difficult. 


National Peace Accord 


2. (C) On October 5 USAID-contracted peace facilitator Hannes 
Siebert (please protect) explained to visiting South and 
Central Asian Affairs (SCA) Principal Deputy Assistant 
Secretary (PDAS) Steven Mann that the outlines of an 
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overarching agreement were starting to take shape between the 
Seven-Party Alliance (SPA) Government and the Maoists. 
Siebert said that his team from the Academy for Educational 
Development\'s Nepal Transition to Peace (NTTP) project had 
been working with the Peace Secretariat in the Prime 

Minister\'s Office to put together a seven-page \"National 

Peace Accord.\" The latest, sixth draft, dated September 25, 
which had been shared with both sides, incorporated 

provisions from all of the key documents agreed to by the SPA 
and the Maoists as well as language from the draft Interim 
Constitution. The idea was to attach the Interim 

Constitution, the Ceasefire Agreement, the Human Rights 
Accord and an arms management agreement as addenda to the 
Peace Accord. The Peace Accord itself, as currently drafted, 
Siebert revealed, also mandated the creation of certain 
structures. They included: a National Peace Committee, 
consisting of representatives of all 10 parliamentary 
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political parties, the Maoists and civil society; local Peace 
Councils; a Joint Nepal Army (NA), People\'s Liberation Army 
(PLA) (Maoist) and UN Task Group for Arms Management; and a 
Joint Constituent Assembly and Constitution-Making 
Commission. PDAS Mann received a copy of the draft accord 
before departure. 


Side-by-Side of Open Issues 


3. (C) Peace facilitator Siebert (please protect) also shared 

with PDAS Mann a summary from late September of the existing 
proposals by the GON and the CPN-M regarding key open issues 
including arms management, the interim legislature, executive 
and judiciary, the monarchy, the constituent assembly, and 
restructuring of the state and citizenship. On its face, the 
document (which PDAS Mann received before departure) showed 
that considerable differences remained between the two sides. 
On arms management, for example, the Maoist proposal 
envisioned restructuring of the PLA after constituent 

assembly elections and the formation of a joint Nepal Police 

and Maoist militia security force in the interim period. The 
Armed Police Force was to be abolished. Regarding the 

interim parliament, the Maoists proposed that 45 percent be 
nominated by the SPA, 35 percent by the Maoists and 20 
percent from civil society. They argued for the continuation 

of people\'s courts at the local level. The CPN-M wanted the 
monarchy suspended, while the SPA wanted the issue of the 
monarchy decided by a referendum or by the constituent 
assembly. The SPA called for a mixed direct-proportional 

vote for the constituent assembly, the Maoists for 

proportional only. The two sides also disagreed about the 
structure of the state: the SPA left the decision to the 

constituent assembly; the Maoists wanted a federal state 
adopted immediately. 


Long Way to Go 


4. (C) Siebert commented that, in spite of the peace summit 
scheduled for October 8, the two sides still had a long way 

to go. On arms management, for example, the NTTP team had 
tried to facilitate contacts between the NA and the PLA. The 
goal was to raise their mutual comfort level. The UN, he 

said, had also generated a number of helpful proposals. 

There was still a lack of detail on this and other issues. 

The latest Maoist proposal had come as a surprise: they would 
lock up 50 percent of their weapons if the NA locked up 30 
percent of its weapons. The two sides were also far apart on 
the nature and the composition of the interim parliament. 

The SPA wanted a large body with 300 plus members. The CPN-M 
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wanted a small body with 50. To date, they had also failed 
to agree on the relative percentages. The peace facilitator 
stated that one way to finesse that issue would be to adopt a 
system oQconsensus. 

What About the Militia and PLA? 


5. (C) PDAS Mann asked what was going to happen with the 
Maoist militia, to which Siebert replied that it was still 

unclear. The Maoists claimed they had 35,000 soldiers in the 
PLA. Most observers thought the number was closer to 15,000. 
Part of the problem, Siebert said, was that we did not know 
exactly who were PLA members and who were militia. At the 
UN\'s insistence, the passage in the Peace Accord on arms 
management and UN monitoring, referred to \"armed personnel" 
in order to avoid that ambiguity. USAID Mission Director 

Clark noted the Maoists feared retaliation by the public if 

they gave up all their weapons. As long as they had weapons, 
however, they could intimidate people. Siebert said that the 
PLA was terrified it would be wiped out by the NA. The 

Maoists also feared armed Maoist splinter groups. Siebert\'s 
NTTP colleague Retief Olivier added that many PLA combatants 
wanted to leave the PLA and return home. To some degree, 
putting the PLA into cantonments would help the Maoists by 
allowing them to exercise control over these unwilling 

recruits. It was also possible that people would attempt to 

join the PLA because of the prospect that they would be fed 
and clothed. 


Maoist Intentions 


6. (C) Questioning the facilitators\' views, SCA PDAS asked 
why we believed the Maoists would meet their commitments 
after a peace deal if they were not meeting their commitments 
now. What evidence did we have that they had abandoned their 
goal of a people\'s dictatorship? Olivier brought up the 
institution of peace councils that would bring both sides 
together to resolve differences at the local level when and 
where they arose. A USAID officer added that the Maoists had 
been able to fulfill many of their movement\'s goals. They 
could claim success. They had the prospect of attaining a 
significant share of political power even if it was not the 

total control they had desired. If their combatants were now 
going to be fed and taken care of, they might be persuaded to 
end the extortion and violence and give up their arms. 

Siebert speculated that it might depend on the share of power 
the CPN-M received. If they got less than 15 percent of the 
seats in the interim parliament (and the interim government), 
there would be a big problem. If they got a majority, there 
would be a big problem. The question, he suspected, was 
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whether the Maoists would settle for 15-30 percent. Maoist 
abuses were bad, but Siebert, a South African, said there 
were 5,000 deaths during the months leading up to the peace 
deal in South Africa. Since April in Nepal, Maoists had 

killed 19. Another positive feature, the USAID officer 

noted, was that the CPN-M was sensitive to public opinion, 
and the public wanted peace. 


Feeding the PLA 


7. (C) Peace facilitator Siebert described the difficulty of 

raising the approximately USD 10 million the Maoists wanted 
per year to feed and clothe their combatants. The Maoists 

had said they were fine with a food for work scheme, but even 
that had not elicited much international support. Most 

donors, Siebert said, were waiting for a peace agreement 
before they would consider donating. The European Union, for 
instance, had indicated they would discuss the matter in 
December. That meant the money would not be available until 
next summer, at the earliest, Siebert complained. Siebert 
agreed with the GON that many of the law and order problems 
could be solved if the Maoist combatants were in cantonments. 
Then people could start to separate what was political and 
what was crime. To this, PDAS Mann reiterated there was 

still a fundamental asymmetry. As long as the Maoists were 
an armed force, as long as they did not unequivocally 
renounce violence, they posed a threat to the democratic 
system. The government\'s failure to enforce the rule of law, 
and to govern in general, threatened to have devastating 
consequences for the negotiations and the country\'s future. 


Comment 


8. (C) It was clear from the meeting on October 5 that even 
the USAID-contracted NTTP team, which has worked for months 
to assist the Government of Nepal in preparing for peace 
talks, is hard pressed to gauge the ultimate intentions of 

the Maoists. Their inclination, however, is to believe that 

an equitable outcome will emerge. They have played a crucial 
role up until now in helping the often fractious SPA 
government form a coherent position in the face of constant 
Maoist gamesmanship and threats. The Nepalis will make the 
final decisions about the Maoists\' future role and the nature 
of the state of Nepal themselves, but this is one case where 
U.S. cooperation is playing a key role. 


9. (U) PDAS Mann has cleared this message. 
DEAN 
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Summary 


1. (C) SCA PDAS Steven Mann heard October 4 from Madav Kumar 
Nepal, General Secretary of the Communist Party of Nepal - 
United Marxist Leninist (UML), that success at the upcoming 
peace summit would depend in large part on reaching an 
agreement on the monarchy and Maoists arms management. MK 
Nepal expressed dissatisfaction with the way the Government 

of Nepal (GON) had handled the Maoists, including failing to 

act in response to Maoist abuses. His best guess was that 

the Maoist leadership truly did intend to bring the party 

into the democratic mainstream. The possibility of an 

attempted October Revolution,\" however, could not be 
dismissed. A unified international message to the Maoists 

should be a U.S. goal, he stated. 


Country Faces Challenges and Opportunities 
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2. (C) Center-left Communist Party of Nepal - United Marxist 
Leninist (UML) General Secretary Madav Kumar Nepal told 
Steven Mann, Principal Deputy Assistant Secretary (PDAS) for 
South and Central Asian Affairs (SCA), on October 4 that the 
Government of Nepal (GON) had a challenge and an opportunity 
to transform the armed Maoist insurgents into a peaceful 
democratic party. For the first time in a decade, the 

Maoists seemed to have allowed Nepalis to return to the their 
homes and villages for Dashain (the major Hindu holiday 
season) without the threat of violence, abduction and 

killing. (Note: According to press reports, the Maoists 
abducted at least one royalist ex-mayor over Dashain. End 
note.) The GON, he said, had to take a clear stand for 
democratic values and the law, but at the same time create an 
environment where it was possible for the Communist Party of 
Nepal (Maoist) (CPN-M) to enter the mainstream. The Parties 
had to consider the future of Nepal, where to take the 

country, and how to structure the state and the society. 

What was clear, according to the UML leader, was that that 
the GON had to respect the sovereignty of the people. No 
single individual or party could make all the decisions or be 
above the law. 


Monarchy A Key Open Issue 


3. (C) The General Secretary stated that the future of the 
monarchy was one of the major open issues in the peace talks 
between the GON and the CPN-M. He said that, in his view, a 
majority of Nepalis wanted the monarchy abolished. The 
Maoists were insisting on its immediate suspension. MK Nepal 
opined that it would be wrong for a group of peace 

negotiators or even for the Parliament to abolish a 
280-year-old institution. The UML supported a referendum at 
the time of the constituent assembly election. This way the 
King\'s rights would also be respected. If he won the 
referendum, he would become a ceremonial monarch. If not, 
the country would become a republic. The Maoists, he added, 
were also insisting that all the King\'s property be 

nationalized immediately. That was wrong as well. What was 
necessary, MK Nepal remarked, was that the King\'s state and 
personal property be clearly separated. The Parliament had 
begun that process. 


Management of Maoist Army and Arms Another Issue 


4. (C) The other principal open issue, according to the UML 
leader, was how to manage the Maoist army and its arms. The 
Maoist combatants needed to go into camps. In the first 
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stage, their identities would have to be verified and they 
would have to be registered. In the second stage, the 
General Secretary said, they would be separated from their 
weapons. The third stage would involve the integration of 
the CPN-MVs People\'s Liberation Army (PLA) into various 
organizations, including the Nepal Army (NA) and the police, 
with some, perhaps, to be sent abroad to work. The most 
sensitive issue, MK Nepal admitted, was how to absorb them 


into the NA. As he had told Maoist supremo Prachanda 
recently, the PLA was a politically motivated army. If any 
portion of it was to join the NA, the Maoists would have to 
sever their ties with it. Only the capable, professional 
combatants would be allowed to join the NA. The GON 
negotiators, he stated, had sought the advice of the NA, the 
police and other security experts on how to proceed. 


Future of the Nepal Army 


5, (C) The UML General Secretary pointed out to the SCA PDAS 
that the NA would also have to change. Before the 

insurgency, it consisted of 45,000 soldiers; it was 

100,000-strong now. If peace came, it would need to be 
reduced gradually to 50,000. It would be important to free 

up budgetary funds for development. Some people were arguing 
that Nepal should abolish its army completely. The UML chief 
disagreed. Of course the NA could not ever hope to defeat 

the PRC\'s People\'s Liberation Army or the Indian Army, but 
that was not the point. The NA served other purposes, 

including as a provider of internal security in the event of 

a revival of the Maoist insurgency or the inception of 

another insurrection. What was crucial was that the NA be 
professional and loyal to the democracy. 


Interim Parliament and Government Solvable 


6. (C) MK Nepal told PDAS Mann that he did not anticipate the 
nature and composition of the Interim Parliament to be a 
major sticking point at the upcoming summit if the questions 
of the monarchy and Maoist arms management were resolved. 
The makeup of the Interim Government was also a matter that 
he expected the Seven-Party Alliance (SPA) and the CPN-M 
could work out. If Maoist intentions were honest, agreement 
could be found. 


Nepal\'s Economic Future 


7. (C) The UML General Secretary said that the Parties would 
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never agree to a Communist model of the state, but the new 
Nepal would not follow a completely laissez-faire economic 
model either. It would need to be a free market economy with 
social justice. He cited specifically the example of the 

Nordic countries. MK Nepal also spoke of the need for 
government assistance to certain sectors of Nepali industry 
until they were capable of standing on their own feet in 
international markets. Trade preferences from the developed 
economies for Nepal as a less-developed country would also be 
necessary. Nevertheless, the UML leader argued that Nepal\'s 
hydropower, tourism and agriculture potential had great 
promise. PDAS Mann agreed that Nepal\'s hydropower and 
tourism sector had great promise and stressed as well the 
importance of creating a legal environment in which 
small-scale business could thrive. Foreign investment was 
significant, but it was domestic investment, he stated, that 
drove the economy. 


October Revolution? 


8. (C) PDAS Mann, noting that the Maoists past performance 
gave much cause for concern, asked the UML chief if he 
thought the CPN-M was prepared to compromise. MK Nepal 
admitted the GON had made many mistakes in dealing with the 
Maoists. The GON had given them too many preferences in the 
negotiations up until now. The CPN-M was using its weapons 
to intimidate and threaten people and meanwhile the state did 
nothing. One problem was that the GON\'s chief peace 
negotiator was also the Home Minister. The UML General 
Secretary stated to the SCA PDAS that he had told Minister 
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Sitaula he was too flexible in dealing with the Maoists. In 
response to a question from PDAS Mann, MK Nepal responded 
that he did not know if the state\'s security apparatus were 
collecting information about the Maoists. Whether the CPN-M 
were seriously preparing for an \"October Revolution or not 
was unclear. Certainly, the security agencies had an 

obligation to be prepared for any eventuality. He said he 


did not think the Nepal Police were ready, the Armed Police 
maybe. It would depend, MK Nepal remarked, on whether the 
Prime Minister or Home Minister had given the necessary 
instructions. In his opinion, however, the Maoist leaders 
would not dare go for an October Revolution. It would ruin 
their political reputation and create extreme distrust among 
the public. Mann stressed U.S. support for negotiations but 
advised that it would be a mistake to gain a peace at any 
price -- the negotiations should lead to a meaningful accord 
that sets Nepal on a path to democratic development. 
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Maoist Intentions 


9. (C) The UML head said that he did know all of the Maoist 
leaders. One group of them holding guns seemed to be pushing 
for a hard line in the negotiations. Their view, he said, 
seemed to be: Why be flexible, we are strong? Why not take 
over? But MK Nepal went on to say that he saw that as an 
unlikely outcome. The international community, civil society 
and the other parties would not tolerate it. Maoist 

extremists as well as the extreme right had to be watched 
carefully. Once the CPN-M combatants were in camps, then any 
person outside with a gun would have to be arrested 
immediately. Likewise, anyone who extorted funds. 

Gradually, the people with arms would be controlled. MK 
Nepal stated that he thought the Maoist leadership was 
genuinely considering joining the political process. He said 

he had met with the top leaders several years earlier in 
Luknow, India, in a widely reported incident, and already at 
that time, they were expressing interest in being 
accommodated. Prachanda, MK Nepal maintained, still had a 
firm grip on the CPN-M, but he was influenced by the party\'s 
Central Committee. It seemed from recent meetings with him, 
however, MK Nepal added, that Prachanda had experienced a 
change of heart. He wanted to take the party on a new path. 


Recommendations for the U.S. 


10. (C) MK Nepal informed SCA PDAS Mann that the USG could be 
helpful by continuing to call the Maoists to account for 

their abuses and to question their commitment to democracy. 
He also urged the U.S. to take others in the international 
community into our confidence. The U.S., he said, should not 
be isolated. All the major international voices should be 
unified in their message to the Maoists, particularly the 

U.S. and Europe. International support for the Nepal Army to 
suppress any attempt by the Maoists to launch an October 
Revolution would be particularly important. Figuring out how 
to handle another peoples movement would be more difficult 
for the Parties and the international community. The UML 
General Secretary also suggested that the U.S. use a 
carrot-and-stick approach with the Maoists. The trick for 
everyone was to give the Maoists enough of a carrot so they 
would be lured into the democratic mainstream. Joint 
statements by the international community or by the U.S. 
Congress were particularly influential in shaping CPN-M 
thinking. 


Comment 
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11. (C) The center-left UML leader was hopeful a deal could 
be struck at the upcoming Seven-Party Alliance-Maoist peace 
summit. MK Nepal seemed less concerned than other leading 
politicians from the center-right that the CPN-M could return 

to violence, but he also did not rule out the possibility of 

an attempted October Revolution. While it would be 
premature, in postVs view, to offer the Maoists carrots at 

this point, MK Nepal's recommendation regarding a unified 
international position is worth pursuing. We do not expect 

to see completely eye-to-eye with our diplomatic colleagues. 
To the extent we can agree, however, our message is that much 
stronger. 


12. (U) PDAS Mann has cleared this message. 
DEAN 


81941 

RR RUEHFK RUEHKSO RUEHNH 

DE RUEHNH #0227/01 2890840 

ZNY CCCCC ZZH 

R 160840Z OCT 06 

FM AMCONSUL NAHA 

TO RUEHC/SECSTATE WASHDC 0630 

INFO RHMFISS/18WG CP KADENA AB JA 
RHMFISS/CDR USPACOM HONOLULU HI 
RUSFNSG/CDR10THASG TORII STATION JA 
RHMFISS/CG FIRST MAW 

RUHBABA/CG lll MEF CAMP COURTNEY JA 
RUHBANB/CG MCB CAMP BUTLER JA 
RUHBABA/CG THIRD MARDIV CAMP COURTNEY JA 
RUEAIIA/CIA WASHDC 

RHMFISS/COMFLEACT OKINAWA JA 
RHMFISS/COMMARCORBASESJAPAN CAMP BUTLER JA 
RHMFISS/COMMARFORPAG 
RHOVVKG/COMSEVENTHFLT 

RUHBVMA/CTF 76 

RHEFDHP/DIA DHP-1 WASHINGTON DC 
RUYLBAH/DODSPECREP OKINAWA JA 
RUESOK/FBIS OKINAWA JA 

RUEHFK/AMCONSUL FUKUOKA 0200 
RHHJJAA/JICPAC HONOLULU HI 

RHHMBRA/JICPAC PEARL HARBOR HI 
RUEKJCS/JOINT STAFF WASHDC 

RHMFISS/JOINT STAFF WASHINGTON DC 
RUEHNH/AMCONSUL NAHA 0680 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RHMFISS/NAVCRIMINVSERVRA OKINAWA JA 
RHEHAAA/NSC WASHINGTON DC 
RUHBANB/OKINAWA AREA FLD OFC US FORCES JAPAN CAMP BUTLER JA 


Column 3 

RUEHOK/AMCONSUL OSAKA KOBE 0274 

RUEHKSO/AMCONSUL SAPPORO 0236 

RUEKJCS/SECDEF WASHDC 

RUEKJCS/SECDEF WASHINGTON DC 

RUEHUL/AMEMBASSY SEOUL 0064 

RUEHIN/AIT TAIPEI 0012 

RUEHKO/AMEMBASSY TOKYO 0629 

RUALBCC/YOKOTA AB HQ USFu"","C ONFIDENTIAL SECTION 01 OF 03 NAHA 000227 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/16/2031 

TAGS: JA, PREL, MARR 

SUBJECT: SURVEY OF PAST OKINAWAN POLLS SHOWS INCREASING ACCEPTANCE 
OF US BASES 
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American Consulate General Naha, DOS. 
REASON: 1.4 (b), (d) 


1. (C) Summary. In the upcoming November 19 gubernatorial 
election, the reformist camp, led by candidate Keiko ITOKAZU,has 
made opposing the relocation of Marine Corp Air Station (MCAS) 
Futenma within Okinawa and pushing for withdrawal of US bases 
from the prefecture its primary focus for the election. However, 

a survey of past Okinawan public opinion polls conducted from 
1972 to 2006 by the Japanese Cabinet Office, Ryukyu University, 
Ryukyu Shimpo, Okinawa Times, the Asahi Shimbun, and NHK reveals 
a Okinawan public increasingly accepting of US bases in the 
prefecture. The polls also show a growing level of comfort with 
Japanese Self-Defense Force (JSDF) bases in Okinawa and 
improvement in Okinawa-mainland Japan relations. Still, 
differences between Okinawans and mainland Japanese remain, and 
many Okinawans still perceive themselves as being non-Japanese. 
A small few even advocate Okinawan independence from mainland 
Japan. But the past polls suggest that no matter who may become 
the next governor of Okinawa, the Okinawan public may be more 
receptive to messages explaining the strategic importance of the 
US-Japan Security Treaty and US bases in Okinawa than the 
Okinawan media and politicians suggest. We will be reporting 
septel on the upcoming election prospects, and expect to see 

more recent polling in that regard. In the meantime, to help put 

the upcoming election in context; following is a review of past 
polling trends. End Summary. 


Perceptions of the US-Japan Security Treaty and US Bases in 
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Okinawa 


2. (U) Polls show that while US bases in Okinawa remain a top 
issue for Okinawans, the issue\'s prominence does not mean that 
most Okinawans are anti-US-Japan Security Treaty or even anti-US 
bases. When the Asahi Shimbun asked Okinawans in 1997 what they 
thought of when they heard the word Okinawa," 44 percentage 
said bases. However, in the same poll most respondents, 57 
percent, said they supported the US-Japan Security Treaty and 37 
percent saw the US military presence in Japan as necessary for 
regional stability. In fact, polling suggests that a third of 

the Okinawan public may be strongly conservative. In a 2006 
Ryukyu Shimpo poll, 31 percent of respondents said that US 
military transformation would be a plus for Okinawa, and over a 
quarter supported the USG-GOJ plan to build the V-shaped Marine 
Corp Air Station (MCAS) Futenma replacement facility (FRF) at 
Camp Schwab. 


3. (U) While the Japanese Communist Party (JCP) and the 

Socialist Democratic Party (SDP) call for the immediate closure 

of all US bases, polls indicate that the majority of Okinawans 

do not want them immediately closed, and increasingly accept the 
presence of US bases. According to NHK polling, those calling 

for the immediate closure of US bases fell to 20 percent in 

2002, the lowest level in 20 years. Also, Japanese Cabinet 

surveys from 1985-2001 showed the percentage of respondents who 
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said US bases in Okinawa were necessary or unavoidable for 
Japanese security reasons increased from 34 percent in 1985 to 
46 percent in 2001. The number of respondents expressing 
understanding exceeded those who said US bases were unnecessary 
or added to Japan\'s danger, 44 percent, for the first time in 16 
years. NHK polling echoed the same trend, with support for US 
bases rising from 26 percent in 1972 to 47 percent in 2002. 
Further, Asahi Shimbun polls in 2002 and 2005 noted that over 60 
percent of Okinawan respondents felt that US bases were 
important to Okinawa\'s economy. Only six percent of respondents 
in the 2005 poll said the bases did not help Okinawa\'s economy 

in any way. 


Perceptions of the JSDF and World War II 


4. (C) Some reformist contacts have told us that Okinawans fear 
the Japanese Self Defense Forces (JSDF) even more than they do 
the US military because of the many atrocities by the Japanese 
Imperial Army during World War II. However, polling indicates 

the opposite. Okinawan support for Japanese Self-Defense 
Force(JSDF) bases on island continues to be very high. According 
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to Japanese Cabinet polling, Okinawans felt JSDF bases in 
Okinawa were necessary or unavoidable rose from 55 percent in 
1985 to 70 percent in 2001, with almost a quarter in 2001 saying 
JSDF bases were necessary. NHK polling from 1975 to 2002 
similarly showed those believing in the necessity of JSDF bases 
in Okinawa rising from 48 percent to 67 percent. 


5. (C) A surprising trend, however, is that Okinawans\' 

\"memories\" of the war seem to be growing, even as the numbers of 
those who actually experienced the war dwindle. NHK\'s 1977 poll 
found 64 percent of respondents said that they could not forget 

the war, but by 2002, 81 percent responded so. 38 percent of 
respondents in 1982 said that they had direct experiences with 

the war, but only 27 percent of respondents in 2002 had. A 2006 
Ryukyu Shimpo poll echoed this point when it broke down 
non-support for relocating MCAS Futenma to Camp Schwab by age. 
According to the poll, while non-support was high among all age 
groups, twenty year olds and those over sixty were the highest 
levels of non-support, both over 70 percent. 


Okinawans Perceptions of Mainland Japanese: 


6. (U) Okinawans feel themselves distinct from mainland 
Japanese, which may aid those who couch US military 
transformation as part of an ongoing campaign by mainland Japan 
to discriminate against Okinawa. A 1973 NHK poll, the year 
following Okinawan reversion to Japanese civilian government, 
showed only 21 percent of Okinawans felt mainlanders understood 
them. That number gradually increased until 1987, peaking at 45 
percent. Subsequent NHK surveys showed a downward trend, with 
just 35 percent in 2002 saying mainlanders understood Okinawans. 
Okinawans believe this misunderstanding is mutual. In NHK 

polls, those who said they understood mainland Japanese fell 

from a high of 50 percent in 1987 to 37 percent in 2002. 


7. (U) In fact, many Okinawans do not think of themselves as 
primarily Japanese. Ryukyu University polls in 1996 and 2005 
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showed over 40 percent of Okinawans considered themselves 
\"Okinawan.\" About a third, 31 percent in 1996 and 37 percent in 
2001, said they considered themselves Okinawan-Japanese, while 
only 12 and 21 percent, respectively, considered themselves 
Japanese. NHK polls showed similar results, with respondents 

who had a strong image of being Japanese falling from a high of 

29 percent in 1987 to 18 percent in 2002. A small number of 
Okinawans even want to be independent from Japan. A 2005 Ryukyu 
University poll showed that 25 percent of respondents thought 

that Okinawa should declare its independence from Japan, with 20 
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percent thinking so even if Japan did not recognize Okinawa\'s 
independence. 


8. (U) However, Cabinet polls show that Okinawans feel that 
relations with mainland Japanese have improved since reversion. 
In 1975, 53 percent of Okinawans were skeptical that mainland 
Japan and Okinawa could really become one. But by 2001, 73 
percent of Okinawan respondents felt mainland Japanese 
understanding of Okinawans had improved since reversion. Also 
in 1994, 83 percent of Okinawans were positive about reverting 
to Japan, up from 69 percent in 1985. 


9. (C) Comment: Public perceptions in Okinawa of the bases, and 
of relations with mainland Japan, remain complex and it is 

difficult to divide Okinawans simply into anti-base and pro-base 
camps. We expect to see updated polling on Okinawan perceptions 
as the upcoming gubernatorial election approaches. Our initial 
assessment is that the election may turn more on image than 

policy, which does not bode well for the conservative candidate. 

End Comment. 
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Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 


1. (C) SUMMARY AND COMMENT: During an October 9-10 visit to 
Zagreb, US Ambassador to BiH McElhaney updated top officials 

on USG views regarding BiH\'s future. He also called on 

Croatian political leaders to help encourage Bosnian Croats 

to support future constitutional reform efforts. The GoC, 

the Office of the President, and various political parties 
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all reacted positively and agreed that BiH was not 
sustainable under its current structure. 


2. (C) After years of our warnings to stay out of BiH 

politics due to the expansionist views of the wartime 

government, a USG proposal for engagement may have initially 
given Croatian politicians pause. However, during the 
Ambassador\'s visit, all appeared to understand the 

constructive role they could now play in making BiH a viable 
neighbor and sustainable home to Bosnian Croats. END SUMMARY 
AND COMMENT. 


GoC GOAL: HELP BOSNIAN CROATS SEE FUTURE WITHIN BiH 


3. (C) MFA State Secretary Hidajet Biscevic noted the GoC\'s 
concern over the future of BiH and welcomed Ambassador 
McElhaney\'s call for a closer dialogue with the USG on 
Zagreb\'s role there. According to Biscevic, if Bosnian 
Croats see no future in BiH they will come to Croatia, 
straining Croatia\'s capacity to absorb migrants and throwing 
the already delicate ethnic dynamics in BiH out of balance. 


4. (C) Biscevic said the GoC supports constitutional reform 

in BiH and sees no need for a third entity. He outlined five 

key elements of the policy of PM Ivo Sanader and his 
government toward BiH: 

- Supporting the territorial integrity of BiH, 

- Finding a new internal architecture for BiH through 
constitutional arrangements that is both democratic and 
protects all constituent peoples, 

- Firmly supporting a continued role in BiH for the 

international community (the Office of the High 

Representative should not go away too soon), 

- Engaging the Catholic Church as unifying force among 
Bosnian Croats (PM Sanader sees this as even more important 
now that political parties are split), and 

- Moving BiH\'s efforts to enter a Stabilization and 

Association Agreement with the EU forward (Sanader intends to 
raise this issue in Washington when he visits the week of 
October 16). 


PRESIDENT\'S ADVISOR: KOMSIC ELECTION MAY PROVE POSITIVE 


5. (C) Budimir Loncar, President Stjepan Mesic\'s special 
advisor on international relations, said that while the 
election of Social Democrat Zeljko Komsic as the Croatian 
member of the BiH tripartite presidency has been 
controversial among Bosnian Croats, it may ultimately be 
positive that he was not the candidate of any single Croat 
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faction. Loncar called Komsic a courageous man of principle 

and said President Mesic knows him well. Even PM Sanader, 
who supported HDZ 1990 leader Bozo Ljubic, has reacted 
relatively positively to Komsic\'s election, according to 

Loncar. At Ambassador McElhaney\'s suggestion, Loncar agreed 
to advise President Mesic to invite Komsic to Zagreb for a 

state visit. 


6. (C) Loncar suggested that Republika Srpska PM Milorad 
Dodik be encouraged to be more active federally -- even to 
become BiH PM. The international community should ignore his 
rhetoric about RS independence, according to Loncar, and try 
to involve him in common projects that will lead to EU 
integration. In an upcoming visit to Belgrade, Mesic will 

ask Serbian President Boris Tadic to encourage Dodik to be 
active in Sarajevo. 


7. (C) Ambassador McElhaney expressed skepticism that Dodik 
would take the PM job in Sarajevo or even put a strong person 
there, as the failure of constitutional reforms has left that 
position with too little power. Loncar replied that it is 

critical that the new PM is a Serb who supports 

constitutional anendments. As the Croat community is next in 
line for the Presidency, Loncar said the Foreign Minister 

should be a Bosniak, such as Zlatko Dizdarevic, former BiH 
ambassador in Zagreb. 


OPPOSITION PARTIES: NO MORE POLITICAL GAMES WITH BIH CROATS 


ZAGREB 00001247 002 OF 002 


8. (C) Croatian People\'s Party (HNS) President Vesna Pusic 
told Ambassador McElhaney that Bosnian Croats no longer trust 
political parties, as they have been used as pawns both in 

BiH and in Croatia. She said parties other than the Croatian 
Democratic Union (HDZ) will have to win their trust with 

policies that protect their interests but also lead to EU 
integration. 


9. (C) Social Democratic Party (SDP) foreign policy advisor 
Zoran Milanovic said his party hesitated before it supported 
the campaign of its sister party in BiH to elect Komsic, but 
ultimately got involved and intends to help present him to 

the Croatian public as a legitimate representative of the 
Bosnian Croat community. Komsic, who is not yet well known 
within Croatia, will appear on a popular weekend television 
talk show in Zagreb on October 15. 
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10. (C) Milanovic noted that Bosnians with Croatian 
citizenship can vote in Croatian parliamentary elections, 
expected in November 2007, and traditionally lean heavily in 
favor of the HDZ. As a result, the SDP must be careful not 
to become too active in BiH or it risks galvanizing HDZ 
supporters there. 


11. (C) Former Croatian Ambassador to the UN Ivan Simonovic 
stressed that European integration should be the key driver 

of stability in BIH and is something that Croatian 

politicians could promote. When the BiH public has a 15-year 
vision of EU membership, which will result in standards that 
protect the rights of all people, they will realize that 

their inter-ethnic disputes are not worth it. 


FEARS ABOUT DODIK\'S REFERENDUM 


12. (C) In separate meeting requested by Security and 
Intelligence Agency (SOA) head Tomislav Karamarko, the 
intelligence chief expressed pessimism about RS, saying he 
believes Dodik intends to initiate a referendum for RS 
independence in the aftermath of Kosovo final status. 
Karamarko fears this will be seriously destabilizing. 
Ambassador McElhaney noted that the USG has sent a strong 
warning to Dodik not to pursue a referendum. The 
international community still has considerable pull in BiH, 
the Ambassador reminded, and will not hesitate to use the 
Bonn Powers to prevent a referendum. 


13. (U) Ambassador McElhaney has cleared this cable. 
DELAWIE 
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SUBJECT: YORK CHOW LETTERS TO SECRETARY RICE AND SECRETARY 
LEAVITT ON MARGARET CHAN NOMINATION TO WHO 


1. (U) Summary: Post received two letters from Dr. York 
Chow, Secretary of the Health, Welfare and Food in Hong Kong, 
asking for U.S. support for the candidacy of Margaret Chan to 
become Director General of the World Health Organization. 

The letters were addressed to the Secretary of State and 
Secretary of Health and Human Services. Chan\'s curriculum 


SIPDIS 

vitae and a campaign brochure accompanied the letters. Post 
will pouch the letter and campaign material back to the desk. 
A copy of the letters is conveyed in the remainder of this 
cable. End Summary. 


2. (U) Letter to Secretary of State Condoleeza Rice: 
September 27, 2006 


Ms. Condolezza Rice 
Secretary of State 


SIPDIS 

U.S. Department of State 
2201 C Street NW 
Washington, DC 20520 
U.S.A. 


Dear Ms. Rice, 
Director General, World Health Organization 


The Central People\'s Government of the People\'s Republic 
of China has nominated Dr. Margaret Chan as a candidate for 
the post of Director General of the World Health Organization 
(WHO). The WHO Executive Board will decide on the 
candidature on 6-8 November 2006. | write to recommend Dr. 
Chan to you and to appeal for your support for her candidacy. 
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Dr. Chan is an outstanding public health professional 
with integrity, strong sense of responsibility and solid 
professional and academic background. She had a first-hand 
experience of over 25 years of working in the public health 
authority of Hong Kong, witnessing and rising to the various 
challenges of public health needs of a community evolved from 
a light manufacturing industry-based economy to a 
cosmopolitan city. Before retiring from the Hong Kong civil 
service, Dr. Chan as the then Director of Health, was 
directly involved in tackling two unprecedented infectious 
diseases, both of which continue to remain a threat to global 
public health today - avian influenza and severe acute 
respiratory syndrome. During her past three years at WHO, 
she continued to work in this area and led global efforts to 
strengihen preparedness for human pandemic influenza. Such 
unparalleled experiences, highly relevant to the WHO\'s 
imminent tasks, makes her an ideal candidate for the Director 
General appointment. | attach for your reference Dr. Chan\'s 
curriculum vitae and Election Manifesto. 


Global public health is facing many challenges. It 
takes extraordinary vision, talent, ability and commitment to 
lead such an important agency. The Hong Kong community takes 
pride in having Dr. Chan as one of the candidates and fully 
supports her bid. We believe that Dr. Chan is eminently 
qualified and fully capable of rising to the challenge. | 
commend Dr. Chan to you. As United States of America is a 
Member of the WHO Executive Board, | would like to urge your 
country to vote for Dr. Chan in the November election. 


Yours sincerely, 
/signed/ 


(York Y N Chow) 
Secretary for Health, Welfare and Food 


SIPDIS 


Encl. 
cc. Consul-General of United States of America 


(End letter to Secretary Rice) 
3. (U) Letter to Secretary of Health and Human Services 


Michael Leavitt: 


HONG KONG 00004092 002 OF 002 
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September 27, 2006 


Mr. Michael Leavitt 
Secretary of Health and Human Services 


SIPDIS 

U.S. Department of Health and Human Services 
200 Independence Avenue, S.W. 

Washington, DC 20201 

U.S.A. 


Dear Mr. Leavitt, 
Director General, World Health Organization 


The Central People\'s Government of the People\'s Republic 
of China has nominated Dr. Margaret Chan as a candidate for 
the post of Director General of the World Health Organization 
(WHO). The WHO Executive Board will decide on the 
candidature on 6-8 November 2006. | write to recommend Dr. 
Chan to you and to appeal for your support for her candidacy. 


Dr. Chan is an outstanding public health professional 
with integrity, strong sense of responsibility and solid 
professional and academic background. She had a first-hand 
experience of over 25 years of working in the public health 
authority of Hong Kong, witnessing and rising to the various 
challenges of public health needs of a community evolved from 
a light manufacturing industry-based economy to a 
cosmopolitan city. Before retiring from the Hong Kong civil 
service, Dr. Chan as the then Director of Health, was 
directly involved in tackling two unprecedented infectious 
diseases, both of which continue to remain a threat to global 
public health today - avian influenza and severe acute 
respiratory syndrome. During her past three years at WHO, 
she continued to work in this area and led global efforts to 
strengihen preparedness for human pandemic influenza. Such 
unparalleled experiences, highly relevant to the WHO\'s 
imminent tasks, makes her an ideal candidate for the Director 
General appointment. | attach for your reference Dr. Chan\'s 
curriculum vitae and Election Manifesto. 


Global public health is facing many challenges. It 
takes extraordinary vision, talent, ability and commitment to 
lead such an important agency. The Hong Kong community takes 
pride in having Dr. Chan as one of the candidates and fully 
supports her bid. We believe that Dr. Chan is eminently 
qualified and fully capable of rising to the challenge. | 
commend Dr. Chan to you. As United States of America is a 
Member of the WHO Executive Board, | would like to urge your 
country to vote for Dr. Chan in the November election. 
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Yours sincerely, 
/signed/ 


(York Y N Chow) 
Secretary for Health, Welfare and Food 


SIPDIS 


Encl. 
cc. Consul-General of United States of America 


Cunningham 


81944 

OO RUEHWEB 

DE RUEHKT 2743/01 2890846 

ZNY CCCCC ZZH 

O 160846Z OCT 06 

FM AMEMBASSY KATHMANDU 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3464 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 4872 
RUEHLM/AMEMBASSY COLOMBO PRIORITY 5111 
RUEHKA/AMEMBASSY DHAKA PRIORITY 0262 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 3105 
RUEHLO/AMEMBASSY LONDON PRIORITY 4501 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0352 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 2005 
RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RHHMUNA/CDR USPACOM HONOLULU HI PRIORITY""CONFIDENTIALKATHMANDU 0027 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 10/16/2016 

TAGS: PGOV, PTER, NP 

SUBJECT: CENTER-RIGHT LEADER CONCERNED AS PEACE TALKS DRAW 
NEAR 

Classified By: Charge d\'Affaires Nicholas Dean. Reasons 1.4 (b/d). 


Summary 


1. (C) Nepali Congress - Democratic President Sher Bahadur 
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Deuba told visiting SCA PDAS Steven Mann October 4 that the 
Seven Party Alliance government would have to overcome 
considerable mistrust of the Maoists if it was going to reach 

a peace deal at the upcoming talks. The main question was 
Maoist arms management. Deuba said he did not know if the 
Maoists were serious or not about compromising. Although he 
was Critical of the Government of Nepal\'s failure to crack 
down on Maoist abuses, he predicted that any Maoist effort to 
take power by force would fail. 


Mistrust of Maoists On Eve of Summit Talks 


2. (C) Center-right Nepali Congress - Democratic President 
and former Prime Minister Sher Bahadur Deuba told visiting 
Principal Deputy Assistant Secretary for South and Central 
Asian Affairs Steven Mann that his party as well as others in 
the Seven Party Alliance (SPA) government were finding it 
very difficult to trust the Maoists. The Communist Party of 
Nepal (Maoist) (CPN-M) continued to commit rampant violations 
of the Cease-fire Code of Conduct. The CPN-M was still 
extorting, still refusing to return property it had 

confiscated, still recruiting militia and party cadre, still 
kidnapping and killing. The Nepali people, Deuba said, were 
very suspicious that the Maoist conversion to democracy was 
not genuine. At the same time, the Maoist leaders seemed 
very eager in meetings to join the Interim Government and 
Parliament. 


Maoist Arms Management the Nub 


3. (C) Deuba emphasized that he had no objection to the CPN-M 
joining the government -- if its combatants were in 

cantonments and its weapons were under UN control. The 
shadow of fear had to be removed. Arms management would be 
the biggest issue, he predicted, in the talks. The Maoists 

were insisting on keeping control of their weapons because 

they wanted to be major political players. The SPA were 

ready to offer the CPN-M a political package, but only if the 
Maoists gave up their arms. Other things had to happen as 

well. The Maoists had to give up recruitment; the Nepal Army 
(NA) had already done so. The Maoists kept talking about the 
NA, but it was not the same. The NA could take over Singha 
Durbar (note: the seat of the Prime Minister and the 

Parliament), the NC-D chief stated, but it did not have the 

same power as the Maoists to create fear throughout the 
countryside. The Parties were prepared to deal with the NA, 

to make it accountable to the government. The Maoist 

People\'s Liberation Army (PLA) also had to be made 
accountable. Senior NC-D leader Minendra Rijal added that 
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the Maoists tried to divide the SPA by raising questions 
about the NA and the monarchy. 


U.S. Supports Peace, But Not At Any Price 


4.(C) PDAS Mann affirmed that the USG strongly supported 
unity within the governing coalition as the peace process 
moved forward. We wanted to assist the process and a 
positive outcome. In our view, however, it was not the 
process which was most important. It could not be a peace at 
any price but had to be a meaningful peace. 


Maoist Intentions? 


5. (C) The SCA PDAS asked if it was possible for the Maoists 
to compromise and remain Maoists. The NC-D President 
admitted that he still was not sure if the CPN-M was serious 
or not. The Communist Party of Nepal - United Marxist 
Leninist (CPN-UML) had a very different ideology from the 
NC-D, but they had become part of Nepali democracy. He 
suggested that if the international community were united, 


that the Maoists would think twice about abandoning the peace 
process and returning to the jungle. The international 
community needed to be firm. Deuba encouraged the U.S. to 
manage and work with India, China, Japan and the European 
Union especially. International pressure helped to keep the 
Maoists in line and strengthened the GON. The NC-D chief 
reported that Maoist Supremo Prachanda had said the CPN-M 
would be smashed by foreign countries if it attempted an 
October Revolution. The Maoists, Deuba, stated, would not 
have even talked about arms separation if not for U.S. and 
other international pressure. 


Future of Maoist Militia 


6. (C) In response to a question from PDAS Mann, Deuba agreed 
that the Maoist militia had not gotten the attention thus far 

that it merited. The issue was not just the Maoist PLA. The 
militia had small arms while the common people had none. In 
order to prevent them from intimidating people, the militia 

needed to be dissolved. As Minendra Rijal said, without 

security in the countryside, there could be no free and fair 
election. 


Role of India 
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7. (C) Deuba praised Ambassador Moriarty for his plain talk 
about Maoist abuses, but complained that the Indians were not 
as clear. They had leverage with the CPN-M, but, for some 
reason, were not using it. The former Prime Minister asked: 
Didn\'t they see the risk to India that the Maoists posed? 
PDAS Mann argued that, even with the left parties in the 
governing coalition in Delhi, India had no interest in a 
Maoist takeover. Still, it seemed odd, Minendra Rijal noted, 
that the Indians were complaining about U.S. military 
training to the GON but keeping silent about the Maoists. 
Deuba conceded, however, that even the Indian left did not 
think the CPN-M should be allowed to retain its arms. 


Risk of Maoist Takeover 


8. (C) The NC-D President downplayed the risk of a Maoist 
takeover. The international situation was not favorable, and 
the democratic parties still enjoyed considerable support. 
The GON also needed to enforce the law. A crackdown by the 
police and the NA was going to be particularly important if 
the talks failed. Deuba said he had stressed to the PM -- 
without success -- that the Home Minister needed to be 
replaced. In the people\'s movement in April 2006, it had 
been the King vs. the democrats. If there were another 
people\'s movement in October or November, it would be the 
democrats vs. the Maoists. The CPN-M would have difficulty 
prevailing. 


Comment 


9. (C) As the NC-D chief pointed out to PDAS Mann, Maoist 
Supremo Prachanda has been talking lately about his 
commitment to democracy and indicating flexibility in 

meetings with party leaders. At the same time, the CPN-M has 
continued its campaign of extortion, violence and 

intimidation. Deuba said he was intensely suspicious of 

Maoist intentions, but also conceded that he did not want to 

fail to deliver peace if that was possible. PDAS Mann\'s 

words of encouragement for a negotiated but meaningful peace 
could not have come at a better time for Deuba and the other 
key political leaders on the eve of the peace summit. 


10. (U) PDAS Mann has cleared this message. 
DEAN 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - NORTH KOREA 


Block Quotes 


Monday, October 16, 2006 


-- Liberal Political Science professor Dr. Shafiq Al-Ghabra 
commented in moderate Arabic daily Al-Rai Al-Aam under the title 
\"Korean Nuclear Detonation\" (10/16): 


\"While countries possessing nuclear capabilities and those seeking 

it continue to struggle over the right to possess them, the world 

will witness a period of sanctions and severe conflict. We can say 

the Indian and Pakistani nuclear weapons page has been turned simply 
as a result of time. However, the Iranian and Korean pages remain 
wide open.\" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 10/12/2015 

TAGS: ENRG, EPET, KZ, CA 

SUBJECT: KAZAKHSTAN: CANADIAN OIL COMPANY WEATHERS LEGAL 
ASSAULT 


REF: A. ALMATY 603 


B. 05 ALMATY 3857 
C. ALMATY 2301 


Classified By: Charge dVAffaires Kevin Milas; Reasons 1.5(b) and (d). 


1. (C) Summary: The Canada-based \"NationsEnergy\" oil 
company, whose Kazakhstani subsidiary, WKarazhambasmunai JV\" 
(KBM), owns a 50,000 barrel per day oil field, recently won 

an appeal in Kazakhstani court against an individual claiming 
nearly 50% of KBM by virtue of a dispute with former 
NationsEnergy shareholders. Nations Energy Vice President 
Patrick O\'Mara recently told Econoff that he believes the 
claimant, Zoran Savicic, is cooperating with well-placed 
Kazakhstanis in a plot to either win 50% of KBM in court, or, 
failing that, to drive down NationsEnergy\'s price before an 
acquisition bid. With a rumored asking price of $2 billion, 
NationsEnergy is entertaining numerous potential buyers, both 
Kazakhstani and international. End Summary. 


Anatomy of the Legal Assault 


2. (C) NationsEnergy won an August 19 decision in Mangistau 
Oblast Appeals Court which reversed an April ruling, by a 
Specialized Economic Court, granting Zoran Savicic, a Serbian 
citizen, 17.9% of KBM. SavicicWs claim arose out of a 1994 
agreement with individuals who later became NationsEnergy 
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shareholders. Savicic\'s claim appears to have survived to 
date against long odds. Court documents suggest that, not 
only does Savicic appear not to have fulfilled his side of 

the 1994 agreement, but he also managed to void a 1998 
settlement agreement by arguing that he had been coerced into 
signing. In 2006, Savicic managed to secure a default 
judgment against the defendants in Nevada court, allegedly by 
providing process servers with an incorrect address for the 
principal defendant. Rather than seek collection of the 
judgment in U.S. courts, however, Savicic chose to transfer 
the case to Kazakhstan (convincing a Kazakhstani judge to 
accept jurisdiction by switching his target from the 
Nevada-registered NationsEnergy to KBM) -- where, 
NationsEnergy lawyers maintain, he helped secure the 
favorable April verdict by misrepresenting the significance 

of the Nevada court\'s judgment, even after being enjoined 
from doing so. Savicic\'s legal victories, however, came to a 
halt in August in the Mangistau Court of Appeals. 


Accusations of Kazakhstani Insider Involvement 


3. (C) On September 16, OVMara told Econoff that he is 
convinced that a group of well-placed Kazakhstani insiders, 
including Timur Kulibayev (the president\'s son-in-law), Askar 
Balzhanov (General Director of \"KazMunaiGaz (KMG) Exploration 
and Production\", Zhakyp Marabayev (Managing Director of KMG), 
and Adilbek Dzhaksybekov (Head of the Presidential 
Administration), were behind Savicic\'s assault on KBM in 
Kazakhstani courts. OVMara suspects that the idea to 

transfer the case to Kazakhstani courts took form in 2004, 

when rumors began to break that NationsEnergy was available 

for sale (ref A). O\'Mara surmises that the aim of the plot 

was first and foremost to win 50% of KBM with the help of 

corrupt judges and, failing that, to drive down 

NationsEnergy\'s asking price for a potential acquisition bid. 


CNPC Refuses to Cooperate with Plot 


4. (C) OVMara told Econoff that, in November 2005, in the 

midst of NationsEnergy\'s negotiations to sell the company to 

the Chinese National Petroleum Company (CNPC), CNPC officials 
forwarded him text messages from Marabayev and Balzhanov 
aimed at convincing the Chinese to hold-off buying 

NationsEnergy (for a reported $2 billion), in order to give 
Kulibayew\'s group time to \"knock $700-$800\" off the price 

\"with fines and legal actions.\" The Kazakhstanis would then 

buy NationsEnergy and re-sell at least part of the company to 

the Chinese. OVMara also claimed that Kulibayev has a 


Column 3 

history of dealing with Savicic (whom, he says, was a subject 
of interest in the Serbian War Crimes Tribunals), having 
partnered with the Serbian to profit from illegal sales of 

oil under embargo of Saddam Hussein\'s regime. 


Ace in the Hole: Threatening to Go Public 


ASTANA 00000090 002 OF 002 


5. (C) O\'Mara credits NationsEnergy\'s success in the appeals 
court both to the overwhelming weight of legal evidence in 

the company\'s favor and to his own efforts to tacitly warn 

the Kazakhstani insiders that he was aware of their actions 
and would denounce them publicly if faced with losing a large 
share of the company. (The case has thus far not entered the 
Kazakhstani media. The threat of publicity, OVMara believes, 
is what will keep Savicic from appealing the August court 
decision, though he has a year in which to do so.) O\'Mara 
told Econoff that he had communicated most of his suspicions 
and warnings to Deputy Prime Minister Masimov -- who, OVMara 
recounted, eventually confirmed O\'Mara\'s claims of insider 
involvement (without naming names), and then professed to 
have put an end to the plot. Smiling, OVMara told Econoff 
that, in what he termed \"Kulibayev\'s revenge," the financial 
police had raided NationsEnergy\'s offices on September 11, 
and the Subsoil User\'s Inspection Office had come calling two 
days later. 


Suitors Still Flocking to Buy NationsEnergy 


6. (C) Meanwhile, OVMara said, potential buyers continued to 
court NationsEnergy. Since November, he said, several groups 
had shown up unannounced at NationsEnergy\'s Almaty offices, 
some to bluff, others to threaten, and a few to make 

legitimate offers. While the Chinese continued to make the 
best offer, OVMara said, he had the increasing feeling that 

the GOK would prefer a different buyer. Masimov, he said, 

was trying to set up a sale to Vladimir Kim of Kazakhmys (a 
London-based copper mining company) -- but so far the offer 
was too low. BankTuranAlem had made the best offer among 
Kazakhstani buyers, O\'Mara noted, while Occidental Petroleum 
(a U.S.company) appeared to be putting together an attractive 
offer in conjunction with a Dubai sheikh. Asked about news 
reports of an offer by Indias ONGC-Mittal Energy 

Corporation, O\'Mara waved it off, telling Econoff that, while 
Kulibayev was pushing a deal with the Mittal group, ONGC \"had 
not given the slightest indication that they knew how to do 
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business." 


7. (C) Comment: OVMaraWs thesis -- that predatory buyers are 
using Kazakhstan\'s legal system to drive down the purchase 
price of an attractive oil and gas asset -- is a familiar 

one. (See Ref B on PetroKazakhstan, and Ref C on Parker 
Drilling, for recent cases which share this element in common 
with the NationsEnergy case.) Although NationsEnergy has 
managed so far to keep its legal problems out of the press, 

it will be interesting to see if the company can succeed in 
finalizing its sale prior to the expiration of Savicic\'s 

year-long appeal period. While we cannot vouch for the 
veracity of O\'Mara\'s accusations -- and suspect that he would 
be hard-pressed to offer any proof of his allegations -- we 
view him as a generally credible individual. End Comment. 
MILAS 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: DPRK NUCLEAR TEST, U.S.-TAIWAN RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage October 14-16 on President Chen Shui-bian\'s call to 
consider writing a constitution for a “Second Republic" Sunday; and 
on the UN Security Council\'s decision to impose sanctions on North 
Korea. News also focused on President Chen Shui-bian\'s survival of 
a second presidential recall vote last Friday; on a meeting between 
KMT Chairman Ma Ying-jeou and People First Party Chairman James 
Soong Sunday on the feasibility of a no-confidence vote on Premier 
Su Tseng-chang and a third recall motion against President Chen; and 
on the year-end Taipei and Kaohsiung mayoral races. The 
pro-independence \"Liberty Times," Taiwan\'s largest-circulation 
daily, ran a banner headline on page two that read \"Bian: Institute 
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Constitution for "Second Republic," while the pro-unification 
\"United Daily News!" front-paged a banner headline that said \"Bian 
Tosses Off Second Republic Constitution." 


In addition, several papers continued over the weekend to cover on 
inside pages the U.S. Congressional Research Service (CRS) report 
released last Tuesday. These news reports focused on the DPP 
government\'s suspicion of TECRO representatives in Washington, as 
analyzed in the CRS report, and said Washington is concerned that 
the Taiwan leadership is more inclined \"to put personal political 
interests ahead of more strategic objectives and U.S. concerns.\" 


2. In terms of editorials and commentaries, an opinion piece in the 
\"United Daily News\" said Pyongyang\'s recent nuclear test will serve 
as an important indicator of the rise and fall of U.S. and Chinese 
forces in East Asia. An editorial in the limited-circulation, 
conservative, pro-unification, English-language \"China Post\" said 
Kim Jong-il has acted as if North Korea \"is a real tiger with 

nuclear teeth\" and \"in the end, the world probably must bite the 
bullet and recognize the fait accompli that is the result of the 
collective blunders made the major players who had either 
miscalculated or underestimated North Korea.\" An opinion piece in 
the pro-independence, English-language \"Taipei Times\" urged the 
United States to make a comprehensive evaluation of the current 
situation in East Asia, while a separate \"Taipei Times\" opinion 
piece said the nuclear test \"has thoroughly proven the 
ineffectiveness of Beijing\'s effort to be a leader in international 
policy, and destroyed any credibility it had as a reliable 

mediator.\" With regard to U.S.-Taiwan relations, columnist Antonio 
Chiang commented on the CRS report and said President Chen\'s 
credibility problem has done severe harm to Taipei-Washington ties. 
An editorial in the limited-circulation, pro-independence, 
English-language \"Taiwan News,\" on the other hand, said it is 
apparent that Washington was \"overly tilting toward Beijing ... for 
the sake of fostering China as a\' responsible stakeholder\' in the 
international community.\" End summary. 


3. DPRK Nuclear Test 


A) \"North Korea\'s Nuclear Test [Results in] Declining Chinese Force, 
Rising U.S. Force\" 


Chen Hsin-chih, associate professor of political science at National 
Cheng Kung University, opined in the pro-unification \"United Daily 
News\" [circulation: 400,000] (10/15): 


\"On the surface, it seems as if the United States has softened its 
punitive measures against North Korea at Beijing\'s insistence. But 
Beijing\'s support for, and participation in, the [UN] resolution to 
impose sanctions on North Korea also indicates that the era in which 
Beijing and Washington worked together to divide their territories 
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of power on the Korean Peninsula by the 38th parallel has come to an 
end. North Korea has always been classified as being within China\'s 
territory of power, and since the Korean War in 1950 Beijing has 
been the long-time protector of North Korea\'s safety and its biggest 
supporting partner when it comes to economic and trade exchanges 
with North Korea. But Pyongyang\'s test-firing of ballistic missiles 

on July 5 and its recent nuclear test both indicated that North 

Korea no longer trusts Beijing to provide the necessary safety 
umbrella to protect North Korea. Pyongyang, as a result, has 
switched to developing its nuclear deterrent force as the key tool 

to maintain Kim Jong-il\'s regime. North Korea\'s repeated challenges 
to the international community have all the more highlighted 

Beijing\'s declining influence on Pyongyang. 


\"Beijing has failed to restrain North Korea\'s behavior in recent 
years, and it has failed to resolve Washington\'s negative impression 
on North Korea. Beijing has also been in great straits when it 

comes to maintaining the security status quo on the Korean 
Peninsula. By contrast, Washington\'s tough attitude toward 
Pyongyang, which has more than once spurred North Korea to adopt 
extreme practices in order to maintain the Kim Jong-il regime, has 
rapidly weakened China\'s prestige with and influence on North Korea. 
As a result, Beijing is forced to work with the United States to 
abandon ... its original unilateral strategy to restrain North 

Korea, and to deal with the North Korean nuclear issue by using the 
negotiation methods normally adopted by big countries, in an attempt 
to meet the common interests of Beijing and Washington. ... 


\"For the future, developments on the Korean Peninsula will serve as 
a touchstone for China and the United States in dealing with 

regional security issues in East Asia, using the negotiation methods 
adopted by big countries. It will also become an important 

indicator of the rise and fall of U.S. and Chinese forces in East 
Asia.\" 


B) \"Who Is the Paper Tiger?\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (10/14): 


\"... Although labeled by George W. Bush as a rogue state and member 
of the axis of evil, North Korea is gusty enough to play the game of 
chicken with the world\'s sole superpower. ... You may call North 

Korea a \'paper tiger" if you like, but it is scary enough to unnerve 

its neighbors, even the United States, which is the real tiger. Kim 

was able to embarrass Bush by calling his bluff. The American 
president now looks at the end of his rope on how he could respond 

to Kim\'s provocation. More than that, Kim was also able to expose 

to the whole world the hypocrisy of Bush, who invaded Iraq three 

years ago under the pretext that Saddam Hussein possessed \'weapons 
of mass destruction.\' But no traces of WMDs have ever been found 
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since the oil-rich country was \liberated\' by the U.S.-led forces. 


\"Kim has told Bush all along that he has nuclear weapons, and 
long-range missiles, too. Now, Kim has detonated one for the world 
to see. Bush is watching this proliferation of WMD with folded 
hands. Why the double standard? Why was a sin for Saddam to own 
something he did not have, while it is OK for Kim to test the WMD in 
the face of the world? Is it because North Korea does not have oil? 
Equally embarrassed is mainland China, which has put its 
credibility on the line by assuring the world that the best way to 
resolve the nuclear crisis was through quiet diplomacy. Now the 
Frankenstein\'s monster created by Beijing has not responded to 
Beijing\'s entreaties and pressure, and gave Beijing a slap in the 
face. Now the world is watching how Beijing will clean up the mess 
created by itself. Beijing, after all, is the only country that 

wields real influence on Pyongyang, because it is the provider of 
food, fuel, and financial support for North Korea. ... 


\"But Kim has acted as if the North is a real tiger with nuclear 

teeth. He stands tall despite his diminutive stature, knowing that 

the collapse of his regime would be a nightmare for its neighbors, 
mostly mainland China, South Korea, and Russia who fear for the 
millions of North Korean refugees fleeing the slave land. ... In 

the end, the world probably must bite the bullet and recognize the 
fait accompli that is the result of the collective blunders made the 
major players who had either miscalculated or underestimated North 
Korea. With or without sanctions, Pyongyang will not vanish from 
the earth any time soon. A nuclear-free Korea peninsula will become 
more difficult to achieve, now that the Pandora box is opened.\" 


C) \"China Behind North Korea, the \'Reds\'\" 


Paul Lin, a political commentator based in Taipei, opined in the 
pro-independence \"Taipei Times\" [circulation: 30,000] (10/16): 


Y... China colluded with North Korea in the six-party talks to lie 

to the US and the international community just to buy time to 
increase Pyongyang\'s military prowess. And Beijing also allowed the 
North Koreans to move their center for money laundering to Zhuhai, 
China, after shutting down the Macau operation, and last November, 
Hu visited North Korea to give a gift of US$2 billion. ... The 

nuclear test is a direct threat to the peace of East Asia, and so 

the defenses of South Korea, Japan and Taiwan must all be 
strengthened. The test is also sure to encourage Iran\'s arrogance 
and increase tensions in the Middle East. ... 


\"Beijing is behind North Korea just as it is behind this new \'red 
army\' in Taipei. We shall see if China is willing to punish North 
Korea. ... The US must make a comprehensive evaluation of the 
current situation in East Asia. Besides preparing military options, 
it must also have political solutions. The US can no longer be 
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lenient with China, the source of the problem. 


D) North Korean Test Exposes Regional Fault Lines!" 


Parris Chang, former deputy secretary-general of the National 
Security Council, opined in the pro-independence \"Taipei Times" 
[circulation: 30,000] (1015): 


\"... North Korea\'s nuclear test is a serious blow to international 
stability in East Asia, and proves that China and the US\' efforts to 
prevent North Korea from joining the nuclear club have been massive 
failures. The international community originally had high hopes 

that the six-party talks would persuade North Korea to give up its 
nuclear aspirations. However, its test has thoroughly proven the 
ineffectiveness of Beijing\'s effort to be a leader in international 
policy, and destroyed and credibility it had as a reliable mediator. 


\"The US\' top concern, no the other hand, is that North Korea could 
develop the ability to attack the US with nuclear weapons and 
long-range missiles. This week\'s test proves that the \'no war, but 
no peace either tactic Bush has adopted over the past six years has 
been a complete failure. Furthermore, the Bush administration\'s 
reliance on China to act as moderator for the six-party talks has 
been a colossal strategic failure. It is therefore time for a 

policy reassessment. ... 


\"North Korea\'s policy of brinkmanship has forced Japan to once again 
consider amending its pacifist constitution and build up its 

military. It also has to decide whether or not it wants to develop 

its own nuclear weapons. North Korea has strengthened Abe\'s 
position. He has long held that Japan should amend its 1947 
Constitution so that military forces can fight alongside allies 

overseas. The draft of the revised Constitution will maintain 

Japan\'s commitment to peace, but it will also allow for Japan to 
quicken its military buildup and become a normal country.\" 


4. U.S.-Taiwan Relations 
A) \"A-Bian Does Severe Harm to Taiwan-U.S. Relations\" 


Columnist Antonio Chiang commented in the mass-circulation \"Apple 
Daily\" [circulation: 500,000] (10/16): 


\"A-Bian\'s credibility problem is his Achilles heel. If society can 
trust his personality, corruption will not be the target of the 

\'Oust Bian\' campaign. When it comes to Taipei-Washington ties, 
Bian\'s personal credibility problem has not only hurt himself but 
also done damage to Taiwan\'s interests as a whole. The U.S. 
Congressional Research Service has no substantive political 
influence, but its severe criticism of A-Bian himself did reflect 
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mainstream opinion in Washington D.C. Over the past six years, 
since A-Bian came to power, Washington\'s patience and goodwill 
toward the Taiwan authorities have been eroded to nearly nothing. 
No matter whether it\'s the White House, the National Security 
Council, the State Department, or the think tanks, their bad opinion 
of A-Bian has not only been increasing but also almost undivided. 


\"For A-Bian, this way [i.e., flip-flopping] is the only way to 
survive in the perilous waters of politics, and this is his survival 
strategy. But having passed one trial after another, he has 
destroyed practically every bridge after he passed the trial. Now 
almost all the bridges of Taipei-Washington relations have been 
totally destroyed by him.\" 


B) \"Mutual Respect Key to U.S.-Taiwan Ties\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (10/16): 


\"Maintenance of healthy and constructive relations between Taiwan 
and the United States has undeniably become more difficult in the 
face of factors such as China\'s increasing influence on global 
affairs, Washington\'s \'war on terror,\' contending crises in the 
Middle East, the North Korean nuclear crisis, and domestic changes 
in both Taiwan and the U.S. A newly released report by an analyst 
with the U.S. Congressional Research Service called \'Taiwan-U.S. 
Political Relations: New Changes and Strains\' pointed to both 
structural and political constraints that have complicated ties 
between the right-wing Republican administration of U.S. President 
George W. Bush and the Democratic Progressive Party6 administration 
under President Chen Shui-bian in Taiwan. ... 


\"We have repeatedly urged the Bush administration to keep in mind 
the importance of striking a balance between its engagement with the 
authoritarian Chinese Communist Party-ruled People\'s Republic of 
China and Washington\'s long-time support of Taiwan\'s democracy. 
Washington\'s anxiety about cross-strait tension comes largely from 
the perception that Beijing will make a \'dangerous, objectionable, 
and foolish responsel to Taiwan\'s continued affirmation of its 
sovereignty and independence. Since the Beijing regime is even less 
predictable than democratic Taiwan, it has been easier for 
Washington to attempt to constrain Taipei first or even treat the 
Taiwan leader as a \'trouble-maker\' than to address the structural 
problems that cause these tensions. 


\"President Chen\'s leadership style may indeed constitute an element 
in past flaps in the Taipei-Washington relationship, but 

unilaterally putting all the blame on Chen\'s personal style or 

alleged political motives is unfair to Taiwan\'s 
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democratically-elected national leader and shows a myopic refusal to 
acknowledge fundamental changes in the nature of cross-strait 
relations. ... While the Bush administration keeps pressuring 
President Chen and the DPP to avoid rocking the boat by pursuing any 
possible means of so-called \formal independence,\ it should also 
have introduced concrete measures to constrain Beijing\'s incessant 
deployment of more and more missiles targeted at Taiwan and its 
diplomatic saber from rattling against Taipei\'s international space. 
We believe the Bush administration did make efforts to persuade 
Beijing leaders to engage in direct dialogue with Taiwan\'s 
duly-elected president and government and to refrain from misguided 
and belligerent moves to threaten Taiwan\'s democracy. However, it 
is also apparent that Washington has overly tilting toward Beijing, 
despite the lack of a \‘goodwill\’ response to the above initiatives, 

for the sake of fostering China as a \'responsible stakeholder in 

the international community. ...\" 
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SUBJECT: WE WILL NOT BE SILENT: CAIRO JUDGES CLUB READIES 
FOR BATTLE OVER CONSTITUTIONAL AMENDMENTS 

REF: A. CAIRO 3006 


B. CAIRO 6327 
C. CAIRO 3993 


Classified By: Minister-Counselor for Economic and Political Affairs 
William R. Stewart, for reasons 1.4 (b) and (d). 


1. (C) Summary: A leading member of the influential Cairo 
Judges Club (JC) detailed for poloff in an October 11 meeting 


Column 3 

JC plans to prepare recommendations regarding upcoming 
constitutional amendments. He noted that the Judges Club 
plans to be \"activist\" during this \"critical period of 
constitutional change\" -- \"we will not be silent in the face 

of government attempts to avoid true reform,\" and opined 
that the USG should support reform during the next six months 
by (1) maintaining constant pressure on the GOE for 
\"authentic change\" and, (2) when anticipated demonstrations 
against the government\'s proposed amendments package begin, a 
senior-level USG official should make public comments in 
support of the principles of the freedom to demonstrate and 
freedom of speech, and highlight USG concern over any harsh 
measures that might be taken against peaceful demonstrators. 
End summary. 


2. (C) In an October 11 meeting, Judge Hisham El Bastawisi 
(protect), a vice-president of the Court of Cassation, 
prominent member of the Cairo Judges Club (JC), and one of 
two judges at the center of the GOE-Judges Club crisis this 
spring (reftel A), detailed for poloff JC planning regarding 

the anticipated upcoming changes to the Egyptian constitution 
(Note: As reported reftel B, President Hosni Mubarak is 
expected to premiere a package of constitutional anendments 
in a speech at the opening of Parliament in mid-November. 
End note). According to Bastawisi, the JC has formed a 
committee (of which Bastawisi is a member) that is preparing 
consolidated JC recommendations on the possible 
constitutional amendments. Bastawisi anticipates that the 
JC\'s proposals will include: No amending of Article 88 
(judicial supervision of elections); no amendment of Article 

41 (which prohibits search and detention of citizens, absent 

a judicial warrant; GOE contacts argue that until this 

article is revised, the state of emergency cannot be lifted, 

and a new CT law cannot be implemented); amending Article 77 
so that the President is limited to two terms in office; and 
amending Article 76 to ease the onerous requirements for 
becoming a presidential candidate, and to abolish the 
\"Presidential Election Committee\" that is charged with 
supervising the presidential election process. 


3. (C) Bastawisi, a soft-spoken, impressive jurist, said that 

the Judges Club plans to be \"activist\" during this Wupcoming 
critical period of constitutional change\" -- \"we will not be 
silent in the face of government attempts to avoid true 
reform." He commented that once his health improves (he 
suffered a heart-attack in May, at the height of the JC push 

for a new law, and the GOE-JC crisis over accusations against 
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him and Judge Ahmed Mekky for \"defaming\" judicial colleagues 
by exposing to the media instances of fraud and manipulation 
in the 2005 parliamentary elections), he plans to play a more 
vigorous public role in the debate on constitutional 
amendments. Bastawisi noted that \"wherever | go in Egypt, 
people recognize me as one of the judges from the crisis this 
spring, and complete strangers urge me to \'not give up.\\" He 
also commented that the JC has formed a separate committee 
that is drafting a new judiciary law. (Note: As reported 

reftel C, a new judiciary law was enacted in June 2006, but 

the JC was unhappy with the final text, which did not 
incorporate many of their recommendations. End note). 


4. (C) Bastawisi made a point of noting his personal 

gratitude to the USG, saying he had been told that the ruling 
against him in May (an official reprimand) was minimized due 
to pressure from the U.S. Ambassador on the GOE, and, Wl am 
deeply appreciative of this.\" He opined that the USG should 
support reform during the next six months by (1) maintaining 
constant pressure on the GOE in private meetings, and 
impressing upon Egyptian policymakers the importance of 
\"authentic change\" and, (2) \"in a few months, when 
demonstrators are in the streets, protesting against the 
charade of the government\'s proposed amendments, and they are 
being arrested or abused by the Egyptian police, it would be 
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extremely helpful if President Bush or Secretary Rice made 
public comments in support of the principles of the freedom 
to demonstrate and freedom of speech, and highlighted USG 
concern over the harsh measures | anticipate will be taken 
against peaceful demonstrators.\" Bastawisi noted that 
senior-level USG public comments on Egyptian reform are 
\"tremendously important,\" commenting that during the 2005 
elections, Egyptians were focused on whether President Bush 
would criticize the elections abuses during his weekly radio 
addresses - \"it really matters whether the U.S. says 
something or not, both in terms of assisting reform in Egypt, 
but also in terms of regaining U.S. credibility.\" 


5. (C) Interestingly, Bastawisi appeared to be staunchly 
anti-Muslim Brotherhood (MB), criticizing the group 
throughout the meeting, and discussing his efforts to combat 
their appeal. The Cairo Judges Club is often cited by GOE 
contacts as a bastion of the MB, but this leading member, at 
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least, seems to be a vehement MB critic. He told poloff that 
he does not consider the MB the most powerful political force 
in the country - \"yes, they did well in the last elections, 

but only approximately 20 percent of Egyptians voted. We 
must work to mobilize that other 80 percent" He opined that 
the non-voting \"80 percent" are scared to participate, and do 
not see any utility in voting, as they do not trust the 

system. \"We must convince them that they should participate 
- USG efforts should also concentrate on reaching that 80 
percent, if you want to avoid empowering Islamists.\" 


6. (C) In response to poloff\'s queries about the 
representativeness of JC, Bastawisi noted that the JC is the 
only Egyptian institution which has had regular elections 
since the late 1930\'s. According to him, every year, 
one-third of the Club\'s 15-member board goes up for election; 
in November, seven seats on the board will be contested (a 
third-of the board seats (five) plus two additional seats 
which are being vacated). Bastawisi opined that if the JC\'s 
current activist role is not representative among Cairo\'s 
judges, that will be reflected in the election results, and 

vice versa. He also analyzed current JC internal dynamics - 
\"inside the Club, there is an ongoing debate over the 
appropriate role for judges. | estimate that roughly 2000 
judges feel that judges should not be independent, but rather 
subservient to a dominant executive. They willingly support 
the government\'s view, for which they receive various 
privileges doled out by the GOE. 2000 other judges are 
vigorous defenders of the complete independence of the 
judiciary, and 4000 are on the fence, unsure about the issue. 
| am focusing on those 4000, trying to convince them that 
judicial independence is paramount.\" 
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SENSITIVE BUT UNCLASSIFIED 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, ENRG, OVIP, EINV, VE VM 
SUBJECT: VIETNAM REACHING OUT TO VENEZUELA AND CUBA ON ENERGY 


SENSITIVE - DO NOT POST ON INTERNET 


1. (SBU) Summary and Comment: Recent news reports have indicated 
that Vietnam has signed a series of energy deals with Venezuela and 
Cuba. According to a GVN official, such Memoranda of Understanding 
(MOUs) are in line with the GVN\'s policy to seek more oil resources 
and partners outside of Vietnam in order to meet the country\'s 
increasing energy needs. Vietnam has only signed MOUs to explore 
the contracts, and commercial considerations would be the primary 
factors in the GVN\'s decisions. The timing of the Venezuela deals 
coincide with Venezuela\'s attempt to gain a seat on the UN Security 
Council (UNSC). Despite Venezuela\'s efforts to curry Vietnam\'s 
favor for its UNSC bid, MFA officials have assured us on several 
occasions that Vietnam has a vote-trading arrangement with 
Guatemala. End Summary and Comment. 


2. (SBU) Econoff met with Deputy Director Nguyen Xuan Dinh of the 
Ministry of Interior's Department of Energy and Petroleum on October 
13 to inquire about recent news reports that Vietnam had signed a 
series of energy deals with Venezuela and Cuba. According to media 
reports, on October 6 Venezuela President Hugo Chavez announced 
plans to build a USD 2.1 billion refinery in Vietnam using funds 

earned from Venezuela\'s recent sale of its Lyondell-Citgo refinery 

in Texas. The reports said Vietnam\'s state-owned oil and gas firm 
PetroVietnam would also cooperate with Venezuela\'s state oil company 
PDVSA to certify and quantify the reserves in Venezuela\'s Orinoco 
belt. Other news reports stated that while in Cuba, Vietnamese 
officials entered a partnership with Cubapetroleo for oil 

exploration in the Gulf of Mexico. 


3. (SBU) When asked for details of these deals, Dinh explained that 
these were \"only\" MOUs to explore contracts and that commercial 
considerations would be the primary factors in the GVNVs ultimate 
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decisions. He added that these MOUs are in line with GVN policy to 
seek more oil resources and partners for exploration outside of 
Vietnam in order to meet the country\'s increasing energy needs. The 
GVN currently has seven contracts abroad, including in Malaysia, 
Algeria, Indonesia, Mongolia and Russia, and is exploring new 
contracts with Kazakhstan, Cuba and Venezuela. WThis is normal 
cooperation between countries,\" he said, adding that the GVN is also 
trying to expand deep water production in its own territories. Dinh 
adamantly asserted that political considerations played no role in 

the agreements. 


4. (SBU) In regard to Chavez\' statement on plans to build a refinery 
in Vietnam, Dinh said that officials from Venezuela\'s PDVSA will 
come to Vietnam in December to discuss terms and conditions. Dinh 
was at pains to emphasize that Vietnam has an \"open door policy for 
every country and company\" in regard to investment, and that PDVSA 
would be treated no differently than any other potential investor in 
Vietnam. Vietnam is now adjusting the scope of work for new 
refineries and PDVSA would be free to accept or reject the terms. 

\"It depends on PDVSA\'s offer,\" he said. \"But we are also waiting 
for American firms to bid on contracts in Vietnam. We don\'t care 
about the name of the company or country. It is the economic 
substance that matters.\" 


5. (SBU) As for the Cuba MOU on exploration and production, Dinh 
said the GVN would be examining available geological data and 
bidding criteria. \"It depends on the potential of the block that 
Cuba offers to PetroVietnam,\" he said. 


6. (SBU) Comment: The timing of the Venezuela deal coincides with 
Venezuela\'s attempt to gain a non-permanent seat on the UN Security 
Council. Despite Venezuela\'s efforts to curry Vietnam\'s favor for 
its UNSC bid, MFA officials have assured us on several occasions 
that Vietnam has a vote-trading arrangement with Guatemala. The 
MOUs also shed light on the way Vietnam\'s \"friends towards all" 
foreign policy relates to its economy. Vietnam\'s energy needs are 
growing, and the country is searching for energy partners. It may 
be that because of their government\'s particular circumstances and 
ambitions, the state oil firms of Venezuela and Cuba are willing to 
come to the table with terms that are, for Vietnam, more favorable 
than those offered by their European and U.S. counterparts. End 
Comment. 


7. (SBU) Background: With daily output of 350,000 barrels per day, 
Vietnam is the third largest crude oil producer in Southeast Asia 
after Indonesia and Malaysia. Crude oil currently accounts for 22 
percent of Vietnam\'s exports. The Ministry of Trade recently 
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drafted an export plan, however, which sees crude oil exports 
falling to 15.6 million tons in 2010 from 18.7 million tons in 2006 
because Vietnam will increasingly use its crude oil resources once 
it establishes refining capacity. Vietnam\'s first oil refinery, in 
central Quang Ngai Province, is expected to come on line in early 
2009. 
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SUBJECT: HOLDING PATTERN FOR RYANAIR TAKEOVER BID OF AER 
LINGUS 


REF: COLEMAN-YOUNG E-MAIL OF OCTOBER 10 AND PREVIOUS 


1. (SBU) Summary: As Ryanair\'s takeover bid for Aer Lingus 
has slowed over the past week, Irish attention has focused on 
the approach that EU Commission competition authorities will 
take toward the envisioned merger. Ryanair now holds a 
19-percent stake in Aer Lingus, with the Government retaining 
its 28-percent stake and employees buying additional shares 
to increase their stake to 15 percent. Although Ryanair has 
not formally notified the EU Commission about its takeover 
bid, the Irish Government has started to prepare its case for 
DG Competition, with no apparent plans to request a referral 
to the Irish Competition Authority. Ryanair remains 

confident that DG Competition will decide it its favor, while 

an Irish aviation consultant told Post that the two airlines\' 
overlapping routes will make the EU\'s decision too close to 
call. A Ryanair representative also criticized Irish 
Government comments questioning Aer Lingus\' continued 
exercise of rights under the U.S.-Irish aviation agreement as 
an attempt to spook investors. As the competition case takes 
shape, Ryanair CEO Michael O\'Leary is in a strong position, 
having obtained, at least, a sizable stake in his primary 
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competitor and additional leverage over decisions regarding 
the construction of Dublin Airports second terminal. End 
summary. 


Takeover Bid Update 


2. (U) The overall stake held by low-cost airline Ryanair in 

the recently privatized Irish national carrier, Aer Lingus, 

has hovered just above 19 percent since Ryanair CEO Michael 
O\'Leary announced a surprise takeover bid for Aer Lingus on 
October 5. On October 13, Aer Lingus stock finished trading 
on the Dublin Stock Exchange at euro 2.90 per share, as 
compared to Ryanair\'s offer price of euro 2.80 and Aer 
Lingus\' original flotation price of euro 2.20. In an 

apparent move to obstruct Ryanair\'s takeover bid, a group of 
Aer Lingus pilots purchased an additional 2-percent stake in 
the airline on October 10, increasing the stake held by 
employees to nearly 15 percent. The October 13 Irish Times 
reported that a separate group of employees was considering 
the use of pension funds to purchase an additional 6-percent 
stake. The Government\'s stake remains roughly 28 percent, 
with both Finance Minister Brian Cowen and Transport Minister 
Martin Cullen reiterating in recent days that the Government 
would retain its shares in the interest of aviation 

competition. (The Government reduced its 34-percent stake to 
28 percent within the first two days of Aer Lingus\' 

flotation, although Government officials had stated that they 
would sell off this 6-percent stake slowly to ensure against 
volatile initial trading.) 


The Looming Competition Case 


3. (SBU) The EU Commission\'s competition authorities will 
soon take center state on Ryanair\'s takeover bid, Noreen 
Mackey, the Legal Advisor to the Irish Competition Authority, 
told Pol/Econ Chief on October 13 (repeating press coverage 
on this likelihood). Mackey explained that, under Ireland\'s 
1997 Takeover Panel Act, Ryanair had 28 days from the October 
5 date of its takeover bid announcement to mail a share offer 

to shareholders, a step that Ryanair had not yet taken. 

Ryanair would then be obligated to notify DG Competition 

about the bid, since the Ryanair-Aer Lingus entity would meet 
the necessary thresholds: operations in at least three EU 
Member States and combined turnover exceeding euro 100 
million. DG Competition would have roughly four months to 
make a ruling, with no further recourse to Ireland\'s 

Competition Authority. Mackey cited press reports that the 

Irish Government had begun to prepare a case for the 
Commission with help from Goldman Sachs, which had retained 
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former Competition Commissioner Mario Monti as an advisor. 
In other words, the Irish Competition Authority had no plans 
at this point to exercise its right under EU legislation to 

seek referral of the Ryanair case from DG Competition. 


4. (SBU) DG Competition\'s ruling on the Ryanair bid will be 
too close to call, Pol/Econ Chief was told on October 14 by 
John Finnegan, Principal Consultant for Goodbody Economic 
Consultants (an arm of the brokerage that advised the 
Government on the Aer Lingus flotation) and formerly an 
official in DG Competition\'s aviation office during 
Commissioner Monti\'s tenure. Finnegan observed that DG 
Competition\'s instinctive opposition to airline alliances in 

the 1990s had given way to a posture supportive of carrier 
consolidation. In approving the Air France-KLM merger, for 
example, DG Competition noted that the airlines had different 
hubs and that rail links between France and the Netherlands 
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provided consumers with transport options alternative to 
aviation. The differences in the Ryanair-Aer Lingus case, 
Finnegan remarked, were that the rail link alternative was 
moot and that the two airlines together would have a 
strengthened position at Dublin, their shared hub. Moreover, 
the two carriers had a number of overlapping city-pair routes 
(19 to the same airports and 26 to the same city, counting 
Ryanair\'s service to secondary airports for the cities in 
question). Finnegan questioned whether DG Competition could 
use landing slot forfeitures as an effective remedy in 
approving the takeover, since it was unclear whether other 
airlines would jump onto the routes that the two airlines now 
serve from/to Dublin. 


5. (SBU) Ryanair is confident that EU competition 

authorities will look favorably on the takeover bid, Ryanair 
Director of Regulatory Affairs, Jim Callahan, explained to 
Pol/Econ Chief on October 12. He noted that DG Competition 
had demonstrated a consistent record in support of airline 
consolidation, such as in Germany, France, the UK, and 
Scandinavia. Callahan observed that the takeover would serve 
consumer interests, as the application of Ryanair\'s low-cost 
model would help to reduce Aer Lingus\' fares. The takeover 
made sense in the context of relative size, with Ryanair 
carrying 42 million passengers per year compared to Aer 
Lingus\' 8 million, and with Ryanair\'s fleet more than triple 

the size of the Aer Lingus fleet. Aer Lingus, Callahan 

added, was a \"small player" in the European and 
trans-Atlantic markets, and Government resistance to the 
takeover bid reflected an \"emotional, politically driven\" 
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reluctance to lose control of the former national carrier. 
Because Ryanair CEO Michael O\'Leary believed strongly in Aer 
Lingus\' potential for enhanced shareholder returns, moreover, 
Ryanair would not sell its Aer Lingus shares even if the 
takeover bid were to fail, Callahan added. 


Questions about the U.S.-Irish Aviation Agreement 


6. (SBU) Callahan described Transport Minister Cullen\'s 
October 6 comments questioning Aer Lingus\' continued exercise 
of rights under the U.S.-Ireland air transport agreement in a 
takeover scenario as an attempt to spook investors and to 
distract attention from the Government\'s failure to 

anticipate the Ryanair bid. (Cullen raised the questions 

after media reports noted that Ryanair might not be over 50 
percent Irish-owned.) Callahan said that Ryanair was 54 
percent EU-owned, but \"probably not\" more than 50 percent 
Irish-owned. Reiterating points made by Ryanair CEO O\'Leary 
to the October 8 Sunday Business Post, Callahan said that 
Ryanair was nonetheless Irish-registered, Irish-regulated, 
Irish-headquartered, and Irish-managed and did not have 

rights to fly outside the EU from other EU Member States 
under existing aviation agreements. 


Comment: OVLeary Strongly Positioned 


7. (SBU) The famously flamboyant Ryanair CEO, Michael 
O\'Leary, appears to be strongly positioned whether or not the 
takeover bid succeeds. Ryanair reportedly had euro 2 billion 
in available cash to launch the takeover, and he should have 
sufficient reserves to improve its share price offer, up to 

euro 3.50 by some estimates. If DG Competition approves the 
bid and if Ryanair can obtain a 51 percent stake, O\'Leary 

will be the first low-cost airline executive in Europe to 

take control of a legacy carrier. If DG Competition 
disapproves or if Ryanair cannot reach the 51 percent 
threshold, O\'Leary will still have a sizable stake in his 
primary competitor, with the value of his investment having 
already increased 30 percent based on Aer Lingus\' initial and 
current share prices. Perhaps as importantly, OVLeary will 
have more leverage over decisions to be made regarding the 
planned construction of Dublin Airports second terminal, 
which was to cater primarily to Aer Lingus. O\'Leary will 

likely highlight his strong position as he attempts to 

describe the wisdom of his gambit to Ryanair shareholders, 
many of whom are still reportedly skeptical about the 
envisioned merger. 

BENTON 
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SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: OIL AND NATURAL 
GAS CORP. LTD., KOLKATA, LICENSE NO. D347565. 


REF: USDOC 04980 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Export Control Officer (ECO) Michael Rufe and BIS FSN Kavita 
Vijh conducted a Post-shipment Verification (PSV) at Oil and Natural 
Gas Corp. Ltd. (ONGC), Kolkata, on October 12, 2006. 


3. BIS requested a PSV at ONGC, a Public Sector undertaking. ONGC 
was listed as the ultimate consignee and end-user for one Model 

Altix 3700 BX2 Upgrade/Reconfigure to two existing Altix 3700 

controlled under ECCN 4A003. CMS Computers Ltd. (CMS) was listed as 
the Foreign Purchaser. The license applicant was Silicon Graphics 

Inc. (SGI), Mountain view, CA. 


4. Rufe met for approximately 2.5 hours with M. Das (Das), Deputy 
General Manager-Incharge Regional Computer Center, Himadri Ghose 
(Ghose), Chief Geophysicist(s), Ashok Kumar Diwakar (Diwakar), Chief 
Engineer (E&T), Padmini Kavikondala (Kavikondala), Executive 
Engineer (E&T), and Amit Kar (Kar), Supretending Engineer, ONGC. 
The meeting was facilitated by Deputy Secretary (AMS) Viraj Singh 
(Singh), Ministry of External Affairs (MEA), GOI. Singh was also 
present at the meeting. 
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5. This was the first USG or BIS official visit to ONGC\'s Regional 
Computer Center (RCC) in Kolkata. ONGC officials were aware of the 
BIS export license conditions. They provided a copy of the ONGC 
Purchase Order, CMS Tax Invoice, ONGC\'s End-Use statement, Nuclear 
Certificate, Remote Access statement, High Performance Computer 
(HPC) Security & Safeguard Plan (SSP), Form BIS-711, SGI Shipping 
Invoice, SGI Packing Slip, SGl Comprehensive EPCI, End-Use and 
Remote Access Statements, list of Riders and Conditions apply to 

Export License D347565 and SGI System Installation Report. 


6. Das gave a brief overview of ONGC and its various activities. 

Das stated on January 1, 2005, ONGC issued only one Purchase Order 
to CMS for an Altix 3700 BX2 system with 32 processors. On May 31, 
2005, ONGC received the shipment in two parts, 24 processors and 8 
processors. SGIVs shipping invoice dated March, 24, 2005 to CMS 
confirms the same listing ECCN 4A994 and NLR for each. The ONGC 
officials had no idea why they received the shipment in two parts. 

On July 15,2005, SGI partitioned the 24 processors and 8 processors 
during installation. On September 27, 2005, ONGC requested SGI 
connect the 24 processors with the 8 processors into shared memory 
as originally requested in their purchase order. Only at that stage 

did SGI inform ONGC that they would require a license from DOC to 
upgrade/reconfigure the system into 32 processors. On January 20, 
2006, SGI provided license approval documents and license conditions 
for ONGC signature. On January 26, 2006, SGI informed that they had 
received the license approval from DOC. ONGC then had CMS integrate 
the 32 CPUs. During this period, all 32 CPUs were lying unused in 
ONGC\'s computer room. 


7. Das confirmed the stated end-use of the SGI Altix 3700 
32-processor server installed in the RCC. The system has been 
installed mainly for processing of seismic data. The seismic data 
acquired by ONGC (offshore as well as onshore) is brought to RCC\'s 
Processing Section in magnetic storage devices. The data is then 
processed using Time and Depth application software (Focus & 
Geodepth) from Paradigm Geophysical, Australia. Once a project is 
loaded in the system, consisting of Terabytes of data, the job 
submitted can run for months. The seismic data processed from this 
system is then handed over to the Interpretation Section of the RCC. 
It is a stand-alone server. 


8. Das stated that the RCC runs in three shifts. They are using an 
existing Security Safeguard Plan (SSP) to safeguard access to the 
computer system and have included an access plan whereby login 
passwords are given only to eight ONGC Geophysicists including the 
systems administrator. The Altix 3700 server and computer terminals 
connected to it are operating in a secure area. ONGC maintains a 
usage log. After the meeting the ECO was given a brief tour of the 
computer room and was able to record the server\'s serial number. 


9. Established in 1956, ONGC has been instrumental in transforming 


Column 3 

India\'s limited upstream sector into a large viable playing field, 

with its activities spread throughout India and significantly in 

overseas territories. In the inland areas, ONGC found new resources 
in Assam and established new oil province in Cambay basin (Gujarat), 
while adding new petroliferous areas in the Assam-Arakan Fold Belt 
and East coast basins (both inland and offshore). ONGC went 
offshore in early 70\'s and discovered a giant oil field in the form 

of Bombay High. ONGC\'s overseas arm ONGC Videsh Limited (OVL) 
projects are spread out in Vietnam, Russia, Sudan, Iraq, Iran, 


Lybia, Syria, Myanmar, Australia, and Ivory Coast. It is further 
pursuing Oil and gas exploration blocks in Algeria, Australia, 
Indonesia, Nepal, Iran, Russia, UAE and Venezuela. 


10. ONGC\'s RCC in Kolkata was established in 1987, is one of six 
RCCs throughout India. This RCC focuses mainly on processing 
offshore data for locating viable undersea oil and gas deposits. 
They employ approximately 80 personnel. 


11. Recommendation: All indications were that the listed commodity 
is used in accordance with the terms of the export license and that 
the Oil and Natural Gas Corp. Ltd. appears to be a reliable 

recipient of sensitive U.S.-origin technology for this transaction. 
(MRUFE) Pyatt 
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B. JAKARTA 10920 


Classified By: David R. Willis, Reasons 1.4 (B) and (D). 


1. (C) Summary. In the four years since terrorist attacks 

first rocked Bali on October 12, 2002, foreign police 
assistance programs have markedly improved IndonesiaWs CT 
capacity. The Jemaah Islamiyah (Jl) terrorist network, 
however, remains a serious threat to Western and secular 
interests in Indonesia, and a drop in foreign funding to 

train and support Indonesian police could give Jl the 
advantage. The triple suicide attacks in Bali in October 
2005, just blocks from the original blasts, demonstrated the 
group\'s ability to recruit new members and conduct attacks 
while under intense pressure from the Indonesian National 
Police (INP). CT experts and INP investigators have said 
elements of Jl remained interested in continuing the string 

of attacks since 2002 and may conduct a high-profile attack 
by years end. Possible shifts in Jl tactics to smaller, 

more targeted attacks may further increase the threat. A 
former JI leader told us little or no centralized command and 
control structure remains in their now flat and independent 
structure. (Ref A and B) INP investigators told us that 
Indonesia\'s lax prisons will continue to pose major 
challenges until authorities enforce regulations and 
implement programs to reform convicted extremists. Routine 
sentence remissions compound the problem; the next batch of 
official sentence remissions for convicts, including 

terrorists, is expected in late October during the national 

Idil Fitri holiday. End Summary. 


Police Efforts Mitigate Immediate Terror Threat 


2. (C) Tourists and family members gathered in Bali last week 
for the annual pilgrimage to the site of the October 12, 2002 
terrorist attacks that killed 202 foreigners and Indonesians 

in the country\'s main tourist area. In the four years since 
these initial attacks shocked the country out of its security 
slumber, the INP pursuit of the Jl terrorist network has 
effectively hobbled the groupYs human and technical 
capabilities. INP efforts have hit JI hard, largely 

dismantling the group\'s original structure and creating a 
much less congenial operational environment. Indonesian 
authorities have arrested and prosecuted hundreds of 
Jl-linked terrorists, including many of those responsible for 
the violent terror attacks in recent years. The death of JI 
bombmaker Azahari and one of his apprentices in a Malang, 
East Java police raid in November 2005 served a major blow to 
JI capabilities. Likewise, an April 2006 police raid in 
Wonosobo, Central Java killed two top lieutenants and netted 
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two other terrorists. These raids also netted dozens of 
assembled explosive devices like those used in vest- or 
backpack-style suicide bombs. 


3. (C) Indonesia has stepped up bilateral cooperation on CT 
issues with its neighbors, increasing regional pressure on 
JIVs network. The INP has detained and transferred suspects 
to both Singapore and the Philippines, most recently in early 
October when cross-border information sharing resulted in the 
INP\'s detention of suspected Al-Qaida-linked militant Elmer 
Abram, and the detention in the Philippines of Istiada, wife 

of key Jl operative Dulmatin. Also, the INP and Malaysia\'s 
Special Branch cooperated extensively in breaking up the 
Darul Islam network in Sabah, East Malaysia, in July and 
August. 


4. (C) The pressure that Jl is under correlates with major 
improvements since 2002 in the INP\'s investigative and 
tactical capabilities, the result of on-going international 
assistance. Training programs funded through Diplomatic 
Security\'s Antiterrorism Assistance (ATA) and by both 
Australia and the United Kingdom play a unique role in 
developing the INP\'s CT flagship, Detachment 88, and the less 
formal CT Taskforce (\"Team Bomb\"). Detachment 88\'s strike 
force, investigative, and intelligence capacity has improved 
significantly since the unit was established within a year 

after the 2002 attacks, though the latter two skill sets 

still lag behind those of Team Bomb. The INP has deployed 
approximately 240 ATA-trained anti-terror strike force 

officers to Detachment 88 units since ATA began training in 
2003. The INP used these strike force teams in both the 

highly successful Malang and Wonosobo raids. 
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5. (C) The INP\'s CT strategy has a \'softer\' side as well, 
which attempts to gain the cooperation of suspected and 
convicted terrorists. The proponents of this strategy 

include the INP\'s most influential CT investigators, 

including Deputy Chief Investigator Gories Mere, Detachment 
88 Chief Bekto Suprapto, and Team Bomb Commander Surya 
Dharma. Although former JI leader Nasir Abas remains this 
initiative\'s star graduate, the INP uses other anecdotes to 
point to the success of this approach. Ansyaad Mbai, head of 
the GOI\'s CT Coordination Desk, highlighted this strategy to 
us in late September as an example of how the INP countered 
the grassroots radicalism that fed the terrorists. The INP 
used these former Jl members, like Abas, to influence the 
thinking of their former colleagues. An INP effort to 
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influence local Islamic schools, Mbai added, had disbursed 
moderate Muslim literature at 45 Islamic schools in Java to 
counteract the potential effect of radical propaganda being 
taught. 


6. (C) Many JI observers attribute changes in Jl 

tactics--from larger scale vehicle bombs to the smaller 
backpack devices used in the triple suicide attacks in Bali 

in October 2005--to law enforcement pressure on the group\'s 
human and financial resources. It is possible that such a 
shift may prove to be an evolutionary step toward smaller, 
more targeted attacks, including kidnapping and terrorism. 
Both Jl-linked websites and documents uncovered earlier this 
year indicated the existence within JI circles of at least 
general operational plans to conduct such individual attacks. 


JI Structure Flattens, but Objectives Unchanged 


7. (C) CT experts and INP investigators may differ on whether 
or not there exists an internal Jl division between a 
\'bombing\' and a \'non-bombing\' faction, but generally agree 
that today\'s JI differs dramatically from the group that INP 
investigators faced in the wake of the 2002 Bali attacks. In 

a late September meeting, former JI leader Nasir Abas again 
described to us a JI that was now far flatter and more 
independent than the hierarchical structure outlined in the 
JIVs instruction manual (the \"pupji\") (Ref A and B). 
According to Abas, little or no central operational command 
and control remained within the group, and contact was 
infrequent among top leaders still at large. Inside the 
network, family and school relationships remain of primary 
importance and key to understanding Jl-linked networks. 


8. (C) Regardless of its structure, JIVs objective remains 
unchanged: to establish a regional Islamic state by forcing 
the government to concede political authority and territory. 

In this regard, the JI has failed. The violent attacks 
undertaken by its network have had the opposite effect, as 
reflected in the public outcry immediately after the October 
2005 attacks and the public depiction of Azahari and Noordin 
as hardened criminals, not misguided Islamists. The 
Yudhoyono Administration\'s statements in the last several 
months also suggest the government\'s CT perspective may have 
evolved, going beyond individual terrorists to address the 
extremist ideology behind them. The test may come in the 
rhetoric used in the Administration\'s reaction to future 
attacks. 


9. (C) Malaysian Noordin Mhd Top poses the most immediate 
security threat as the key proponent of continued violent 
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attacks against Western and civilian targets. He has led the 
INP\'s terrorist target list for at least the last three years 

but has successfully evaded what has been characterized as 
the largest manhunt in the INP\'s history. Annual attacks 
since 2002 reflect the group\'s considerable resilience and 
adaptive capacity. The triple suicide attacks in Bali in 
October 2005 that killed 21 people, just blocks from the 
original blasts, demonstrated the ability of Top and other 
key terrorist figures to recruit new members and conduct 
attacks while on the run. Lead INP CT investigator Benny 
Mamoto told us in early October that cell phone monitoring 
suggested that Top may have left his usual hiding spots in 
Central Java for Palembang, South Sumatra. 


10. (C) CT expert Sidney Jones told us previously that she 
believed Noordin and his followers were determined to 

continue the yearly pattern of violent attacks and that the 
chances were good for a high-profile attack by year\'s end. 

From the INP view, Mamoto agreed that JI attacks were 
possible, and said that the Christmas and New Year season may 
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Lax Prison Regulations Pose Major Problem 


11. (C) Indonesia\'s poorly monitored prisons present serious 
challenges to the INP\'s CT efforts, particularly routine use 

by convicted terrorists of cell phones and computer 
technology. Although several INP investigators privately 
asserted that the INP closely monitored the communications 
among these prisoners, recent evidence indicates that the 
terrorists have maintained the upper hand. The INP reported 
in August that a laptop used by Imam Samudra, now on death 
row for his role in the first Bali attacks, may have been 

used to access Internet chat rooms and raise money for 
operations. Jones has told us previously that Mukhlas, who 
recruited Top to Jl in the early 1990s and is now on death 

row with Samudra, has continued to serve as Top\'s mentor and 
has periodically communicated directly with him from prison. 
Mukhlas has also recorded radical jihadist speeches from his 
prison cell that Top has used to instruct and motivate new 
recruits. Press reports in early October further suggest 

that jihadist literature from the Middle East are translated 

by prisoners and smuggled out for publication. 


12. (C) For at least the last year, lead INP investigators 
have told us that until Indonesia\'s prison authorities 

enforce regulations and implement programs to reform 
convicted extremists, terrorists released from prison present 
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the largest future threat to national security. Poor record 
keeping and coordination among government, police, judicial, 
and prison officials make it extremely difficult to keep 

track of a terrorist\'s sentence once convicted. Routine 
sentence remissions for good behavior and to mark special 
national holidays compound the difficulty. President 
Yudhoyono signed a Presidential order in July making it 
harder for convicted terrorists to receive remissions. 

However, our contacts at the Australian Embassy told us that 
the Administration was concerned about a possible negative 
public reaction and planned to delay implementing the new 
regulations until sometime in 2007. The GOI will announce 
the next round of remissions and releases over the upcoming 
national Idil Fitri holiday on October 24-25. Sidney Jones 

told us in mid-October that she expected Karsidi (aka Mansur, 
aka Atang Sutisna bin Sahidin) to be among those released. 
Though not a JI member, Karsidi is a Darul Islam (DI) figure 
with many Jl connections who was arrested in 2003 for sending 
ammunition to Ambon to fuel the ethnic conflict there. He 
was arrested with Dadang Surachman (aka Dadang Hafidz), 
another DI figure and reported former teacher of senior JI 
leader Abu Dujana, who was released during the National Day 
remissions this past August. 


13. (C) The problems related to Indonesian prisons and the 
GOl\'s sentence remission policy have been the subject of 
Embassy discussions with the GOI. Minister of Justice and 
Human Rights Hamid Awaluddin has expressed a strong interest 
in prison management programs during meetings with Embassy 
officials, though we have seen no effective GOI efforts to 

deal with the problem. 
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TAGS: PREL, KNNP, PARM, KN, JA 

SUBJECT: JAPAN: UNSCR 1718 DEMARCHE DELIVERED, FURTHER 
COORDINATION SOUGHT 


REF: STATE 172816 


Classified By: Political Section Deputy Carol T. Reynolds for reasons 1 
4 (b) and (d). 


1. (C) Embassy Political Section Deputy delivered reftel 
demarche October 16 to MOFA United Nations Policy Division 
Director Shigeki Takizaki, explaining that this was the text 

we were sharing with other world capitals on UNSCR 1718. 
Takizaki said he was grateful for the information but had no 
substantive comment. He thanked the United States, and 
particularly the US Mission to the United Nations, for the 

close bilateral coordination leading up to the resolution\'s 
passage, and underscored that the important issue now is to 
quickly implement the resolution\'s provisions. 


2. (C) In that context, Takizaki noted the his government was 
considering a number of practical issues related to the 
resolution\'s implementation, including how to define the term 
\"luxury goods. He hoped that our two governments would be 
able to coordinate closely on these important practical 

matters, as well. 
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SUBJECT: PARLIAMENTARY WOMEN'S CAUCUS GAINING GREATER VOICE 


1. (U) Zimbabwe,s Parliamentary Women,s Caucus on October 
6 met with civil society and donor representatives to call 

for greater cooperation across party lines on gender issues. 
Participants at the meeting said that the Caucus, which is 

lead by ZANU-PF MP Flora Bhuka and MDC MP Thokozani Khupe, 
was able to set aside political disagreements on issues of 
common concern, such as passage of the Domestic Violence 
Bill. The Caucus criticized opponents of the Bill and on 

October 9 marched to the opposition,s headquarters to 

protest sexist statements by MDC MP Timothy Mubawu. End 
Summary. 


2. (U) POL/ECON FSN attended a meeting of the Parliamentary 
Women,s Caucus on October 6. Caucus Chairperson Flora 
Bhuka, ZANU-PF Minister for Land Reform, commended the body 
for its work on issues of concern to women. Echoing Bhuka,s 
comment, ZANU-PF Minister of Women,s Affairs Oppah 
Muchinguri stated that the members of the Caucus from both 
ZANU-PF and the MDC have been able to put their political 
differences aside and collaborate over a common agenda 
involving women,s issues. Caucus deputy chairwoman MP 
Thokozani Khupe, who is the anti-Senate MDC Vice President, 
also participated in the meeting, demonstrating the 

by-partisan nature of the body. (Note: Despite the 

inter-party good-will, Muchinguri cautioned that she works 
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for ZANU-PF and needs to respect the party,s policies End 
Note.) 


3. (U) Caucus leaders made an appeal to civil society and 
donor attendees to assist legislators pushing for gender 
equality. Bhuka said that training of female elected 

officials should be a top priority and asked the NGOs to work 
with women contesting the October 28 rural council elections 

to help them understand and appreciate their roles as leaders 
in society. She said that out of the 1,200 candidates, 370 

were women. Bhuka emphasized that the Caucus would like to 
see women represented in greater numbers in decision making 
bodies. 


4. (U) The Women,s Caucus called on its members to rally 
for the passage of the Domestic Violence Bill, which would 
criminalize abuse committed within a household. The draft 
law is currently in the House of Assembly, after having been 
revised slightly following a public hearing last month. 


5. (U) The Caucus members expressed outrage at the 
statements of anti-Senate MDC MP Timothy Mubawu during a 
Parliamentary debate on the Bill October 5 when he said ¿the 
bill was diabolic and that it is &against God,s principles 

that women and men should be equal.8 Inspired by the Caucus 
meeting, on October 10 approximately 60 women from the 
Women,s Coalition ) a grouping of women,s rights NGOs - 
marched to Parliament and the anti-Senate MDC headquarters, 
carrying placards denouncing domestic violence and Mubawu. 
Opposition leader Morgan Tsvangirai addressed the marchers at 
his office to acknowledge their concerns, but he urged them 

to demonstrate against all forms of violence in Zimbabwean 
society, not domestic violence alone. 
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6. (SBU) Domestic violence against women is pervasive in 
Zimbabwe due to both shortcomings in the existing law and a 
general unwillingness to prosecute by police and courts, 

which generally see this type of abuse as a social norm, 

rather than a crime. The Domestic Violence Bill would expand 
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the rights of women and make a strong symbolic statement on 
the need for better enforcement. It was encouraging, if 
rare, to see members of parliament from both sides of the 
aisle put aside their difterences and come together on an 
important issue such as domestic violence. This was likely 
the result of the strong constituencies that exist within 
ZANU-PF and both opposition factions on women,s issues. 
Unfortunately, the odious Mubawu and others who think like 
him are also to be found throughout the political system, 
though in ever fewer numbers. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NNSA, BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOE/NNSA/NA26/NNT RAV 
MEGAPORTS DELEGATION 


REF: SECSTATE 171388 


1. Embassy grants country clearance to NNSA/SLD staff, 
Michael Fink, Jeffrey Ace, Daniel HartnettCody Hostick, and 
Craig Stinson from the National Nuclear Security Office to 
travel to Algeciras, Spain on October 28 to November 6. The 
purpose of this visit is to meet with Peoples Republic of 

China officials to observe operational procedures employed by 
Spanish Customs at the Port of Algeciras. 


2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 


to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 
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In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
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NNSA, BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 
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TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOE/NNSA/NA26/NNTRAV 
SPELLMAN 


REF: SECSTATE 171388 


1. Embassy grants country clearance to Donald Spellman, from 
the National Nuclear Security Office to travel to Salamanca, 
Spain on October 21 to October 26. The purpose of this visit 

is to attend collaboration meetings at the Complex Systems 
Laboratory. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, TBIO, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. JUN SHEN 


REF: A. SECSTATE 170925 
B. FICT 3217-06 


1. Embassy grants country clearance to Dr. Jun Shen, Section 
Chief, Mational Institute of Mental Health, NIH, to travel to 
Madrid, Spain from October 19 to October 24, 2006. The 
purpose of the trip is to give a seminar at the Laboratory 

for Imaging and Spectroscopy by Magnetic Resonance, 
Institurte of Biomedical Research. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
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a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 

SIPDIS 

STATE FOR EUR/WE 

E.O. 12958: N/A 

TAGS: KSCA, TBIO, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. ALEXANDER 
GORBACH 


REF: A. SECSTATE 170925 
B. FICT 3208-06 


1. Embassy grants country clearance to Dr. Alexander 
Gorbach, Staff Scientist, Office of Research Services, NIH, 
to travel to Mallorca, Spain from October 17 to October 22, 
2006. The purpose of the trip is to attend and present a 
lecture at the Second Biosim Conference. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
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official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 


Column 3 


E.O. 12958: N/A 

TAGS: EFIN, ECON, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DEPARTMENT OF TREASURY 
DELEGATION 


REF: SECSTATE EMAIL DTD 10/10/06 


1. Embassy grants country clearance and warmly welcomes 
Department of Treasury Delegation; Robert Michael Kimmitt, 
Deputy Secretary, Colleen Eddy, Policy Advisor, Vickie Alvo, 
Economist for Iraq, Alexander Monsarrat, Financial Economist, 
and James Freis, Deputy Assistant General Counsel to travel 
to Madrid, Spain from October 18 to October 19, 2006. The 
purpose of this visit is to meet with management of U.S. 

banks operating in Spain. 


2. Post will coordinate requested meetings and meet and 
assist upon arrival. Control Officer is Carl Schonander, 
Economic Officer, he can be reached at Embassy number 
91-587-2295, cell phone number 699-466-473 or email address 
schonanderce@state.gov. 


3. Hotel reservations have been made at Hotel Esperia Madrid 
located at Paseo de la Castellano, 57 and the numbers are 
phone: 34-91-210-8800, fax: 34-91-210-8899. The perdiem rate 
for Spain is $239 and M&lE is $138. 


4. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 
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Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 
E.O. 12958: N/A 
TAGS: KSCA, TBIO, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/FDA SUZIE KENT 
REF: A. SECSTATE 170915 

B. FDA-73-07 
1. Embassy grants country clearance to Suzie Kent, 
Investigator, Office of Regulatory Affairs, FDA, HHS to travel 
to Roto, Spain from October 24 to October 26, 2006. The 
purpose of the trip is to perform FDA regulatory inspections. 
2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 
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4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, TBIO, OTRA, SP 


Column 3 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/FDA JAMES DUNNIE 


REF: A. SECSTATE 170970 
B. FDA-64-07 


1. Embassy grants country clearance to James Dunnie, 
Consumer Safety Officer Affairs, FDA, HHS to travel to 
Tarragona, Spain from October 26 to November 1, 2006. The 
purpose of the trip is to perform FDA regulatory inspections. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 


91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 

TAGS: KSCA, TBIO, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/FDA KAREN 
TAKAHASHI AND KIM THOMAS CRUSE 


REF: A. SECSTATE 170981 
B. FDA-48-06 


1. Embassy grants country clearance to Karen Takahashi, 

Center for Drug Evaluation and Research and Kim Thomas-Cruse, 
Office of Regulatory Affairs, FDA, HHS to travel to Zaragoza, 
Spain from October 14 to October 20, 2006. The purpose of 

the trip is to perform FDA regulatory inspections. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
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Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
INT/USGS/RESTON/WLRIPPLE 


E.O. 12958: N/A 
TAGS: TSPA, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR USGS COTTER AND HERMANN 


REF: SECSTATE 170206 


1. Embassy grants country clearance to USGS Scientists 

Gladys Cotter and Thomas Hermann to Granada, Spain from 
October 12 to October 16, 2006. The purpose of this visit is 

to attend and participate in the North Atlantic Treaty 

Organization Research and Technology Information Management 
Committee. 


2. Post understands no assistance is required. 
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3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


SIPDIS 


Column 3 
STATE FOR EUR/WE 
STATE PASS TO NASA/OER: LISA.M.HACKLEYONASA.GOV 


E.O. 12958: N/A 
TAGS: TSPA, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA DELEGATION 


REF: SECSTATE 170699 


1. Embassy grants country clearance to Carl Walz, Director 

of Advanced Capabilities, Angelene Lee, Program Executive, 
Human Research Program, Stephen Davison, Human Research 
Programs, and David Tomko, Program Executive, Stephen 
Ballard, International Relations Specialist, Kathy Laurini, 
Director of Human Research, Charles Sawin, Senior Scientist, 
and Clarance Sams, Senior Scientist from NASAYs Johnson Space 
Center to travel to Barcelona, Spain from October 23 to 

October 27, 2006. The purpose of this visit is to 

participate in the European Space Agency Hosted International 
Space Life Sciences Working Group Meetings. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 


Column 3 

threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81965 

RR RUEHWEB 

DE RUEHMD #2610 2890949 

ZNR UUUUU ZZH 

R 160949Z OCT 06 

FM AMEMBASSY MADRID 

TO SECSTATE WASHDC 1037","UNCLAS MADRID 002610 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
STATE PASS TO NASA/OER: ALLISON.M.TITMAN@NASA.GOV 


E.O. 12958: N/A 
TAGS: TSPA, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA DELEGATION 


REF: SECSTATE 170731 


1. Embassy grants country clearance to Ragvendra Sahai from 
NASA\'s Johnson Space Center to travel to Barcelona, Spain 
from November 11 to November 18, 2006. The purpose of this 
visit is to attend the Science with ALMA: A New Era for 
Astrophysics Conference. 


2. Post understands no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 
essential items including a photocopy of your passport\'s 
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photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81966 

RR RUEHLA 

DE RUEHMD #2611 2890949 

ZNR UUUUU ZZH 

R 160949Z OCT 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC 1038 

INFO RUEHLA/AMCONSUL BARCELONA 2150 

RHMCSUU/DEPT OF ENERGY WASHINGTON DC","UNCLAS MADRID 002611 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
DOE GERMANTOWN/HQ, DOE/NE/V VIRGINIA. OLANDOHQ.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NE ROBERT PRICE 
REF: SECSTATE 170946 


1. Embassy grants country clearance to Robert Price from the 
Office of Nuclear Energy to travel to Santander, Spain on 
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November 06 to November 10. The purpose of this visit is to 
attend the International Reactor Innovative and Secure Team 
meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81967 

RR RUEHWEB 

DE RUEHMD #2612 2890949 

ZNR UUUUU ZZH 

R 160949Z OCT 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC 1039 


Column 3 
INFO RHMCSUU/DEPT OF ENERGY WASHINGTON DC","UNCLAS MADRID 002612 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NRC/OIP, JBJ@NRC.GOV 


E.O. 12958: N/A 
TAGS: ENRG, TRGY, OTRA, KNNP, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR US NRC MIRELA GAVRILLAS 


REF: SECSTATE 171869 


1. Embassy grants country clearance to Mirela Gavrillas from 
the National Nuclear Security Office to travel to Madrid, 

Spain on October 18 to October 20. The purpose of this visit 
is to attend the final meeting of the safety margins action 

plan task group. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 


Column 3 

threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81968 

RR RUEHLA 

DE RUEHMD #2613 2890949 

ZNR UUUUU ZZH 

R 160949Z OCT 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC 1040 

INFO RUEHLA/AMCONSUL BARCELONA 2151 

RHMCSUU/DEPT OF ENERGY WASHINGTON DC","UNCLAS MADRID 002613 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NNSA, BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, OTRA, KNNP, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR US NRC PAUL CLIFFORD, 
RALPH MEYER AND VERONICA KLEIN 


REF: SECSTATE 171870 


1. Embassy grants country clearance to Paul Clifford, Ralph 
Meyer and Veronica Klein from the National Nuclear Security 
Office to travel to Madrid, Salamanca, and Juzbado Spain on 
October 22 to October 27. The purpose of this visit is to 
participate in TopFuel 2006 international Meeting on Light 
Water REactor Fuel Performance tour. 


2. Post understands that no assistance is required. 

3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 
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areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 


81969 

OO RUEHBI RUEHCI RUEHHM RUEHJO RUEHMA 
DE RUEHKA #6299 2891003 

ZNR UUUUU ZZH 

O 161003Z OCT 06 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2168 
INFO RUCNCLC/CHILD LABOR COLLECTIVE 
RUEHIL/AMEMBASSY ISLAMABAD 1318 
RUEHNE/AMEMBASSY NEW DELHI 9407 
RUEHLM/AMEMBASSY COLOMBO 7608 
RUEHKT/AMEMBASSY KATHMANDU 8757 
RUEHLO/AMEMBASSY LONDON 1542 
RUEHUL/AMEMBASSY SEOUL 0254 
RUEHKO/AMEMBASSY TOKYO 1066 
RUEHLB/AMEMBASSY BEIRUT 0036 
RUEHCI/AMCONSUL CALCUTTA 
RUCNDT/USMISSION USUN NEW YORK 
RUEHIN/AIT TAIPEI 0080 

RUEHC/DEPT OF LABOR WASHDC","UNCLAS DHAKA 006299 


Column 3 
SIPDIS 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: ELAB, ETRD, PGOV, BG 
SUBJECT: NATIONAL WAGE BOARD OFFERS INCREASED MINIMUM WAGE 


1. (SBU) On 12 October, the National Wage Board, composed of 
representatives from labor, government and management, 
announced what they insisted was the Board\'s final 
recommendation to increase the minimum wage for garment 
workers from 930 to 1,662.50 taka (25 USD) per month. If 
approved by the GOB, and published in the official gazette, 

the increased minimum wage would be the first increase since 
1994. 


2. (SBU) After the labor violence that started May 22, the 

GOB acted to resolve worker issues. On 31 May, the GOB 
created a National Wage Board to recommend a new wage 
structure, and on June 12, management and labor agreed to a 
MOU to consider worker demands. At the time, media reported 
that workers demanded a new minimum wage of 3,000 taka a 
month. 


3. (SBU) Both workers and management rejected initial draft 
National Wage Board increases, which varied from an increase 
of 1,350 taka to an increase of 2,000 taka. Labor termed 

the increases saying too small, and management called them 
too large and would result in factory closures. 


4. (SBU) In the wake of renewed labor unrest on October 10, 
Levi\'s Country Sourcing Manager Ranah George Abraham opined 
to laboff that the Bangladesh Garment and Manufacturer\'s 
Export Association (BGMEA) would probably accept an increase 
in the 1700 taka range, as would labor, but the increased 
minimum wage would come at the cost of reduced step increases 
for more experienced workers. He said that the workers who 

did participate in the street violence were not part of the 

labor organizations that participated in the National Wage 

Board, so they refused to accept its authority. \"By and 

large, workers would be content with some increase and a 
promise that there would be an annual review for a salary 
increase,\" he said. 

PASI 


81970 
OO RUEHCHI RUEHDT RUEHHM RUEHNH 
DE RUEHBK #6324/01 2891008 


Column 3 

ZNY CCCCC ZZH 

O 161008Z OCT 06 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2330 
INFO RUCNASE/ASEAN MEMBER COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 3080 
RUEHRL/AMEMBASSY BERLIN 0826 
RUEHBY/AMEMBASSY CANBERRA 6183 
RUEHHE/AMEMBASSY HELSINKI 0868 
RUEHLO/AMEMBASSY LONDON 1203 
RUEHNE/AMEMBASSY NEW DELHI 4157 
RUEHOT/AMEMBASSY OTTAWA 7354 
RUEHFR/AMEMBASSY PARIS 0643 
RUEHRO/AMEMBASSY ROME 0764 
RUEHUL/AMEMBASSY SEOUL 2235 
RUEHKO/AMEMBASSY TOKYO 8434 
RUEHWL/AMEMBASSY WELLINGTON 1548 
RUEHBS/USEU BRUSSELS 

RUEKJCS/SECDEF WASHINGTON DC 
RHEHNSC/NSC WASHDC 

RUEAIIA/CIA WASHINGTON DC 

RHHMUNA/HQ USPACOM HONOLULU HI 
RUEKJCS/JCS WASHDC 
RHFJSCC/COMMARFORPAC 

RHMFISS/HQ PACAF HICKAM AFB HI 
RHHMBRA/COMPACFLT PEARL HARBOR HI 
RHOVVKG/COMSEVENTHFLT""CONFIDENTIA L SECTION 01 OF 02 BANGKOK 006324 


SIPDIS 
SIPDIS 


DEPARTMENT FOR EAP, EAP/MLS 
NSC FOR WILDER, MORROW 
PACOM FOR FPA HUSO 


E.O. 12958: DECL: 10/16/2016 

TAGS: PGOV, PREL, MASS, MARR, TH 

SUBJECT: THAILAND: AMBASSADOR URGES GEN SONTHI TO LIFT 
MARTIAL LAW, RESTRICTIONS ON CIVIL LIBERTIES 


Classified By: Ambassador Ralph L. Boyce. Reason 1.4 (a and d) 


1. (C) Summary. | met with Council for National Security 
(CNS) chief GEN Sonthi Boonyaratglin on October 16 to express 
our continued concern over the coup and the suspension of 
civil liberties. Reminding him that we have already 
suspended almost 24 million dollars in assistance, | informed 
Sonthi that we may be forced to consider additional measures 
if we do not see more progress towards democracy. | 
underscored the importance of lifting martial law quickly, 


Column 3 

describing for Sonthi the difficulty the President might have 
in meeting interim Prime Minister Surayud Chulanont at APEC 
next month if martial law remains in place. Sonthi said he 
believes that martial law remains necessary for the time 
being to prevent \"influential and moneyed interests" from 
using undue influence on rural voters and fomenting unrest. 
| intend to use upcoming meetings with key civilian figures 
in an around the government in the coming days to impress 
upon them the importance of restoring civil liberties, first 
and foremost of which is lifting martial law, at the earliest 
possible date. End Summary. 


2. (C) | met privately with General Sonthi at Royal Thai 

Army (RTA) Headquarters on October 16. Reminding him of the 
strong bonds and years of friendship between our two people, 

| underscored the importance of the CNS and interim 
government showing sustained, concrete progress on returning 
democracy to Thailand. | told Sonthi that, while we took 

note of the rapid naming of an interim Prime Minister, 

Cabinet, Constitution, and National Assembly, we remain 
extremely disappointed by the coup and urge Thailand to 
quickly end martial law and restore all civil liberties. 

After reminding him of the 24 million dollars of assistance 

we suspended under section 508, | told Sonthi that we might 
reevaluate other military programs and representational 

events not covered by 508 in the near future if we do not see 
more progress towards a return to democracy. | explained to 
Sonthi that interim Prime Minister Surayud and President Bush 
are both scheduled to attend APEC in Hanoi next month. | 
described the difficulty President Bush might have in meeting 
Surayud together with other ASEAN leaders if Thailand remains 
under martial law. 


3. (C) Sonthi did not give me a firm date for lifting 

martial law. He told me that he believes martial law is 
necessary for the time being to prevent \"influential and 
moneyed interests\" from using undue influence over rural 
voters and fomenting dissent. He believes that the people 
are \"comfortable\" under martial law and generally support the 
need to keep it in place for a short while longer. | told 

him that martial law would not be necessary to prevent 
political violence and that we were unaware of any nascent 
opposition in the countryside that would warrant the 
continuation of martial law. | urged him to share with us 
any intelligence he might have indicating a counter-coup or 
violence was being planned. 


COMMENT 


4. (C) Sonthi appears to view martial law in strictly 
security terms -- a useful tool to maintain order and prevent 


Column 3 
potential unrest. He seems not fully cognizant of how 
martial law is damaging Thailand\'s reputation abroad. For 
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instance, in our meeting Sonthi did not seem to understand 
the impact a state of martial law would have on Surayud\'s 
participation at APEC. In the coming days, | intend to meet 
with very senior civilian leaders in the interim government 
or with connections to it, to continue our ongoing efforts to 
impress upon them that the government needs to lift martial 
law soon to overcome growing doubt abroad -- and to an 
extent, within Thailand as well -- about the sincerity of its 
commitment to democratic restoration. END COMMENT. 


BOYCE 


81971 

PP RUEHFK RUEHKSO RUEHNH 

DE RUEHNH #0228/01 2891019 

ZNY CCCCC ZZH 

P 161019Z OCT 06 

FM AMCONSUL NAHA 

TO RUEHC/SECSTATE WASHDC PRIORITY 0633 
INFO RHMFISS/18WG CP KADENA AB JA 
RHMFISS/CDR USPACOM HONOLULU HI 
RUSFNSG/CDR10THASG TORII STATION JA 
RHMFISS/CDR1STBN1STSFGA TORII STATION JA 
RHMFISS/CDRUSARPAC FT SHAFTER HI 
RHMFISS/CG FIRST MAW 

RHMFISS/CG II MEF 

RUHBABA/CG III MEF CAMP COURTNEY JA 
RHMFISS/CG III MEF 

RUHBBEA/CG THIRD FSSG CAMP KINSER JA 
RUHBABA/CG THIRD MARDIV CAMP COURTNEY JA 
RUHBABA/CG THIRD MARDIV 

RUEAIIA/CIA WASHDC 

RUEAIIA/CIA WASHINGTON DC 

RUEKJCS/CJCS WASHINGTON DC 
RHMFISS/COMFLEACT OKINAWA JA 
RHMFISS/COMMARCORBASESJAPAN CAMP BUTLER JA 
RHMFISS/COMMARFORPAG 
RHHMHAA/COMPACFLT PEARL HARBOR HI 
RHOVVKG/COMSEVENTHFLT 
RHHMDBA/COMSUBPAC PEARL HARBOR HI 
RHMFISS/COMUSJAPAN YOKOTA AB JA 
RUHBVMA/CTF 76 

RUYLBAH/DODSPECREP OKINAWA JA 
RUESOK/FBIS OKINAWA JA 
RUEHFK/AMCONSUL FUKUOKA PRIORITY 0203 
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RHHMUNA/HQ USPACOM HONOLULU HI 

RHHJJAA/JICPAC HONOLULU HI 

RHHMBRA/JICPAC PEARL HARBOR HI 

RUEHNH/AMCONSUL NAHA PRIORITY 0683 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RHMFISS/NAVCRIMINVSERVFO FAREAST YOKOSUKA JA 
RHMFISS/NAVCRIMINVSERVRA OKINAWA JA 

RUHBANB/OKINAWA AREA FLD OFC US FORCES JAPAN CAMP BUTLER JA 
RUEHOK/AMCONSUL OSAKA KOBE PRIORITY 0277 

RUEKJCS/OSD WASHINGTON DC 

RUEHKSO/AMCONSUL SAPPORO PRIORITY 0239 

RUEKJCS/SECDEF WASHINGTON DC 

RUEHKO/AMEMBASSY TOKYO PRIORITY 0632 

RHMFISS/USARPAC G5 FT SHAFTER HI 

RHMFISS/USPACOM REP GUAM ISLAND GU 

RUALBCC/YOKOTA AB HQ USFJ""CONFIDENTIA L SECTION 01 OF 04 NAHA 000228 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/16/2031 
TAGS: MARR, PINS, JA 
SUBJECT: PAC3 SUCCESSFULLY INTRODUCED TO OKINAWA 


CLASSIFIED BY: Carmela A. Conroy, Acting Consul General, U.S. 
Consulate General Naha, U.S. Department of State. 
REASON: 1.4 (a), (d) 


1. (C) Summary: The introduction of the Patriot PAC-3 Air 
Defense Battalion into Okinawa is a success, with the locally 

(in Okinawa) most difficult part, the ground movement of 

sensitive equipment from port and pier to its destination within 
Kadena AFB, completed October 13. Despite some miscalculations 
of the tenacity of protestors blocking the gate to the 

ammunition pier, the GOJ rather quickly provided necessary 
support. For the second time this year, the GOJ and the Okinawa 
Prefectural Police physically removed protestors attempting to 
block progress towards implementing the alliance transformation 
and realignment initiatives contained in the October 29, 2005 
report of the Security Consultative Committee (\"2+2\"). End 
summary. 


2. (U) Equipment for the 1-1 Air Defense Patriot PAC-3 
battalion arrived in Okinawa on two separate ships, the first 
carrying supporting equipment and vehicles and the second 
carrying the more sensitive and visually distinct missiles, 
launchers and radar equipment. The first ship arrived Naha 
Military Port (NMP) slightly ahead of schedule on September 29. 


Column 3 

During the wee hours of October 2 through 5, convoys of those 
wheeled vehicles, trailers and containers drove from NMP to the 
Kadena Air Force Base (Kadena AFB). 


3. (C) The two local daily newspapers gave blanket coverage to 
the notices of arrival and sought remarks from Okinawan 

officials, academics and anti-base organizations, repeatedly 
declaring that the arrival of the Patriot 3 (Pac3) battalion 

would generate strong opposition from the people of Okinawa. 
Okinawa Prefectural Police (OPP) and Okinawa Defense Facilities 
Administration Bureau (DFAB) reportedly told journalists that 

the Army had not requested assistance from the OPP in 
transporting equipment between facilities. (The 10 ASG and DFAB 
officials extensively discussed the planned movements on 
September 28 and 29. The Army command intended to reduce the 
visibility of the movements in order to minimize the amount of 
attention to them.) Despite intensive daily press coverage of 

the movements, anti-military protests were small, peaceful, and 

in no way impeded military operations from September 29 through 
completion of the transfer of the first shipment to Kadena AFB 

on October 5. 


4. (C) Weather, and avoiding conflict with a major Naha City 
festival, resulted in postponing the arrival of the second ship 
carrying missiles and launchers from October 5 to October 9, a 
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Japanese and U.S. holiday. The missiles were to be off-loaded 
at Tengan Pier and transported to the Muns, just five km away. 
Note: This is the usual arrival point, ground transportation 

route, and storage point for U.S. military ammunition coming to 
Okinawa. End note. The ship was then to take the launchers and 
radar to NMP for onward transport by road to Kadena AFB. 
Coverage by the Okinawa daily newspapers of the details of the 
sea and land movements provided anti-base activists plenty of 
time to organize a protest outside Tengan Pier\'s sole gate, with 
smaller protests outside the NMP and Kadena AFB. Protestors 
stationed themselves outside Tengan Pier from October 5, and 
that same day the 10th Area Support Group (10thASG) requested 
support from the OPP through its liaison office to ensure egress 
on October 9. 


5. (C) The morning of October 9 the protestors blocked all 
access to Tengan Pier with a sit-down demonstration. Despite 
the previous request from the 10th ASG, only two uniformed 
police officers were present at Tengan Pier. They took no 
apparent action to disperse the 50-60 protestors from the gate, 
and by 1030 the uniformed police officers left the site. The 
protestors erected tarps to protect themselves from the sun, 
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plus loudspeakers, floodlights and generators. This ensured 
20-25 media personnel could see and hear protestors as well as 
three requests by a DFAB official that they desist from blocking 
access to the facility. 


6. (C) After the 10th ASG alerted ConGen Naha to the problem, 

we notified the Embassy and top officials of the Defense 

Facilities Administration Agency (DFAA), DFAB and OPP. The GOJ 
officials asked for a written request from the 10th ASG 

commanding officer and/or Consul General Naha for police 
assistance with the transfer of the PAC3 missiles from Tengan 

Pier to the Kadena Munitions Area. Consul General Maher 
responded with a letter requesting DFAB and OPP assistance 
ensuring our Status of Forces Agreement (SOFA) article 5 access 
to, and movement between, U.S. military facilities and areas. 


7. (C) The commanding officer of the 10th ASG spent much of 
October 9 meeting with GOJ officials trying to accomplish the 

move that day. The 10th ASG, ConGen Naha, and DFAB all 
pressured the OPP to gain access to Tengan Pier on October 9, 
but the OPP replied it could not act that day, since additional 

forces would have to be brought from the mainland. OPP said it 
could not undertake an operation to clear the gate without more 
planning and reinforcements. Late afternoon October 9, OPP 
agreed to ensure access and ensure safe movement of the missiles 
on October 11. 


8. (C) On October 10 commanding officers of the 10th ASG, the 
1-1 ADA, and 835th Transport Group, chief of the US Forces Japan 
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Okinawa Area Field Office, representatives of the (Navy) 
Commander Fleet Activities Okinawa and ConGen Pol-Mil Officer 
met with DFAB and OPP officials to plan security for the October 
11 access to Tengan Pier and transportation of the missiles to 
the Muns, and October 13 access to and movement of the remaining 
equipment between the NPM and Kadena AFB. Once logistical 
details were set, the OPP requested an additional written 

request to cover the October 13 activities. OPP and DFAB said 
the situation in Okinawa was sensitive, and the Okinawan public 
would not understand the exercise of police power in support of 
the Pac 3 movements without a request from the USG. 


9. (C) Pol-Mil Officer noted that the SOFA serves as a standing 
USG request for, and standing GOJ assurance of, access to and 
movement between military areas and facilities. Furthermore, 
there had been countless phone calls and at least six hours of 
bilateral meetings as evidence of the USG\'s specific 
requirements. OPP and DFAB assured USG participants that the 
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Pac 3 deployment was a unique case, and the US side\'s providing 
a written request would not be cited as precedent for the GOJ 
demanding such formalities in the future. The OPP and DFAB also 
reluctantly agreed that, even if the USG did not provide the 

written request in this case, the SOFA and multiple bilateral 
communications sufficed to necessitate GOJ action in support of 
all remaining Pac 3 movements. 


10. (U) Setting up before dawn October 11, the OPP and DFAB 
assisted the U.S. military in gaining access to Tengan Pier to 

off load the Patriot 3 (PAC3) missiles from the ship where they 
had been waiting since October 9. The appearance of 
approximately 100 riot police and 20 traffic police officers and 

a verbal warning convinced many protestors blocking the gate to 
depart. Thirty minutes later, the riot police firmly pushed the 
remaining 20-30 protestors away from the gate onto the sidewalk. 
Neither the police nor the protestors resorted to violence. 

The U.S. Army successfully unloaded the ship and transported all 
24 containers of missiles to the Muns, with the OPP keeping 
protestors at bay and traffic controlled until the job was done. 


11. (C) The ship, still carrying four missile launchers and 

several other pieces of equipment, continued to NMP on October 
11. Itwas unloaded October 11 and all equipment placed in 
warehouses at NMP. The night of October 12, prior to the 
movement of the equipment to Kadena AFB, several DFAB officials 
stood by at NMP and OPP posted officers at every intersection 
along the route and at the gates of both facilities. The 

launchers were covered with tarps and the equipment broken into 
several small convoys and transported to Kadena AFB without 
incident early the morning of October 13. The Okinawa Times put 
the story on the front page of the October 13 morning edition 
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with a color photograph above the fold, but the Ryukyu Shimpo 
printed only a short, factual story with no photograph. 


12. (C) Comment/Conclusion: The introduction of the Pac 3 
Battalion into Okinawa is a success. When stories of the 
deployment began appearing in the local media in June, we 
anticipated extensive coverage and local opposition. The daily 
newspapers responded as expected, printing sometimes literally 
minute-by-minute accounts of vehicle movements, conducting 
surveys, and printing all protests and anti-deployment 

activities that came their way. The July 4 ballistic missile 
launches and October 9 purported nuclear test by the DPRK, 
however, sapped the energy from Okinawan protests. Moderate, 
and even a few publicly immoderate anti-base reformists in 
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private, admitted that there might be a valid reason for a 
ballistic missile defense system. 


13. (C) Comment/Conclusion continued: That the DFAB and OPP 
did not anticipate, and better prepare to cope with, protestors 
blocking entry to Tengan Pier, appears to us to be more a case 

of internal miscommunication and lack of preparation than a 
political decision. Once the Okinawa-based GOJ offices were 
notified October 9 by the ConGen, they were quick to respond. 
Just 48 hours after the Army hoped to unload the ship at Tengan 
Pier, a professional and overwhelmingly large number of Japanese 
riot police and local traffic police deployed. They cleared the 
protestors and their equipment from the gates, allowing Army and 
Navy personnel and their contractors access to the pier, and 

rapid movement between Tengan Pier and the Kadena Munitions 
Area. The remaining movements were also fully supported by the 
OPP and DFAB. In sum, we assess that the deployment of police 
with respect to the PAC-3 movement, along with the deployment of 
police to remove protestors blocking access to Camp Schwab for 
the FRF cultural assets survey, indicates that the GOJ is 

serious and determined to implement our agreed transformation 
and realignment plans. 


14. (U) The 10th ASG cleared this cable for content. 
CONROY 
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PP RUEHCI 

DE RUEHKA #6301 2891021 

ZNY CCCCC ZZH 

P 161021Z OCT 06 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC PRIORITY 2171 
INFO RUEHNE/AMEMBASSY NEW DELHI 9408 
RUEHIL/AMEMBASSY ISLAMABAD 1319 
RUEHKT/AMEMBASSY KATHMANDU 8758 
RUEHLM/AMEMBASSY COLOMBO 7609 
RUEHOT/AMEMBASSY OTTAWA 0604 
RUEHBY/AMEMBASSY CANBERRA 0242 
RUEHBJ/AMEMBASSY BEIJING 0608 
RUEHKO/AMEMBASSY TOKYO 1067 
RUEHLO/AMEMBASSY LONDON 1543 
RUEHCI/AMCONSUL CALCUTTA 
RHHMUNA/CDR USPACOM HONOLULU HI"","C O N F | DEN T I AL DHAKA 006301 
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E.O. 12958: DECL: 10/16/2011 
TAGS: KDEM, PHUM, PGOV, BG 
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SUBJECT: INTER-PARTY ELECTION TALKS RESUME: MORE FORM OVER 
SUBSTANCE 


REF: DHAKA 06224 
Classified By: CDA Geeta Pasi, reason para 1.4 d. 


1. (SBU) On October 16, Bangladesh Nationalist Party 
secretary-general Mannan Bhuiyan and Abdul Jalil, his 
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counterpart from the opposition Awami League, met for 45 
minutes in the fifth round of inter-party talks on the 

upcoming election. Afterwards, both leaders told reporters 
they had made progress, and are hopeful of a positive 
outcome. Jalil claimed a consensus had been reached. The 
next step, they agreed, is to discuss the talks at the party 
level after PM Zia returns on October 21 and Awami League 
president Hasina returns on October 22 or 23. 


2. (C) In a subsequent private conversation, Bhuiyan told us 
there has in fact been no substantive progress beyond the 
further clarification of both sides positions. Y Everything 
depends on the two leaders," he said, \"and neither of them 
left any guidelines for concessions. In a separate 
conversation, Jalil confirmed there was no agreement on 
anything \"concrete.\" 


3. (C) Comment: There continues to be a huge gap between what 
BNP and AL leaders say publicly and privately about the 

talks. Instead of being the decisive round as widely 

anticipated, today\'s inconclusive session shows that neither 
party, including the Awami League, is ready to pull the plug 

and perhaps spark a crisis before the government gives way to 
the caretaker regime on or about October 28. By the same 
token, prospects for a breakthrough deal on the selection of 

the chief caretaker adviser are looking more and more remote. 
PASI 
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CHARGE: PROG 

APPROVED: PAO:HKFINN 

DRAFTED: PD:MKONSTANTYN 

CLEARED: AlO:GJANISMAN 

VZCZCTVI793 

PP RUEHC RHEHAAA RHEHNSC RUEAIIA RUEKJCS RUEAHQA 
RUEADWD RUENAAA RHEFDIA RUEKJCS RUEHAD RUEHAS RUEHAM RUEHAK 
RUEHLB RUEHEG RUEHDM RUEHLO RUEHFR RUEHRB RUEHRO RUEHRH 
RUEHTU RUCNDT RUEHJM RHMFISS RHMFIUU RHMFIUU 
DE RUEHTV 4047/01 2891027 

ZNR UUUUU ZZH 

P 161027Z OCT 06 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 6931 
RHEHAAA/WHITE HOUSE WASHDC PRIORITY 
RHEHNSC/WHITE HOUSE NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHDC PRIORITY 

RUEAHQA/HQ USAF WASHINGTON DC PRIORITY 
RUEADWD/DA WASHDC PRIORITY 

RUENAAA/CNO WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 1056 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 7838 
RUEHAM/AMEMBASSY AMMAN PRIORITY 0888 
RUEHAK/AMEMBASSY ANKARA PRIORITY 1829 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 1033 
RUEHEG/AMEMBASSY CAIRO PRIORITY 8686 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 1761 
RUEHLO/AMEMBASSY LONDON PRIORITY 8687 
RUEHFR/AMEMBASSY PARIS PRIORITY 9134 
RUEHRB/AMEMBASSY RABAT PRIORITY 5820 
RUEHRO/AMEMBASSY ROME PRIORITY 3192 
RUEHRH/AMEMBASSY RIYADH PRIORITY 8054 
RUEHTU/AMEMBASSY TUNIS PRIORITY 2309 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 4203 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 4754 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFIUU/COMSOCEUR VAIHINGEN GE PRIORITY 
RHMFIUU/COMSIXTHFLT PRIORITY","UNCLAS SECTION 01 OF 06 TEL AVIV 004047 


SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 
HQ USAF FOR XOXX 
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DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


E.O. 12958: N/A 
TAGS: IS, KMDR 


SUBJECT: ISRAEL MEDIA REACTION 


1. Iran 


On Sunday, The Jerusalem Post reported that Internal Security 
Minister Avi Dichter will leave on Sunday for an official visit to 

the US, during which he will meet with top law enforcement officials 

to share his first know-how in homeland security and 
counter-terrorism. The Jerusalem Post reported that Dichter spoke 
to the newspaper about what he believes the US can learn from Israel 
on fighting terrorism, his belief that Israel should give up the 

Golan Heights in a peace treaty with Syria and MK Avigdor 
Lieberman\'s prospects of heading a ministry charged with managing 
the Iranian threat. Dichter was quoted as saying: \"Israel is a 
laboratory for learning how to defend citizens because we face 
threats every day. The US does not have to pay with American blood. 
They can learn from what we have learned here. According to 
Dichter, cooperation with the US on counter-terrorism has increased 
significantly since 9/11. 


All media, except the ultra-Orthodox newspapers, led with a joint 
police/Justice Ministry announcement Sunday recommending that 

Israeli President Katsav be indicted on charges of rape, as well as 

well as indecent acts using force, indecent acts without consent, 

and sexual harassment. The police also informed AG Menachem Mazuz 
on Sunday that there was enough evidence to prove that Katsav had 
committed grand larceny, fraud, and breach of faith and that he had 
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violated the law prohibiting wiretapping. 


Over the weekend, all media reported on proposed entry of 
Lieberman\'s party Yisrael Beiteinu into the government coalition. 

On Sunday, HaVaretz and Maariv reported that Labor Party Chairman 
Amir Peretz and Vice PM Shimon Peres of Kadima were discussing the 
creation of a joint front to block Yisrael Beiteinu\'s bid. On 

Sunday, The Jerusalem Post reported that a majority of the Labor 
Party\'s Knesset faction is expected to demand that Peretz and the 
rest of Labor\'s ministers quit the cabinet if PM Ehud Olmert insists 

on bringing in Lieberman. Also on Sunday, Yediot reported that 
Lieberman allegedly urged oligarch Arkady Gaidamak, who reportedly 
had been sought out in the summer by Likud Chairman Binyamin 
Netanyahu as a potential partner and counterweight to Lieberman, to 
form his own party and to run for Knesset. According to the report, 
Lieberman told Gaidamak that together they would be able to form the 
largest political party in Israel. 

On Sunday, the media (banner in The Jerusalem Post) reported that 
following 72 hours of intense fighting, the IDF withdrew from the 
central Gaza Strip Saturday night, leaving behind 21 dead 
Palestinians, including seven killed earlier in the day. HaVaretz 
quoted IDF officers as saying that Hamas wants to create a \"balance 
of terror" with Israel in the Gaza Strip, in order the IDF from 

making a ground forces incursion into the territory. The officers\' 
conclusion is based on the organization\'s greatly accelerated 
munitions acquisitions over the past few months, which was reported 
by several media. Yediot quoted an Israeli expert as saying Sunday 
that the IAF can be expected to hold out new threats in Gaza. 


HaVaretz reported that Defense Minister Amir Peretz told the cabinet 
on Sunday that he planned to meet with settlement leaders to discuss 
the possibility of a voluntary evacuation of the illegal settler 

outposts in the West Bank. 


HaVaretz cited the London-based Al-Hayat as quoting Egyptian sources 
assaying that Syria, which pressured Khaled Mashal, the head of 
Hamas\'s political bureau, and torpedoed almost agreed-upon efforts 
to reach a prisoner swap between Israel and Hamas. Israel Radio 
quoted Mashal as saying that he was not ready to start negotiations 
over the release of Cpl. Gilad Shalit without Israel committing 

itself to releasing Palestinian prisoners. 


Yediot reported that PA Chairman [President] Mahmoud Abbas is 
building a large, skilled, and terror-free force in Jericho with US 
financial support. 


The Jerusalem Post and Yediot quoted Brig. Gen. Yossi Badatz, the 
head of the IDF\'s intelligence directorate, as saying at Sunday\'s 
cabinet meeting as saying that Israel has indisputable proof that 
Syria continues to transfer weapons to Hizbullah. On Sunday, 
HaVaretz reported that Hizbullah is hiding weapons in southern 
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Lebanon and that the Lebanese Army and UNIFIL are not making efforts 
to find them. 


All media reported that commanders who did not fully understand 
their orders, who were not present with their troops during 

important battles, and who even failed to fulfill basic missions 
constitute some of the grave failures found by an internal IDF 
committee that probed Division 91\'s performance during the recent 
war in Lebanon. These are the first such findings emerging from 
internal IDF investigations. 

HaVaretz and Maariv, and The Jerusalem Post reported that Adalah - 
the Legal Center for Arab Minority Rights in Israel is calling for 

the suspension of State Prosecutor Eran Shendar for his role in the 
\"failures of the Police Investigation Department (PID) into the 
events of October 2000.: Shendar headed the PID at the time of the 
disturbances, during which 12 Israeli Arabs and one Gazan were 
killed by the police, and he was in charge of its investigation of 

the events. 


Over the weekend, the media reported that the National Planning and 
Construction Council was set to make a final decision Tuesday on the 
controversial Safdie plan, named after architect Moshe Safdie, to 
build up the area west of Jerusalem. 


The media reported that on Sunday, the ministerial committee on 
legislation approved, by a five-to-four margin, the bill supporting 

a presidential-style premiership in Israel that was proposed by MK 
Avigdor Lieberman (Yisrael Beiteinu). 


Over the weekend, the media reported that clashes erupted on Friday 
between hundreds of Palestinians and Border Police troops near the 
roadblocks at the entrances to Jerusalem. The clashes broke out 
after the Israel Police restricted access to the city for the third 

Friday of prayers during the Muslim month of Ramadan to people only 
above a certain age. On Sunday, Hatzofe reported that Knesset 
Member Uri Ariel from the National Union Party has been drafting 
plans for the construction of a synagogue on the Temple Mount. 


The Jerusalem Post cited GOI sources as confirming Sunday that Asi 
Shariv, Olmert\'s spokesman, will likely be Israel\'s consul-general 

in New York, one of the most sought after positions in the foreign 
service. 


The Jerusalem Post reported that the American Federation of 
Teachers, which represents 1.3 million teachers across the US, is 
calling on Irish academics to oppose demands to boycott Israel 


HaVaretz cited the Australian Jewish community\'s dissatisfaction 
with the alleged characterization of Asians by Israel\'s Ambassador 
in Canberra Naftali Tamir in an interview with HaVaretz as the 
\"yellow race.\" On Sunday, HaVaretz reported that on Friday, the 
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Foreign Ministry condemned TamirYs remarks in the interview that 
Israel and Australia were white sisters amid the \"yellow race\" of 
Asia. On Sunday, The Jerusalem Post reported that Tamir was being 
called back to Jerusalem for a \"further clarification\" of the 

matter. 

HaVaretz and The Jerusalem Post reported that at the Hebrew 
University of Jerusalem on Sunday, Nobel Chemistry laureate Roger D. 
Kornberg, an American scientist with close ties with Israel, 

criticized the Israeli government for slashing support to 

universities, charging that this has shaken the foundation of 

Israel\'s scientific research community. 


The conservative, independent Jerusalem Post editorialized: \"Our 
government, crucially, should not allow the understandable desire to 
encourage a global response to be misinterpreted as a sign that even 
Israel is beginning to treat the unthinkable as inevitable." 


Block Quotes: 


\"Unthinkable, Not Inevitable!" 


The conservative, independent Jerusalem Post editorialized (10/15): 
\"Last week, Prime Minister Ehud Olmert convened a special meeting of 
security chiefs to discuss Israeli strategy toward the Iranian 

threat, amid concerns that Western responses to it are inadequate. 
These concerns have grown with the expectation that any sanctions 
imposed on North Korea after it claimed to have exploded a nuclear 
weapon will amount to little more than a slap on the wrist. The 
Prime Minister\'s meeting reportedly concluded that Israel would 
continue to support the diplomatic approach toward the Iranian 
challenge, as led by the United States and Europe. In other words, 
Israel will continue to attempt to walk the fine line between 
encouraging the international community to take the lead on this 
global threat, and insisting that failure is not an option.... By 
stepping back, Israel is trying to accentuate the global nature of 

the Iranian challenge, but Israel can and should be doing more to 
explain this.... The mullahs fervently believe that nuclear weapons 
will not only protect their regime, but allow them to expand their 
power and the grip of their own militant brand of Islam throughout 
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the world. Israel cannot accept such a genocidal threat, but neither 
can other free nations accept such a blatant attempt to hijack the 
world order. Our government, crucially, should not allow the 
understandable desire to encourage a global response to be 
misinterpreted as a sign that even Israel is beginning to treat the 
unthinkable as inevitable." 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot: \"Israel is marching headlong, with its 
eyes wide open and a clear mind, to a head-on clash with the 
Hamas-led Palestinian Authority in the Gaza Strip. Both sides have 
been preparing for this confrontation carefully, with the sense that 

it is ineluctable.\" 


Middle East affairs commentator Dr. Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in Yediot Aharonot: \"That which is 
perceived as giving power in the Middle East weakens Israel in the 
West, particularly in Europe, and what is perceived in the Middle 
East as weakness gives it strength in world public opinion.\" 


Block Quotes: 


|. \"War Around the Corner\" 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot (10/15): \"The incidents these past few 
days in the Gaza Strip are just the preface to the big bang. Israel 

is marching headlong, with its eyes wide open and a clear mind, to a 
head-on clash with the Hamas-led Palestinian Authority in the Gaza 
Strip. Both sides have been preparing for this confrontation 
carefully, with the sense that it is ineluctable. The Palestinians 

have been arming themselves to the teeth.... All of [the recent 
Israeli] defensive military activity is geared to stymie and delay 

the process in which Hamas has been building its army in the Gaza 
Strip. But it is all in vain. Israeli officials have watched 

Palestinian terror experts return to Gaza after spending months of 
training in Lebanon, whereupon they carry out a series of military 
preparations right under our nose, and all of which is generously 
funded by Hamas. A tremendous amount of weapons, ammunition and 
explosives -- leftovers from the war in Iraq -- has been flowing 

from the Sinai peninsula into the Gaza Strip, through the mediation 
of international arms dealers. That is why the clash is 

ineluctable. The Southern Command\'s defensive activity will not 
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succeed in stopping the massive armament program, but it has 
contributed greatly to keeping the troops in top operational 
readiness in advance of the day when they are put to the test. And, 
as we learned in Lebanon, that is no laughing matter.\" 


ll. \"The Paradox of Power and Weakness\" 


Middle East affairs commentator Dr. Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in Yediot Aharonot (10/15): \"Here is 
a paradox: That which is perceived as giving power in the Middle 
East weakens Israel in the West, particularly in Europe, and what is 
perceived in the Middle East as weakness gives it strength in world 
public opinion. In the Middle East, people admire the strong, 
whether it is Ahmadinejad, Saddam in his time or, not to mention 
them in the same breath, Ariel Sharon, who was perceived as a 
strongman. In the Western world, the strong arouse aversion. In 
the Middle East, one may never be perceived as weak. In the West, 
that is to one\'s credit. The size of the Israeli movement toward 
regional strengthening is equal to the amount of damage it suffers 

in the world arena, and the opposite. Both movements are dynamic, 
and therefore also reversible. Movement in both of them can occur 
in either direction. Holding on to territory is seen as Israeli 

power, but in the world it is viewed as causing damage.... The rule 
also works for the Palestinians. As long as they were seen as weak, 
world sympathy for them grew; the moment that Hamas presented them 
as having an army and power, the world forgot them. From now on, 
any Israeli measure must take the paradox into account.... The 
Israeli leadership must embark on the forceful military operation 
under the justification of the existential threat -- a process that 
occurred in the first stages of the Lebanon War. For that, Israel 
must use the international institutions that we usually scorned, and 
we must establish a well-oiled public-relations network that can be 
activated on short notice. The world would see a clear victory 
against an existential threat as a blessing, while in the region it 
would be seen as strength and as a deterrent. The time has come for 
Israeli accomplishments that we have not had for more than two 
decades. 


CRETZ 
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STATE FOR EUR/WE 
FAA AERONAUTICAL CEN OKLAHOMA CITY FOR 
JUANDA.CTR.SPEARS@FAA.GOV 


E.O. 12958: N/A 
TAGS: EAIR, ASEC, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA WILLIAM HUGHES 


REF: FAA AERONAUTICAL CEN 101534Z OCT 06 


1. Embassy grants country clearance to FAA Employees and 
family members; William Hughes, Albert Schwartz, Kristina 

Carr, John Carr, Vernon Burch, Michael Johnson, Karen 
Buondonno, and Gary Buondonno to travel to Madrid, Spain from 
November 12 to November 19, 2006. The purpose of the trip is 
to meet attend the FAA/Eurocontrol Action Plan meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 


Column 3 

threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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SUBJECT: BID RIGGING IN JAPAN: A FEATURE, NOT A BUG 


Column 3 


1. (SBU) Bid rigging (dango in Japanese) is a common 
form of corruption in Japan, in which firms restrict 

open competition by coordinating their bids on 
procurement or public contracts. Although not unique 

to the Kansai area surrounding Osaka in western Japan, 
recently one example of bid rigging came to light in 
Osaka\'s southern neighbor of Wakayama that shines light 
on the practice as a whole. 


2. (SBU) On October 13, the Osaka District Public 
Prosecutor\'s Office arrested Wakayama Prefecture 
Treasurer Satoaki Mizutani and 4 others in conjunction 
with its expanding probe of alleged bid rigging in four 
public works projects ordered by the Wakayama 
Prefectural Government in 2004. The investigation also 
targets current and former executives of the Obayashi 
Corporation, a major Osaka-based construction company. 
An Osakan golf course owner close to Governor Yoshiki 
Kimura is suspected of taking 60 million yen (over USD 
500,000) from the successful bidders for advance 
details of the projects. Although Obayashi did not 
participate in the bidding, Osaka authorities suspect 
that the conglomerate was exerting control over the 
amount offered by bidders. 


3. (SBU) More interesting than the particulars of the 
unfolding criminal case is the glimpse the case offers 
into the rationale for the deeply ingrained system of 
rigging bids in Japan -- a practice that shows no signs 
of abating any time soon. 


4. (SBU) Osaka media interlocutors tell us that former 
Obayashi Managing Director Sakae Hirajima personally 
selected bid winners and controlled bid prices for 

thirty years starting in the 1960s. Known as the 
Godfather of construction companies in the Kansai, 
prospective bidders reportedly had to supplicate 
themselves to him in order to clinch deals on all 
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public projects. Hirajima left Obayashi after a large 
corruption scandal and disclosed details of his firm\'s 
bid rigging practices to the Japan Fair Trade 
Commission (JFTC) in 1997. 


5. (SBU) Predictably, although the JFTC subsequently 
clamped down, a less direct system for rigging bids 

soon filled the vacuum left by Hirajima\'s departure. 

In the current system, a number of major construction 
companies, many of which are based in Osaka, take turns 
at dictating bid conditions. In Obayashi, reportedly 

there is now a team of executives in charge of bid 

rigging divided to two groups: one for road and tunnel 
projects, the other specializing in buildings. 
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6. (SBU) While detected bid rigging cases have declined 
since 1997, so has the Japanese economy as a whole. 

But Toshikazu Ito (please protect), a Technical 

Coordinator of the Kinki Regional Development Bureau, 
Ministry of Land and Infrastructure (MLIT) reported to 
econoff that what MLIT saw through December 2005 was a 
shift from artificially high bids to bids up to three 

percent less than the official estimated cost Q- a 

trend in which firms are under-bidding to win 

contracts. 


7. (SBU) Furthermore, this \"bid dumping\" became much 
more pronounced in the Kansai starting this year, with 
bids as low as 60 Q 70 percent of the government\'s 
designated maximum price. The MLIT official felt that 

in his opinion, firms cannot maintain adequate safety 
levels at those prices. According to Ito, MLIT is 
increasing its safety screening as a result. 


8. (SBU) Major construction companies can offer such 
low prices because they have the economic clout to 
offer their subcontractorsless money for their portion 
of the overall contract without reducing the amount of 
work the subcontractors have to do -- and while they 
maintain adequate profit levels, the small-scale 
construction companies downstream must cope with a 
profit squeeze. Subcontractors are faced with making 
hard choices about safety and their own economic 
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viability, according to Ito. However, MLIT\'s analysis 
omits the value of increased competition in lowering 
the cost of competitive bids and improving the terms 
offered by firms, something the USG has tried to 
impress upon economic bureaucrats in Japan. 


9. (SBU) Ito said that although it is not an optimal 
situation, there are still too many small construction 
firms that will go bankrupt without the handout of a 
subcontracting job from a conglomerate like Obayashi. 
Since the Japanese labor market has low liquidity, the 
GOJ is reluctant to push a large segment of low-skilled 
laborers into the unemployment rolls, hampering the 
GOu\'s ability to end the system of bid rigging and bid 
dumping. 


10. (SBU) As in other industries, for the Japanese 
government underemployment is preferable to 
unemployment. However, given the storm in the Diet 
last November over subcontracting architect Hidetsugu 
Aneha\'s falsification of mandatory structural strength 
analyses for hotels and condominiums (essentially 
caused by the same dynamic of bid dumping by a general 
contractor), it is surprising that the GOJ has not 
recognized that putting the public\'s safety at risk is 
potentially much more costly in human lives and in yen 
than increasing its unemployment figures. 


11. (SBU) Manabu Nojima (please protect), a manager at 
the Kansai Economic Federation only half-jokingly 
opined that the Japanese economy is based less on 
capitalism than market socialism. Many in the business 
community in Osaka, especially large construction 
companies, do not think that bid rigging is bad 

behavior. Instead, they argue that due to its 
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employment of tottering family operations and 
underemployable elements of the labor force, bid 

rigging serves as a form of social security in Japan. 

Small construction companies serve to sponge up excess 
unemployment during economic downturns, and release it 
during periods of expansion. He added that it would be 
difficult to change irregularities over bidding without 
changing these attitudes first. 
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E.O. 12958: DECL: 10/16/2011 

TAGS: PGOV, PREL, PHUM, BG 

SUBJECT: SECURITY TOPS LIST OF PRE-ELECTION CONCERNS IN 
CHITTAGONG REGION 


Classified By: CDA a.i. Geeta Pasi, reason 1.4(d) 


1. (C) SUMMARY. Observers in the Chittagong area, where high 
levels of violence and fraud are expected in the upcoming 

election, see security as their biggest concern. Like other 

parts of Bangladesh partially stabilized by the deployment of 

the notoriously aggressive Rapid Action Battalion, they fear 

the beginning of the caretaker government in late October 

could trigger a new round of violence and chaos. END SUMMARY. 


2. (SBU) In September, POLOFF visited Chittagong and three 
nearby towns where elections were closely contested or 

fraught with violence in 2001. All are considered by 
international and local NGOs to be \"areas of concern\" in the 
upcoming parliamentary campaign. Satkania and Chandanaish 
are approximately 20 kilometers south of Chittagong city, 

while Fatikchari is 25 kilometers north of Chittagong and 
borders on the Chittagong Hill Tracts. 


Shatkania: The \"Oli Factor\" 


3. (C) Satkania-Chandanaish is the home constituency of 

ruling Bangladesh Nationalist Party (BNP MP Oli Ahmed, who in 
mid-2006 publicly charged his party\'s leadership with 
condoning rampant corruption in its ranks and is now 
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threatening to start his own breakaway party. A 1971 war 

hero and respected confidant of the BNP founder, the late 

General Zia, Ahmed is the most senior BNP leader to challenge 
his party\'s leadership. In meetings with U.S. and other 

Western diplomats, Anmed disparages BNP heir apparent Tarique 
Rahman as arrogant and immature. Ahmed narrowly defeated his 
Awami League (AL) rival in 2001. The other local 

constituency was represented by Ahmed from 1996 to 2001 but 

is now held by Jamaat-a-Islami (JI) MP Shajahan Chowdhury. 


4. (C) Local BNP leader Mahmudul Islam told us that if Anmed 
would win easily if he ran as an independent in both 
constituencies, and that Anmed and his supporters are already 
strategizing with the AL to ensure that the AL did not run 
candidates against him. Islam claimed that if Anmed decided 
to run as a \"spoiler\" in other constituencies in Chittagong 
division, he could tilt several races in favor of the AL. 


5. (C) Both BNP and AL leaders complained about the security 
environment, claiming that the area is under the control of 
gangs loyal to the Jamaat-a-Islami MP Ziaul Habib Ahsan. A 
local representative of the Bangladeshi Society for the 
Enforcement of Human Rights (BSEHR) expressed concern that 
the Rapid Action Battalion (RAB), widely believed to engage 

in extrajudicial \"cross-fire\" killings, would be weakened 

once the caretaker government takes power and that crime and 
violence would return to levels not seen since the deployment 

of the RAB. 


Fatikchari: A Former \"Killing Zone\" 


6. (SBU) Fatikchari is one of only two constituencies held by 
the AL in Chittagong division. The current MP, Rafiqul Anwar 
(widely known as \"Golden Rafiq\" because of his alleged gold 
smuggling), was re-elected in 2001. According to the 
National Democratic Institute (NDI), this constitency had the 
highest number of \"captured\" polling centers in the country 
in 2001. Fourteen polling stations, it said, had 

suspiciously high turnouts for Rafiq. In addition, 

Fatikchari had one of the highest crime rates in the country 
during the AL government from 1996 to 2001. 


7. (C) Local journalists told us Fatikchari was known as a 
Vkilling zone\" until 2005, when the Rapid Action Battalion 
pushed criminal gangs into the neighboring Chittagong Hill 
Tracts. Several of these gangs were allegedly directed by 
Rafiq and drew members from the AL\'s student wing. Mirza 
Mohammad Akbar, a local BNP leader, said that local AL 
leaders have threatened that \"when the caretaker government 
takes over, we\'ll get revenge.\" A local doctor affirmed 
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security is the top issue. \"Yes, people are upset about no 
electricity, high prices for commodities, but when they lose 
power, they can now go outside without being shot, and they 
can walk to the market to buy those expensive commodities 
without being robbed. That is what they care about the most.\" 


9. (C) Local BNP activists told us that to win the Fatikchari 
seat back from the AL, S.Q. Chowdhury, a Chittagong 
heavyweight and key advisor to PM Zia, might take up the BNP 
standard. Chowdhury, who currently represents a neighboring 
constituency, has told us that he reluctant to do this, but 
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is being pressured by party leaders. Zahidul Karim Kochi, a 
local journalist and BNP sympathizer, said that if Chowdhury 
runs, \"the election could get violent\" since Chowdhury also 
has armed followers he could deploy against Rafiq\'s 
\"brigades.\" 


10. (C) COMMENT. Shatkania and Fatikchari provide a snapshot 
of the rough and tumble world of Bangladeshi politics, 

especially outside the big cities. Elections there often 

boil down to which candidate, regardless of party, can muster 

the most thugs and money. 
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D. C. DHAKA 06263 


Classified By: Charge dVAffaires a.i. Geeta Pasi; reason 1.4(d) 


1. (C) SUMMARY. On October 16, journalist Salah Uddin Shoaib 
Choudhury updated us on his recent suit against the 

government to remove \"JMB judges\" from the bench, his 

sedition case, and the status of his case against his alleged 
attackers on October 5. Choudhury also provided the names of 
government officials he claimed are against him. END SUMMARY. 


2. (C) POLOFF called journalist Salah Uddin Shoaib Choudhury 
on October 16 for an update on his situation. Choudhury said 
that he had filed a \"writ petition\" with the court suing the 
government to remove \"JMB judges\" from the bench. He said 
that before providing the list to the Embassy (as we had 
requested), he wanted to make sure the information was \"100 
percent verified.\" POLOFF asked why he would file a case 
against the judges before verifying the information. 

Choudhury replied that the writ only mentioned two names, but 
that they would be filing supplementary petitions as the 
information is verified. Choudhury said that the 

intelligence services had visited his lawyer\'s office 

regarding the writ. He said that this was \"a good thing,\" 

noting it meant the GOB was \"taking this seriously.\" 


3. (C) Choudhury said that his lawyer was filing a petition 

with the High Court to have the sedition charges against him 
\"quashed.\" He said that the High Court\'s review of the case 
could take two to three years. However, he expected the High 
Court to decide whether it will take the case before November 
13, the date when the hearing of witnesses in the sedition 

case is scheduled to begin. Once the High Court agrees to 
review the case, all lower court proceedings will be 

suspended. Choudhury was optimistic they would agree to hear 
the case. 


Column 3 

4. (C) According to Choudhury, the case he filed against the 
people he says attacked him on October 5 is being 
investigated by the Criminal Investigations Division (CID). 
CID will complete the investigation \"soon\" with a 
recommendation to the Court whether to initiate a case. He 
confirmed CID is providing him periodic updates. 


5. (C) Choudhury said State Minister for Home Affairs 
Lutfozzoman Babar called him two days ago. Babar asked him 
for copies of the deeds and other property records for the 
purchase of his office space in the CMV Building. According 
to Choudhury, Babar also told him his alleged attacker, 
Hilaluddin Khan, had denied involvement in the incident. 
Choudhury said he reacted strongly to Babar, accusing him of 
trying to justify Khan\'s actions. Babar then informed 
Choudhury that he had ordered the police commissioner to 
undertake an \"independent investigation" of the whole 
incident and that the final report was due to Babar by 1500 
hrs on October 16. 


6. (C) With regard to Babar\'s role, Choudhury said \"he is now 
investigating, but he was trying to justify Hilaluddin\'s 

actions before.\" Choudhury said he had been in \"occasional\" 
contact with Babar since he was released from prison in April 
2005. (Note: REF D provides the Home Minister\'s version of 
the relationship.) 


7. (C) Choudhury said he was resuming work on his paper out 

of his printing press offices since his offices in the CMV 

Building were padlocked. He said he did not want to break 

the padlocks because it would be \"breaking the law\" and he 
didn\'t want to create grounds for further charges against 

him. When POLOFF asked who padlocked the doors, Choudhury 
replied it was his attackers, Hilaluddin Khan and his brother 
Mahbubul Khan (REF A). When asked why they would padlock the 
doors if this were a politically motivated attack, Choudhury 
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said, They stole computers and things, and didn\'t want 
anyone to find out." 


8. (C) Choudhury called later on October 16 to report that 
\"press contacts\" had just informed him that the police 

officer in charge of the Shahbagh Police Station, against 

whom Choudhury filed charges, along with Khan and others, had 
broken the padlocks to the doors of his office and were 

currently packing up the office contents. Embassy has not 
verified this independently. 
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9. (C) Choudhury e-mailed POLOFF on October 14 that 
\"influential figures in the government and ruling party" were 
putting pressure on the CID not to investigate his case 
against his alleged October 5 attackers. Broadly condemning 
the ruling coalition, Choudhury specifically identified four 
people as his \"enemies in the government\": Tariq Rahman, 
Senior Deputy President of the BNP and son of the Prime 
Minister; Motiur Rahman Nizami, Minister of Industry and 
Jamaat Islami\'s top leader; Ali Ansan Mohammad Mojaheed, 
Minister of Social Welfare and Jamaat Islami secretary 
general; and M. Morshed Khan, Foreign Minister. Choudhury 
alleged that Foreign Minister Khan was the most anti-Israel 
government official, and hated Choudhury for his advocacy on 
behalf of Israel. 


9. (SBU) The good news is that Choudhury is optimistic that 
his sedition trial, the most sensitive of his legal cases, 

may be dropped or effectively deferred for a long period of 
time. We will continue to maintain close contact with him 
and monitor the progress of all of his cases, including his 
sedition trial. 
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Classified By: Charge Lee Litzenberger, Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: On October 12 and 13, visiting PRM Officer 
and Poloff met with Kyrgyz Government officials, 

international organization representatives, and NGOs in 
Bishkek and Osh to discuss the refugee situation in 

Kyrgyzstan. Following recent extraditions and reported 
abductions (refs a and b), Embassy contacts have charged that 
Kyrgyzstan\'s once exemplary refugee regime is eroding. 
Although UNHCR has been able to work cooperatively with its 
Kyrgyz counterparts to resettle numerous Uzbek asylum seekers 
to third countries, the safety of those currently residing in 
Kyrgyzstan has not been assured. And if in the future there 

is another flow of asylum seekers from Uzbekistan, 
governmental and nongovernmental actors alike do not believe 
that Kyrgyzstan is prepared to handle them effectively. 

Without policies in place to ensure the safety of the 
approximately eighty asylum seekers registered in Kyrgyzstan, 
or the will to grant refugee status to Uzbek nationals, the 
refugee situation in Kyrgyzstan, according to experts in the 
field, will continue to deteriorate. END SUMMARY. 


TO BE OR NOT TO BE AN ASYLUM SEEKER 


2. (C) During two days of discussions with Kyrgyz Government 
(GOKG) officials, international organization representatives, 
and NGOs on October 12 and 13 in Bishkek and Osh, visiting 
PRM Officer and Poloff were told that UNHCR has been able to 
establish cooperative relations with GOKG authorities. 
Following the May 2005 Andijon uprising (ref c), UNHCR 
convinced the GOKG to grant asylum seeker status to the 500 


Column 3 

Uzbek nationals who crossed the border in Kyrgyzstan. As 
UNHCR Country Representative Carlos Zaccagnini informed 
Poloff, the Kyrgyz have thus far refused to grant refugee 
status to Uzbek citizens for fear of political reprisal. 

Given Kyrgyzstan\'s reliance upon cheap Uzbek gas, said 
Zaccagnini, the GOKG has made the strategic decision to 
either extradite Uzbeks deemed to be wanted criminals or 
allow UNHCR to resettle them to other countries. While 
resettlement has been mildly successful, some have claimed 
that this arrangement is only a temporary solution that does 
not address the long-term needs of those who choose to remain 
in Kyrgyzstan indefinitely. 


3. (C) Director of the Adilet Legal Clinic (which provides 

legal assistance to refugees and asylum seekers throughout 
the country) Cholpon Jakupova said that many have suffered 
due to UNHCR\'s inability to persuade the GOKG to grant 
refugee status to the dozens of Uzbek nationals who have 
crossed the border seeking refuge since the events in 
Andijon. Because resettlement involves splitting families 
and communities, charged Jakupova, a number of those who have 
been resettled to third countries, including the United 

States, have chosen to return to certain repression in 
Uzbekistan. Jakupova said that a decision to move back to 
Uzbekistan permanently would not have to be made if the 
resettled asylum seekers were able to remain in Kyrgyzstan, 
in close proximity to their families in Uzbekistan and near 

to the porous border. 


4. (C) Echoing Jakupova\'s sentiments, Mulusew Mamo, Head of 
UNHCR\'s Field Office in Osh, said that Uzbek asylum seekers 
living in and around Osh have successfully taken advantage of 
the large Uzbek community in southern Kyrgyzstan to find 
jobs, housing, and a strong support network. Those living 
abroad, including those who felt compelled to move farther 
away from the Kyrgyz-Uzbek border to avoid the possibility of 
being abducted by the Uzbek security services, have not only 
found it difficult to cope but have also decided to return to 

their \"mahallah,\" or communities, in Uzbekistan. Both 
Jakupova and Mamo agreed separately that a policy needed to 


BISHKEK 00001454 002.2 OF 002 


be in place to enable Uzbek asylum seekers to obtain refugee 
status in Kyrgyzstan. In addition, security assurances must 

be provided, said Jakupova, Mamo, and Tursenbek Akun, 
Chairman of the President\'s Human Rights Commission, to those 
asylum seekers currently living in Kyrgyzstan. Zlatko Zigic, 
International Organization for Migration\'s (IOM) Chief of 

Mission, warned separately that without those assurances, the 
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possibility that other Uzbek nationals could be abducted from 
their Kyrgyz homes remains ever-present. 


5. (C) Under the agreement UNHCR-brokered with the GOKG\'s 
State Committee for Migration and Employment (State 
Committee), family reunifications with resettled asylum 

seekers have increased steadily. As with the case of 

Yogdoroy Yuldasheva (ref d), other Uzbek asylum seekers have 
sought UNHCR\'s assistance to reunite family members who have 
managed to cross the border into Kyrgyzstan with their 

resettled kin outside of Kyrgyzstan. (Note: During the 

meeting with Mulusew Mamo, Poloff was informed that 
Yuldasheva\'s daughter, Gulmira Maksudova, has moved 
temporarily to Bishkek, with her infant daughter, to be 

reunited with Maksudova\'s husband in Dusseldorf as soon as 
her German visa is issued. Mamo also confirmed that 
Yuldasheva will, indeed, be moving back to Andijon once the 
Uzbek Embassy in Washington grants entry status to Yuldasheva 
and more than fifty other resettled Uzbeks currently living 

in Boise, Idaho. Separately, Carlos Zaccagnini speculated 

that a three-way deal was struck between the Uzbek and Kyrgyz 
governments and Yuldasheva, enabling Gulmira Maksudova to be 
released by the Kyrgyz once Yuldasheva promised to return to 
Uzbekistan and convince the rest of Boise group to do the 

same. End note.) 


6. (C) According to UNHCR and IOM, other family 
reunifications have occurred recently, prompting more 
resettled Uzbeks throughout the world to seek guidance and 
assistance from UNHCR as they attempt to reunite with their 
Uzbek relatives in third countries. Under UNHCR\'s deal with 
the GOKG, the Kyrgyz have allowed such reunifications to take 
place unhindered, thus far. UNHCR, IOM, and Adilet were not 
certain that the GOKG\'s cooperation could be sustained, 
however, if the number of Uzbek asylum seekers seeking 
reunification with resettled family members increases. To 
date, according to Zaccagnini, the Kyrgyz have essentially 
\"looked the other way,\" but may not be willing or able to 
continue doing so if there is a massive influx of Uzbeks or 

if such reunifications damage their warming relations with 
Uzbekistan. This has created further anxieties for UNHCR and 
the State Committee, said Mulusew Mamo. 


COMMENT: THE BREAKING POINT 


7. (C) UNHCR and the State Committee have, thus far, worked 
cooperatively to ensure that Uzbek nationals seeking refuge 

in third countries obtain the assistance needed to see their 
cases through. The current arrangement may not be 
sustainable, however, if additional asylum seekers cross the 
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border in search of resettlement to third countries, 
reunification with resettled family members, or permanent 
refugee status in Kyrgyzstan. In addition, given that 
Kyrgyzstan has not granted refugee status to a single Uzbek 
national in at least the past year, it may be difficult for 
UNHCR to convince the GOKG to do otherwise. Moreover, as 
Kyrgyzstan\'s relations with Uzbekistan continue to warm, it 
may be equally as difficult to obtain security assurances 
from the GOKG for those asylum seekers currently living in 
Kyrgyzstan that are wanted by the Uzbek Government on 
criminal charges. 
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SUBJECT: PEACE PROCESS OBSTRUCTED BUT ONGOING 
REF: KATHMANDU 2734 AND PREVIOUS 

Classified By: Charge d\'Affaires Nicholas Dean. Reasons 1.4 (b/d). 


Summary 


1. (C) Contrary to the indications we had on October 13, the 
Government of Nepal (GON) and the Communist Party of Nepal 
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(Maoist) (CPN-M) did not reach a peace deal at their meeting 

on October 15. No new date for talks was announced. 
According to our sources, Maoist arms management was the 
principal stumbling block. Peace facilitator Siebert told 

Charge October 16 that the UN peace team met October 16 with 
both the GON and the CPN-M separately and then together in an 
effort to assist the two sides in reaching an agreement. 

Siebert also informed Charge, and Seven Party Alliance 

leaders confirmed, that the parties plan to wait until a deal 

is in place on all the issues before meeting again. 


Despite High Expectations No Peace Deal 


2. (C) In spite of optimistic predictions on October 13 from 
USAID-contracted peace facilitator Hannes Siebert, the Prime 
Minister\'s Defense Advisor Ramesh Jung Thapa and Nepali 
Congress - Democratic (NC-D) General Secretary Bimalendra 
Nidhi (reftel), the Government of Nepal (GON) and the Maoists 
failed to reach a peace agreement at their meeting the 
afternoon of October 15. At the previous three sessions, on 
October 8, 10 and 12, all of parties in the governing 
Seven-Party Alliance (SPA) had participated in the 

negotiations with the Communist Party of Nepal (Maoist). On 
the 15th, it was only the \"Big Three\" -- the Nepali Congress 
(NC), the Communist Party of Nepal - United Marxist Leninist 
(CPN-UML), and the NC-D. Prakash Mahat, a member of the NC-D 
Central Committee and a participant in the talks, stated to 
Emboff October 16 that it was simply easier for the NC, the 
CPN-UML and the NC-D to work out a deal with the Maoists, and 
then present it to the others. It also had the added 

advantage of limiting the ability of the three small leftist 

parties in the SPA to make mischief, something which had been 
a problem, he said, in the prior sessions. There was no 

press conference after the meeting on October 15 and no new 
date for talks was announced. 


Maoist Arms Management and Other Open Issues 


3. (C) Peace facilitator Siebert explained to Charge on 
October 16 that the anticipated deal on the central issue of 
Maoist arms management had broken down in part because Prime 
Minister Koirala had decided after meetings with Chief of 
Army Staff Katawal as well as the King\'s Principal Secretary 
to return to his prior insistence on complete separation of 
the Maoists from their arms before they entered an interim 
government. Sujata Koirala, the PM\'s daughter, told Emboff 
on October 15 that she had also pressed her father to hold 
out for complete separation. Anything short of that, she had 
told him, would not be acceptable to the international 
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community. Mahat stated to Emboff October 16 that he thought 
all of the remaining open issues could be resolved if arms 
management were resolved. That included the role of the 
monarch and the composition of the interim parliament. 
According to Mahat, the Maoists\' demands for the creation of 
a unified republican front and for \"suspension of the 
monarchy\" were largely for popular consumption. They 
realized, he said, that the NC would never agree to the first 
and that the second had largely already happened. Mahat 
suggested that the parties would agree to some sort of 
statement regarding nationalization of the King\'s property in 
order to satisfy the CPN-M\'s demands. 


Next Steps 


4. (C) Bim Riwal, a leading member of the CPN-UML, told 
Emboff October 16 that he thought agreement on the issues of 
arms management, the monarchy and the interim parliament 
could perhaps be reached within four to five days. Mahat 

said a deal might be possible within a week. Peace 

facilitator Siebert passed on to Charge October 16 that the 
decision on when to call the next session had been left to 

the Prime Minister. The next formal meeting would not take 
place until there was a deal on all of the open issues. In 

the meantime, the UN peace team met separately October 16, he 
reported, with the GON and the CPN-M and then with both in an 
effort to reach agreement on arms management. Chakra 
Bastola, a senior NC leader, informed Emboff October 16 that 
the talks were continuing, but that public expectations were 
outpacing the negotiations. It was important, he said, to 

lower the talks! profile and allow low-key informal 

discussions to continue among the parties and the Maoists so 
that consensus could be reached. 


Comment 


5. (C) We see the delay in reaching a peace deal as a good 
thing. For a short time, it appeared that Prime Minister 
Koirala might allow the Maoists into an interim government 
with their arms. We are delighted he did not do so. We will 
redouble our efforts to shore up him and his colleagues in 

the CPN-UML and the NC-D to continue taking a firm position. 
Post will also continue to work closely with the UN Secretary 
General\'s representative to the peace process, lan Martin, 
and his team to help them fashion an arms management deal 
that will protect Nepal\'s fragile democracy. 

DEAN 
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Classified By: Political Counselor Roy L. Whitaker for reasons 1.4 (b) 
and (d). 


SUMMARY 

1. (C) Ex-Prime Minister Idrissa Seck, Abdoulaye Wade\'s 
\"spiritual son\" and strategist until he fired and jailed him, 

is testing popular support for his presidential bid in a 
pre-campaign tour of the regions. We had no direct contact 
with Seck since April 2004, but in the last three weeks we 
have had several chance encounters and a formal meeting to 
brief him on the Millennium Challenge Account (MCA). Seck 
trusts but will verify Senegal\'s electoral process; plans to 

win the February election in part by cutting into Wade\'s 
religious support; wants a presidential cabinet with strong 

and independent ministers; questions Wade\'s MCA priorities; 
and believes national economic development should begin by 
rebuilding and reintegrating the Casamance. END SUMMARY. 


JUST LISTENINV, NOT CAMPAIGNINV 

2. (C) Since formal campaigning for the February 25 
presidential and parliamentary elections is limited to less 
than a month, Seck will crisscross the country to \"test 
people\'s priorities\" and build his political organization. 
Only three days after coming back from several months in 
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Paris, he headed south for a week\'s stay in the still 

war-weary Casamance. Wade loyalists in Ziguinchor gave him 
\"48 hours to leave,\" and forbade him to go to outlying towns. 
He riposted by publicly holding the state responsible for 

his safety, but said he would also take appropriate measures, 
meaning his platoon of beefy and efficient bodyguards. Seck 
ended up going where he wanted, and spent evenings and Sunday 
morning lounging at a riverside hotel where our traveling 
Political Counselor, Defense Attache and Senegalese political 
specialist ran into him. 


I'LL APPOINT MINISTERS WITH FULL ROLODEXES! 

3. (C) At an impromptu September 29 post-dinner dockside 
chat on the Casamance River, Seck voiced ongoing affection 
for his old mentor. Wade was \"well-intentioned in the 
beginning,\" a true representative of the generation that 
fought for independence and laid a basis for a proud and 
sovereign Senegal. Unfortunately, after building some basic 
infrastructure, Wade and his contemporaries have turned into 
\"talkers rather than doers,\" incapable of modern leadership 
in a sophisticated world marketplace. Wade is erratic by 
nature, especially as he grows older, but he also hurt 

himself by choosing terrible staff, rejecting dissenting 
opinions, listening to self-interested pressure from his 

family -- and especially from son Karim. He has, quite 
simply, lost sight of people\'s needs and created a \"crisis of 
confidence.\" 


4. (C) Seck told us his polls showed he had the best chance 

to defeat Wade at elections. A coalition would be necessary 

to beat Wade in the run-off (if there is one), but as both 

agent of the new generation and reformer, he shares goals and 
methods with Socialist Party leader Tanor Dieng: \"I get along 
with Tanor.\" His policy priorities will be health, good 
governance and fair distribution of resources. For the young 
urban poor, he will take his slogan from hip hop music: \"Idy 
job et chop!\" or \"Idy for jobs and food.\" 


5. (C) Wade thinks he can buy unconditional support from 
locally powerful marabouts, but he is wrong. Seck\'s own 
Tidjane Brotherhood is alienated by Wade\'s public 
genuflection to the rival Mouride Brotherhood Khalif, and 
Wade\'s attempts to curry the favor of militia-backed Islamic 
activists (Moustarchidines, Kara MBacke, Bethio Thioune) is 
simple \"political-religious commerce. As for Wade\'s 
Mourides, it is true the Khalif \"always formally backs the 
incumbent, but he sometimes gives underground instructions.\" 
(A week later, events seemed to prove Seck right when the 
Khalif\'s son received him warmly in the Mouride capital of 
Touba and declared \"all those who have betrayed the founder 
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of Mouridism will lose power.\") 


6. (C) Somewhat surprisingly, given the cynicism we have 
heard from his allies and staff, Seck on September 29 voiced 
full confidence in the electoral system which, \"despite 
problems, will work fairly.\" It is true, though, that the 

new electoral system and voter registration list may not be 
Woperational in time, and it may therefore be necessary to 
retain the current voter list. The key to fair elections and 
vote counts will be to have electoral watchdogs on the 
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ground. Nationwide, Seck has \"identified 40,000 poll 
watchers from all segments of society,\" whom he is equipping 
with cell phones that can photograph and document any fraud. 
He will receive election results \"live,\" as polling stations 
close, and be able instantly to judge the degree of fraud. 

\"If it\'s in the one or two percent range, we\'ll probably 

tolerate it ... but beyond that, we\'ll oppose the coup de 
force.\" 


7. (C) Seck said he is committed to being president. If he 
loses in 2007, he\'ll run again in 2012, and in 2017, and in 
2022, at which time he will retire as a candidate. He 
expects, though, to win in 2007, and his first priority will 

be to end the drift, indecision, incompetence and isolation 
he sees in Wade\'s cabinet. He wants strong, independent 
ministers who will be able to challenge the president\'s 
judgments and who bring to government more than they expect 
to gain from it: \"I\ll want people who know how to network 
internationally, people with bulging carnets dVadresses 
(rolodexes).\" 


THE CASAMANCE: THE PEACE PROCESS 

8. (C) In a second impromptu chat, a hot and lazy late 
Sunday morning on the balcony of Ziguinchor\'s riverside 
hotel, Seck told the Political Counselor he had purposely 
taken the overnight boat from Dakar, the \"Willis,\" to talk 

with ordinary Casamancais. Young men and women, he said, 
have impressed upon him that they were returning from Dakar 
as new university graduates or with technical or commercial 
skills, but that their prospects in the Casamance are nil. 

They are demanding Dakar share resources and invest in the 
South. Some had spoken to him of cousins who, despite the 
peace process, were turning to the rebellion for jobs. Rebel 
recalcitrant Salif Sadio was said to be offering a kind of 
franchise deal: his group would feed and lodge a new rebel 
for several weeks while he figured out how to live off the 
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land. That, Seck stressed, cannot be allowed to continue, 
and he is talking to younger leaders of the rebellion\'s 
political wing to seek solutions. 


9. (C) The Casamance must, Seck went on, be linked by 
reliable transportation routes to the north; Ziguinchor must 

be made into a transit and commercial center, and already 
pacified towns and villages must be developed even in the 
absence of a definitive peace pact. These areas of renewed 
economic activity will in time spread outward and attract 
rebels back from the bush. The first step is to obtain at 

least two more boats, and they must, unlike the Willis, be 
capable of carrying freight. Second, real and unwavering 
diplomatic pressure must be put on The Gambia to finally 
allow construction of a bridge across the Gambia River. 

Third, the Casamance River has to be dredged and the 
Ziguinchor port modernized to compete with Banjul as a 
transshipment point for trade from Mauritania, Guinea-Bissau, 
Guinea and even Mali\'s overland commerce. His policy as 
Prime Minister had been to develop Senegal \"one or two cities 
at a time,\" and as president, he would urge donors to 

redirect assistance first to Ziguinchor. 


THE CASAMANCE: DEMINING 

10. (C) The Defense Attache joined the conversation at this 
point, and Seck initiated a separate discussion of mine 
removal, which he sees as a key component to the peace 
process and reconstruction. He asked the nature of U.S. 
involvement in demining, and we explained the distinction 
between operational and humanitarian demining. He asked to 
what degree the U.S. was involved, and we told him the U.S. 
had donated USD 96 thousand in FY06 monies via Handicapped 
International for two humanitarian demining activities: Mine 
Risk Education and Victims Assistance. He stressed that 
Casamancais need to see mines being taken out of the ground 
and to enjoy the economic benefits of mine-free orchards and 
farm roads. We said there has been some progress, including 
the August signing of a decree creating a National Mine 

Action Commission and calling for a National Mine Action 
Center in Ziguinchor, but that we also need a signed peace 
accord. 


11. (C) Seck objected that he sees no need for a formal 

peace agreement; what is urgent is actively building and 
expanding economic opportunity, which in turn would lead to 
peace. He cited countries, including Cambodia and Bosnia, 
where demining had been undertaken wherever security allowed 
it. Why should Senegal, he asked, be any different? 

Finally, he asked for a detailed and if possible 

authoritative map of the areas where mines had been laid. We 
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delivered to him the HI materials and maps. While grateful 

for the information, he both voiced and showed disappointment 
to learn that demining must follow a formal peace pact, and 
that the actual demining process could take several years. 


MILLENNIUM CHALLENGE ACCOUNT 

12. (C) Charge, Economic and Political Counselors called on 
Seck October 11 at his Dakar home to brief on the Millennium 
Challenge Account. He had by that time finished his 
Casamance tour and delayed a visit to the North amidst 
reports that the ruling Senegalese Democratic Party was 
organizing to disrupt his trip. He was also coping with a 

finding by the Prime Minister and Interior Minister that Seck 
could not use the name \"Rewmi\" or \"the country" for his new 
political party, a name chosen, our Senegalese Political 
Assistant assures us, because it is charged with emotion, 
patriotism and a sense of care for the common good. Freedom 
of movement is essential to a democracy, he fumed; he will 
continue his fact-finding travels and will counter, though he 

will not initiate, any violence. His affection for Wade 

seems to be fading: Wade is the author of attacks on my home 
(in 2005), and of the beating of (another young political 

activist) Talla Sylla.\" The latest threats are being made, 

he argued, because the Government is \"aware of the political 
facts on the ground," which do not favor Wade. 


13. (C) The Princeton econometrics-educated Seck then turned 
to the MCA, and showed he was well briefed both in general 
and on Senegal\'s project proposal in particular. He 

questioned Wade\'s ability and willingness to be a productive 
and accountable partner, and voiced concern over the process 
of displacing tenants at the site, land ownership 

transparency, and the possibility of open and competitive 
tendering for managing partners, suppliers and construction 
firms. He questioned whether the project\'s profitability and 
economic growth potential could meet expectations. 


14. (C) Seck asked whether the current project at Diamniadio 

is the best use of a significant level of development 

assistance. There may be a disconnect, he suggested, between 
current U.S. aid programs of about USD 55 million for the 

entire country, and a projected investment of USD 500 million 
for a single project. He said the site is essentially a 

\"Dakar project,\" since Dakar would grow to encompass it 
within 25 years. Further, the project would draw even more 
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migrants from the Casamance and further deepen its brain 
drain and economic woes. The Charge stressed that the MCA 
project included multiple provisions to assure accountability 
and transparency, and that Diamniadio could significantly 
enhance economic growth and reduce poverty, but Seck 
recommended instead investment in the Casamance. 


COMMENT 

15. (C) Seck remains as determined as ever to be president, 
and he sees his informal national surveys and enthusiastic 
reception in the Casamance as proof that he has a chance to 
finish first or second in the elections initial round. 

Further, he sees himself as the advance guard of a reform 
generation that includes Socialist Party leader and fellow 
reformer Tanor Dieng, and hints strongly that they can form 
the nucleus of a coalition that will beat Wade in the 

run-off. He also says he wants this election, unlike most in 
Senegal, to turn on issues rather than personalities. 


16. (C) Even his enemies concede that Seck has a \"deeply 
structured and disciplined mind\" (reftel). He is a focused 
workhorse, who is deeply religious (to the point that his 

citing of the Koran in times of distress annoys even some 
moderate Muslims), and, as his long-time service to Wade 
shows, has an instinct for both the groin and the jugular. 
What he has never demonstrated is the charisma to bring 
crowds along with him. Whether by calculation or by chance, 
he has timed his return from Paris well: a population 
exhausted by energy shortages, joblessness, proof of judicial 
corruption, teacher and student discontent in schools and 
university, chaotic traffic, and a general impression of 
executive mismanagement, are receptive to calls for change. 
END COMMENT. 

JACKSON 
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SUBJECT: AMBASSADOR AND GENERAL CASEY URGE PM MALIKI TO ACT 
DECISIVELY TO END VIOLENCE 


REF: A. BAGHDAD 3693 
B. BAGHDAD 3757 


Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b) and (d). 


1. (S/NF) SUMMARY: During an October 14 meeting, Ambassador 
Khalilzad and MNF-I Commanding General George Casey urged PM 
Maliki to take decisive political and military steps to curb 
ethno-sectarian violence. Maliki pushed back against the use 
of military force, arguing that three years of Coalition 

military options had resulted in increased terrorism. He 

said that military operations always needed to be linked to 

the \"political background." Maliki said that implementation 

of his four-point plan to reduce violence in lraq had been 
stalled by the assassination of Deputy President Tariq 
al-Hashimi\'s brother; al-Hashimi was losing confidence in the 
government and was hesitating in moving forward with the 
plan. Maliki was more optimistic about relations with Shia 
cleric Muqtada al-Sadr, suggesting Sadr might be prepared to 
publicly back the government. Maliki blamed the lack of 
movement on economic issues to systemic problems in lraq\'s 
economy. When Maliki expressed concern about critical 
articles in the US press, the Ambassador and General Casey 
assured him that he continued to have President Bush\'s full 
support. Ambassador and General Casey strongly argued 
against the use of ethnic quotas in the Iraqi security 

forces. END SUMMARY. 


Decisive Action Needed to Stop the Violence 


2. (S/NF) Referring to a chart on civilian casualties in 

Baghdad, MNF-I Commanding General George Casey told PM Maliki 
in an October 14 meeting that it was important that the GOI 

take actions to stem the growing tide of ethno-sectarian 

violence. Casey said he was working with his commanders to 

come up with options for stemming this tide before the end of 
Ramadan, with the hope that Eid could be used as a cooling 

off period. He promised to present these options to Maliki 

on Wednesday, October 18. 


3. (S/NF) The Ambassador agreed with General Casey\'s 
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analysis, adding that a sense is developing both in Iraq and 
Washington that decisive political and military action needs 
to be taken in order to stop the violence. Noting that 

Iraqis respect a decisive leader, he warned that -- if action 
is not taken soon -- a perception might develop that Maliki 
is unable or unwilling to deal with the situation. 


4. (S/NF) Maliki pushed back, arguing that the political 
context needed to determine the use of military force. He 

said that the Coalition had used military force for over 

three years, but terrorism had only increased. He also 

warned against the appearance that Coalition forces were 
favoring one group over another. Pressing his point, Maliki 
said that any military operation in Sadr City would 
disproportionately impact innocent civilians, alienating them 
from the government and/or driving them into the hands of the 
JAM extremists. (Note: The PM estimated that only about five 
percent of Sadr City residents were JAM.) He also complained 
that while the GOI is held publicly responsible for security 
issues, its security forces are sometimes prevented from 
entering contested areas by the Coalition. Referring to the 
chart Casey had shown him, Maliki suggested that the issue of 
civilian casualties was being overblown by the media. 


Implementation of the Four-Point Plan 


5. (S/NF) The Ambassador stressed the importance of moving 
forward with the implementation of the PM\'s four-point 
agreement to reduce violence in Baghdad (ref A), adding that 
a bad impression was being created by the lack of 

quantifiable results from the plan. Maliki said that 
implementation had been delayed by the assassination of Vice 
President Tariq al-Hashimi\'s brother. Al-Hashimi was very 
upset by his brother\'s death and was becoming disenchanted 
with the government. Noting that his brother\'s \"blood was 
not even dry,\" al-Hashimi was hesitating on moving forward 
with the four-point plan. When the Ambassador said that he 
would be seeing al-Hashimi later in the day, National 

Security Advisor Rubaie asked him to ask al-Hashimi to \"stop 
bad mouthing the PM.\" Maliki also said al-Hashimi had asked 
for an FBI investigation into the assassination. The 
Ambassador told him that the US had already set up an 
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interagency team to help in the investigation. 


Sadr 
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6. (S/NF) Maliki was more optimistic about relations with 

Shia cleric Muqtada al-Sadr, suggesting that al-Sadr might be 
close to announcing his support for the government in a joint 
press conference. Maliki said he had been planning to travel 
to Najaf for meetings, but communication problems at the 
airbase (which he linked to the handover to Iraqi control) 

had prevented him from using his aircraft. The Ambassador 
and General Casey agreed to provide him whatever support he 
needed for his travel to Najaf. 


Ambassador Presses Maliki on Economic Issues 


7. (S/NF) The Ambassador told Maliki that he also needed to 
act decisively with regard to economic issues. For example, 
he said many contractors do not want to do business with the 
GOI because of the perception that it does not pay its bills. 

He recommended that Maliki consider creating a structure for 
economic issues similar to the Ministerial Committee for 
National Security (MCNS). 


8. (S/NF) The Prime Minister said that Iraq suffered from 
systemic problems in its economic system and admitted that 

the work of the economic committee needed to be improved. He 
said he had asked the committee to conduct a workshop with 
outside experts on how to create a comprehensive economic 
policy. He also suggested the possibility of a national 

economic conference. 


U.S. Support for Maliki 


9. (S/NF) Maliki said that the situation in Iraq was 
exacerbated by recent articles in western media that were 
critical of him and/or that suggested the US might reexamine 
its policy if violence does not diminish dramatically over 

the next couple of months. On the one hand, he said that 
some groups that had been looking to join the national 
reconciliation project were now waiting to see how things 
would develop; on the other, terrorists and others opposed to 
the regime were increasing their attacks in an attempt to 
drive the Coalition out and topple the government. 


10. (S/NF) Reassuring Maliki that he still enjoyed strong 
support from President Bush, General Casey urged him to 
ignore the \"chatter\" about Iraq that will fill the U.S. media 

in the run up to the U.S. congressional elections. The 
Ambassador did agree to conduct press interviews where he 
could reinforce U.S. support for the Maliki government as it 
makes the difficult decisions needed. 
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MoD/MOI Reform/Militia Policy 


11. (S/NF) Maliki said the first meeting of the committee 
created at the October 8 MCNS (ref B) to look into MOI/MOD 
reform and militia policy had taken place. Minister of State 
for National Security Shirwan al-Waeli chaired the meeting. 
The Ambassador informed Maliki that he had hired a senior 
person to coordinate Coalition engagement on the militia 


policy. 


12. (S/NF) Discussing the Iraqi Army\'s ten divisions, Maliki 
said that five division commanders would be Shia and the 
other five would be divided between Sunnis and Kurds. 
General Casey told Maliki he objected to a quota system for 
the security services, arguing that competence should be the 
overriding consideration. Maliki said reliability should 

also be considered, arguing that potential candidates should 
have their backgrounds vetted. The Ambassador noted Sunni 
concern that the PM was making changes in military leadership 
without the constitutionally required approval of parliament. 
Maliki deflected the concern, arguing that recent changes 
were only interim appointments on which the CoR would have to 
decide. 

KHALILZAD 
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1. (C) SUMMARY: The Sudanese government wants to engage in 
more constructive dialogue and will show flexibility on 

international forces supplementing an African Union (AU) 

mission to improve bilateral relations, according to Foreign 
Minister Lam Akol. Special Presidential Envoy (SPE) Andrew 
Natsios met with Akol on 14 October. On Darfur, Akol said 

the government completely accepts the proposals outlined in a 
recent letter from UN Secretary General (SYG) Kofi Annan and 
AU Chairman Alpha Oumar Konare, known as AU Plus, and would 
discuss an international force composed of Africans and 

Muslims. Members of the government genuinely fear U.S. 

ulterior motives, according to Akol, largely because of the 

lack of direct communication from the USG. On the issues of 
travel restrictions, Akol said that he understands limiting 

the President\'s visa was a mistake and has recommended that 
the Presidency lift the 25 mile limitation imposed on 

Americans. END SUMMARY. 


2. (C) SPE Natsios opened by pointing out that Sudanese 
relations with the U.S., Europe and Africa were deteriorating 
over Darfur, and the Arabs were increasingly unhappy. 
However, he explained that he was not delivering any 
ultimatums, only listening. While the U.S. remains committed 
to 1706, Natsios emphasized, Bashir\'s objections are noted 
and the U.S. priorities are size, competence, funding and 
mandate, and not language. Natsios requested details on 
international forces acceptable to Sudan: numbers, roles, 
equipment, and ethnic/religious composition. The AU 
voluntary funding model is not sustainable, Natsios 
cautioned, and only the UN\'s compulsory dues model ensures 
sustainability 


3. (C) Akol replied that Sudan was willing to discuss 

specifics of an AU Plus force during this visit. There was a 
great deal of fear, Akol explained, over hidden motives for a 
UN transition, specifically regime change. Natsios 

underlined that there was no hidden agenda and no plans for 
regime change. These fears were fueled, according to Akol, 
by the U.S. behavior in the UN. After showing Sudan a P-3 
draft of UNSCR 1706, the U.S. had then pushed through a final 
version that was even worse. The addition of text on reform 
of the judiciary, police, and border protection was 
unacceptable. Akol said the AU also has problems with 1706 
because it lacks the basic conditions for transition: consent 

of Sudan, a majority African force, and African leadership. 
Akol thinks the AU may be telling different things to Sudan 
and the U.S, but the 3-month AU extension gives room to talk. 
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Akol also commented that the signing of the Darfur Peace and 
Security Act on the same day as NatsiosW arrival seemed like 
a message, but he accepted Natsios\' explanation that the time 
was about to expire for signature and that the timing was 

just unfortunate. 


4. (C) SPE Natsios said that while there was some room for 
dialogue, nothing could be accomplished without a ceasefire 
and improvement of the humanitarian situation. Akol agreed 
but said that the ceasefire must be on both sides, and that 

the Sudanese Army needed to defend itself against the 
National Redemption Front (NRF). The NRF had become 
emboldened, Akol said, after the South Kordofan attacks 
because there was no international condemnation, and the NRF 
still receives significant support from Chad, Eritrea, and 
others. Natsios noted that a complete ceasefire was 
necessary, but the government would be held responsible for 
any atrocities. Self-defense is one thing, Natsios warned, 

but attacking a civilian population, burning villages, and 

raping women is not acceptable for any reason. Akol 
responded that the situation in Darfur was not as bad as many 
reports indicated, and that violence was limited to a few 

areas in North Darfur and the border with Chad. 


5. (C) The big question, Akol said, was how to get the 
non-signatories to accept the DPA as that was the only way to 
really implement peace. Akol accepted that the only solution 
was political, and said that many groups could be 
accommodated without renegotiating the DPA. For example, the 
groups calling for compensation could easily be appeased by 
increasing the compensation fund. Other groups, however, 
would be more difficult to get on board. 
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6. (C) COMMENT: In a one-on-one discussion following the 
general meeting, Akol told Natsios that Bashir is being 
influenced by a strong inner circle, which he did not name, 

and that often Bashir seems reasonable but then changed his 
position after meeting this group. This group is thought to 

be led by Presidential Assistant Nafie al Nafi. END COMMENT. 


7. (U) Special Presidential Envoy Andrew Natsios has cleared 
this cable. 
HUME 
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E.O. 12958: DECL: 10/15/2016 

TAGS: IZ, KWMN, PGOV, PHUM 

SUBJECT: IRAQI PARLIAMENTARIAN ON IRAQIYYA PARTY PROBLEMS, 
WOMEN,S ISSUES 


REF: BAGHDAD 3789 
Classified By: Ambassador Khalilizad for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: In an October 13 meeting, parliamentarian and 
secular cross-sectarian Iragiyya party member Maysoon 
Al-Damluji told the Ambassador that Hameed Mousa, acting as 
the head of Iragiyya, had defied Ayad Allawi\'s instructions 

to boycott the key October 11 region formation law vote. The 
incident highlights Iragiyya\'s disorganization and failure to 
capitalize on opportunities to gain political concessions. 

She expressed concern that constitutional review would roll 
back women\'s rights and human rights in the process. She 
expected the personal status law to be approved, and pledged 
to continue building coalitions to advance women\'s issues. 
END SUMMARY. 


2. (C) Council of Representatives (COR) member and Iraqiyya 
party secretary Maysoon Al-Damluji told the Ambassador that 
Iragiyya leadership had met on October 9 to agree on a 
strategy for the October 11 region formation law vote. 
According to Al-Damluji, they agreed to attend the voting 
session, and to spend the remaining time before the session 
lobbying other members to support their draft. However, when 
they learned that the Sadrists, Fadhila, Hewar and Tawafaq 
would boycott the vote, they knew that their version of the 
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law would not pass. Al-Damluji said that she discussed the 
situation in a phone call with Ayad Allawi (who is still in 
London receiving medical treatment), and that Allawi 
instructed the party to boycott the session as well. 


3. (C) Al-Damluji said that Communist Party leader Hameed 
Majeed Mousa was acting as the lraqiyya leader in the absence 
of Ayad Allawi and Adnan Pachachi. However, between 
Iragiyya\'s strategy session and the vote, he was unreachable. 
On the day of the region formation law vote, he and six 

other Iragiyya members defied Allawi\'s instructions (NOTE: 
There were more than seven Iragiyya members present in the 
session room during the vote. END NOTE), and provided the 
necessary quorum for the vote to proceed. Al-Damluji 
speculated that the Communist Party\'s historic ties to 
Kurdistan may have played a role in his decision and lamented 
that they could have gotten many more concessions from SCIRI 
if the party had just acted cohesively. 


4. (C) According to Al-Damluji, both Allawi and Pachachi are 
very upset about the issue, and that some Iragiyya members 
now refuse to work with Mousa. The Ambassador agreed that 
Iragiyya had great leverage in the beginning of federalism 
negotiations, noting that SCIRI was desperate then. He was 
surprised that the party had not come together to capitalize 

on the opportunity, noting that Allawi\'s absence and his 
inability to manage the party from abroad had weakened 
Iragiyya. 


5. (C) Al-Damluji worried that passage of the region 

formation law would diminish the desire to move forward with 
constitutional review, a priority for both her party and for 
secular women. The Ambassador stressed the importance of 
Iragiyya presenting a united front on the issue. He noted 

that while they could not press the Kurds on the federalism 
issue, they were natural allies on women\'s issues. The 
Ambassador urged Iraqiyya to work with the Kurds during the 
review process to strengthen constitutional guarantees of 
women\'s rights. 


6. (C) While she agreed that the Kurds were more progressive 
on women\'s rights, Al-Damluji was concerned that they may 
trade support of women\'s issues for concessions on Kirkuk. 
She noted that women in Kurdistan had sufficient protections 
in the draft KRG constitution, so these issues would have 

less significance for the Kurds in the national constitution. 

The Ambassador assured Al-Damluji that the U.S. would not 


Column 3 
support such a scenario. 


7. (C) On the topic of women\'s issues, the Ambassador asked 
Al-Damluji whether parliamentary women had made progress on 
forming issue-based coalitions. She explained that although 
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the UN had tried to establish these types of alliances, the 
differences between the parties had been too great to bridge 
the gap. She said that they were now trying to organize 
caucuses in the party blocs. If successful, they would 
become the basis for a women\'s caucus in parliament. 
However, Al-Damluji noted that at present, allegiance to 

party platforms is stronger than allegiance to common issues. 


8. (C) Al-Damluji called the COR Committee on Women, Children 
and Families a \"disaster\" and confided that she is thinking 
of resigning. She said that extremists dominate the 
committee and that she feels that she would get better 
results lobbying from the outside rather than having to 
support committee decisions with which she did not agree. 
Al-Damluji cited the issue of the personal status law, noting 
that committee chairwoman Sameera Al-Mousawi (Shia 
Independent) had told her that \"Sistani does not allow the 
personal status law. Al-Damluji warned that leaving the 
issue as it is in the constitution will take power away from 
the judges and give it to the clerics and that eventually 
\"religion will take over.\" 


9. (C) Al-Damluji expects support from the Kurds and Tawafaq 
on the personal status law, and is optimistic about its 

passage. She is less confident about efforts to insert a 

clause recognizing IraqWs obligations to respect and 

implement international human rights treaties and agreements 
to which it is a signatory. The Ambassador urged Al-Damluji 

to continue to build relationships, especially with moderate 
Islamists. He said that women\'s issues are not high 

priorities on many of the party leaders\' agendas, but noted 
that this could work in her favor, since they are not yet 
committed to positions on these issues. When the Ambassador 
asked how he could support efforts on women\'s issues, 
Al-Damluji said \"we expect support from you; we do not expect 
you to do our work for us.\" She said that she would continue 
to reach out to a broad range of women. 

KHALILZAD 
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PARIS FOR ZEYA 
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FOREIGN PRESS CENTER FOR SILAS 


E.O. 12958: N/A 

TAGS: OIIP, KPAO, KMDR, MU 

SUBJECT: MEDIA REACTION: SECRETARY\S MIDEAST TOUR, DPRK NUCLEAR 
PROGRAM, U.S. POLICY TOWARDS PALESTINIANS 


1. SUMMARY: \"Oman\" expresses skepticism about Secretary\'s latest 
Middle East tour, supports dialogue with Pyongyang, and claims that 

the Greater Middle East Initiative aims to weaken Arab culture. 
\"Al-Watan\" says the WestVs \"double standards\" are responsible for 
North Korea\'s nuclear program, and that the U.S. has increased the 
\"humiliation\" of Palestinians. Dailies front-page Johns Hopkins 

report on Iraqi civilian deaths, speculate on U.S. attack on Iran, 

and publish OmanVs ratification of U.S.-Oman Free Trade Agreement. 
END SUMMARY. 


2. On October 12, English language dailies front-paged articles 
culled from agencies about the recent Johns Hopkins report claiming 
that 655,000 Iraqis have died since the U.S. invasion. In other 
coverage, Arabic language, government-owned daily \"Oman\" 
(circulation 38,000) regularly includes a dossier from Egyptian 
journalists filing from Cairo. The October 15 edition speculated on 
the possibilities of a U.S. military strike on Iran, and stated: 
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\"According to classified intelligence reports on a possible U.S. 
attack against Iran, the U.S. is sending security envoys to Israel 

and the region as part of the preparations for a strike against 

Iran. This attack will eventually have devastating effects 
worldwide" On October 16, Arabic and English language dailies 
front-paged the Sultanate\'s ratification of the U.S.-Oman Free Trade 
Agreement, which the Sultan issued through royal decree number 
109/2006. 


3. On October 14, a columnist in government-owned \"Oman\" 
(circulation 38,000) wrote about \"Selectivity of American Policy and 
the New Political Developments:\" 


\"The tour of the U.S. Secretary of State is similar to her previous 
tours that preceded and followed the Israeli aggression against 
Lebanon. We may also expect new tours, as this is the only tool 
that the Americans use whenever...issues become critical to the U.S. 
Administration...[the administration\'s] messages are only directed 

to the American people, who have no confidence in their 
administration and its foreign policy, one that has changed friends 
into enemies.\" 


4. On October 10, privately owned \"Al-Watan\" (circulation 42,000) 
asked, \"The Series of Intimidations: When Will they End?\": 


\"The Western countries should taste the bitterness of their failure 
and defeat after the announcement of the North Korean nuclear test. 
Although the Middle Eastern countries have nothing to do with this 
issue, and though they crave a world which is free of weapons of 
mass destruction (WMDs), [they] have the right to... get angry for 
the \'schizophrenic\’ behavior of the Western countries that tried for 
a long time to prevent North Korea from going ahead with its nuclear 
test. The facts show that these Western countries, which falsely 
speak on behalf of the international community, were first in 

harming the international community by allowing a state like Israel 

to mobilize all types of WMDs, while devastating other countries 

like Iraq under the pretext that it has such weapons. That pretext 
proved to be a big lie. There is no doubt that these political 
disgraces that Western countries are involved in, under U.S. 
leadership, are what deserve to be put on trial and repudiated. The 
latest UN Security Council resolution on North Korea was very poor 
to the extent that it might been seen as encouraging North Korea to 
go ahead with its nuclear program, while...punishing any Arab state 
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that escapes from the narrow cage crafted for it...so that it stays 

in the captivity of American and Israeli hegemony for life. Indeed, 
those most responsible for the North Korean bomb are Europe and 
U.S., and they should stand trial before the court of History for 

the double standards they are still enforcing against Arabs, 
particularly those in Palestine, Lebanon, Syria, Iraq and Sudan. 
They are being exposed to the toughest forms of oppression so that 
they will lose their Arab identity, and also their political freedom 

in all internal and external affairs. Above all, the North Korean 

test was a slap against the West. Yet it does constitute a new 
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opportunity for these countries to amend their policies and reduce 
the series of intimidations that they practice against the Middle 
East, and admit their failure in managing their international policy 
in this area. Is there anyone who can resolve this issue before a 
new world confrontation occurs?\" 


4. On October 15, \"Oman\" featured \"Ban Ki-moon, UN 
Secretary-Generall": 


SIPDIS 


\"Despite many attempts to diminish the role of the UN, it has been 
proven in many cases that this organization can not be dispensed 
with and that it represents the conscience of the world...as a 

whole. Although the UN has at times slightly stayed away from the 
scenes, it is also true that the whole world has come back to it and 
has worked through it, after it proved itself to be an acceptable 
framework for dialogue for all the countries, with negligible 
exceptions. It has also been assured that working through 
international legitimacy provides an ability to attract support and 
sympathy from the different nations, as violating the international 
resolutions is still viewed with disapproval and condemnation by the 
different peoples of the world...it is very important to keep 

dialogue open with North Korea, because it has been proved that 
breaking relations with any country is ineffective in dealing with 

the disputed issue, whether in the short or the long run...the issue 
of the North Korean nuclear test and its impact...will continue up 

to Ban Ki-moon\'s tenure as UN Secretary General. He will need to 
give serious attention to the Korean peninsula\'s most serious 
developments since the 1950s. It is also hoped that the 
Arab-Israeli conflict will get Ki-moon\'s attention." 


Column 3 
U.S. PROGRAMS \"WEAKEN\" ARAB CULTURE 


5. On October 10, a local university professor wrote in \"Oman\" 
(circulation 38,000) about \"America and the Ruinous Projects in the 
Region:\" 


\"The United States of America has not given due consideration to the 
warnings about the dangerous consequences of its invasion and 
occupation of Iraq. Even Colin Powell, who was assigned to promote 

the war, advised the U.S. president to abandon those plans. 

American forces are in Afghanistan to fight terrorism and in Iraq to 
spread freedom and democracy. However, none of these goals has been 
achieved so far. The American projects started the twenty first 

century with a big lie. The Greater Middle East project or the New 

Middle East project...are nothing more than multiple faces that will 

be used to try and hide the continuing occupation. This occupation 
guarantees that America will exhaust the wealth of Arab communities 

on one hand, and disintegrate them on the other. The two Middle 

East Projects represent a sample of how the U.S. tampers with the 

area under big slogans, such as democracy, freedom and encouragement 
of global trade. The \'Middle East Project\'s\' vision is to weaken 

the cultural, social and political entities that the Arab world is 

founded on, and divide it into small states and racial and sectarian 
groups. The Middle East project, whether the old or the new, is 

designed to serve the interests of America and Israel, which are 

working to change the appearance of the area.\" 


6. On October 13, \"Al-Watan\" asked \"What Disgrace Are They Talking 
About?\": 


\"What is amusing in Rice\'s statements is her allegations that she 
wants to liberate the Palestinians from the Vdaily humiliation\' they 
suffer under Israeli occupation. We wonder what \'humiliation\' Rice 
is talking about, at a time when her country is imposing economic 
siege on the Palestinian people while Israel is using the most 
sophisticated weapons to slaughter them, particularly in Gaza Strip, 
the latest of which is \"Al Farahin Massacre\" in Khan Younis 
yesterday. The disgraces caused by Israel to the Palestinian people 
take many forms, none of which Rice has never succeeded in stopping. 
Israel blocks money from reaching the Palestinian people, restricts 
border crossings and even prevents the people from leaving the 
country for Haj and Umra, or for seeking medical treatment abroad. 
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Israel has also put pressure on the European Union states, the U.S., 
Japan, and other countries to stop sending aid or money to pay the 
salaries for Palestinian employees. [Israel] also arrests whoever 

it wants, continuously destroying houses. Moreover, it refuses to 
exchange the captured Israeli soldier with Palestinian captives, 
violating international laws and conventions. Rice and her aid 
David Welch announced that what is happening to the Palestinians 
could be attributed to Hamas Movement...does this reason justify all 
the \"humiliation\" that the Palestinian people are facing? Rice and 
Welch have added a new humiliation to the above, represented in 
their lies to the international community...that the U.S. is 

dedicated to the Middle East peace process. Perhaps if America 
dealt honestly with the situation, it would have admitted that the 
insults faced by the Palestinian people have been transferred to the 
Israelis and Americans after the military and political defeat they 
suffered in southern Lebanon and other occupied lands. As for the 
path of peace, it is as clear as the sun at noon. It is represented 

in the restoration of the Palestinian people\'s rights through the UN 
Convention.\" 
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E.O. 12958: DECL: 10/15/2016 

TAGS: PREL, PGOV, IZ 

SUBJECT: IRAQI SHIITE PARLIAMENTARIAN ON EFFORTS TO EASE 
SUNNI CONCERNS 


Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Humam Hamoudi, one of the leading Council 
of Representatives members from the Shiite Supreme Council 
for Islamic Revolution in Iraq (SCIRI), told the Ambassador 

that Sunni Arab leaders in neighboring countries are 

beginning to understand that the Iraqi ShiVa did not want to 
divide Iraq. He reiterated SCIRI\'s stance that oil revenues 
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should be shared by all Iragis, citing this stance as an 

example of SCIRI\'s commitment to a unified Iraq and agreeing 
with the Ambassador on the importance of moving forward 
quickly on a national oil law. While predicting that the 
constitutional review process would not lead to significant 
changes of a political nature, Hamoudi said he would seek to 
reaffirm and even annex to the constitution the unifying 
principles that formed the basis for the constitutional 

drafting process. END SUMMARY. 


2. (C) In an October 10 meeting with the Ambassador, Humam 
Hamoudi acknowledged that the leaders of neighboring Sunni 
Arab states are concerned that federalism would lead to a 
division of Iraq, adding that he had talked about this 

concern directly with Saud al-Faisal, Saudi Arabia\'s Foreign 
Minister. Hamoudi said that Iraqi Shi'a do not want a ShiVa 
state, but rather a unified Iraqi state with Sunnis playing 

an important role. \"If we wanted to divide Iraq," he 

continued, \"then we would have accepted the Kurdish proposal 
on oil during the constitutional negotiations, whereby the 
majority of the oil revenue would go to the source region.\" 
Instead, Hamoudi said, the ShiVa had followed Sistani\'s lead 
and insisted that lraq\'s oil was for all Iraqi people and 

that oil revenues should accrue to the federal government. 
Hamoudi told the Ambassador that \"this message has reached 
King Abdullah himself\" and he that the Saudi leadership was 
becoming increasingly convinced that the Iraqi Shi'a want a 
unified Iraq. 


3. (C) The Ambassador urged Hamoudi to develop a public 
message to convey the positive aspects of federalism so that 
the regions formation law did not appear divisive. Hamoudi 
agreed, saying that SCIRI would issue a statement saying that 
federalism was meant to support the unity of Iraq. He noted 
that many Sunnis do not want a strong central government 
presence in Sunni-dominated regions and that some even 
support Wan extreme form of decentralization.\" Hamoudi 
commented that \"the real debate\" on federalism would not take 
place for two years and that politicians who want a region 
would first have to educate the population and convince them 
that a region would benefit them. The first phase in this 
process, Hamoudi continued, would be developing and 
implementing provisions for decentralization, i.e. defining 
through legislation the relationship between the federal 
government and the governorates in accordance with Article 
123 of the constitution. He said the Committee on Regions 
and Governorate Affairs would begin working on this 
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legislation. 


4. (C) The Ambassador noted that accelerating work on a 
strong oil law would also help counter the perception that 
federalism would lead to the division of Iraq. Hamoudi 
agreed and related his efforts to address the issue of oil 
resources during the constitution drafting process. He said 
that drafters had agreed that oil should be owned by all, 

that distribution of oil revenues should be based on 
population, and that administrative procedures should be 
developed jointly by the federal and regional governments. 
While last-minute political negotiations had diluted the 

clarity of these principles in the constitution, Hamoudi 
continued, they should be reaffirmed in the oil law. The 
Ambassador noted that Secretary Rice had pressed the Kurds to 
use the oil law to support the unity of Iraq and that he 

would continue to push for a joint federal-regional 
decision-making process on administration and contracting in 
the oil sector during Nechirvan Barzani\'s upcoming visit to 
Baghdad. 


5. (C) Hamoudi, a member of the newly formed Constitutional 
Review Committee and one of the leading drafters of the 
constitution, told the Ambassador that the presidency of the 
committee was not yet determined although the membership was. 
The Sunni Tawafuq bloc, he said, wanted Ayad Sammarai to be 
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the president, but SCIRI wanted there to be an elected 
presidency council of a president (e.g., Hamoudi) and two 
vice-presidents that would make decisions by consensus. 
Hamoudi commented that he supported completing the 
committee\'s work in an even shorter period than the four 
months allocated for it and that he hoped the major political 
leaders would get involved in the process early on, rather 
than waiting to the last few days to discuss the most 

difficult issues as had happened in the constitution drafting 
process. The Ambassador stressed to Hamoudi the importance 
of broadening support for lraq\'s \"national compact" through 
the constitutional review process. Hamoudi noted that he did 
not foresee significant changes to the constitution of a 
political nature given the stringent process for 

ratification. In order that the process promote unity, he 

said he would seek to reaffirm and annex to the constitution 
the 14 general principles, one of which was the unity of 
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Iraq, agreed upon before the constitution drafting process 
started. 
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E.O. 12958: DECL: 10/15/2011 

TAGS: PREL, PARM, MASS, IN 

SUBJECT: FY07 SECTION 1206 PROPOSAL: NEW DELHI RECOMMENDS 
NO FUNDING FOR INDIA AT THIS TIME 


REF: STATE 134152 
Classified By: Charge dVAffaires Geoffrey Pyatt for Reasons 1.4 (B, D) 


1. (SBU) Embassy New Delhi\'s Political, Defense Attache, and 
Defense Cooperation offices evaluated reftel request for FYO7 
Section 1206 proposals and concur that the USG should not 
transfer assistance to India at this time. This evaluation 

is made in the context of India\'s current military 

capabilities and ability -- even insistence -- to self-fund 
counterterrorist operations/stability operations. 


2. (C) Post would like to emphasize that this recommendation 
is strictly in regard to Section 1206 funding, and in no way 

is meant to insinuate that the USG should refrain in FYO7 or 
beyond from seeking Indian cooperation to conduct 
counterterrorist operations or support military/stability 
operations in which the U.S. Armed Forces are a participant. 
PYATT 
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E.O. 12958: DECL: 10/15/2016 
TAGS: PREL, PGOV, IZ 
SUBJECT: PM DISCUSSES KURDS, SECURITY WITH AMBASSADOR 


REF: BAGHDAD 3693 
Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: In an October 10 meeting with the 
Ambassador, Prime Minister Nuri al-Maliki highlighted 
increasing tensions between Kurds and Sunni Arabs in Kirkuk 
and Mosul. The next Presidency Council will discuss UNSCR 
1546 and the current security situation in Baghdad. 

Finally, he noted the need for MNF-I forces to protect 

medicines warehoused near Abu Ghraib, and commented on his 
efforts to develop a media strategy. END SUMMARY. 


2. (C) The Ambassador provided a summary of the 
Secretary\'s meetings in Erbil, noting the KRG agrees with 
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the GOI on the basic principles of a hydrocarbon policy, 

but there are specific items which need to be addressed. 

The PM agreed that clarification would benefit both the 

Kurds and the GOI, but hesitated when asked about forming a 
committee to address the details. The PM said tensions 
between Kurds and Sunni Arabs are escalating in places such 
as Kirkuk and Mosul creating a \"dangerous situation.\" The 
Minister of Defense, the PM said, has approached him 
claiming KRG actions have prevented military supplies from 
reaching Baghdad. The Minister of Education has also 
expressed frustration, according to the PM, claiming the 

KRG is trying to appoint teachers in Mosul and Kirkuk. 


3. (C) The Ambassador noted that US Special Envoy for PKK 
affairs, General Ralston, is scheduled to return to Iraq 
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October 16 for discussions with recently-named Iraqi envoy 
for PKK affairs, Sherwan al-WaiVli. The PM replied that he 
and al-Wai\'li will be traveling to Turkey on October 15 for 

two days. The PM wondered if meetings between Ralston and 
GOI officials could be held in Turkey. 


4. (C) The Ambassador commented on the need to extend 
UNSCR 1546. The PM responded that he had asked Vice 
President Adel Abdul Mehdi to convene a Political Council 
meeting to discuss the current security situation and the 
UNSCR. The PM then commented that MNF-I had approached him 
to discuss a vehicle ban during the remaining nights of 
Ramadan. The security situation in Iraq is improving each 
week, the PM said, and a vehicle ban \"would stop government 
work and send the wrong message.\" The security vacuum, he 
explained, has been created by gaps between MNF-I forces 
surrounding Baghdad. Increasing helicopter patrols will 
improve the security situation the PM said, by identifying 
mortar and rocket attacks before they occur. 


5. (C) The PM expressed concerns about the \"thousands of 
people!" living in tents in Saba\' Bour (near Taji). These 
refugees have been forced to flee because of sectarian 
fighting, creating a humanitarian crisis. The Ambassador 
asked about progress towards reconciliation, referring 
specifically to the October 2 Ramadan Agreement (Ref A). 
The PM responded that the planned ceremony between Sunni 
and Shia political leaders has been delayed due to the 
October 9 assassination of Vice President Tareq 
al-Hashemi\'s brother. The PM shared that initial reports 
about the attack have revealed \"disturbing information\" 
without clearly identifying those responsible. 


6. (C) The Ambassador commented about the need for medical 
clinics in areas MNF-I forces have cleared. The PM agreed 

and stated that the Ministry of Health needs assistance 
guarding several warehouses full of medicine in the Abu 

Ghraib area. He explained that the security situation 

there is preventing medical personnel from obtaining the 

stored medicine and distributing it to local clinics and 

hospitals. 
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Creating a Media Strategy and Defining Roles 

7. (C) The Ambassador commended the PM\'s recent trip to 
visit a local school and asked whether other Ministers 

might plan similar outings. The PM replied that he is 
encouraging his Ministers on this point, citing the 
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Minister of Oil\'s recent trip to Najaf as an example. The 

PM noted his efforts to coordinate a media strategy using 
Council of Ministers\' spokesman Ali al-Dabbagh and the PM\'s 
media advisor Yassin Majeed. The PM agreed that al-Dabbagh 
has good ideas, but it is the media advisor\'s role to 

develop specific strategies. The PM admitted that dividing 

the work and defining their respective roles will be a 

challenge, but expressed hope the end results will be worth 

the effort. 

KHALILZAD 
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TAGS: MNUC, MOPS, PARM, PREL, RO 

SUBJECT: ROMANIA INCREASES INVOLVEMENT IN THE PROLIFERATION 
SECURITY INITIATIVE 


Classified By: DCM Mark A. Taplin for Reasons 1.4 (A) and (B). 


1. (U) Summary. Romania has expanded its participation in 
Proliferation Security Initiative (PSI) activities over the 

past year. Romania has strengthened domestic legislation and 
export controls, and improved interagency cooperation. 
Romania has focused on working with regional counterparts on 
parallel initiatives, including the Black Sea Basin Security 
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Initiative (BSBSI) and Black Sea Harmony. Romanian 
authorities hope that under PSI aegis these initiatives will 
persuade Russia and Turkeyto broaden their regional 
cooperation. Romania wants tohost a large-scale joint 
interdiction exercise within the next two years. End Summary. 


2. (U) Over the past year, Romania has made nonproliferation 

a priority in its policy agenda, creating the Export Control 

Agency (ANCEX), the Romanian Counterproliferation Group, and 
a separate counterproliferation division within the Ministry 

of Foreign Affairs (MFA) and soon one within the Ministry of 
Defense (MOD). The GOR had officially expressed its support 

for the PSI through the \"Paris DeclarationW in May 2004. 

Initially, Romania was only an observer at exercises such as 

the Poland- and Czech Republic- sponsored \"Bohemian Guard,\" 
but the GOR\'s interest increased after attending the Regional 
Operational Experts Group (ROEG) in Hamburg in November 2005. 
Before the ROEG, the GOR restricted itself to the 

operational level. Afterwards Romanian officials aimed to 
increase their political profile, evidenced by the MFA\'s 

taking the reigns from the MOD for PSI coordination. 


3. (U) In May 2006 The Turkish-sponsored \"Anatolian Sun\" 
exercise provided the first opportunity for Romania\'s higher 
profile involvement. MFA officials implied they pressured the 
Turkish government for an invitation, having learned of it at 
the ROEG. Despite time constraints that prevented the MOD 
from sending forces and equipment as hoped, the GOR sent 
representatives to participate in the exercise\'s operational 
side. MFA and MOD authorities indicated that, given 
budgetary constraints, future participation would hinge on 

the value added to regional efforts. 


Regional Efforts 


4. (C) The GOR has emerged as a principal actor in regional 
interdiction initiatives, such as he Black Sea Basin 

Security Initiative (BSBSI) and Black Sea Harmony. In 2004, 
the GOR founded the US-supported BSBSI to implement PSI 
principles at the regional level. The GOR organized the 

first exercise-- \"Styx 2005\" -- and, while characterized as a 
success, MFA and MOD interlocutors were frustrated by 
resistance from Russia, Turkey, and to a lesser extent 
Bulgaria. A common argument was that the exercise wasted 
time and resources because the Black Sea was not a likely 
thoroughfare for WMD materials. Romanian MFA officials 
responded that unlike narcotics or human trafficking, one 
successful shipment of WMD materials could be devastating. In 
2004, the Turkish government initiated \"Black Sea Harmony\" to 
coordinate regional interdiction efforts. The MOD, the lead 
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Romanian ministry for the operation, said that this would be 
the more successful regional arms control initiative given 
its NATO component and the absence of a \"consensus\" 
requirement. According to MOD officials, consensus 
decision-making has often stalemated previous initiatives 
involving Russia. 


5. (C) Romanian officials concluded that both initiatives 

lacked regional cooperation because of the differences 
between national interdiction legislation and levels of 
democratic development in Ukraine, Russia, and Georgia. The 
GOR argued its neighbors would cooperate more fully if the 
U.S. and other PSI core members were more supportive, 
especially given that Russia is a PSI core state. While 
Romanian authorities recognized that PSI and BSBSI are 
distinct initiatives, they noted the shared goals and 

expressed hope that the two could be integrated. 


Romania\'s PSI Vision 


6. (C) The GOR wants to lessen the gap between the PSI core 
and like-minded states. Both the MFA and MOD are interested 
in a more institutionalized PSI and clearer protocols for 
multilateral cooperation, but only if the US agrees to move 

the PSI in this direction. Romania can live with the status 

quo, though MFA officials have hinted that while states have 
demonstrated their capabilities during exercises, it is now 

the time for more concrete action. 


7. (U) The GOR is enthusiastic for a Romanian-sponsored PSI 
Exercise within the next two years. Officials envisioned a 
joint-interdiction Black Sea exercise involving all PSI 

member states; however, they are aware that this could be 
problematic given Russian sensitivities. The GOR would need 
U.S. logistical support and input in designing such an 

exercise. 


8. (C) Comment. Romania\'s interest in PSI offers an 
opportunity to strengthen counterproliferation efforts in the 

Black Sea region, which remains a highly vulnerable route for 
WMD transit between Europe and the Middle East. The GOR has 
increased its PSI commitments over the past year, working 

both internally and regionally to strengthen its ability to 
implement PSI principles. Nonetheless, Romania faces resource 
restraints but will continue to make its regional interests a 
priority; Romania,s participation will likely remain 

limited. MFA and MOD interlocutors seem to hope that their 

PSI 

involvement would make their Black Sea regional ambitions 
more attractive to their regional partners. Absent greater 
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finesse future Romanian-sponsored PSI exercises could be 
problematic as Romania becomes further entangled with their 
neighbors, Black Sea sensitivities. 

Taubman 
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E.O. 12958: DECL: 10/15/2016 

TAGS: HU, PGOV, PHUM, PREL, RO 

SUBJECT: ETHNIC HUNGARIAN PARTY STRUGGLES FOR GREATER 
MAGYAR AUTONOMY, POLITICAL MARKET SHARE 


Classified By: DCM Mark Taplin for reasons 1.5 (B) and (D) 


1. (C) SUMMARY: Under pressure from more radical Hungarian 
ethnic parties and the need to retain sufficient support to 

remain in parliament, the Democratic Union (or Alliance) of 
Hungarians in Romania (UDMR), has been more vocal of late in 
its calls for greater territorial autonomy for ethnic 

Magyars. UDMR leaders told us they are seeking territorial 
autonomy for ethnic Hungarian (Szeckler and Magyar) areas in 
Romania. UDMR President Marko Bela declared at the recent 
party congress that his party wanted to give the Hungarian 
language official status in Hungarian-majority regions. 

While the party has demanded cultural autonomy in the past, 
this is the first time the UDMR has publicly pushed for 

territorial autonomy. Party discipline is problematic, since 

the UDMR is less a formal party structure than an alliance 
sharing a common ethnicity and a shared interest in 

benefiting from participation in the ruling coalition. While 
UDMR has cobbled together a decade of incumbency as part of 
one or another governing political alignment, its members 

have ideological views that run the gamut from conservative 

to radical. End Summary. 


Why Autonomy Now? 


Column 3 


2. (C) In recent weeks, the UDMR has become increasingly 
vocal in advocating for greater administrative and 

territorial autonomy in areas where ethnic Hungarians (both 
Szecklers and Magyars) are in the majority. Although cultural 
autonomy and language rights have been a feature of the UDMR 
platform since the early 1990s, the push for it is only 

recently that they have been bringing up the issue of greater 
territorial autonomy and control over local budgets and 
resources. In meetings this fall with Poloff, Senator Csaba 
Sogor, Senator Peter Eckstein Kovacs, and Viktor Sata, 
Personal Advisor to UDMR President Marko Bela, all observed 
that UDMR calls for autonomy were increasing because of 
electoral politics in their home base, as more radical 

elements in the Magyar community, including the Hungarian 
Civic Union and the National Council of Transylvanians, have 
racketed up their rhetoric calling for greater autonomy. 

This pressure from other political formations and from more 
radical elements within the party have also forced UDMR 
President Bela to adopt a more aggressive position. 


3. (C) One concern within the UDMR is to arrest a slide in 

vote share, which is a critical preoccupation for Bela and 
others (note: the party received 6.2 percent in the 2004 
election, down from 7.5 percent in 1992. The UDMR\'s current 
polling suggests support for the party is currently hovering 
even closer to the 5 percent electoral threshold necessary to 
ensure parliamentary representation). Our interlocutors 

noted that this slide has been due to two main factors: the 
defection of potential voters to other political groups, both 
Hungarian-minority and Romanian, and the declining number of 
ethnic Hungarians in Romania. Many ethnic Hungarians have 
left or are leaving the country to work in the EU, UK, 

Canada, Australia, Israel and the United States. 


4. (C) UDMR President Bela has acknowledged that new 
legislation is necessary to make autonomy possible, including 
a proposed National Minorities bill. The bill would 

essentially enshrine the UDMR as the only officially 
sanctioned ethnic Hungarian party, and also proposes making 
Hungarian an official language in predominantly ethnic 
Hungarian areas. The bill would also create a university 
curriculum taught in the Hungarian language, a long-sought 
UDMR goal. But building support for a law on minorities has 
proved an uphill struggle. Efforts by the UDMR\'s Bela and 
his allies last spring to bring forward a bill on national 
minorities quickly ran into trouble, both because Bela was 
caught in the angry political crossfire between the 
presidential and prime ministerial camps and because, 
according to former Basescu political strategist Claudiu 
Saftoiu, the Romanian president believes the UDMR is 
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thoroughly corrupt and deserves to lose the support of the 
Hungarian minority. Subsequently, the UDMR has been unable 
to even get a quorum to allow discussion of the bill since 

all other major Romanian party leaders have spoken out 
against granting greater territorial autonomy for ethnic 
Hungarians. 


What Does the UDMR Have Against The Proposed Anti-Corruption 
Agency? 


5. (C) Our UDMR interlocutors in fact give some credence to 
the view from Cotroceni Palace in trying to justify the 

UDMR,s adamant opposition to the proposed National Integrity 
Agency (ANI). While Sogor insisted that the party was 
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opposing the bill because of \"procedural\" issues; Kovacs and 
Sogor acknowledged bluntly that there was some truth to 
public perceptions that the UDMR had a history of corruption 
and that some UDMR members were reluctant to support the 
creation of a strongly-empowered anti-corruption agency. 
Kovacs noted that Vit isn,t all the money they have now, 

it,s about the first million dollars they made.\" Kovacs and 
Sogor evinced concern that an ANI-type body could pursue 
allegations of early misdeeds among its longer-standing 
members, and that some of them could not withstand that type 
of scrutiny. 


Security Chiefs\' Vote a Result of Political Deals? 


6. (C) While most UDMR legislators voted in favor of 

President Basescu\'s choices to head the Romanian domestic and 
foreign intelligence services, Kovacs said he opposed the two 
candidates, domestic intelligence chief Meyer and foreign 
intelligence head Saftoiu. Eckstein hinted that he had 
information about past \"anti-Hungarian\" actions taken by the 
two, but would not elaborate. There is no question, however, 
that presidential political aides, inclding Saftoiu, have 

actively tried to undercut support for the UDMR within the 
Hungarian minority by reaching out to alternate Hungarian 
political groups, even some which are more hard-line on the 
autonomy question. While some might argue that Cotroceni has 
been playing with fire by courting Hungarian nationalists who 
might challenge Bela and the UDMR mainstream, Basescu\'s 
approach may well have provided additional leverage over the 
UDMR leadership. Still, our interlocutors all denied press 

reports that UDMR President Marko Bela had thrown his support 
behind the two candidates in exchange for an assurance that 
the Hungarian Civic Union, a competing ethnic Magyar 
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organization, would not be allowed to register as a political 
party. 


Comment 


7. (SBU) The UDMRV\'s current push for greater ethnic (and 
budgetary) autonomy in predominantly Magyar regions appears 
doomed to failure, given the pressures of shrinking 
demographics, growing competition from alternative Magyar 
organizations, and determined opposition from all of the main 
political parties in Romania. The UDMR has carved out a 
niche for itself as a perennial coalition partner to larger 

parties, but it is an open question whether the UDMR can 
maintain its control over the ethnic Hungarian political 

agenda in Romania and continue to get past the 5 percent 
threshold for parliamentary representation. The dilemma for 
the party is that the ethnic Hungarian minority will lose 

political power if it cannot rally behind a single banner, 

but the politics of the Hungarian minority in Romania is 

looking increasingly fragmented and the UDMR increasingly 
looks less like a coherent party than a \"big tent\" alliance 
whose members\' views on self-rule and minority rights run the 
gamut from radical to restrained. End comment. 

Taubman 
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Column 3 


Classified By: Ambassador James C. Oberwetter, 
for reasons 1.4 (c) and (d) 


1. (C) Poloff and visiting NEA/ARP Desk Officer met with 
Director General of Political Affairs for the Organization of 

the Islamic Conference (OIC) Mahdy Fathallah, on October 10. 
Fathallah laid out the reasons why the U.S. would benefit 

from closer relations with the OIC. He pointed to the 

potential benefit of bloc voting within multilateral 

organizations, increased cultural dialogue and understanding; 
the need to dispel misconceptions, and the benefit of what he 
termed the most authentic background informationW and advice 
on specific regional issues. Fathallah said that the OIC can 
communicate with people \"on the groundW and assess situations 
in ways the U.S. is unable to. He also mentioned cooperation 
between the U.S. and the OIC on development and relief 

issues. 


2. (C) Fathallah said the OIC is very concerned about the 
developments in Iraq, describing the current situation as a 
\"civil war.\" Fathallah visited Baghdad as part of OIC,s 
efforts to assist and mediate, and the OIC will sponsor a 
conference between Iraqi Shi,a and Sunnis in Mecca on 
October 19-20 (NOTE: The Iraqi participants, including head 
of the Association of Muslim Scholars Harith al-Dhari, are 
currently in Saudi Arabia and have met with a number of SAG 
officials (Septel). END NOTE.) According to Fathallah, the 
conference will be religious in nature and not include 
politicians or others. Ten clerics from each side are 

invited to discuss sectarianism and solutions to the conflict 
in Iraq. Fathallah suggested that the U.S. endorse the 
conference,s resolution or \"indirectly\" comment on support 
for peaceful efforts. Fathallah was highly critical of U.S. 
policy towards Iraq. He mentioned the failure to plan an 
effective, post-conflict strategy and accused the U.S. of 
ignoring the advice of regional allies. He stated that the 
fundamental problem in Iraq is the \"1300 year-old\" division 
between the Shi,a and Sunnis, accusing the U.S. of letting 
\"the genie out of the bottle.\" This, he said, precipitated 
the sectarian strife. He did not see an end in sight, nor 

did he have any suggestions for addressing the violence. 
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3. (C) When asked about recent internal Palestinian strife, 
Fathallah said the OIC is trying to mediate between Hamas and 
Fatah. The OIC is seeking a compromise formula on the 
Quartet principles both that Israel and Hamas can accept. 
Fathallah informed that the OIC has met with senior 

Palestinian officials, including Palestinian Authority 

President Mahmoud Abbas, Palestinian Foreign Minister Mahmoud 
Zahar, Nabil Shaath, and Khalid Mesha,al, a Hamas political 
leader. Fathallah was hopeful about attempts to mediate 
between rival Palestinian factions, including the attempt 

this week by Qatari Foreign Minister Sheik Hamad bin Jassem 
al Thani. 


4. (C) Fathallah spoke of the changing international context 
and expressed his concern that the OIC remain relevant. He 
mentioned the inclusion of Russia as an \"observer\" to the OIC 
and mentioned that the OIC plans to open an office in 

Brussels to facilitate closer relations with the European 

Union. Fathallah believes that, as the U.S. is \"the 
superpower,\" it is very important that the OIC and the U.S. 
cooperate. 


Biography of Mahdy Fathallah 
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5. (C) Amb. Fathallah is a career diplomat in the Egyptian 
Diplomatic service. He arrived at the OIC in March 2006 and 
will serve a four year term. Previously, he served as 
Assistant Minister of Foreign Affairs of Egypt. He also 
served as the Egyptian Ambassador to Turkey and Tunisia. 
Earlier in his career, he served in Austria, Germany, and the 
United States. His current position at the OIC will most 

likely be his last position as an Egyptian diplomat because 

of age restrictions. 


OBERWETTER 
TONEY 
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SUBJECT: MOSQUE SERMONS FOR SAUDI ARABIA, SEPTEMBER 22: 
MECCA, MEDINA, AL-KHOBAR 


Classified By: Acting Consul General CB Toney, 
for reaons 1.4 (c) and (d) 


1. (C) Shaykh Usamah bin-Abdallah Khayyat delivered the 
sermon atthe Grand Mosque in Mecca on September 22. The 
imam condemned statements made against Islam without 
mentioning Pope Benedict XVI by name. The sermon opposed the 
view that Islam has been spread through violence. The imam 
said, \"The call to Islam still exists on love, choice, and 
conviction, based on proof and far from compulsion, coercion, 
and intimidation.\" He continued, \"Jihad in the cause of God 
was sanctioned to protect the freedom of the call and to 
remove any obstacles before it. It was not sanctioned at all 

to oppress people or to force them to convert to Islam. 
Therefore, it is not correct to say that Islam spread all 

over the world by violence and the sword. It is a false 

claim that has no basis.\" The imam attributed the spread of 
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Islam to trade and \"righteous Muslims\" who influenced others 
to accept Islam. 


2.(C) The imam cautioned against hasty actions caused by 
anger. He advised Muslims to \"not get involved in erroneous 
and forbidden behavior, such as death and destruction, 
sabotage, arson, and such corrupt methods, which God and his 
messenger have forbidden, and thus become a cause and an 
opportunity\" for non-Muslims to criticize Islam. 


3. (C) The sermon concluded with prayers for Allah to 
support Islam and Muslims, destroy the enemies of religion, 
tyrants, and the corrupt, unify Muslims, and guide their 
rulers. Prayers were also offered for safety from evil. 


MEDINA: METHOD OF ISLAM IS DIALOGUE, 
CONVICTION, ARGUMENT, AND PROOF 


4.(C) Shaykh Abd-al-Bari bin-Awad delivered the sermon at 
the holy mosque in Medina. The sermon addressed Pope 
Benedict XVI,s remarks about Islam. The imam said, \"The 
greatness of Islam appears in addressing the People of the 
Book with the method of dialogue, conviction, argument and 
proof...dispute not with the People of the Book, except with 
means better than mere deputation; unless it be with those of 
them who inflict wrong and injury.\" The imam referred to the 
\"media campaign against Islam\" and said that it has roots \"as 
old as Islam.\" Drawing a historical link, he held that it is 

\"one of the methods of repulsion against the path of God, 
beginning with the unbelievers of Quraysh and until our 
modern era.\" The imam explained that many, particularly 
People of the Book, are \"angered\" by the spread of Islam, and 
after \"failing\" to find real claims against Islam and the 
Prophet, they have resorted to \"distortion through the 

media.\" 


5. (C) The imam said, \"Islam did not march to Africa and 
parts of Asia with the sword. The sword did not reach those 
areas. Islam reached them through traders and travelers and 
their good example and manners. The talk that Islam is a 
religion that was established by the sword is a vicious and 
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poisonous claim." 


6. (C) The imam called for the Pope to \"openly apologize to 
all Muslims\" for his \"despicable\" statements. The imam 
warned that such statements \"provoke feelings, sow the seeds 
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of division, and rouse sedition and hostilities with serious 
consequences, which only God knows.\" (Comment: The imam 
seems to be alluding to violent acts, \"caused\" by the Pope,s 
words. End Comment.) 


7.(C) The imam expressed support for \"practical and 
scientific plans\" to explain Islam. \"We have failed in 
conveying the message of Islam. The true Islamic message has 
not reached all people. It is being distorted through western 
media.\" (Comment: The imam stressed the oft-argued claim 
that the \"media\" is distorting Islam, Muslims, and the Middle 
East. It is a positive sign that the imam is supporting a 
\"scientific\" approach to Islam, though most likely this will 
entail carefully selecting \"scientific\" evidence that 

\"proves\" the claims of Islam, and not necessarily approaching 
the entire subject with the scientific method in mind. End 
Comment.) 


8. (C) In the second sermon, the imam hailed the month of 
Ramadan. He called on Muslims to seek forgiveness and 
receive the month with purified hearts. He concluded with a 
prayer to support Islam and keep Muslims safe. 


9.(C) The substitute imam, once again delivered the sermon 

at the Imam Ahmad bin Hanbal Mosque. The 

whereabouts of Shaikh Mohammad al-Qahtani are still unknown. 
The imam spoke of the rules during the month of Ramadan and 
of its significance in the life of a Muslim. He explained 

that Ramadan is a \"great opportunity\" for Muslims \"to earn 
extra good points for good behavior and dedication\" to God. 
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The imam encouraged the people to do good deeds, use kind 
words, and help the less fortunate, adding that \"God rewards 
good deeds done in Ramadan in \"greater proportions than 
regular days.\" The sermon was concluded by reviewing 
examples from the Prophet,s life during Ramadan. 
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E.O. 12958: DECL: 10/16/2016 
TAGS: PGOV, PHUM, KDEM, TH 
SUBJECT: THAILAND UPDATE: OCTOBER 16 


Classified By: Political Officer David R. Greenberg, reason 1.4 (b) and 
(d). 


SUMMARY 


1. (SBU) The Cabinet will discuss martial law on October 17 
but appears unlikely to rescind it; a top military official 

said publicly martial law should be lifted within two months. 
The Crown Prince, rather than the King, is scheduled to 
preside over the National Legislative Assembly (NLA) opening 
ceremony. NGO figures have pressed publicly against the 
potential selection of a conservative legal expert as NLA 
President. Deposted caretaker Prime Minister Thaksin 
Shinawatra has expressed interest in returning to Thailand 
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but has been told the time is not yet right. End Summary. 


CNS DEPUTY: MARTIAL LAW COULD LAST UP TO TWO MORE MONTHS 


2. (SBU) Thai daily \"The Nation" quoted Air Force Commander 
Chalit Pookphasuk (also the deputy leader of the Council for 
National Security - CNS) as saying on October 15 that 

\"martial law should be lifted within one to two months." 
Meanwhile, interim Prime Minister Surayud Chulanont has said 
that the cabinet would further discuss martial law on October 
17. However, Surayud did not sound optimistic that martial 

law would be lifted imminently: Y After that, we will inform 

local and foreign media about how we can accommodate their 
calls for public rights and liberties,\" he told the press. 

Septel reports on Ambassador\'s discussion with General Sonthi 
on this issue. 


CROWN PRINCE TO PRESIDE AT PARLIAMENTARY CEREMONY 


3. (C) Crown Prince Vajiralongkorn will preside over the 
opening ceremony of the National Legislative Assembly (NLA) 
on October 20, according to press reports. This will be the 
first time that the King has not presided over the Parliament 
opening, according to the press. (Comment: It is unclear 
whether the King\'s failure to appear might be interpreted as 

a signal that he lacks enthusiasm for the new government. We 
believe the most likely reason the King will not preside is 
because of his poor health. We also note there has been a 
concerted effort by the Palace to raise the Crown Prince\'s 
public profile recently, most likely in order to improve his 
image in anticipation of his eventual accession to the 

throne. End Comment.) 


EYEING THE ASSEMBLY\'S PRESIDENCY 


4. (C) The media has given prominent coverage to criticism by 
NGO figures of the potential selection of legal expert 

Meechai Ruchuphan as President of the National Legislative 
Assembly. Meechai, a former Senate Speaker, is widely seen 
as highly conservative; he was one of the key drafters of the 
interim constitution, and he also worked on behalf of the 
clique that conducted Thailand\'s 1991 coup dVetat. Although 
the interim constitution provides for a CNS role in 

appointing the NLA President, CNS Chairman Sonthi 
Boonyaratglin has stated publicly he will leave the selection 

of the NLA President to the Assembly members. (Comment: 
Given that the CNS appointed the Assembly members, almost 
one-third of whom are current or retired military or police 
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officials, we believe that the Assembly\'s selection will not 
run counter to the will of the CNS. End Comment.) 


THAKSIN INQUIRES ABOUT RETURN 


5. (SBU) The media has also given prominent coverage to 
reports that deposed caretaker Prime Minister Thaksin 
Shinawatra requested in a phone conversation with interim PM 
Surayud that he be allowed to return to Thailand. Surayud 
said Thaksin must wait: \"(T)he timing must be right, and we 
have to discuss the details.\" Separately, Defense Minister 
Boonrawd Somthas said Thaksin should wait to return until 
after martial law is lifted. 

BOYCE 
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ISN, EAP, lO, EUR/PGI, DEPARTMENT FOR EUR/CARC, EUR/PPD 


E.O. 12958; N/A 
TAGS: PREL, PARM, KNNP, KPAO, KN, AM 
SUBJECT: ARMENIA PUBLICY EXPRESSES CONCERN ABOUT DPRK 


REF: YEREVAN 1425 
Sensitive but unclassified. Please treat accordingly. 


1. (SBU) In an October 12 meeting with acting MFA press spokesman 
Vladimir Karapetian, PAO and lO renewed our request (reftel 
demarche) that the Armenian MFA release an appropriate statement 
condemning North Korea\'s nuclear test. The following day, the MFA 
released a statement to local media, which was published without 
editorial comment by a number of news agencies and newspapers. 


2. (U) Text of MFA Statement: 


Column 3 

\"Furthering ArmeniaYs commitment to the principles of 
nonproliferation, the Armenian Foreign Ministry expresses concerns 
over the nuclear tests in North Korea as it poses a threat to the 
region and curbs the international community\'s efforts to prevent 
the proliferation of nuclear weapons. The Armenian Foreign Ministry 
hopes that the North Korean authorities will come to terms with the 
international community and the problem will be resolved through 
peaceful talks by halting the danger of a further nuclear arms 

race.\" 


GODFREY 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: KMDR, KPAO, OIIP, PREL, PGOV, AF, TX 

SUBJECT: SEPTEMBER TURKMENISTAN MEDIA COVERAGE OMITS MYRADOVA, 
KATZEN COVERAGE 


REF: 1) ASHGABAT 1002, 2) 998, 3) 987, 4) 963, 5) Embassy Press 
Releases on 9/22/06 and 9/27/06 


SUMMARY 


1. (U) Local media coverage of mission events in September featured 

the embassy\'s ceremony announcing the 2006-2007 Ambassador\'s Fund 
for Cultural Preservation grant winners. While generally positive 

and colorful, the coverage failed to mention the U.S. Government\'s 
substantial financial investment in preserving Turkmenistan\'s 

cultural heritage. Meanwhile, local media provided no coverage of 

the death in custody of journalist Ogulsapar Myradova or the visit 


Column 3 
of Peace Corps Regional Director for Europe, the Mediterranean and 
Asia Jay Katzen. End Summary. 


COVERAGE OF AMBASSADORVS FUND 2006-07 GRANTS POSITIVE BUT INACCURATE 


2. (U) On September 28, state dailies \"Neytralniy Turkmenistan" 
(Russian, circ. 33,221) and \"Turkmenistan\" (Turkmen, circ. 28,161) 
printed articles, based on embassy statements, about the embassy\'s 
September 27 ceremony to announce the winners of the 2006-2007 
Ambassador\'s Fund for Cultural Preservation grants. The articles 
inaccurately quoted Charg dVAffaires a.i. Jennifer Brush that \"the 
U.S. Government has been facilitating implementation of various 
scientific projects and supporting the preservation of cultural 
heritage in Turkmenistan.\" (Note: Brush\'s statement did not 
mention \"scientific\" cooperation, but the term \"scientific\" is often 
used by the host government to lend greater academic weight to 
events such as Ruhnama conferences. End Note.) The dailies 
accurately described the purpose and content of the two new 
projects, as well as recently completed and ongoing Ambassador\'s 
Fund projects in Turkmenistan. 


3. (U) On September 30, semi-independent weekly 
\"Zaman-Turkmenistan\" (Turkmen, circ. 18,535) drew heavily from the 
embassy\'s press release and misquoted Charge Brush, stating that 
\"such projects on cultural preservation would give great opportunity 

to Americans to learn more about Turkmen cultural heritage and 
history.\" (Note: Brush\'s statement emphasized that both Americans 
and Turkmen could learn from the project. End Note.) 


4. (U) The Russia-based state-sponsored website TURKMENISTAN.RU 
(English, Russian) posted an article with similar content. On 

September 29, the Times of Central Asia newswire (English) provided 
coverage based on the TURKMENISTAN.RU article. 


5. (U) None of these outlets provided detail on the U.S. 
Governmenti\'s financial commitment to preserving Turkmenistan\'s 
heritage; per post\'s press release, the United States has 
contributed over $80,000 for cultural preservation projects in 
Turkmenistan over the past five years. 


STATE MEDIA IGNORES DEATH OF LOCAL JOURNALIST 


6. (U) From September 14 through September 27 major international 
newswires Associated Press, Dow Jones International News, BBC 
Monitoring, Reuters, Agence France Presse and ITAR-TASS provided 
broad coverage of international concern over the death in jail of 

local journalist Ogulsapar Myradova. The reports described the 
concern of the United States, the UN and other international 
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organizations over Myradova\'s death and of public protests by 
members of human rights groups and by Reporters Without Borders at 
the Turkmenistan Embassies in France and Russia. These 
international reports drew from a small amount of information that 
Myradova\'s body bore a major head injury and evidence of 
strangulation, and speculated that the death resulted from abuse in 
prison. U.S. newswires U.S. Fed News, Seattle Post-Intelligencer, 
Raw Story and Lawrence Journal World provided similar coverage of 
the issue. 


7. (U) Meanwhile, local media completely ignored the event and had 
ceased coverage of Myradova\'s case in late June; she was sentenced 
to six years in prison on August 25 on weapons possession charges. 
State media provided no coverage of the trial. (Note: Watan TV news 
aired a story on June 20 accusing Myradova of the charges for which 
she was eventually sentenced. End Note.) 


JAY KATZEN VISIT RECEIVES NO STATE MEDIA COVERAGE 


ASHGABAT 00001088 002 OF 002 


8. (U) On September 21, Peace Corps Regional Director Jay Katzen 
had official meetings with Minister of Foreign Affairs Rashit 

Meredov and Deputy Chairman of the Cabinet of Ministers Gurbanguly 
Berdimuhammedov. The embassy\'s press release emphasized that, 
during his meetings, Katzen stressed the importance of the 
educational cooperation to the health of the U.S.-Turkmenistan 
bilateral relationship. Neither of the meetings received state 

media coverage. 


COMMENT 


9. (U) Post noted that, despite inaccuracies and gaps in coverage 

of the September 27 Ambassador\'s Fund event, local media provided 
more than the customary level of detail in drawing from embassy 
statements. In contrast, state media continued to avoid coverage of 
topics that could be construed as critical of the current regime by 
ignoring both Myradova\'s death and Katzen\'s visit. Post did not 
anticipate a complete blackout on the Katzen visit, as stories on 
Peace Corps volunteers and events tend to receive positive and 
high-profile coverage. 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/STEINGER; NSC FOR ABRAMS/DORAN/WATERS; 
TREASURY FOR SZUBIN/LOEFFLER/NUGENT/HIRSON 


E.O. 12958: N/A 

TAGS: ECON, PREL, PGOV, ETRD, KWBG, IS 

SUBJECT: PALESTINIANS SEEK PROGRESS ON RAFAH/KEREM SHALOM 
AMA IMPLEMENTATION 


REF: JERUSALEM 4472 


1. (SBU) Summary: ConGenoffs, accompanied by USSC, USAID and 
Embassy Tel Aviv representatives, met October 12 with 
Palestinian negotiators from the previous PA government who 
were involved in the negotiation of the Agreement on Access 
and Movement (AMA). The informal meeting, the second in a 
series of preliminary brainstorming discussions intended to 
reinvigorate AMA implementation efforts, focused exclusively 
on the Rafah and Kerem Shalom border crossings with Egypt. 
The Palestinian team pressed for Rafah to be open for Gazan 
exports into Egypt; GOI signature of the Customs Protocol; 
clearance of commercial cargo imports at Kerem Shalom by PA 
and Israeli customs inspectors; expansion of the categories 

of travelers able to use the Rafah passenger crossing; and 
regular access of the EU-BAM monitors to the Rafah crossing 
and of all parties to the Joint Liaison Office. End summary. 


Rafah needs to open for exports 


2. (SBU) The Palestinians, led by representatives of the 

PLO\'s Negotiations Support Unit (NSU) and including former PA 
Planning Minister Ghassan al-Khatib, raised the need for the 
export of goods from Gaza through the Rafah crossing. Except 
for a March 14 shipment of three truckloads of Palestinian 

goods for a trade show in Cairo, commercial cargo has not 
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been exported through the Rafah crossing. The Palestinians 
noted Egyptian President Mubarak\'s positive comments to PA 
President Abbas on the subject and stressed that the flow of 
commercial cargo exports would be a significant boost to the 
Gazan economy. They urged the USG to press Cairo to send the 
necessary instructions to the Egyptian crossing at Rafah for 

the start of commercial exports, even if only for transit 

shipments through Egypt to third country destinations, using 

the March 14 arrangement. 


Lack of signature on Customs Protocol; 
no clearance of commercial cargo imports 


3. (SBU) The Palestinian team reminded USG representatives 
that the Kerem Shalom crossing, per the AMA, should be a 
temporary crossing for imports into Gaza from Egypt. Per the 
AMA, after 12 months of PA customs officials clearing 
incoming cargo at Kerem Shalom under the supervision of 
Israeli customs agents, a third party would review the PAYs 
customs capacity and make a joint decision regarding future 
arrangements. The Palestinian team noted the GOI\'s refusal 
to sign the Customs Protocol or to acknowledge via letter to 
the USG its applicability at the Rafah and Kerem Shalom 
crossings. As a result, there have been no commercial 
imports to Gaza via Kerem Shalom since the AMA was concluded. 
A Palestinian contractor working for the European 
Commission-funded ASYCUDA customs database implementation 
project said the Palestinian side had submitted a proposal on 
how to work at the Kerem Shalom crossing under the 
supervision of Israeli customs agents but had not received a 
response to date from the GOI. Though some humanitarian 
cargo has been cleared at Kerem Shalom by Israeli customs, 
Palestinian customs agents are not present and have not 
received any data on the humanitarian cargo clearances, 
according to the contractor. 


Rafah -- successful passenger crossing 
but want broader use 


4. (SBU) The Palestinian team noted that the EU-BAM has 
favorably commented on the Palestinian operation of the Rafah 
passenger border crossing, the only area in which the 
Palestinians have been given the opportunity to demonstrate 
their capability. The Palestinian team raised two proposals 

to expand operations at Rafah: (1) open the crossing to all 
travelers, possibly with a 48-hour notification period for 
non-Palestinian identity card holders, or (2) expand the 
categories of travelers able to use Rafah to include 

journalists and third country nationals of Palestinian 


Column 3 

heritage, who do not hold a Palestinian identity card. 

(Note: Per the AMA, only Palestinian identity card holders 

and the four categories of travelers requiring 48-hour 
pre-notification (diplomats, foreign representatives of 
recognized international organizations, investors, and 
humanitarian cases) can cross at Rafah. End note.) The NSU 


advisors also highlighted the need for the GOI to provide the 
PA with complete information concerning Palestinian ID 
holders outside of the country, as called for in the AMA. 

They noted that they have examples of Palestinian ID holders 
who are not on the original list that the GOI shared with the 
PA. (Note: Israeli Coordinator of Government Activities in 
the Territories (COGAT) Major General Mishlev gave PA Civil 
Affairs Minister Dahlan a digital copy of the Palestinian 
population registry on November 24, 2005. The Palestinian 
side continues to note that the registry was not complete and 
they are aware of specific names that are not included on the 
registry but should be. End note.) 


Access of EU-BAM monitors to Rafah and 
access by all to Joint Liaison Office 


5. (SBU) The Palestinian team raised again the issue of 
access to the Rafah crossing by the EU-BAM monitors, noting 
that EU-BAM monitors can only access Rafah through the Kerem 
Shalom crossing that the GOI controls. Even if the EU-BAM 
monitors accessed Rafah through the Egyptian side, the 
Palestinian team noted that Israeli control of the Kerem 
Shalom crossing could prevent operations at the Joint Liaison 
Office (JLO) at Kerem Shalom. EconChief raised the 
possibility of a back-up JLO, should there be a problem with 
the main office at Kerem Shalom. The Palestinian team noted 
that there had been no discussion to date of a back-up site 

for the JLO. 

WALLES 
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E.O. 12958: N/A 

TAGS: PREL, PTER, PHUM, PREF, MOPS, CE 

SUBJECT: SRI LANKA SITREP: LTTE TRUCK BOMB KILLS OVER 60 
SAILORS 


REF: COLOMBO 1692 AND PREVIOUS 


1. (U) A Liberation Tigers of Tamil Eelam (LTTE) truck bomb 
exploded outside of the north-central town of Habarana on 
October 16, targeting a Sri Lanka Navy (SLN) convoy 
transporting over 150 sailors from Trincomalee. Radio news 
reported as many as 67 died and 150 sailors were injured when 
the bomb engulfed five buses. Later, a high ranking 
Government of Sri Lanka (GSL) military source told us he 
thought the death toll would reach 95. 


2. (SBU) Habarana is 87 kilometers from Trincomalee, well 
into predominantly Sinhalese territory. A police source told 
RSO that military convoys regularly stop at restaurants in 
the area after passing through the LTTE-infiltrated eastern 
province, where they are more minaful of their security. 
According to our military source, the truck drove into a 
marshaling yard where sailors gather to get on transport. 
The attack caught most of the victims lining up to catch 

their buses. Samarasinghe told independent radio news that 
90 sailors had been trapped inside the burning buses, and 
that civilians may have been among the victims. 


3. (U) Some commentators believe the LTTE may have 
anticipated the October 16 Sri Lankan Supreme Court verdict 
(septel) declaring the 1988 merger of the northern and 
eastern provinces null and void -- effectively separating 

the LTTE\'s desired homeland into two provinces. 


4. (U) It is also possible that the LTTE exploded the truck 
bomb in retaliation for the SLN sinking of a \"Sea Tiger\" 
supply ship on Sunday, October 15. The Sri Lankan Navy 
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reported destroying an LTTE trawler loaded with arms off the 
northwestern coast of Mannar, 136 miles north of Colombo, 
after the boat\'s occupants returned warning fire. A military 
official told the Associated Press: \"Considering the 
explosion that occurred on the trawler, we believe that it 

was transporting a large quantity of explosives and arms.\" 


5. (U) Deputy military spokesman Major Upali Rajapaksa 
confirmed to pol FSN that a Sri Lanka Air Force (SLAF) kfir 
jet crashed into the Negombo Bay north of Colombo shortly 
after take off late afternoon October 16. The pilot 
successfully ejected before the aircraft went down. Major 
Rajapaksa said there was no indication of an attack on the 
jet. 


5. (SBU) COMMENT: The Tigers have not employed a truck bomb 
since 1996, when they attacked the Central Bank in Colombo. 
Should the death toll reach 95 as our source predicts, this 

attack will mark the single most lethal LTTE attack since the 

2002 ceasefire. Observers are inceasingly concerned about 

the prospects for holding peace talks on October 28-29 in 

Geneva as planned. The demerger decision and the truck bomb 
provide both parties with a justification, if they are 

looking for one, to pull out of talks. 

MOORE 
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SUBJECT: ESTONIA\'S NEW PRESIDENT PART I: ILVES ELECTION 
SHAKES UP POLITICAL LANDSCAPE 
REF: A. TALLINN 00887 
B. TALLINN 00756 
Classified By: by DCM Jeff Goldstein for reasons 1.4 (b) and (d) 


1. (SBU) Summary. Toomas Henrik Ilves brings international 
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perspective and strong foreign policy experience to the 
presidency in Estonia. In contrast to his predecessor, 
Ilves has made it clear that he will use the presidency as 
a bully pulpit on both domestic and foreign policy issues. 
While the presidential election represented the first shots 
in next spring\'s parliamentary election campaign, it is not 
yet clear what effect Ilves\' election will have on the 
results of those elections. This cable reports Ilves\' 
biography, his likely operating style, and some initial 
thoughts on how his election might affect the domestic 
political situation. A companion piece will consider 
Ilves? role in foreign policy. End Summary. 


From Exile to Diplomat 


2. (U) Ilves was born in Stockholm, Sweden on December 26, 
1953 to Estonian emigre, parents who had fled the Soviet 
occupation of Estonia in 1944. Ilves grew up in the United 
States and attended Leonia High School in New Jersey. He 
received a BA and MA in psychology from Columbia University 
(1976) and the University of Pennsylvania (1978). For much 
of his early career, Ilves was an academic: an English 
teacher at the Open Education Center (1979-1981) in New 
Jersey, Director of the Vancouver Arts Center (1981-1983, 
and Lecturer in Estonian literature and linguistics at 

Simon Fraser University (1983-1984) in Canada. 


3. (U) Ilves returned to Europe in 1984 to work for Radio 

Free Europe in Germany as an analyst and researcher (1984- 
1988), and eventually was promoted to Head of the Estonian 
Desk (1988-1993). During this time, llves was a prominent 
and active member of the Estonian exile community in Europe 
and North America. 


4. (C) In 1993, Ilves relinquished his U.S. nationality in 

order to become Estonia\'s Ambassador to the United States, 
Canada, and Mexico (1993-1996). He subsequently served 
twice as Foreign Minister (1996-1998 and 1999-2002). 
During his tenure, llves often pointed to Estonia\'s 

avoidance of the double no\" (exclusion from being one of 
the first round of candidates for EU and NATO membership) 
as his finest achievement at the MFA. Unlike Latvia and 
Lithuania, which focused their attention on NATO 
membership, Ilves went on a fifteen country barnstorming 
tour throughout Europe to gain support for EU membership. 
As he often told confidents, \"The road to NATO runs through 
Brussels.\" Ultimately, Estonia was included in the EU\'s 

first round of membership negotiations while the other 

Balts were not. 


Column 3 

5. (SBU) Ilves is considered by many within Estonia\'s MFA - 
often internally referred to as \"the house that Meri built" 

- as one of their own. In contrast to Meri\'s tendency 

toward radical reformer and institutional architect, Ilves 
focused on strengthening continuity and stability within 

the MFA. In one of his last speeches as Foreign Minister, 
he highlighted his pride that Estonia\'s foreign policy had 
transitioned from \"breakthroughs\" to \"sustained foreign 
policy irrespective of government changes.\" 


A Political Animal in Estonia and Brussels 


6. (U) Ilves has been a major political figure in domestic 
politics since 1998. He moved from the Peasants Party (a 
conservative rural party) to the People\'s Party (a reformed 
Peasants Party) and later to the Moderates Party (which he 
led). In 2002 when the coalition government collapsed (Pro 
Patria, Reform, and Moderates), llves reconstituted and 
renamed the Moderates as the Estonian Social Democratic 
Party. During the last four years, Ilves has been the 

Social Democrats most visible and prominent member, 
although he gave up the post of party leader after his 
election to the European Parliament in 2004. 


7. (C) In the 2004 European elections, it is generally 
recognized that the Social Democrats strong showing in 
Estonia was a direct result of Ilves personal popularity. 

From 2004 to 2006, llves was a Member of the European 
Parliament (MEP) where he served as Vice-President of the 
Foreign Affairs Committee. As an MEP, llves focused on EU- 
Russian relations, EU-U.S. relations, EU neighborhood 

policy (concerning Ukraine, Belarus, Moldova, Georgia, and 
the Balkans), energy security, and human rights. In one of 
his first speeches in the European Parliament in 2004, 
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Ilves warned against the EU withdrawing into a \"fortress 
Europe\" and called on the EU to direct more resources 
toward its new neighbors. As a strong Atlanticist, Ilves 
privately expressed to us his dissatisfaction with growing 
anti-Americanism not only in Brussels but in Europe in 
general (septel). 


The People\'s Choice 


8. (U) On October 9th, Ilves was sworn in as Estonia\'s 
fourth president (Ref A). While his margin of victory in the 
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election was only one electoral vote, he has emerged with a 
clear popular mandate. Recent polls indicate llves has 
strong popular support across most sectors of society, with 
the exception of Estonia\'s Russian-speaking population: 


- 81 percent of ethnic Estonians 

- 33 percent of non-Estonians 

- 74 percent of 18-34 year olds 

- 62 percent of senior citizens 

- 76 percent of higher-educated voters 

- 54 percent from those with just elementary and/or high 
school diplomas 

- 80 percent of people with an income over 6,000 EEK 
($481) per month 

- 59 percent of people with an income between 2,000 - 
4,000 EEK ($160-$321) per month 

- 71 percent of women and 64 percent of men 

- 65 percent of Tallinn residents 

- 72 percent of small town and rural residents 


Ilves\' strong support in rural areas is notable, as this is 

the traditional base for both former President Arnold 

Ruutel and the People\'s Union. Even more surprising - one 
third of Ruutel supporters have indicated satisfaction with 
Ilves - victory. 


Political Implications of Ilves- Victory 


9. (SBU) In accordance with the constitution, after the 
election, Ilves relinquished his affiliation with the 

Social Democratic Party. He also called for abandoning the 
notion of a \"pro-presidential party.\" Ilves\' election 
significantly weakened the basis of the recent political 
agreement between Center Party and the People\'s Union. As 
part of that deal, a reelected Ruutel was reportedly to 

have nominated Minister of Economy Edgar Savisaar as prime 
minister of a Center Party-People\'s Union government after 
the parliamentary elections next spring. (Ref B). However, 
Ilves\' victory and the recent resignation of People\'s Party 
Leader Vilju Reiljan as Minister of Environment (due to a 

land scandal), has left many pundits wondering what 

direction the People\'s Union will take. Lea Kiivit, 

People\'s Union Secretary General, told us that the party is 

in a period of \"serious reflection over its future. 


10. (C) At the same time, Ilves\' election has energized the 
four parties that supported him (Res Publica, Pro Patria, 
Reform, and Social Democrats). Ott Lumi, Res Publica 
Secretary General, expressed to us his satisfaction with 
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the four parties\' cooperation in bringing about an Ilves 

win. Lumi said, We have shown that we can work together 
successfully...and now we have a positive energy we can 
carry into the (parliamentary) elections" Recent polls 
indicate that Center Party\'s popularity is slipping and 
Reform is now the most popular party (with the public and 
the donors) in Estonia. 


11. (C) In spite of Ilves\' weak support among Russian- 
speakers, his victory has made some politicians optimistic 
about the possibility of weakening the Center Party\'s 
traditional lock on the Russian-speaking vote. Randel 
Lants, Secretary General of the Social Democrats, told us 
his party believes Ilves\' election has created an 
opportunity to \"chip away at Center Party\'s hold on the 
Russian vote.\" Lants noted that many Social Democratic 
policy proposals (i.e., more funding for social programs) 
resonate with the Russian-speaking minority, and 
Parliamentary elections next spring could result ina 
possible realignment of the Russian vote. While this is 
unlikely in the short term, even a relatively small 

reduction in the Russian-speaking community\'s support for 
Center could have a decisive impact on the outcome of 
Parliamentary elections next spring. 


A Bully Pulpit 


12. (SBU) In Estonia\'s parliamentary system, the presidency 
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holds limited powers. However, it is clear that Ilves 

plans to be more active than his predecessor. He has 
frequently cited President Lennart Meri (1999-2001) as an 
important role model in his professional life. 

Symbolically, after his victory in the electoral college, 

llves\' first stop was Meri\'s grave. Ilves will likely 

emulate Meri\'s use of the presidency as a bully pulpit, 
although he has told us that, unlikely Meri, he will not 

push the constitutional limits of the president\'s 

authority. Vello Pettai, Tartu University professor of 
Estonian politics, told us that Ilves has always been vocal 
and opinionated - \"now he will have the platform of the 
presidency to get his message across.\" Andres Kasekamp, 
Director of the Estonian Foreign Policy Institute and a 
fellow Estonian emigre, who has known Ilves since his days 
in the United States, described Ilves\' style as \"big 
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picture” \"Unlike Meri,\" Kasekamp told us, \"Ilves will not 
have his fingers in every pot; Ilves will paint with broad 
strokes and leave the detail work to others. \" 


Personal Insights 


13. (C) According to those who know Ilves personally, he is 
aman who \"does not like being handled.\" He is widely 
perceived to be arrogant and aloof, but also an independent 
thinker and intellectual. Even though his political 
opponents have routinely labeled him as a bohemian 
dilettante (which he does not seem to mind), they 
grudgingly accept him as one of Estonia\'s foreign policy 
heavyweights. Ilves routinely writes his own speeches and 
articles, which often make historical, philosophical, and 
literary allusions that betray his academic past and his 

wide range of interests. He is well read and regularly 

refers to the works of Enlightenment thinkers. In his 
inaugural speech he quoted John Locke and Jean-Jacque 
Rousseau. lives lacks a natural regional base in Estonia, 
because he grew up overseas. He has compensated for this 
in part through membership in various organizations, 
fraternities, and associations. He has also shown an eye 
for self-promotion (through his newspaper articles and 
television interviews ) and self-branding (he always wears 
bow ties). 


14. (U) Ilves is married to Evelin Ilves with whom he has 
one daughter, Kadi Keiu. He has two children - Luukas 
Kristjan and Juulia Kristiine - from a previous marriage. 
His son Luukas is currently a student at Stanford 
University. 

WOS 


81998 

PP RUEHBI RUEHCI 

DE RUEHCI #0463/01 2891308 

ZNR UUUUU ZZH 

P 161308Z OCT 06 

FM AMCONSUL CALCUTTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 1208 
INFO RUEHKA/AMEMBASSY DHAKA PRIORITY 0260 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1077 
RUEHCG/AMCONSUL CHENNAI 0425 
RUEHBI/AMCONSUL MUMBAI 0425 
RUEHKT/AMEMBASSY KATHMANDU PRIORITY 0260 
RUEHGO/AMEMBASSY RANGOON 0177 
RUEHIL/AMEMBASSY ISLAMABAD 0199 
RUEHLM/AMEMBASSY COLOMBO 0094 
RHMFIUU/CDR USPACOM HONOLULU HI 


Column 3 
RUEAIIA/CIA WASHINGTON DC 
RUEHCI/AMCONSUL CALCUTTA 1477","UNCLAS SECTION 01 OF 02 CALCUTTA 000463 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PBTS, ECON, IN, BG, NP, PTER 

SUBJECT: DHAKA POL/ECON COUNSELOR DUNDAS MCCULLOUGH INTERACTS WITH 
INDIAN OFFICIALS IN CALCUTTA 


1. (U) Summary: On October 5, Embassy Dhaka Pol/Econ Counselor 
Dundas McCullough visited Calcutta to assess Indian perspectives 
on security and infiltration of terrorists from Bangladesh into 

India and for an overview of India\'s economic relationship with 
Bangladesh. The prevailing sentiment in meetings with Indian 
interlocutors was that cooperation and information sharing 
between the GOI and GOB on security matters is negligible at 
best, even though infiltration was on the rise. Foreign 

diplomats and private sector representatives cited a lack of 

trust between the two governments as the primary barrier to 
improving economic relations. End Summary. 


2. (SBU) Dhaka Pol/Econ Counselor, Calcutta CG, and Calcutta 
Poloff met with Government of West Bengal (GOWB) Home Secretary 
P.R. Ray. Ray identified illegal migration from Bangladesh as a 
historical problem with possible growing links to terrorism, and 

cited the failure of GOB officials to recognize and act upon 

shared GOI intelligence as a major stumbling block for bilateral 
cooperation on matters of security. Ray acknowledged that India 
itself had \"only just woken up to the true gravity of the 

situation,\" and that there had been scant progress on properly 
identifying immigrants, either through an ID card system or land 
records. In addition, obtaining \"actionable intelligence\" was 
generally proving difficult. However, Ray claimed that the GOI 

had plenty of evidence that insurgent groups were training in 
Bangladesh and had provided the GOB with the same, with no 
result. (Note: This theme was a recurring one, with Indian 
interlocutors stressing that the GOI had provided the GOB with 

lists with names and addresses of terrorists taking refuge in 
Bangladesh, but that the GOB had not followed up. When we asked 
for a copy of the lists, we were referred to New Delhi. End 

note.) 


3. (SBU) Coming out of recent Home Secretaries meetings in 
Dhaka, Ray was not optimistic that there would be much 
improvement of bilateral relations in the near future. Ray 
opined that the Bangladeshi attitude on issues such as 
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extradition and consular access rights in fact had hardened in 

the past two years. This lack of cooperation was apparent in 

the ongoing Indian effort to establish a border fence between 

the two nations. Repatriation was a difficult task, with 

Bangladesh authorities being unwilling to accept those being 
\"pushed back" by IndiaWs Border Security Forces (BSF). Ray felt 
there was little interest from the Central Indian government to 
tackle the problem of determining migrants\' citizenship and 
identity, but it was also because many Bangladeshis had taken up 
residence in major Indian cities and were contributing to the 
economy that the political will was lacking. 


4. (SBU) The Deputy Inspector General of Police - (Criminal 
Investigation Department) Soumen Mitra shared Ray\'s view that 
the 4,095-kilometer border between India and Bangladesh is too 
\"porous.\" Mitra felt that given the ease with which banned or 
suspected terrorist organizations could change their names, it 
was probable that some had already set up operations in W. 
Bengal. To curb criminal activities in India and border-states, 
Mitra highlighted the need for an extradition treaty between 

India and Bangladesh, but acknowledged that little was being 
done to make this a reality. He also added that smuggling of 
arms through Burma and the Chittagong hill tracts to criminals 
and insurgents in Northeast India was a persistent problem. 
When asked about the growing number of madrassas in W. Bengal\'s 
border areas, Mitra identified the Middle East, particularly 

Saudi Arabia, as the madrassas\' primary source of funding. 


5. (SBU) While West Bengal\'s State Congress Party General 
Secretary Dr. Nuruzzaman (Note: the Congress party is a member 
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of the opposition in West Bengal, and Dr. Nuruzzaman is a 
Muslim) shared the view that Indian states near the Bangladesh 
border have become more vulnerable since the creation of 
Bangladesh, he believed that all madrassas at the border areas 
should not be treated as terrorist training grounds. He was 

aware that the madrassas received money from abroad, but 
believed that is was mainly for their own infrastructure 
development. Nurazzaman also blamed the BSF for not doing enough 
if there really as a problem with infiltrations. Commenting on 

the upcoming Bangladesh elections, he said, \"We all know that 
Jamat-e-Islami, which is supporting the present Khaleda Zia 
government, is a fundamentalist party. We have no problems with 
Sheikh Hasina Wajed\'s Awami League.\" 
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6. (U) In later meetings with academics, businessmen, and 
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diplomats, views on the Indo-Bangladesh relationship remained 
negative. The Bangladeshi Deputy High Commissioner (BDHC) and 
Nepali Deputy Consul General pointed out the extreme trade 
imbalance between their countries and India, and explained that 
there was little they could do about increasing Indian 
cooperation. Non-tariff barriers at the border effectively 

slowed trade, and there was little sign that India was prepared 
to make a serious effort to reduce onerous bureaucratic 
requirements on goods coming into India. Dialogue to address 
these concerns was non-existent. \"The trust just isn\'t there," 
said the BDHC. 


7. (SBU) Comment: With the media highlighting suspected 
terrorists\' use of Bangladesh as an entry point into India to 

carry out the July 11 Mumbai bombings, Indian suspicion about 
the rise of Islamic fundamentalism in Bangladesh is steadily 
increasing. With Bangladesh\'s national election set for January 
2007, Dhaka Pol/Econ counselor repeatedly stressed that the U.S. 
saw the formation of a new government, regardless of who wins 
the election, as a target of opportunity for closer cooperation 

on security issues. If the recent meetings were any indication, 
however, the GOI and local law enforcement have yet to decide if 
and how India could join in that effort. 


8. (U) This message was cleared by Pol/Econ Counselor 
McCullough. 
JARDINE 
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DEPT FOR PM/PPA RACHEL FEATHERSTONE AND SCA/RA LTC FRED 
MILLER 


E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, PGOV, MARR, MOPS, KDEM, IN 

SUBJECT: INDIA OPEN TO GPOI IN GENERAL; NOT READY FOR FULL 
GPOI PARTNERSHIP 


REF: STATE 169184 
Classified By: Charge dVAffaires Geoffrey Pyatt for Reasons 1.4 (B, D) 


1. (C) Summary. In response to reftel demarche conveying 
U.S. interest in a partnership with India on the Global Peace 
Operations Initiative (GPOI), on October 12 the Ministry of 
External Affairs (MEA) Joint Secretary for United 
Nations-Political (UNP), Sanjiv Arora, told Poloff and 

visiting PACOM J7 Theater Security Cooperation Chief Naj 
Sweeney that the GOI is not interested in becoming a formal 
GPOI partner at this time, but is willing to consider, on a 
case-by-case basis, any specific proposals for GPOI 
collaboration put forth by the USG. Arora reiterated this 
openness to ad hoc cooperation in an October 13 conversation 
with Charge. Action requests for SCA and PM in paragraph 4. 
End Summary. 


No to Formal Participation; Yes to Considering Specific 


Column 3 
Programs 


2. (C) Saying India\'s participation in peacekeeping continues 
to be under the overarching framework of the UN flag, Arora 
-- the GOl\'s experienced and knowledgeable lead on 
peacekeeping operations -- stated, \"Frankly, we don\'t 
envisage at this stage formalization of an agreement.\" 
However, Arora noted the excellent state of U.S.-India 
relations, and quickly followed by saying the GOI will be 

open to considering, on a case-by-case basis, specific 
programs which the U.S. would propose in the future. \"When 
and as you have formal proposals, such as with Khan Quest, 
let us know and we'll consider them." Arora said, adding that 
in addition to taking part in Knan Quest (a recent 

multilateral exercise in Mongolia), India has been open to 
cooperating on PACOM multinational peacekeeping exercises, as 
well as participating in GPOl-related activities such as the 
Center of Excellence for Stability Police Units (COESPU). 
When pressed, Arora said India would consider the full range 
of possible proposals, to include sending trainers to events 
outside India, possibly hosting an event in India, and 

allowing foreign nationals to come to IndiaWs center for 
peacekeeping operations for training. 


Comment and Recommendations 


3. (C) The GOI response signals a willingness to consider 
specific proposals in the future, but unwilling to risk 

domestic political criticism for aligning with the U.S. by 
becoming a full GPOI signatory. Post believes the GOI will 
respond favorably to proposals which fall under standard 
UNPKO procedures and allow India some measure of control in 
planning. Also, in terms of control, Post believes the GOI 

may be reluctant to accept GPOI funding, and we should test 
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the waters informally before ever offering GPOI monies for 
this. 


4. (C) We must keep the momentum going here on GPOI. India 
has the potential to be a significant partner in training 

global peacekeepers and more is possible, but progress will 
need to be incremental rather than all-at-once. We need to 
leverage upcoming events to market GPOI to the broader GOI 
establishment. Specifically, we should: 


-- argue for GPOI to be an agenda item in the upcoming 
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Defense Policy Group (DPG), and use the DPG to sell the idea 
of greater Indian involvement in GPOI to senior GOI 
policymakers; 

-- include GPOI briefings in the regular peacekeeping 
operations joint working group (which Arora heads for India); 

-- develop -- within the next 60 days -- several specific 
proposals for Indian participation in GPOI, and be flexible 
if/when the GOI suggests modifications to our proposals; 

-- have G8 partners approach the GOI and express their 
support for GPOI; 

-- provide, as Arora requested, the GOI with a list of other 
GPOI participating countries, as well as with a sample 505 
Agreement and more details of the legalities surrounding GPOI 
partnership; 

-- provide testimonials on the benefits of GPOI participation 
from countries which have been involved in GPOI exercises; 

-- when contacting the GOI, de-emphasize offers of USG money 
to facilitate programs, emphasize India\'s significant history 

as a global leader in PKOs, and appeal to its opportunity to 
shape for itself a greater leadership role through GPOI; and 

-- as India participates in more and more GPOI programs in 
the future, keep open the possibility of a true partnership, 

as outlined in reftel, down the road. 
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STATE PASS FAA FOR ACONLEY, 

TRANSPORTATION FOR FAA; DAKAR PLEASE PASS TO FAA REP ED 
JONES; ROME PLEASE PASS TO TSA REP JOHN HALINSKI 

E.O. 12958: N/A 


TAGS: ECON, EPET, EAIR, EINV, PREL, NI 
SUBJECT: SOUTHERN NIGERIA: SEPTEMBER ECONOMIC BRIEFS 


1. (SBU) Summary: The Government of Nigeria (GON) is in the 
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process of acquiring instrument landing systems and 
visibility equipment for the nation\'s airports. Nigeria\'s 
education crisis continues to hamper the efforts of U.S. 
companies to find staff. A DHL Boeing 727 overshot the 
runway at LagosY main airport. Bonny Island Liquid Natural 
Gas (LNG), slated to be the world\'s largest LNG plant, 
dismissed 500 workers involved in violence at the plant 
construction site. End Summary. 


Nigerian Government Plans to Buy NAVAIDS 


2. (U) The Nigerian Airspace Management Agency (NAMA) will 
acquire new visibility and instrument landing systems (ILS) 
worth 18 million euros. NAMA plans to deploy 10 Doppler VHF 
omni-directional ranging (DVORs) and 10 ILS systems to 
enhance air safety. NAMA is still exploring financing 

options for this equipment. Currently, most domestic 

airports in Nigeria, including those that routinely 

experience heavy or unpredictable weather, are not equipped 
to allow pilots to make instrument landings. 


Education Crisis Hampers U.S. Company Hiring 


3. (U) Ms. Juliet Anammah, of Accenture accounting, told a 
September meeting of the American Business Council in Lagos 
that Nigeria\'s education crisis continues to hamper the 
efforts of U.S. businesses in Lagos to find sufficient 

numbers of good employees. Citing statistics provided by the 
Minister of Education, Anammah said that Nigeria\'s 55,346 
primary and secondary schools can only accommodate 23.2 
million out of a total 55.8 million students of primary and 
secondary school age. Universities in Nigeria only have the 
capacity to admit 147,000 students per year. Technical 
training is inadequate, especially in the fastest-growing 
sectors of the economy such as telecommunications, oil and 
gas and construction. 


DHL Aircraft in Minor Accident at Lagos Airport 


4. (U) A DHL Boeing 727 overshot the domestic runway at 
Murtala Mohammed International Airport on 8 September. Poor 
visibility due to heavy rains was blamed for the accident, in 
which there were no injuries. In-bound and out-bound flights 
were delayed for several days while airport management 
arranged to have the aircraft towed off the runway. 


Bonny Dismissals Peaceful 
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5. (SBU) Bonny Island Liquid Natural Gas managers dismissed 
500 Nigerian employees during the month of September; the 
dismissals were conducted without unrest. The dismissed 
employees had been involved in threats and assaults against 
other employees, or had participated in rioting which stopped 
construction on the plant August 19. In anticipation of 
retaliatory unrest, the plant alerted worker union 
representatives, local, state and federal government 

officials and chiefs of local communities, and augmented site 
security with local police. U.S. companies are engaged in 
engineering and construction on the plant, which will be the 
largest LNG plant in the world upon completion. 

BROWNE 
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E.O. 12958: N/A 

TAGS: PREL, UN, EU, YI, SR, BO, SU, CG, IS, LE, IR, IK, 

UP, KPAL, GG, EN 

SUBJECT: ESTONIA: PRE-GAERC DEMARCHE DELIVERED 


Ref: (A) STATE 170214 


1. (SBU) Summary. Pol/Econ Chief discussed reftel 
points on GAERC agenda items with Kristina Meius, the 
MFA\'s European Correspondent, on October 16. Meius 
provided feedback on the following issues: 


2. (SBU) Iran: The GOE is concerned about recent 
statements coming from Iran and supports an active role 
for the UN in resolving this crisis. While the 

International community should not hurry towards 
sanctions, continued postponement will diminish the 
effectiveness of Security Council decisions. The 
international community must send a message to Iran that 
it comply with its obligations and that its efforts to 

split the international community will not be 

successful. 


Column 3 


3. (SBU) Middle East Peace Process: The GOE is 
concerned about recent clashes between Fatah and Hamas 
as well as President Abbas\' statement that dialogue with 
Hamas has been suspended. The GOE believes that a 
lasting resolution can only be reached via political 

dialogue and implementation of the Roadmap. A military 
solution will not bring the desired results. The GOE 
believes that extension of TIM was a good decision and 
that the Palestinian Authority must fulfill the 

conditions necessary for international cooperation. With 
respect to Lebanon, the GOE believes that UNSCR 1701 is 
an important precondition for maintaining peace in the 
region. 


4. (SBU) Sudan: The GOE is concerned about the 
deterioration of the situation in Sudan; the level of 
violence has reached a critical level. Active 

diplomatic action is necessary in order to ensure the 
Government of Sudan meets UNSCR 1706. In order to 
influence Sudan, contacts with key countries should be 
used and a strong message from the U.S., Russia, and 
China is important. The GOE supports extending EU 
civilian/military support to AMIS through the end of the 
year. 


5. (SBU) Zimbabwe: The GOE is concerned about the 
deterioration of the economic and social conditions in 
Zimbabwe and the resultant humanitarian crisis. This is 
impacting neighboring countries and slowing economic 
growth in the region. The EU is the main donor in 
Zimbabwe and its role in finding a solution to the 
problem is extremely important. 


6. (SBU) Western Balkans: The GOE believes the 
parliamentary elections in Bosnia went well and were 
conducted in accordance with international standards. 
The Government of Bosnia needs to continue its efforts 
on constitutional and police reforms that will allow 

them to finalize Stabilization and Association Agreement 
(SAA) negotiations with the EU. The GOE supports 
Ahtisaari and his conduct of the political process in 
determining Kosovo\'s future status and welcomes and 
supports planning underway for an ESDP mission to 
Kosovo. With respect to Serbia, the GOE believes 
Serbian integration with the EU is extremely important 
and calls on Serbia to continue the necessary reforms 
including cooperation with ICTY. 


7. Georgia: FM Paet is likely to take an active role in 
the lunch discussion on Georgia. The GOE supports the 
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actions of the Troika and believes that Russia clearly 
over-reacted and aggravated the situation. The EU 
should insist to Russia that force or the threat of 

force is unacceptable and that Russian military forces 

in Georgia and on the border with Georgia must return 
from \"operational readiness\" back to normal status. The 
EU must require Russia to end the blockade of Georgia, 
and activities directed at Georgia, including repression 

of Georgians in Russia, and call on Russia to restore 
normal diplomatic communications with Georgia. On the 
other hand, Georgia must refrain from behaving in ways 
that provoke Russia. The GOE believes the EU should be 
prepared to provide financial support to help Georgia if 
Russia establishes a total blockade (i.e. energy). 


8. (SBU) North Korea: The GOE condemns North Korea\'s 
nuclear test which jeopardizes regional peace and 

security. North Korea must fully implement the non- 
proliferation treaty and UNSCR 1695 and return to the 

Six Party Talks. 
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GENEVA PASS USTR 

E.O. 12958: N/A 

TAGS: ECON, ETRD, KIPR, PGOV, PREL, WTO, FR 

SUBJECT: FRENCH MOVING FORWARD ON NEW COPYRIGHT REGULATORY 
AUTHORITY 

REF: A) STATE 160668 B) PARIS 5242 


1. (SBU) Embassy officers have completed a series of 
meetings with Ministry of Trade, Ministry of Commerce and 
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Ministry of Foreign Affairs officials regarding France,s 
Copyright law (ref A). French officials reiterated that they 
welcomed U.S. government and industry input regarding the 
implementation of the new technical regulatory Authority as 
called for in the law (ref B). We understand the French 
government plans on establishing the new Authority by the end 
of 2006, though some local observers doubt this timetable is 
achievable. 


2. (SBU) Culture Ministry officials Martin Rogard and Marc 
Herubel 

(Herubel is a member of Minister de Vabre,s cabinet and has 
the lead on this issue for the French government) stated that 
following inter-ministerial consultations, a decree will be 
finalized by mid-November defining the powers and scope of 
the proposed \"Regulatory Authority for Technical Measures\" as 
required by the law. The Culture Ministry plans on having 
the new Authority up and running by the end of the year. It 
will reportedly be modeled largely on France,s existing 
Competition Authority, an independent agency which was 
created in 1986. The Competition Authority, which has 
sanctions powers, has been particularly active in 

liberalizing France,s telecommunications market. 


3. (SBU) Ministry of Foreign Trade Deputy Chief of Staff 
Etienne Oudot de Dainville was less certain about the 
proposed timetable and noted that the Trade Ministry had not 
yet contributed to inter-ministerial discussions on the 
proposed Authority. Outside of government, copyright lawyers 
active on behalf of U.S. industry believe the Authority will 

favor protection of copyrights and Digital Rights Management 
technologies, to the extent permitted by the new law. These 
lawyers doubt however that the Authority will be in place by 
the end of the year. If the timetable slips, upcoming 
Presidential elections in 2007 may have a considerable impact 
on implementation of the law. 


4. (SBU) Comment: All of our interlocutors welcomed U.S. 
comments and input (particularly from U.S. industry) 
concerning the new Authority during the short time remaining 
prior to issuance of the planned decree. Commerce U/S 
Lavin,s visit to Paris October 18-20 will provide an 
opportunity to underscore U.S. concerns with copyright law 
implementation. 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PGOV, PTER, MASS, SY, LE, IR, IS 

SUBJECT: TWO FORMER IDF CHIEFS OF STAFF OFFER OPPOSING 
VIEWS ON SYRIA 


Classified By: Charge d\'Affaires Gene A. Cretz. 
Reason: 1.4 (b) (d). 


1.(C) In separate meetings September 22 and October 10, 
former IDF Chiefs of Staff Amnon Lipkin-Shahak and Moshe 
Yaalon provided POL and DAO sharply differing assessments of 
how Israel should deal with Syria. These assessments mirror 

a broader debate in Israel, with political commentators and 
politicians staking out positions in response to Syrian 
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President Bashar Asad\'s recent comments suggesting he was 
interested in resuming negotiations with Israel over the 

return of the Golan Heights. Lipkin-Shahak, who was engaged 
with the negotiations with Syria conducted by former Prime 
Ministers Rabin and Barak, told emboffs September 22 that he 
believes Israel should open up a dialogue with Syria, and 

push for a peace treaty with security guarantees in exchange 
for the Golan Heights. He urged the U.S. support an Israeli 
initiative toward Syria that would lure Damascus away from 

its alliance with Tehran. Retired IDF Chief of Staff Moshe 
Yaalon, by contrast, told Pol Couns and DATT October 10 that 
the timing was wrong for Israel to engage Syria. Yaalon 

urged a more assertive Israeli and U.S. posture, saying Iran 
and Syria needed to pay a price for their backing of 

Hizballah and Hamas. Arguing that \"the best defense is a 
good offense,\" Yaalon called for a concerted U.S. effort to 
undermine the Syrian regime. END SUMMARY. 


2. (C) In the self-critical atmosphere surrounding the 
aftermath of the Lebanon war, a number of retired senior IDF 
officers have offered statements and interviews to the press. 
We arranged meetings recently with former Chiefs of Staff 
Lipkin-Shahak and Yaalon to reestablish embassy contact with 
two retired generals with potential political ambitions on 
opposite ends of the Israeli political mainstream. Amnon 
Lipkin-Shahak, a former head of Israeli military 

intelligence, served as a military adviser to former Prime 
Minister Rabin and was Chief of Staff when Prime Minister 
Ehud Barak was negotiating with Syrian President Hafiz 
Al-Asad. Former Chief of Staff Moshe Yaalon, who is 
mentioned in the press as a possible Minister of Defense if 
Bibi Netanyahu stages a political comeback, was IDF Chief of 
Staff during the later phases of Sharon\'s campaign against 
Arafat\'s PA. Yaalon also planned and carried out air strikes 
against a terrorist training camp inside Syria in October 

2003. 


3. (C) Lipkin-Shahak told Pol Couns, Navy Attache, and 
Pol-Mil Officer September 22 that he saw an opportunity to 
lure Syria away from Iran. The only way to achieve this was 
through direct dialogue with the Syrians. Noting that he had 
been impressed by his former Syrian counterpart, General 
Hikmet Shihabi, during Israel\'s negotiations with the Syrians 
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in 1999-2000. Lipkin-Shahak said that the U.S. and Israel 
should now try to separate Syria from Iran and push Syria 
\"out of the international terrorism game!" through positive 
engagement. In his view, this is a worthwhile endeavor, even 
if the chance of success is low, which is how he assessed the 
current situation. He said he hoped the U.S. would not 
oppose an Israeli decision to engage Syria. 


4. (C) Lipkin-Shahak expressed his view that Bashar Al-Asad 
is a \'weak personality and leader.\" Lipkin-Shahak stressed 
that Syria has interests like any state, and that these 

should be considered in approaching it. He cautioned, 
however, that nothing should be given to the Syrians before 
they surrender the unacceptable aspects of their political 
agenda. Lipkin-Shahak said that he believes that there are 
elements in Syria that can be convinced that they can gain 
from changing Syria\'s current course. These persons, he 
suggested, are worried about Syria\'s overall future, and not 
only about their own bank accounts. 


5. (C) The general lamented, however, what he described as a 
stagnation in Israeli thinking on Syria: WI doubt seriously 

that anyone in the Israeli government is thinking about how 

to get Syria to change its course. This is unfortunate, as 
Israel has nothing to lose, and can only gain.\" 

Lipkin-Shahak observed that Syria is weak by every standard, 
even though the regime manages to hold on. He noted that it 
makes no sense from a religious perspective for Syria to fall 
any deeper into Iran\'s embrace. Iran\'s brand of Shia 
fanaticism is a serious threat to SyriaWs secular regime, the 
people, and even the Muslim Brotherhood. It is strengthening 
radical elements in Syria, and runs counter to the ideology 

of the Ba\'ath movement. Lipkin-Shahak observed that Syrian 
military capabilities have deteriorated significantly since 

the 1980\'s. He noted, however, that the Syrian military has 
improved its nonconventional capabilities, especially 
chemical weapons along with ground-to-ground missile 
capability in particular. He questioned the wisdom on 

Israel\'s part of withdrawing unilaterally from Lebanon in 

2000 without a peace agreement with Syria. 


6. (C) Lipkin-Shahak said that Syria wants the Golan Heights 
back from Israel, and Bashar has made it clear that there can 
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be no peace agreement with Israel without their return. He 
said that in the Shepherdstown talks, it became apparent to 
him that the gap between the Israeli and Syrian negotiating 
positions was smaller than most people thought. He envisioned 
that the negotiations would, in the end, only involve deals 

on \"a few meters of land here and there." The question is, 
\What kind of peace you will have WW Lipkin-Shahak 
acknowledged that the heights -- and especially Mount Hermon 
-- are of strategic importance to Israel as long as there is 

no peace between Israel and Syria, and there is a threat 
emanating from Syria. The Syrians would accept an early 
warning station and demilitarization of major parts of the 
Golan Heights. Israel, he said, should only go into the 
details after there is certainty that it has a real 

negotiating partner in Syria: \"We would not want to give 
something to Bashar Asad only for his own internal benefit.\" 
He stressed that the Israel should look for an opening and 
pursue it. \"This would be a big failure for Iran, increase 
stability in Lebanon, and raise security along the 

Syrian-Iraq border." 


7. (C) In an October 10 meeting with Pol Couns and DATT, 
General Moshe Yaalon offered a diametrically opposed 
assessment. Yaalon, who has publicly called for the 
resignations of IDF Chief of Staff Halutz, Prime Minister 
Olmert, and Defense Minister Peretz over what he described as 
their \"mismanagement\" of the Lebanon war, stressed that he 
opposed engaging Syria. Israel\'s past negotiations with 

Syria may have been appropriate at the time, Yaalon said, but 
now it was necessary to \"make Syria pay a price\" for its 
support for Hamas and Hizballah. Yaalon said that in 2003, 
Syria and Iran were afraid of Israel and the U.S. because of 
Operation Iraqi Freedom and Israel\'s actions against Arafat. 
Now, however, there was a danger that Syria and Iran believed 
that the U.S. and Israel were on the defensive, both in Iraq 

and against Hamas and Hizballah. 


8. (C) Arguing that \"the best defense is a good offense,\" 
Yaalon urged active U.S. and Israeli efforts to undermine the 
Syrian regime. If Bashar felt threatened, he said, he would 

be less inclined to take risks. Yaalon suggested that during 
the Lebanon war, Israel should have bombed Syrian targets as 
a warning. Yaalon was highly critical of public statements 

by Olmert and Peretz in which they offered assurances that 
Israel would not strike Syria, since that only served to make 
the Syrians believe that there would not be any consequences 
for their actions. 
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9. (C) Turning to Gaza, Yaalon said the IDF had the 
capability to suppress Qassam rocket fire, but it would take 
a sustained and determined ground campaign to make it work. 
He predicted that a major clash was coming in Gaza, since 
Hamas was learning from Hizballah and was upgrading its 
ground to ground and anti-tank rocket capabilities. 
Concerted U.S. and Israeli action, using a range of tools 
including but not limited to military power, was needed 
simultaneously against Iran, Syria, Hamas and Hizballah in 
order to reverse their impression that the regional tide had 
turned in their favor. 

10. (C) Offering his views on the future of the region, 
however, Yaalon said he thought the U.S. and Israel should 
support democratization and back democratic civil society 
elements in the Arab world and Iran. Democratic 
transformation, however, could take twenty years, as the 
entire political culture of the region had to change. In the 
meantime, it was necessary to prevail over Iran. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: N/A 

TAGS: OTRA AO KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR VICTOR 
BUSHAMUKA, OFDA PROGRAM OFFICER 


REF: KINSHASA 01571 
1. Embassy grants country clearance for the visit of, 


Victor Bushamuka, OFDA Program Officer from o/a October 
24-28, 2006 to meet with OFDA/ECARO to discuss 
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technical and administrative assistance for 
OFDA/Kinshasa. Country clearance is granted subject to 
the actual security situation at the time of proposed 

travel. Per reftel, visitor has a Secret Level 

Security clearance. The embassy switchboard number is 
254-20-363-6000 and the after-hours number is 254-20- 
363-6170. Control officer is Georgianna Platt, Office 
telephone 254-20-8622000 ext: 2706; and cell phone 254- 
722-528610. Hotel accommodation has been arranged at 
the Mayfair Hotel at a cost of 133.00 U.S. dollars 

inclusive of taxes. The hotel telephone number is 
254-20-3740920, and the hotel facsimile number is 254- 
20-3748823. A driver from Express Travel, the Embassy 
travel agent will meet you after you exit the baggage 

claim area. If you do not see the driver, inquire at 

the \"Europcar/Express Travel Group\" counter. Cost for 
transport is Dollars 40.00 round trip 


2. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 

for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. For TDYers 
remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the 
following ICASS services: Basic Package, CLO and 
Health Services. The charge per month is approximately 
$353. Agencies will not be billed until the 

accumulated invoice cost for TDY support exceeds U.S. 
Dollars 2,500 for the fiscal year. If your sponsoring 
agency is not signed up for ICASS services at post, 
please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 
The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
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invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


3. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


4. Security assessment: 


- There is currently a travel warning in effect for 
Kenya, which states that the U.S. Government continues 
to receive indications of terrorist threats in the 


region aimed at American and western interests, 
including civil aviation, and that the Kenyan 
government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week, as soon as possible after 
their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi, and reports of group attacks and muggings are 
on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run\" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables, but rather to store them in 


Column 3 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports, plane tickets, etc.) in a hotel safe and 

not wearing any jewelry on the street. In addition, 
visitors should avoid hanging a camera around their 
necks, carrying a protruding wallet, and carrying or 
showing large amounts of money in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


5. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


6. Health: Due to the high altitude, Nairobi is not a 
malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
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or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 


7. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 


additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


8. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 
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up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 72 
shillings to the U.S. dollar. 


9. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


10. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


11. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 


Column 3 

U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights 
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E.O. 12958: N/A 
TAGS: AGOA, ECON, ETRD, KE 
SUBJECT: AGOA ELIGIBILITY REVIEW - KENYA 


REFS: (A) STATE 163056 (B) 09/29/06 POTASH-FLEITMAN EMAIL 


1. This message responds to ref A\'s request for updated information 
pertaining to Kenya\'s continued eligibility for trade preferences 
under the African Growth and Opportunity Act (AGOA). 


Country: KENYA 
Current AGOA Status: Eligible 


Country Background Summary: Population of 33.5 million in 2005. 
2005 GDP was $18.7 billion and per capita income was $461. An 
estimated 57% of the population lives on less than one USD per day. 
The economy experienced 5.8% growth in 2005. About 80% of the 
country\'s workforce is employed in the agriculture and livestock 
sectors. An estimated six million Kenyans are engaged in the 
informal sector. The Ministry of Labor puts the unemployment rate 

at over 40%. U.S. exports increased by 60.5% to $626 million, buoyed 
by $279 million in Boeing jet sales; while imports of Kenyan goods 
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slipped 1.2% to $348 million. Kenya\'s overall trade deficit 

ballooned 81% to $2.9 billion. Trade increased 16% to $9.3 billion. 
COMESA is Kenya\'s biggest export market. Agriculture 

(horticulture, tea, and coffee are the main exports) accounts for 

25% of GDP; manufacturing about 13%. Tourism was the country\'s hard 
currency leader, earning $647 million. 


Kenya is a constitutional, multiparty democracy. The parliament is 
increasingly independent and the military is apolitical. 

Presidential elections and a peaceful transfer of power took place 

in December 2002. Opposition leader Mwai Kibaki won the election, 
becoming Kenya\'s third head of state in almost four decades of 
independence. The Kibaki government endured a resounding defeat in 
the November 21, 2005 Constitutional Referendum. Despite attempts 
to revive support for constitutional reform before the anticipated 
December 2007 General Elections, the reform process remains stalled. 
Corruption is endemic. 


Comments on Eligibility Requirements 
|. Market-based Economy 
A. Major Strengths Identified 


Export growth. AGOA exports, mostly apparel but also including cut 
flowers, nuts, pineapple, and light manufactures, fell 2.8% from 
$279.9 million in 2004 to $272.1 million in 2005. In 2005, textile 

and apparel exports of $267 million accounted for 98.1% of Kenya\'s 
AGOA exports. 


In the first six months of 2006, garment exports to the U.S. fell 
9.5% to USD 119 million. However, June 2006 exports rose 9.8% 
year-on-year to $23 million, and July 2006 exports of USD 18.8 
million were only 2.1% below July 2005 exports. 


The majority of Kenya\'s AGOA exports are produced in Export 
Processing Zones (EPZs), where total investment increased by 9.8% 
from $214.5 million in 2004 to $247.3 million in 2005. 


Kenya\'s AGOA garment exports (five-pocket jeans, men\'s cotton 
shirts, polyester nightwear, women\'s knit tops, chino pants, knit 
bottoms, fleece jackets, children\'s clothes, lingerie, and 

sportswear) are produced in 26 apparel factories (down from 30 in 
2005) located in export processing zones (EPZs) located mostly 
around Nairobi and Mombasa. The apparel factories employed 34,556 
workers (99% locals) in 2005, a slight decline from 34,614 workers 

in 2004. Of the total enterprises in operation in the EPZs in 

December 2005, the garment sector constituted 36.8% of total 
enterprises, 90% of total employment and 74.4% of total exports. 


Although their number of enterprises fell from 74 to 68, the EPZs 
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remain a significant source of employment in the manufacturing 
sector, registering a small increase from 37,723 employees in 2004 
to 38,051 in 2005. 


Kenya is compliant with the WTO Customs Valuation Agreement. As 
part of its \"Pre-shipment Verification of Conformity\" policy, 

adopted in September 2005, the Kenya Bureau of Standards hired two 
private companies to conduct pre-shipment inspections. The same 
month the Kenya Revenue Authority inaugurated a new electronic 
clearing system at the Port of Mombasa. 


In the wake of numerous reports that the Government of Kenya is 
losing $400 million in potential tax revenue, the GOK is now making 
greater efforts to enforce its WTO-compliant copyright and 

industrial property right laws. 

In January 2006 Kenya established a \"Public Procurement Oversight 
Authority,\" as called for the November 2005 Public Procurement and 
Disposal Act, to minimize graft by closing loopholes in the 
government procurement of goods and services. To further ensure 
transparency, in early October 2006 the Parliament tabled a bill, 

the \"Supplies Practitioners Management Act,\" to address loopholes 
left by the Public Procurement and Disposal Act. It stipulates that 

all supplies and procurement officers would only be licensed after 
undergoing training and passing relevant examinations. 


With the enactment of the Privatization Act of 2005, which outlines 
how parastatals are to be divested, the government moved swiftly in 
2006 to begin offloading its shares in the Kenya Electricity 
Generating Company Limited, the Mumias Sugar Company, Kenya 
Reinsurance, Telekom Kenya (the public fixed-line telephone 
monopoly), and Safaricom (the national cellular network). The Kenya 
Port Authority also plans to privatize many operations in the Port 

of Mombasa. The law establishes a \"Privatization Commission\" to 
ensure divestiture is undertaken in a transparent and accountable 
manner. 


In November 2005 Kenya\'s investment promotion laws were revised to 
provide for the establishment of the Kenya Investment Authority. 


With the passage of the Cotton Amendment Act in July 2006 and the 
authorization of a \"Cotton Development Authority,\" the government 
began revitalization of the domestic cotton industry. 


The Nairobi Stock Exchange instituted electronic trading in early 
September 2006, helping spur a bull market. 


In mid-September 2006, Standard and Poor\'s issued Kenya\'s first 
independent credit rating, giving Kenya a long-term foreign currency 
sovereign rating of B plus; a long-term local currency sovereign 
credit rating BB minus; and short-term foreign and local sovereign 
credit ratings of B. 
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Kenya is an important contributor to TRIPs, and the Attorney 
Generals office is now committed to enforcing the Copyright Act of 
2001. Parliament is to consider an Anti-Counterfeit Goods Act in 
late 2006. 


In October 2005, the High Court for the first time ruled in favor of 
the plaintiff in a copyright infringement case (Alternative Media 
Limited vs. Safaricom Limited). 


The Ministry of Trade and Industry announced on October 3, 2006 that 
meat from Kenya had been re-approved for sale on the global market. 
In connection with the resumption of meat sales (processed sheep and 
goat) and livestock exports (including Kenyan camels), principally 

to the Egypt and the Arab Gulf states, the government reopened the 
Kenya Meat Commission abattoir in late September 2006. 


B. Major Issues/Problems Identified 


Overall inflation in 2005 was 10.35%, down from 11.6% in 2004. The 
drop was attributed mainly to the government\'s and Central Bank\'s 
implementation of tighter monetary policy. After some ups and 
downs, overall inflation rose to 12.1% in September 2006. 2006 
overall inflation is expected to reach 12% largely due to increases 
in the costs of fuel, power, transport, and food. However, the 
Central Bank uses the underlying inflation rate, which omits the 
volatile categories of food, energy and transportation, to manage 
money supply and control inflation. The CBK target is 5%. The 
underlying rate rose from 3.5% in 2004 to 5.4% in 2005, but fell 
steadily to 4% in September 2006. 


Corruption and transparency remain serious problems, especially 
involving public procurement. The approval of the Public 

Procurement and Disposal of Assets Bill 2005, is a positive 
development. The law establishes an autonomous Public Procurement 
Authority to improve the efficiency and transparency of public 
procurement, if aggressively implemented. 


Kenyan textile and apparel manufacturers acknowledge they will be 
unable to stay in business without an extension of the third-country 
fabric provision. They candidly admit that there is no local or 

even regional vertically integrated supply chain to support the 
industry. Kenya\'s cotton industry is simply unable to satisfy 
current demand. 


In the past five years, about 40 investors have pulled out of Kenya, 
while 106 companies have closed down, according to the Federation of 
Kenya Employers (FKE). In the wake of the conclusion of the 
Multi-Fiber Arrangement, seven garment factories have closed, 
resulting in the loss of over 10,000 jobs. 
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Cut flower exports to Europe in the last year fell 15% compared to 
the previous year, with 28 small flower farms having closed over the 
past four years owing to prolonged drought conditions, poor roads in 
the main growing zone of Naivasha, the high cost and unreliability 
of electricity, high freight costs, and insecurity. 


After producing 3.2 billion kilos of tea in 2005, production in 2006 
is down 10%. But a steep rise in prices meant that tea earnings 
grew by nearly 7% the first eight months of 2006 to over $400 
million. Exports to Egypt account for 26% of sales. 


Il. Political Reforms/Rule of Law/Anti-Corruption 
A. Major Strengths Identified 


Progress toward political pluralism came with the democratic 
elections that ushered in the Kibaki government in December 2002. 


The 2002 general election represented a significant step forward in 
Kenyans! ability to change their government peacefully. Civil 
society and public groups continue to consolidate gains in freedom 
of expression and promotion of social and political initiatives. 


The Attorney General proposed a new draft constitution in August 
2005. Civil society groups and churches played an important role in 
the public debate on the draft\'s merits. In a November 21, 2005 
public referendum, the electorate overwhelmingly rejected the draft 
constitution. The referendum was peaceful and professionally 
administered. 


The Kenya Anti-Corruption Commission became fully operational and 
sufficiently funded in 2005. 


In April 2003, Parliament passed two key anti-corruption laws, the 
Anti-Corruption and Economic Crimes Act and the Public Officers 
Ethics Act. 


On October 2, 2006, Kenya\'s Anti-Corruption Commission recommended 
that four former ministers should be prosecuted for their role in 

the Anglo Leasing Scandal,\" which surfaced in April 2004 when MPs 
demanded to know why the government overpaid a tender for 
forgery-proof passports to a fictitious firm. Three former 

permanent secretaries were also were also accused of playing key 

roles in the scandal, which involved members of both the Moi and 

Kibaki regimes. The other five facing prosecution are a former 

senior finance secretary and four other government officials. 


B. Major Issues/Problems Identified 


Freedom House\'s Freedom in the World index ranks Kenya \"Partly Free\" 
(3.3). 
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According to Transparency International\'s 2005 Corruption 
Perceptions Index, Kenya is one of the most corrupt countries in the 
world (ranked 145 out of 158 countries surveyed). 


The judiciary remains subject to executive branch influence and 
allegations of corruption. Slow courts, degraded infrastructure, 
high crime, high power costs, and corruption are deterrents to 
investment. 


The Attorney General lacks the capacity to handle the volume of 
files referred to his office, and insufficient prosecutorial 
capabilities. 


Most police who perpetuate abuses are neither investigated nor 
punished. 


To date, there have been no prosecutions of senior government 
officials, despite strong indications of high-level graft. 


The constitutional review process remains stalled despite attempts 

to revive it prior to the 2007 General Election. Debate continues 

over whether there should be minimal or comprehensive constitutional 
reforms enacted before the election. 


Ill. Poverty Reduction 
A. Major Strengths Identified 


The IMF and Kenya remain at an impasse on completing the second 
review for the three-year, USD 252.75 million Poverty Reduction and 
Growth Facility (PRGF) agreement they signed on November 21, 2003. 
The May 2006 IMF mission focused on three areas: macroeconomic 
issues, structural issues and governance. The IMF has not been able 
to conclude its review due to a lack of progress in its governance 
issues, but the program could be extended a year, leaving time for a 
third review in November 2007. 


AGOA-related growth created over 38,000 jobs in 2005. Indirect 
effects on employment are fairly significant. 


In January 2003, the Kibaki government implemented a policy of free 
public primary education that has increased enrollment from 5.9 
million children in 2003 to 7.6 million in 2005. 


Government is initiating new policies to improve informal 
settlements and provide more low cost housing. 


B. Major Issues/Problems Identified 


The Kenyan government has rhetorically vowed to stamp out graft and 
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push ahead with economic liberalization, but entrenched private 
interests and political in-fighting threaten the agenda. Corruption 
on a grand scale continues to alarm the public and turn away 
potential donors and investors. 


Relations with major international donors are dependent on the 
government\'s commitment to its economic and governance reforms and 
its anti-corruption agenda. 


Recurring drought conditions in much of the country have created 
significant food shortages for approximately 3.5 million people. 


The end of the Multi-Fiber Agreement in January 2005 saw China 
subsequently taking market share from Kenya. Kenyan AGOA exporters 
had to cut their profit margins to remain competitive. Garment 

exports to the U.S. under AGOA are likely to decline if Kenyan 
producers do not enhance their global competitiveness or seek niche 
markets. 


Business performance and new private investment will be negatively 
impacted by a myriad of problems ranging from over-regulation, 
corruption, dilapidated infrastructure; high energy costs, 

electricity tariffs, and security concerns. 


Educational capacity is lacking, both for managing the growth in 
primary education and for meeting the growing demand for affordable 
secondary and post-secondary school. 


Access to adequate health care, including sufficient, affordable 
supplies of anti-retroviral drugs for HIV/AIDS sufferers remains 
unattainable for most Kenyans, over half of whom live on less than 
one dollar per day. 


IV. Workers\' Rights/Child Labor/Human Rights 
A. Major Strengths Identified 


Forced labor is illegal. Legislation protects workers\' rights. The 
rights to organize and bargain collectively are well established. 

The Task Force on Labor Law Reform has drafted new labor laws that 
will ensure compliance with ILO core-labor standards and ensure 
better enforcement of occupational health and safety standards. 

The Government is supportive of reforms to ensure labor rights are 
respected and worker safety enhanced in Export Processing Zones. 
Formal-sector employment of children is illegal. Ratified ILO 
Convention 182 on worst forms of child labor. The Child Labor 
Division in Ministry of Labor began another \"Time Bound Program for 
the Elimination of the Worst Forms of Child Labor" in April 2005. 
Local human rights NGOs are active and tolerated and foreign NGOs 
operate freely. 
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The Children\'s Act of 2001 prohibits all forms of child labor that 
would prevent children under the age of 16 from going to school or 
that is exploitative and hazardous. The Children\'s Act also 
prohibits child sexual exploitation. The Constitution prohibits 
slavery, servitude, and forced labor. The Department of Children\'s 
Services (Office of the Vice President and the Ministry of Home 
Affairs) is responsible for the administration of all laws regarding 
children, particularly awareness raising regarding children\'s rights 
and the management of rehabilitation institutions. 


Labor courts provide some remedy to workplace safety and health 
problems and the new labor laws will allow appeal to the higher 
court. 


In last decade, trends in labor conditions have been generally 
positive. 


Government has ratified seven of the fundamental ILO conventions 
including 182 on the worst forms of child labor. The Government of 
Kenya ratified ILO Convention 138 on April 9, 1979 and ILO 
Convention 182 on May 7, 2001. 


The Industrial Relations Charter, executed by the government, COTU, 
and the Federation of Kenya Employers, gives workers the right to 
engage in legitimate trade union organizational activities. Both the 

Trade Disputes Act and the Charter authorize collective bargaining 
between unions and employers, and wages and conditions of employment 
were established in negotiations between unions and management. The 
government permits wage increases of up to 100% and renegotiation of 
collective agreements. 


On July 14, 2006, Kenya adopted the Sexual Offenses Act, which 
criminalizes rape, defilement of a minor, child pornography, sex 
tourism, and sexual harassment. 


B. Major Issues/Problems Identified 


Despite the government\'s general respect for the human rights of its 
citizens and its attempts to institute reforms to address 

deficiencies, serious problems remain, particularly with regard to 
abuses by the police service. Some elements of the security forces 
continued to commit abuses, including extra-judicial killings and 

the torture and beating of detainees. Prison conditions remained 
extremely sub-standard. Lengthy pre-trial detention is a problem, 
and the judiciary was subject to executive branch influence. 


The government arrested and prosecuted a number of police officers 
for abuses; however, most police who committed abuses were neither 
investigated nor punished. 


Although abuse by the police service was the most serious problem 
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affecting the general population, the most publicized affront to 

respect for human rights in Kenya was the March 2, 2006 government 
raid on the Standard Media House. 


The Ministry of Labor\'s inspection and enforcement functions are 
weak. The ILO has urged repeal of provisions of labor laws that 
contravene ILO conventions on forced labor and was critical of 
legislation not in conformity with ILO convention governing freedom 
of association. New labor laws that have been drafted but are not 
yet enacted will solve this problem, bringing all domestic laws into 
compliance with ILO conventions. 


Workers have been fired for participating in trade union activities, 
especially in export processing zones. 


Child labor remains a serious problem in the informal and 
agricultural sectors. 


There are no laws in Kenya prohibiting human trafficking, but 

various laws can be used to prosecute trafficking-related offenses. 
There have been reports that persons were trafficked to, from, and 
within the country. Investigatory research and anti-trafficking 
advocacy are beginning to emerge in Kenya. NGOs submitted a draft 
law against trafficking in persons to the Government, which says it 
will complete and submit to Parliament. 


The law allows employers in ailing industries to dismiss workers 
regardless of the provisions of their collective bargaining 
agreements. 


V. International Terrorism/U.S. National Security 
A. Major Strengths Identified 


Kenya is an active supporter in the global coalition against 
terrorism. 


Kenya is a key player and cooperates closely with USG, in promoting 
peace and regional stability in neighboring Sudan and Somalia. 


Kenyan forces are frequent participants in UN peacekeeping 
operations. 


Kenya is a leading participant in U.S. African Contingency 
Operations and Training Assistance (ACOTA) peacekeeping training 
program. 


B. Major Issues/Problems Identified: 
Terrorists and their supporters likely reside in Kenya as well as in 
neighboring Somalia. 
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U.S. Travel Warning for Kenya was reissued (with a more 
travel-friendly text) on August 1, 2006. 


Counter-terrorism legislation which was shelved in 2004 is currently 
being redrafted. The Government is likely to submit a bill against 
money laundering to Parliament in late 2006. 


The acquittal and release in June 2005 of seven terrorist suspects 
implicated in the November 28, 2002 attack on the Paradise Hotel in 
Kikambala and attempted downing of an El Al jetliner carrying 200 
passengers reveal legislative and prosecutorial weaknesses. One 
suspect was rearrested and charged with being in possession of 
dangerous weapons. He was eventually convicted and sentenced to 
eight years imprisonment. 


Ranneberger 
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RUEHZL/EUROPEAN POLITICAL COLLECTIVE""CONFIDENTIAL ZAGREB 001251 


SIPDIS 
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DEPT FOR S/WCI, EUR/SCE 


E.O. 12958: DECL: 10/15/2016 
TAGS: PREL, KAWC, PGOV, SR, HR, WAR CRIMES 
SUBJECT: CROATIA AND SERBIA TO EXCHANGE WAR CRIMES EVIDENCE 


REF: ZAGREB 941 


Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 


1. (U) SUMMARY AND COMMENT: Chief State Prosecutor Mladen 
Bajic and Serbian War Crimes Prosecutor Vladimir Vukcevic 
signed a bilateral agreement in Zagreb October 13 on 

cooperation in war crimes prosecutions. Like the document 

Bajic signed with his Montenegrin counterpart in July 

(reftel), the agreement is aimed at overcoming both 

countries\' constitutional bans on the extradition of their 

own citizens, which often put suspects out of reach of 

prosecutors where the crime was committed. In cases of 
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Serbian citizens accused of war crimes in Croatia, Bajic can 
now transfer evidence to Belgrade so Vukcevic can prosecute 
the suspects in Serbia. 


2. (C) Bajic continues to play the leading role in advancing 
regional cooperation in war crimes cases, but not without 
political risk. Many relatives of Croatian victims of war 
crimes vehemently oppose evidence transfer due to their 
mistrust of the Serbian judiciary. At the same time, the 
public rejects any talk of lifting the prohibition on the 
extradition of Croatian citizens. While some in the 
international community may still push for constitutional 
changes to allow extraditions, Bajic\'s practical compromise 
is a tremendous step forward in ending impunity in the 
region. END SUMMARY AND COMMENT. 


AGREEMENT WITH PODGORICA WORKING, NOW BELGRADE\'S TURN 


3. (C) Bajic told PolOff that his staff had already delivered 
evidence in a number of cases to Montenegro, and the 
procedure seemed to be going smoothly. He expects similar 
results with Serbia. He emphasized, however, that he will 
only transfer evidence when it is sufficient for a solid 

case, as prosecution on the other side of the border is 
voluntary. 


STILL NO COMMON GROUND WITH BiH 


4. (C) Bajic would like a similar arrangement with Sarajevo, 

he told PolOff, but has not found any interest there to date. 
The Bosnian government is still pushing for extraditions, 
according to Bajic. Unlike the situation with Montenegro and 
Serbia, Croatia is home to some of the accused in cases under 
BiH jurisdiction, and evidence would be passed in both 
directions. 

DELAWIE 
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E.O. 12958: N/A 
TAGS: EAID EAGR PREF PGOV PHUM SOCI SU 
SUBJECT: SUDAN - FY 2007 DISASTER DECLARATION 


KHARTOUM 00002512 001.2 OF 002 


1. The humanitarian situation in Sudan continues to warrant U.S. 
Government (USG) assistance to meet the emergency requirements of 
conflict-affected civilian populations throughout the country. USG 
assistance in Sudan saves lives and mitigates the economic impact of 
conflict on livelinoods, fostering economic recovery as the country 
transitions from more than two decades of civil war. The provision 

of humanitarian and transitional assistance is in the foreign policy 
interest of the USG, and the Sudanese government will continue to 
accept USG assistance as the humanitarian situation is beyond local 
capacity to manage. Charge dVaffaires Hume therefore re-declares 
the complex emergency in Sudan. End Summary. 


2. Political developments in Sudan during early 2006 have created 
opportunities for USG assistance to support and consolidate the 
Sudanese peace, facilitate reconciliation of formerly warring 

parties, and move the country more firmly onto a path towards 
democratic governance and sustainable economic development. On May 
5, the Government of National Unity (GNU) and the Sudan Liberation 
Movement faction lead by Minni Minawi signed the Darfur Peace 
Agreement (DPA) establishing a foundation for building peace in the 
three states of Darfur. However, the road to peace has been 
hindered by renewed fighting, displacement, and insecurity, all of 
which affect the delivery of humanitarian assistance and create 


Column 3 
additional needs among an already vulnerable population. 


3. According to the UN Office for the Coordination of Humanitarian 
Affairs (OCHA), approximately 1.9 million people are internally 
displaced and more than 220,000 people have fled across the border 
into neighboring Chad, out of an estimated population of 6.5 million 
in Darfur. 


4. In response to the humanitarian crisis in Darfur, USAID deployed 

a Disaster Assistance Response Team (USAID/DART) in April 2004. In 
October 2005, the USAID/DART transitioned to the USAID Darfur Field 
Office (USAID/DFO). USAID/DFO team members are deployed to field 
offices in El Fasher and Nyala, as well as in Khartoum. The 

USAID/DFO supports and coordinates the USG response in the areas of 
food security, agriculture, health, water and sanitation, shelter, 

nutrition, protection, and livelinoods, as well as program strategy 

and implementation with non-governmental organizations (NGOs) and UN 
agencies. 


5. USAID-funded UN and NGO partner programs reach nearly all of the 
estimated 1.9 million internally displaced persons (IDPs). The 
interventions range from meeting basic needs such as shelter, water, 
and healthcare, to providing materials and supplies for sustenance 

and livelihoods. 


6. In FY 2007, interventions funded by USAID\'s Office of U.S. 
Foreign Disaster Assistance (USAID/OFDA) interventions will continue 
to stabilize the environment through advocacy for more access, 
protection, and security for affected populations in Darfur. 
USAID/OFDA aims to maintain basic services in areas of IDP 
concentration, while promoting livelihoods via a measured economic 
recovery process. Security conditions permitting, USAID/OFDA will 
prepare for spontaneous returns to villages of origin. USAID/OFDA 
will continue to address crosscutting issues, such as capacity 
building, conflict sensitivity, environmental impact, social 

context, livelihoods, and protection, in all response activities. 
Additionally, relief and recovery programs aim at supporting the DPA 
by providing tangible peace dividends to conflict-affected 
communities. 


7. The signing of the Comprehensive Peace Agreement (CPA) on January 
9, 2005, between the Sudanese government and the Sudan People\'s 
Liberation Movement (SPLM) ushered in an era of transition and 

recovery for Southern Sudan. However, the Government of Southern 
Sudan\'s (GOSS) capacity to respond to humanitarian needs remains 
limited and new long-term funding mechanisms are slow to commence. 
Expectations are high among Southern Sudanese that the new GOSS will 
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deliver on critical services, economic development, and integration 
of returning IDPs and refugees. High visibility programs providing 
basic services, such as water, sanitation, health, and 
infrastructure rehabilitation are needed to increase stability and 
support the fragile CPA. 


8. The UN estimates that nearly five hundred thousand displaced 
persons returned from northern urban centers to Southern Sudan 
during 2005 and 2006, taxing scarce resources and weak 
infrastructure. In FY 2007, in keeping with the mandate to save 
lives and reduce suffering, USAID/OFDA will focus on areas with 
highest IDP returns and humanitarian need, and specifically target 
areas at greatest risk of conflict and violence. USAID/OFDA 
anticipates the largest program sector will continue to be emergency 
primary healthcare, because neither GOSS coffers nor new long-term 
funding mechanisms will provide significant resources in the 
short-term. IDP returns are expected to stress the already fragile 
and in some cases non-existent water, sanitation, and health 
infrastructure in communities where these groups settle. Food 
security is expected to be the second major program sector for 
USAID/OFDA, aiming to reduce the need for expensive food aid, 
promote livelihoods, and stimulate local markets. 


15. In FY 2006, USAID/OFDA provided for the immediate humanitarian 
needs in Sudan while simultaneously transitioning to longer-term 
development activities. USAID/OFDA provided basic humanitarian 
services in conflict-affected areas of Sudan, particularly in the 

area of IDP returns, and responded to the ongoing humanitarian 
emergency in Darfur. The overall package of emergency assistance 
consisted of contributions from USAID/OFDA, USAID\'s Office of Food 
For Peace (USAID/FFP), and USAID\'s Office of Transition Initiatives 
(USAID/OTI). 


16. In FY 2006, USAID/OFDA awarded more than $69 million to 28 NGO 
and UN partners for emergency programs in non-Darfur Sudan in the 
sectors of health, food security and agriculture, water and 

sanitation, income generation, nutrition, protection, capacity 

building, and coordination. In Darfur, USAID/OFDA provided more than 
$104 million in FY 2006 to 28 NGO and UN partners for multi-sector 
interventions to assist IDPs and vulnerable populations. USAID/OFDA 
also supported spontaneous returns of IDPs to their places of 

origin. 
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19. In light of the above, Charge dVaffaires Hume re-declares 
existence of a complex humanitarian disaster and requests continued 
support from USAID/OFDA to meet humanitarian needs and facilitate 
the transition to peace and sustainable development. 


HUME 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, EN 

SUBJECT: TRIPARTITE DEMARCHE ON INDIGENOUS PEOPLES 
RIGHTS DELIVERED 


(U) On October 11, Poloff delivered reftel points on the 
Declaration on the Rights of Indigenous Peoples to 
Minna-Liina Lind, MFA UN Desk Officer. Lind took the 
points on board without comment. 


WOS 
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E.O. 12958: DECL: 10/15/2016 
TAGS: PHUM, PREL, KTIA, UN, JO 
SUBJECT: DECLARATION ON THE RIGHTS OF INDIGENOUS PEOPLES 


REF: A. STATE 78740 


B. STATE 78829 
C. STATE 169257 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


(C) Joined by Australian First Secretary Victoria Young, 

poloff delivered ref C demarche to Counselor Ayman Aamiry and 
Azzam Alameddin of the Foreign Ministry\'s International 
Organizations Department on October 10. Aamiry said he 
understood the position of the U.S., Australia and New 

Zealand on the Declaration on the Rights of Indigenous 

Peoples. Citing Algeria as an example, Alameddin commented 
that although Jordan has no issues with indigenous groups, 
other Arab countries do, and Jordan would side with them in 

any vote. 


Visit Amman\'s Classified Web Site at 
http://www state.sgov.gov/p/nea/amman/ 
HALE 
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1. During an October 4 courtesy call by D/PolChief, 
Romania\'s MFA Deputy Director for NATO Geta Medeleanu 
requested US support for setting up a NATO clearinghouse 
mechanism to help Moldova through implementation of its 
Individual Partnership Action Plan. Medeleanu said that the 
non-paper (para 3 below), was distributed to NATO capitals, 
but the MFA was hoping for maximum coverage. Bucharest 
continues to support strengthening Euro-Atlantic linkages 
with Chisinau, and believes that a NATO clearinghouse 
mechanism would be a vital part to more frequent and 
effective engagement. The recent referendum in Transnistria 
has unsettled the region somewhat, thus looking for ways to 
reaffirm concretely ongoing Trans-Atlantic interests is 
fundamental to everyone\'s interest. 


2. Comment: While Bucharest seeks to establish its bona 
fides as the NATO regional branch office on the Black Sea, it 
also hopes to use NATO cover to play big brother to Moldova. 
Though Romania would not mind becoming the de facto 
Easternmost gatekeeper for the alliance, it is doubtful that 
Bucharest will successfully convince other Allies that it 

should hold the key for Moldova\'s aspirations. End Comment. 


3. Begin non-paper: 


Setting up a Clearinghouse mechanism for Republic Moldova to 
support the implementation of the Individual Partnership 
Action Plan (IPAP) NATO-R. Moldova 


1. The Rationale 


On May 19,2006, the NAC approved the Individual Partnership 
Action Plan NATO-R. Moldova, which marks the beginning of a 
new stage of cooperation and a major step forward in the 
relationship between R. Moldova and the Alliance. Along with 
the EU-R. Moldova Plan, the IPAP can catalyze the domestic 
reforms, including the defense and security sectors-related 
reforms, thus contributing to putting the country on a firm 
course towards the Euro-Atlantic community. 


Taking into consideration the difficulties encountered by 
other PfP countries in meeting the objectives included in 
IPAP and the lack of experience of the Moldovan experts in 
dealing with this instrument, it is fairly predictable that 

R. Moldova will need as much assistance and guidance as 
possible to overcome the challenges in the process of 
carrying out the activities included in the IPAP matrix. 


Against this background, taking into consideration the 
significant support pledged by the allies during the IPAP 
presentation at NATO Headquarters, Romania believes that a 
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&clearing house mechanism8 dedicated to R. Moldova would be 
an instrumental mechanism in support of the implementation of 
the Individual Partnership Action Plan (IPAP). 


2. The Concept 


The clearinghouse for R. Moldova would be an informal 
framework of cooperation opened to voluntary contribution and 
participation from interested allies and PfP countries which 
can offer concrete support and assistance to R. Moldova. 


The mechanism would include two conferences per year, with 
participation of experts from ministries of defense and other 
institutions involved in other areas of security sector 

reform, of interest for the Moldovan side. Including, for 
example, experts from ministries of interior could prove 
beneficial for harmonizing R. Moldova,s defense and security 
sector reform. 


Beyond provision of assistance, the clearinghouse mechanism 
could facilitate exchange of experience between R. Moldova 
and the participant countries in the above-mentioned areas of 
reform 


The clearinghouse mechanism would be chaired by two or more 
participant states, which will coordinate closely with R. 

Moldova on an ongoing basis in organizing the 
mechanism)related events. 


Experts from the International Secretariat have voiced 

initial support for the set up of a clearinghouse mechanism 

for R. Moldova, separate from the current ones existing for 
South East Europe or South Caucasus. A separate mechanism 
would help donors focus on R. Moldova,s special assistance 
needs and objectives in relation with NATO, which are 

different from the needs and aims of the countries in South 
Caucasus (i.e. Georgia) or South East Europe. 


In discussions with Romanian representatives, officials in 
Chisinau endorsed the setting up of a Separate clearing house 
mechanism for R. Moldova, to be coordinated by Romanian, as 
Contact Point Embassy, together with one or two other allies 
interested to offer and generate financial assistance for the 
process of IPAP,s implementation. 


3. Benefits 


This would be a win-win solution, with significant results in 
terms of progress in IPAP,s implementation and optimal 
harmonization between assistance offers and concrete needs of 
R.Moldova. 
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The clearinghouse mechanism will benefit both allies and R. 
Moldova as it will: 


- contribute in a decisive manner to the IPAP 
implementation by supporting the defense and security sector 
reforms in R. Moldova; 

- help R. Moldova to identify and prioritize its most 

urgent assistance needs; 

- avoid duplication of offers; 

- contribute to the harmonization of assistance 
contributions offered on a bilateral basis by the potential 
allied and Western PfP donors with R. Moldova,s needs; 

- rationalize the financial efforts and contributions of 

the donors and ensure the coherence, transparency, and the 
consistence of the assistance process; 

- signal support from NATO community for Moldova,s 
interest to intensify political dialogue with practical 
cooperation with the Alliance and acknowledgement of the4 new 
level of cooperation with NATO 

- encourage authorities in Chisinau to carry out 

difficult internal reforms and boost public opinion support 

and visibility for NATO in R. Moldova. 


4. Way Ahead 


As the clearinghouse is a process based on voluntary 
contributions, the set up of the mechanism depends upon the 
level of interest of the potential donor countries. 


Consequently, Romania has launched a process of broad 
consultation with the International Staff, Allied Countries 

) including allies which currently coordinate clearing house 
mechanisms ) and selected PfP countries ) Switzerland, 
Finland, Austria, Sweden ) to determine the level of 
interest in taking part in a clearing house mechanism for R. 
Moldova. 


Between October 15-17, a NATO experts team will visit 
Chisinau to assess the progress achieved by R. Moldova in 
implementing IPAP. Provided that a critical mass of 
interested contributors can be gathered by that time, a first 
exploratory meeting with representatives from allied 
embassies interested to get involved in the clearing house 
mechanism could be organized during the visit of the NATO 
experts team in Chisinau. Through its NATO CPE, Romania will 
inform the allied and PfP countries, which are not currently 
represented in Chisinau, but are interested to take part in 
the Clearing house Mechanism, about the results of the 
discussion. 
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Romania stands ready to provide further details, if 

necessary, and would very much appreciate a timely feedback. 
End non-paper. 

Taubman 
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SIPDIS 
AID BAMAKO FOR KFALL 


E.O. 12958: N/A 

TAGS: OTRA, ASEC 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR USAID/EAST 
AFRICA DEPUTY CHIEF ACCOUNTANT, STEVE KAIRU 


1. USAID/East Africa requests country clearance for 
employee for the period o/a October 29, 2006 to o/a 
November 3, 2006 to enable employee travel to Bamako to 
provide financial management services to Mali Mission. 


2. Mr. Kairu\'s flight schedule is as follows: 


KQ 512 290ct NBO-BKO 0830 1245 
KQ 513 03Nov BKO-NBO 1935 0550 


3. USAID/East Africa requests logistical support to 
include hotel reservations and airport pick-up. 


4. Thank you for your cooperation in this matter. 
HOOVER 
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SENSITIVE 
SIPDIS 


DEPT FOR AF/E AND EB 
PASS TO USAID FOR AFR/SD AND EGAT 
ALSO PASS TO TREASURY 


E.O. 12958: N/A 
TAGS: EFIN, ECON, EAID, EINV, PREL, IMF, MA 
SUBJECT: MADAGASCAR AND IMF DISAGREE ON INVESTMENT LAW 
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1. (SBU) SUMMARY. A September 20-October 4 Mission from the 
International Monetary Fund (IMF) found Madagascar largely compliant 
with the terms of its Poverty Reduction and Growth Facility (PRGF) 

and praised the Government of Madagascar (GOM) for appropriate use 
of its debt relief windfall. The GOM agreed to trim spending in a 
revised budget to compensate for reduced imports leading to 
below-forecast customs collections. However the IMF and the GOM 
clashed over a proposed investment law; the IMF claimed the tax 
incentives would so distort the revenue picture as to invalidate the 
basis of the PRGF, while the GOM claimed that the incentives would 
attract investment spurring sufficient economic growth to offset the 
revenue losses. lt appears the investment law will be modified to 

meet IMF concerns, but GOM officials have told us privately they 

felt they had been \"blackmailed\" into accepting the change. END 
SUMMARY. 


2.(U) The IMF Mission, led by Brain Ames and composed of three 
economists and the IMF Resident Representative, had three main 
objectives: 1) To conduct a first review of the PRGF program by 
analyzing Madagascar\'s performance, accomplishments, and the 
macroeconomic indicators as of the end of July 2006; 2) To discuss 
the economic situation to determine whether there might be a need to 
adjust economic policy for the achievement of the objectives for 

2006 as projected; and, 3) To discuss the 2007 program, in 

particular the 2007 budget and its accompanying macroeconomic 
framework and policies, the new investment code, and financial 
sector reforms. On October 4, Ames briefed the donor community on 
the outcome of the visit. 


THE GOOD NEWS FIRST: LARGELY MEETING TARGETS 


3. (U) Ames began by noting that the GOM is meeting or respecting 
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all realization criteria and indicators under the PRGF. For the 

period September to December 2006, the projected tax revenue (as 
forecast in May 2006) is expected to fall short by some 30 billion 
Ariary (approx. USD 14 million), mainly due to a decline in imports 
lowering customs revenue. The Minister of Finance, with concurrence 
from President Ravalomanana, agreed to reduce expenditures by this 
amount and presented a belt-tightening budget amendment in the 
National Assembly on October 4. The average inflation target for 
2006 was revised down by half a point to 10.8 per cent, mainly 
because of the decline in rice and oil prices. 


4. (U) Looking ahead to 2007, the GOM and the IMF reduced the tax 
revenue target by 0.3 points to 11.2 per cent of GDP. Ames said 
they agreed it was better to set an achievable target than to fall 

short of an ambitious one. The level of expenditures will be 

revised accordingly. 


5. (U) Ames cited one other highly positive result of the IMF 
Mission\'s analysis. Some donors have criticized the GOM for 
misallocating the debt service windfall arising from Madagascar\'s 
debt relief through the Heavily Indebted Poor Countries Initiative 
(HIPC) and the Multilateral Debt Relief Initiative (MDRI). Ames 
contradicted this view, stating that the increase in poverty 

reduction priority spending from 2005 to 2006 and budgeted into 2007 
exceeds the sum of the additional funds obtained through HIPC and 
MDRI. 


SOME CONCERNS: PUBLIC UTILITY, CENTRAL BANK, MANAGEMENT 


6. (SBU) The IMF expressed concern that the budgeted operating 
subsidy to the water and electricity utility, JIRAMA, was 25 billion 
Ariary (just under USD 12 Million) whereas independent assessments 
(confirmed in the meeting by other donor representatives) suggested 
the true shortfall to be double that amount. Ames wondered what 
this would mean in terms of power outages and corresponding 
constraints on economic growth. 


7. (U) The IMF also stressed the need to recapitalize the Central 
Bank to make it profitable. This is expected to strengthen its 
independence and to provide it with the resources necessary to carry 
out effective monetary policy. The GOM is discussing a 
recapitalization plan with the IMF that is expected to be 

implemented in March 2007 and included in the 2007 Budget Law. 


8. (U) The GOM\'s management of public finance was the third concern 
the IMF raised. This was a problem in 2005, and the World Bank is 
funding four French visiting experts to audit and explain the 

reasons for the overrun in expenditures, in order to prevent the 
problem from recurring. In the meantime the GOM, encouraged by the 
IMF, will introduce a monthly tracking system, tied to quarterly 
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targets, to better calibrate revenue with expenses 
ministry-by-ministry. 
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9. (SBU) On this subject, the EU interjected to express concern over 
the delay in budget execution, particularly fund disbursement in the 
social sectors. If not addressed properly, this would affect their 
indicators, which in turn regulate the disbursement of their 
budgetary support. The resultant delay could then have a negative 
impact on the GOM\'s budget. 


THE BIGGEST CONCERN OF ALL: THE INVESTMENT CODE 


10. (SBU) Ames acknowledged that the only really contentious 
discussion had centered on the GOM\'s proposed new investment code. 
This is a centerpiece of President Ravalomanana\'s Madagascar Action 
Plan (MAP), his five-year program to accelerate the country\'s 
development beginning in 2007. The MAP targets double-digit 
economic growth, to be achieved in large measure through dramatic 
expansion in foreign direct investment (FDI) in the order of USD 
500-800 million per year. The FDI would be channeled through a new 
facilitating institution, the Economic Development Board of 

Madagascar (EDBM). The EDBM proposed a new law that would provide 
up to 200 billion Ariary (approx. 93 million USD) in fiscal 

incentives including a two-year exemption in the profit tax anda 
reduction in the profit tax rate from 30 to 20 per cent. 


11. (SBU) Ames expressed strong support for investment promotion and 
facilitation, but was skeptical that the fiscal incentives would 

achieve anything other than to throw the budget severely out of 
balance. He supported simplification of the tax and customs laws as 
helpful to attract investment, as well as being intrinsically 

desirable, but argued strongly that such simplification should be 
carefully studied and modeled in advance so as to be strictly 
revenue neutral. Should the GOM agree to follow this path, with a 
goal of launching the new laws in October 2007 for the 2008 budget, 
he had offered IMF and other donor technical assistance in carrying 
out such studies. 


12. (SBU) The GOM, however, was pushing for fast solutions, Ames 
said, expressing frustration that the investment team within the 
Presidency was looking only at investment and not considering the 
implications for revenue, poverty reduction, or anything else. He 

had finally told the GOM that if the investment law were passed 
unchanged then the IMF would have to withdraw the PRGF. This was 
not a threat, according to Ames, but a reality, because it would 
change all of the parameters upon which the PRGF had been based. 


Column 3 


THE GOM FEELS ITS ARM TWISTED 


13. (SBU) Meeting separately with the Ambassador on October 6, Dr. 
Prega Ramsamy, the Mauritian selected by President Ravalomanana to 
head the EDBM, reflected the GOM\'s frustration at the IMF\'s 

position. Ramsamy suggested the IMF was merely \"balancing the 
books\" and performing static analysis in a fluid situation. They 

were not including the economic benefits, including government 
revenues, which will accrue once the investment arrives. The GOM 
and IMF agreed on the need for investment promotion and 

facilitation, as well as assistance in securing safe title to land 

for investment, but diverged sharply on fiscal incentives. He 

pointed out that Madagascar \"is not the easiest country to do 

business in\" and therefore, if nearby countries with better 

infrastructure such as Mauritius offer fiscal incentives, then 
Madagascar\'s offer must be a little sweeter. According to Ramsamy, 
the IMF initially proposed an extended budget impact study to be 
concluded in 2010. The GOM felt \"blackmailed\" since it feared a 
donor backlash if the PRGF were to be withdrawn, so it agreed to the 
study but accelerated it to mid-2007. Ramsamy asked whether the USG 
could offer any economic modeling assistance to the GOM so that it 
could also do its own studies of this issue. 


COMMENT: TOO RUSHED, OR TOO MEASURED? 


14. (SBU) COMMENT: Post sees merit on both sides of the investment 
argument, but is perhaps slightly more sympathetic to the GOM 
position. For one thing, Madagascar tends to be a highly 

traditional, conservative society; it is refreshing to hear them 
accused of rushing into anything. This urgency reflects several 
realities: Madagascar is woefully short of FDI, its GDP growth 
barely exceeds its population growth, and the process of 
globalization has tended to reward the more nimble and fast-reacting 
countries in the competition for investment. This leads the GOM to 
fear it will miss the train while the IMF forces it to examine the 
timetable. Perhaps, for a country as poor as Madagascar, missing 
the train altogether is a greater danger than boarding the wrong 

one, the danger the IMF seems to fear. In any case, this dispute 
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has strained relations between the IMF and the GOM and has 
overshadowed the generally positive report the IMF issued regarding 


the GOM\'s performance. END COMMENT. 


SIBLEY 
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SIPDIS 


SENSITIVE 
SIPDIS 


NSC STAFF FOR RICK WATERS 
DEPT FOR G/TIP 


E.O. 12958: N/A 

TAGS: PHUM, PREL, PGOV, KCRM, EG 

SUBJECT: EGYPT: GOVERNMENT FORMING INTER-MINISTERIAL BODY 
TO ADDRESS TRAFFICKING IN PERSONS (TIP) 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) On October 12, MFA Assistant Minister for 
Multilateral Affairs Naela Gabr told Charge the GOE is 

creating an inter-ministerial body to coordinate TIP policy. 

Gabr acknowledged the Prime Minister\'s office has not yet 
issued the decree establishing the new coordinating body (it 

is due out in coming weeks), but argued that the 

organization is established, and that the \"national 

machinery\" to tackle TIP is in place. The GOE\'s TIP 
committee will be chaired by MFA, with input from Interior, 
Justice, and the Public Prosecutor, among others. Gabr said 
the committee will also coordinate with quasi-governmental 
bodies like the National Councils for Women and Human Rights, 
and NGOs. The Charge thanked Gabr and said the USG looks 
forward to working with the GOE to effect improvements in 
legislation, prosecution, victim protection, and awareness 
raising. 


2. (SBU) Gabr protested Egypt\'s Tier 2 Watchlist designation, 
saying \"this category doesn't reflect the situation.\" She 
pressed the Charge on how the USG determines the estimated 
number of TIP victims alleged to transit Egypt. The Charge 
acknowledged that USG estimates, based on anecdotal press 
reports and Israeli reports, are not exact. The Charge urged 
Gabr to focus GOE energies on taking action against 
trafficking regardless of the exact size of the problem. The 
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key, said the Charge, is for the GOE to take credible actions 
demonstrating its clear commitment to tackle TIP, and get 
Egypt off the Tier 2 Watchlist. 


3. (SBU) Gabr and her deputy, Office Director for Human 
Rights Ehab Gamal Eldin, repeated familiar complaints about 
the USGVs assessment of TIP in Egypt, including the following: 
--Egypt is neither a country of origin nor destination and 

thus cannot be expected to undertake efforts like origin or 
destination countries; 

--the GOE strongly doubts that there is significant internal 
trafficking of minors for the purposes of domestic labor 
(although the new inter-ministerial committee will assess 

this issue); and 

--the GOE wonders if the total number of TIP victims going 
through Sinai, which Gabr allowed might be 100 per year, 
truly merited the resources and effort being devoted to the 
question. 


4. (SBU) Charge reminded Gabr that the State Department 
report listed additional concerns about trafficking internal 
to Egypt, such as child trafficking. Also, he suggested that 
a thorough assessment of all these problems might lead to 
clearer policy choices. Gabr demurred. 


5. (SBU) On October 15, Public Prosecutor (Attorney General 
equivalent) Abdel Meguid Mahmoud confirmed to ECPO Minister 
Counselor that the Prime Minister\'s office would issue the 

decree launching the new TIP committee \"within a few weeks.\" 
Mahmoud also expressed reservations about the accuracy of USG 
information on TIP in Egypt, but emphasized the GOE is fully 
committed to using existing and new mechanisms to combat and 
eradicate TIP. 


6. (SBU) Comment: Gabr\'s admission that the GOE has formed a 
new commission focused on trafficking is welcome, though we 

will continue to push the GOE to take greater ownership of 

the problem. We will be meeting with other GOE players on 

TIP in the next few weeks and will reinforce our message 

about the need for prompt GOE action. 

JONES 
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SIPDIS 


NOFORN 
SIPDIS 


STATE FOR NEA/I AND NEA/ARP 


E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, PGOV, IZ, IR, KU, KUWAIT-IRAN RELATIONS, 
KUWAIT-IRAQ RELATIONS 

SUBJECT: FOREIGN AFFAIRS CHAIRMAN URGES U.S. TO SUPPORT 
IRAQI TRIBES AND PRESSURE GCC ON IRAQ 


Classified By: CDA Matt Tueller for reasons 1.4 (b) and (d) 


1. (C/NF) During an October 15 meeting with PolChief, 
Mohammed Jassem Al-Sager, the Speaker of the Arab Parliament 
and the Chairman of the Foreign Affairs Committee in the 
Kuwaiti Parliament, characterized the prospect of GCC 
countries gradually accepting an Iraqi government dominated 
by ShiVa religious parties as \"a disaster.\" \"Neither the 
ShiVa nor the Sunnis (in Iraq) are our friends,\" he 

explained. The Chairman continued: \"Hizb Al-Dawa are 
Iranians, as are the Supreme Council for Islamic Revolution 
in Iraq (SCIRI). We can\'t trust them. We can\'t opena 
dialogue with them because they go right to the Iranians.\" 
Al-Sager, a liberal Sunni, argued that only liberal Iraqis, 

\"like lyad Allawi and the heads of the ShiVa tribes,\" could 

be trusted to govern the country. He stressed the importance 
of supporting the tribes and urged the U.S. to provide them 
with real support in the \"tens of millions of dollars\" to 
counter Iranian influence and money among Iraqi \"Islamist 
institutions.\" Al-Sager asked if the U.S. had \"considered 
replacing (Hizb) Al-Dawa with lyad Allawi in a peaceful coup\" 
or \"engaging in dialogue with the former regime.\" PolChief 
stated firmly that these were not/not realistic options. 


2. (C/NF) Al-Sager urged the U.S. to have \"a frank 
discussion\" with Gulf Cooperation Council (GCC) countries and 
\"half convince, half order them\" to get more involved in 

Iraq, particularly on the economic front. \"Why don\'t we (the 
GCC) recognize this (Iraqi) government?\" he asked 
rhetorically. The Chairman expressed frustration that Kuwait 
and Iraq had yet to exchange Ambassadors, saying \"this should 
have been done three years ago.\" He also criticized a recent 
GOK decision requiring visas for all travel to/from Iraq, 

arguing that this hurt business and economic relations 

between the two countries. Al-Sager is planning to travel to 

Iraq after Eid in his capacity as Speaker of the Arab 

Parliament and asked for assistance in traveling there. 


Column 3 


3. (C/NF) Turning to Iran, Al-Sager described GCC efforts to 
agree on a common policy as Wa nightmare." The Iranians are 
pragmatic and very adept at getting what they want, \"but 
ultimately they will come to terms with the EU and the U.S.,\" 
he said. On the recent conflict between Hizballah and 

Israel, Al-Sager argued that \"Hizballah lost the war\" and was 
now Vin deep trouble" on the domestic front, having lost its 
justification for retaining its weapons. 


4. (C/NF) Comment: Famously independent, Al-Sager speaks 
largely for himself and not for the GOK or even the 

Parliament as a whole. However, the intensity of his views 

on the political situation in Iraq, and on international 

efforts to contain Iran, are representative of the feelings 

of many Kuwaitis who feel that their future is held hostage 

to near-by events beyond their control. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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Tueller 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
MONDAY, OCTOBER 16, 2006 


In Today's Papers 


Turkish Parliament to Discuss Frances Adoption of Armenian 
\'Genocide\' Bill 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 

and others reported over the weekend and today that French President 
Jacques Chirac had called him to \'apologize\' for the Armenian 
genocide voting, pledging help in heading off the bill. 

Foreign Minister Abdullah Gul told the press before flying to 
Luxembourg on Sunday to participate in the Turkey-EU Troika meeting 
that the whole international community and the EU circles criticized 

the bill. VFrance is discredited; | hope French politicians will 

become aware of this fact,\’ said Gul. He said the Turkish 

parliament would discuss in a special meeting Tuesday the measures 
to be taken following the adoption of the bill. Gul said Turkey 

would carry the issue to the European Court of Human Rights when the 
French bill enters into effect. 


Papers expect the parliament\'s tomorrow meeting to publish a 
statement accusing France of double standards by defending freedom 
of expression while outlawing free speech on the Armenian issue. 

The main opposition CHP deputy chairman Onur Oymen said Turkey had 
given a weak response to the adoption of the bill in France. 

Turkish Nobel laureate Orhan Pamuk said over the weekend after 
receiving the prestigious literary prize that France\'s adoption of a 
draft prohibiting the denial of the Armenian genocide went against 
free speech. \'Freedom of expression is a French discovery and this 
law is contrary to the culture of freedom of expression, Pamuk said 
from New York. Most of the newspapers over the weekend praised 
Pamuk for winning Nobel but several others questioned whether the 
decision by the Swedish academy was politically motivated. 


Semih Idiz observed in the mainstream Milliyet (10/16): \"There is a 
general consensus about French Parliament\'s bill on Armenian 
genocide is a stupid move which casts a serious blow against the 
freedom of expression. There is even a sheer double standard on the 
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genocide stance because the very same France, last year was 
suggesting to let the historians discuss \'the French genocide 

against Algeria\' when Algerian government claimed the existence of a 
genocide. In any case, this issue does not seem to disappear 
regardless of assurances from French President Chirac. Let\'s not 
forget that the two candidates for presidential elections in France 
next year, Sarkozy and Royal, are supportive of the genocide bill. 
Given the circumstances, there is only one rational way for Turkey 

to give a proper response to France which is expansion of freedom of 
expression. We should be able to demonstrate that while criticizing 
the wrong thing in France, we have the right thing here in Turkey. 
That will be best way of reprising France. \" 


Gul to Join Turkey-EU Troika Talks in Luxembourg 

Hurriyet, Milliyet, Radikal, Cumhuriyet, Zaman and others report 
Foreign Minister Abdullah Gul will take part in the EU Troika 

foreign ministers\' gathering in Luxembourg on Monday to discuss 
EU-Turkey issues prior to the November 8 release of the progress 
report on Turkey. On a question concerning Article 301 of the 

Turkish Penal Code, Gul said it would be wrong to say that people 

can not express their views in Turkey. \'Turkey is aware of its 
deficiencies of which we are trying to eliminate because our people 
deserve it,\ Gul emphasized. Responding to a question about EU term 
president FinlandYs Cyprus proposal, Gul said Turkey welcomed all 
goodwill efforts, and would cooperate in all constructive 

initiatives. \'It should not be forgotten that the island has two 

sides, and Turkey is not a direct party of the problem. For 

progress, everybody should talk to Turkish Cypriots,Y Gul stressed. 
Meanwhile, European Commission President Jose Manuel Barroso said 
the EU was worried over the slow pace of reforms in Turkey, noting 
that Turkey\'s EU accession would take 15 to 20 years. 


On the other hand, Radikal and Zaman cite the Greek Cypriot daily 
Fileleftheros as claiming the US was working on plans for a 
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Vgradual transfer of the ghost city of Maras (Varosha) to the Greek 
Cypriots, quoting unidentified sources. Fileleftheros says DAS Matt 
Bryza explained the plan to the attendants to a dinner held the 
Greek Ambassador in Washington, Aleksandros Mallias. 


Al-Maliki\'s Turkey Visit Postponed 

Turkish televisions reported early Monday that the Iraqi Prime 
Minister Nuri Al-Maliki\'s visit to Ankara scheduled for today has 

been cancelled due to a sandstorm. The visit will be held in 
November. If the visit had not been put off, papers were expecting 
the Turks to urge al-Maliki to crack down on the PKK camps in Mount 
Kandil as well as arrest and handover some 150 PKK militants moving 
freely in northern Iraq. Cumhuriyet claims al-Maliki had caused 
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strain before his Turkey visit by saying that Kirkuk was Iraq\'s own 
problem, warning other countries against meddling in the issue. 
Dailies expect Ankara to continue pressing for a suspension of the 
upcoming census and referendum on Kirkuk next year. 


Kamuran Ozbir commented in the nationalist Ortadogu (10/16): 
\"According to credible Western press sources, such as British The 
Times, Iraq is heading toward a division. And this is going to be 

the primary suggestion to the US administration for the future of 

Iraq in an upcoming report by US Congressional Commission on Iraq. 
The issuanceof the report coincides with the period where atacks 
against American soldiers in Iraq reachd to a peak level. The US 
Congressional Commission, chaired by former Secretary of State James 
Baker, is likely to suggest a new model for Iraq under three 
autonomous regions -Shiites, Sunnis and Kurds- and lay out this plan 
as the most reasonable option for the country's future. This does 

not necessarily end up with an actual division of Iraq under three 
different entities, but it implies more governing role to the 
autonomous regions and limits Baghdad\'s authority only with foreign 
policy, border control and control of oil reserves. Considering the 
closeness of James Baker to President Bush, the upcoming report on 
Iraq looks like to have a serious impact on Washington." 


TGS Chief Buyukanit\'s Reaction to DYP Leader Agar\'s Comments on the 
PKK 

Hurriyet, Sabah, Vatan and weekend papers: The Chief of General 
Staff over the weekend harshly criticized the leader of the True 

Path Party (DYP) for his remarks on the PKK. General Buyukanit 
characterized Agar\'s call for \'politics on the plains rather than 
weapons in the mountains\', as a call for general amnesty and said \"l 
strongly condemn it, how would it be possible for terrorists to get 
involved in politics" Agar, in return, stressed that his call for 
\"politics on the plain\" was an approach aimed at preventing young 
people from going up into the mountains any more. Sabah reports 
that, on his way to Luxembourg, FM Gul extended support to Agar by 
saying \"Agar is an experienced politician on the security issues, 
therefore, his comments should be evaluated carefully.\" Vatan 
reports that ANAP (Motherland Party) Leader Erkan Mumcu said 
\"Politicians should be criticized by the politicians only, not by 

the military. It is not right for the military and politicians to 

enter into polemics. | don\'t agree with Agar on his comments but | 
support him for commenting on the issue.\" 


TV News: 
(NTV, 7.00 A.M.) 


Domestic News 


- Turkish frigate Gaziantep with 19 officers and 203 


Column 3 

non-commissioned officers and privates on board, has joined the 
international naval force patrolling the coast off Lebanon. Turkish 
ground troops will leave the Mersin port on the Mediterranean for 
Lebanon on October 19. 


- Armenian Foreign Minister Vartan Oskanyan said he will look to the 
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future and seek a normalization of ties with Turkey. 
International News 


- According to the British Times, Iraq\'s fledgling democracy is 

being challenged by calls for the replacement of the existing 
government with a group of five strongmen who would impose martial 
law and dissolve the parliament. 


- The UN Security Council voted over the weekend unanimously on 
sanctions against North Korea in response to its claimed nuclear 
tests. 


- A suicide attacker exploded a powerful car bomb in the capital 
Kabul, wounding at least three people. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 10/08/2011 

TAGS: EAID, ECON, EFIN, 1Z, KU, PREL 

SUBJECT: ARAB FUND ON IRAQ COMPACT AND AID TO LEBANON 


REF: A. KUWAIT 2954 


B. KUWAIT 4023 
C. BAGHDAD 3758 


Classified By: CDA Matt Tueller for Reasons 1.4 (b) and (d) 


1. (C) Summary: Arab Fund Director General Abdul Latif 
Al-Hamad told Charge October 16 that the Iraq Compact enjoys 
\"very little support" among Arab countries. He said a 
combination of \"fogginess\" over who is driving the compact, 
anxiety about the brisk pace at which it is moving, and a 
general perception that the Compact is a political device are 
spawning skepticism in the region. He said the Arab Fund 
remained committed to the Compact and to participating in 
upcoming events, but he criticized the UN for slowness in 
issuing invitations to meetings and in circulating critical 
documents. Charge said the Compact was a serious effort to 
promote reform in Iraq, and the Compact needed continued 
strong support of the Fund and other international players to 
succeed. Charge expressed appreciation for Arab Fund support 
for Lebanon and briefed Al-Hamad on U.S. plans to partner 
with Kuwaiti institutions to host a regional conference on 
women in science and technology in January 2007. End 
Summary. 


Iraq Compact 


2. (C) Charge called on Arab Fund Director General Abdul 

Latif Al-Hamad October 16 to review progress and next steps 

on the Iraq Compact and to express appreciation for the 

Fund\'s generous and rapid reconstruction assistance to 
Lebanon. Charge referred to Al-Hamad\'s meeting with Treasury 
Deputy Secretary Kimmitt and Counselor Zelikow in July (Ref 

A) and noted that the Compact (ICI) was largely on track with 
the original timeline. Al-Hamad said he had attended the ICI 
meeting in Singapore in September, and a colleague from the 
Fund had attended the September 10 meeting in Abu Dhabi. He 
and his colleague had discussed the ICI with Iraqi officials 

on the margins of these events, and the Fund was pleased to 

be working with the U.S. and international community on this 
initiative. 


3. (C) Al-Hamad regretted, however, receiving an invitation 
to the October 9 meeting in Baghdad only one day before the 
event, \"as though all we have to do is jump in a car and 
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drive across townW (note: the MFA\'s point person on the 

ICI, Ambassador Khalid Magamis, made a similar complaint in a 
recent meeting with Econcouns, Ref B). Drawing from Reftel 
C, Charge provided Al-Hamad with a read-out of the October 9 
meeting in Baghdad, noting that the Iraqi zero draft was 
well-received. Charge urged Al-Hamad to attend the October 
19 meeting, but Al-Hamad said this was the first he had heard 
of it, and at this late date he would not be able to attend. 
Charge undertook to send Al-Hamad a copy of the latest text 
for his review and comment. 


4. (C) Charge noted that the GOK had agreed to host a 
preparatory group meeting on October 31. Al-Hamad said the 
Fund would definitely participate, though he himself would be 
out of the country on that date. He would appoint additional 
staff to work on the Iraq Compact. He quipped that he did 

not have much more faith in the Kuwaiti MFA than in the UN to 
communicate effectively. Charge said the U.S. counted on 
Arab Fund participation for the experience and capability it 
brought to the table. 


5. (C) Saying he was speaking very frankly, and voicing 
opinions he was picking up, Al-Hamad said there were three 
drawbacks to the ICI as viewed by the Arab world. First, it 
was not clear who was driving the Compact; was it the UN or 
Iraq, not to mention the U.S? Second, there was considerable 
anxiety in the region that the Compact was moving too 
quickly, that the pace was \"not right" Pushing things too 
quickly could be detrimental to the overall objectives, he 
cautioned. He cited another project the Fund is working on 

in Yemen that has been in train for over a year, which was 
just now reaching conclusion. Third, the Compact is 
essentially perceived as a political tool to shore up the 

Iraqi government. Charge agreed that the Compact signaled 
implicit support for the Iraq government, but that was very 
much in the interests of the international community, 

including the Arab Fund. Moreover, the U.S. was impressed by 
Deputy PM Barham Salih\'s efforts to explain and rally support 
for the ICI. Al-Hamad said he also was impressed by Salih, 
and by what the Iraqis were trying to do. If this were not 

the case, the Arab Fund would not be involved with the 
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Compact since Iraq is not a member of the Arab Fund due to 
its high arrears. Re-enlisting Iraq into the Fund was a 
subject of discussion with the GOI. 


Aid to Lebanon 


Column 3 


6. (C) Charge expressed U.S. appreciation for the Fund\'s 
prompt and substantial assistance to Lebanon. Al-Hamad said 
it was imperative to move quickly on Lebanon to prevent the 
Iranians from taking advantage of the situation, which they 
themselves were partly responsible for. Al-Hamad said he had 
visited Beirut in September to facilitate a loan of USD 100 
million and a grant of USD 10 million to the GOL, all of 

which he had worked over the phone with board members of the 
Arab Fund to ensure prompt action. He said he was traveling 
back to Beirut that evening and would join with Arab League 
finance ministers to deliver a message to the Siniora 
government that it, not Hizballah, was the leadership the 

Arab world wished to support in Lebanon. The playing field 
could not be left to Iran, he said. 


Conference on Women in Science and Technology 


7. (U) Charge briefed Al-Hamad on preparations for the 
U.S.-sponsored regional conference on women in science, 
technology, and engineering to be held in Kuwait on January 
8-10, 2007. Charge said the event was shaping up nicely, 
with strong participation from American experts. Al-Hamad 
expressed interest in the event and said he would contact the 
Kuwaiti hosts to see what the Fund could do to assist. 
Tueller 
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E.O. 12958: N/A 

TAGS: KTFN, PTER, EFIN, ETTC, TU 

SUBJECT: TERRORISM FINANCE: TURKEY FINALLY PASSES LAW ON 
FINANCIAL INTELLIGENCE UNIT 
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REF: ANKARA 5612 


1. (SBU) On October 11, the Turkish Parliament finally passed 
the \"MASAK Law," long-awaited legislation which the 
Government views as the centerpiece of its efforts to 
strengthen Turkey\'s regime against money-laundering and 
terrorism finance. The law was intended to improve Turkey\'s 
compliance with the Financial Action Task Force (FATF) 
Recommendations. Minister of Finance Unakitan and MASAK 
President Yarasli had hoped to enact the law before 
parliament adjourned for the summer, so as to have it in 

place when FATF\'s mutual review team was here in September to 
examine Turkey\'s AML/CTF regime. In the event, the team\'s 
mission to Turkey came prior to passage of the law but the 
team is still in the process of completing its report. It is 

not clear how much the subsequent passage will change the 
FATF team\'s evaluation. 


2. (SBU) The legislation restructures MASAK (Turkey\'s 
financial intelligence unit, or FIU) along functional lines 

and broadens the types of entities required to follow 
know-your-customer rules and file Suspicious Activity Reports 
(SARs). The most important reform in the legislation is a 
provision that protects filers of SARs from litigation. 

Turkey has had a very low number of SARs filed, among other 
reasons because bank employees feared litigation. 


3. (SBU) Comment: Other actions are needed to strengthen 
Turkey\'s AML/CTF regime so as to comply with FATF 
recommendations and UNSC resolutions, such as more effective 
cooperation between government agencies, more technical 
capacity to investigate financial crimes, creation of a legal 

basis with which to freeze assets of designated terrorist 
financiers and broadening the legal definition of terrorism 

to include international terrorism. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 10/16/2016 
TAGS: PREL, PINR, PGOV, ER, SU 
SUBJECT: EASTERN SUDAN PEACE AGREEMENT (ESPA) SIGNED 


REF: A. ASMARA 829 B.ASMARA 802 
Classified By: CDA K. Andrew Wroblewski, for reasons 1.4 (b) and (d). 


1. (C) Summary: On October 14, 2006, the Eastern 
Sudan Peace Agreement (ESPA) was signed in Asmara, 
Eritrea. Senior level officials from the region 

attended the signing ceremony which was presided 

over by Eritrean President Isaias Afwerki, Sudanese 
President Omar Hassan Ahmed Al-Bashir and Sudanese 
First Vice President Salva Kiir. While the 

agreement has many shortcomings, the Eastern Front, 
Government of National Unity (GNU) and Eritrean 
mediator were all genuinely pleased with the 

outcome. End Summary. 


2. (U) On October 14, the Eastern Front and GNU 
signed the Eastern Sudan Peace Agreement (ESPA) in 
Asmara, Eritrea. While Afwerki, Al-Bashir and Kiir 
presided over the signing, a number of other senior 
officials were also present namely the President of 
Djibouti, Ismail Omar Guelle; the Secretary General 

of the Arab League, Mr. Amr Mousa; Egyptian Foreign 
Minister, Mr. Anmed Abulkheit; Yemeni Foreign 
Minister, Dr. Abubaker Al-Khurbi as well as the 
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Kuwait Minister for Emirate Affairs, Sheik Nasser 
Asubah Al-Ahmed. 


3. (C) The chairmen of each of the delegations, 
Mussa Mohammed Ahmed for the Eastern Front and 
Mustafa Osman Ismail for the GNU briefly addressed 
the audience. Each thanked the GSE for their role 

in bringing peace to Eastern Sudan and highlighted 
the benefit of not having the international 

community involved in the mediation. They further 
highlighted the need to now turn their attention to 
Darfur and seek a resolution of that crisis. 

President Al-Bashir also spoke, expressing his 
profound thanks to President Isaias and Eritrea for 
their constructive role in mediating the peace 
process in a timely way. 


4. (C) After a break for Iftar and prayers, 

President Isaias addressed the audience (see septel 
for full text) stressing the importance of this 
agreement in the overall stability of Sudan. He 
claimed the agreement \"constitutes one of the 
building blocks of comprehensive peace in the 
Sudan. While Isaias heaped much of the success of 
the ESPA process on the Eastern Front and GNU, 
particularly the leaders of the delegations and the 
GNU leadership, he could not let the opportunity 

slip to disparage the international community. 

First, he focused on the concept of \"international 
community" claiming that the term \"represents the 
interests of the only superpower and its ilk to the 
exclusion of all others. Then Isaias went on to 
highlight some \"cardinal issues," namely cautioning 
regional partners about the \"paramount importance 
of withstanding external interference, as well as 
countering overt and covert meddling.\" Much of 
President Isaias\' speech was met with enthused 
outbursts from members of the National Congress 
Party (NCP) and other GNU delegates, however the 
Eastern Front remained very quiet throughout his 
speech. 


5. (U) Following the speeches, Mussa Mohammed Ahmed 
and Mustafa Osman Ismail signed the agreement. The 
ESPA is composed of six parts: Political Issues; 
Economic, Social and Cultural Issues; Comprehensive 
Ceasefire and Security Arrangements; Consultative 
Conference on ESPA; Implementation Modalities and 
Timeline; and General Provisions. (Note: The Full 

text of the agreement has been sent via email to 

SPG and Khartoum. Many of the details are spelled 


Column 3 
out in ref A and B. End Note). 


6. (U) The ESPA calls for the parties to hold a 
consultative conference within thirty days of 

signing the Agreement. Per ref B, the consultative 
conference is expected to be held in Tesseney, 
Eritrea in early November. The aim of the 
consultative conference will be publicizing and 
mobilizing support for the ESPA; building up 
momentum and providing a conducive atmosphere for 
the timely and effective implementation of the 
ESPA; and providing a forum for all stakeholders to 
present their observations and recommendations to 
the national and Eastern Sudan authorities. 
Similarly the ESPA calls for the creation of a 

Joint Implementation Committee (JIC) composed of 
representatives of the GNU and Eastern Front to 
monitor the implementation of the ESPA and to be 
set up within thirty days of the signing of the 
Agreement. Vice President Kiir will chair the JIC 
and the to-be-named Assistant to the President from 
Eastern Sudan will be the vice-chair. 


7. (C) Comment: Post was not surprised by the 
anti-international community rhetoric throughout 
the ceremony. We believe that Isaias was using the 
opportunity to again show the Sudanese that he too 
can take a strong stance against the role of 
international community - specifically the U.S. - 

in the issues of Sudan and the Horn of Africa. 
Isaias\' rhetoric appears to reinforce the GSE\'s 
determination to garner Sudanese and regional 
support for Eritrea to take the lead in finding a 
solution to Darfur. End Comment. 

WROBLEWSKI 
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E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, KNNP, PARM, BA, KN, ROW 

SUBJECT: BAHRAIN: INFORMATION REGARDING UNSCR 1718 
REF: STATE 172816 


Classified By: CDA Susan L. Ziadeh for reasons 1.4 (b) and (d). 


(C) Pol/Econ Chief October 16 delivered reftel demarche 
concerning UNSCR 1718 to MFA Director for International 
Organization Affairs Ghassan Shaikho. Shaikho viewed the 
resolution favorably, saying Wwe have nothing to do with 
North Korea," no diplomatic, economic, or trade relations. 
He said the MFA would distribute a letter to all concerned 
Bahraini authorities about the resolution, pointing out the 
restrictions and sanctions the resolution puts into place. 

He said the only possible area of contact between Bahrain and 
North Korea is in the banking sector. The letter would 
specifically reference this area and notify those responsible 
for monitoring and regulating the financial industry that all 
aspects of the resolution must be applied and banks have an 
obligation to notify the government of any information 

related to the articles of the resolution. 
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Visit Embassy Manamals Classified Website: 
http://www .state.sgov.gov/p/nea/manama/ 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, PGOV, FR 
SUBJECT: 2006 FRENCH GDP GROWTH REVISED UPWARD 


1. SUMMARY: The National Statistical Agency revised upward from 2.0 
percent to 2.3 percent its GDP growth forecast for 2006, after 

taking into account the jump in second quarter growth. INSEEYs 
forecast is in line with the government forecast for 2006. END 
SUMMARY. 


GDP Increases 2.3 Percent due a Spurt in Second Quarter 

2. In its October overview of the French economy, the National 
Statistical Agency, INSEE, forecast GDP to increase 2.3 percent in 
2006, revising upward its previous June estimate from 2.0 percent 
following a surprise spurt in Q-2 (annualized) growth of 4.9 
percent, the fastest pace in more than five years. INSEE forecast 
GDP growth to slow to 2.0 percent (annualized) in Q-4 after 2.4 
percent in Q-3. INSEE cut its Q-4 forecast from a 2.4 percent 
estimate in June as recent industrial, trade and unemployment 
reports have raised questions about whether fast economic growth can 
be sustained in the second half of this year. 


Export Growth Weakens 

3. INSEE\'s new Chief Analyst, Eric Dubois, explained that global 
trade will slow down, denting French export performance. INSEE sees 
exports of manufactured products increasing 3.2 percent (annualized) 
in Q-3, and 7.8 percent in Q-4, compared with 21.0 percent in Q-1 

and 9.5 percent in Q-2. INSEE assumed the euro will be trading at 
1.27 U.S. Dollar, and oil prices at USD 65 per barrel. 


Household Consumption Remains Solid 

4. Dubois underlined that \"GDP growth is not blazing; still, growth 
remains robust\" thanks to solid household consumption, the biggest 
part of the French economy. INSEE forecast consumption to increase 
3.2 percent (annualized) in Q-3, and 2.4 percent (annualized) in 

Q-4. Household consumption of manufactured products surged in 
August. Consumption in the second half should be buoyed by a 
decrease in the household savings rate to 14.6 percent, while the 
unemployment rate should decrease to 8.6 percent by the end of 2006, 
the lowest rate since 2001, compared with 9.0 percent in August. In 
his presentation of the 2007 CG budget, Finance Minister Thierry 
Breton interpreted the increase in consumption as \"evidence there is 
greater purchasing power in France.\" INSEE expects purchasing power 
to increase 2.3 percent in 2006. 


Column 3 
Risks Include U.S. Economic Performance 


5. INSEE sees a possible hard landing of the U.S. real estate 

market, and its impacts on European economies, as a major risk to 

its forecast. Among positive risks, INSEE does not rule out an 

increase in consumption in France and in Europe, including Germany, 
where domestic demand might be stronger than expected by the end of 
2006 as consumers accelerate expenditures in advance of a possible 
value added tax increase in 2007. Dubois ruled out that an expected 
interest rate increase to 3.50 percent in December, would affect 
significantly domestic demand, including real estate investment, in 
2006. 


Economists Worry about 2007 Economic Growth 

6. The consensus of private sector economists forecasts GDP to 
increase 2.3 percent in 2006. However, Natexis\' senior economist 
Marc Touati stressed that the government forecast for 2007 GDP 
growth might be overly optimistic. Dubois acknowledged the start 
of 2007 is uncertain at this stage.\" 


Comment 

7. INSEE\'s GDP growth forecast for 2006 is in line with the 2.0-2.5 
percent range forecast by the government. INSEE, which is also part 
of the government, can hardly be expected to contradict finance 
ministry estimates seven months before presidential elections. 
However, INSEE\'s terser-than-usual pronouncements with respect to 
downside risk may indicate that it expects somewhat slower growth 
than the Ministry of Finance going forward. 
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E.O. 12958 DECL: N/A 
TAGS: PGOV, PREL, KPKO, PINR, SU, ER 
SUBJECT: PRESIDENT ISAIAS SPEAKS AT SIGNING OF ESPA 


1.(U) On the occasion of the signing of the Eastern Sudan Peace 
Agreement (ESPA) on October 14, Eritrean President Isaias Afwerki 
again spoke out against the United States and the international 
community. In his speech he blamed the U.S. for complicating and 
perpetuating conflicts and using them for financial gain. He went 

on to advise the audience to seek domestic solutions to internal 
problems and not to pursue a path that will lead to external 
intervention. His comments about the manipulations of the U.S. and 
the international community received enthusiastic cheers from the 
fundamentalist Islamists and Sudanese National Congress Party 
audience members. 


2. (SBU) Comment: President Isaias\'s comments are nothing new. He 
continues to present the United States negatively and explain U.S. 
action\'s as a deliberate undermining of Eritrea and other regional 
actors for the U.S.\'s own gains. His warning to the audience 

regarding domestic solutions to internal problems and avoiding 

external interventions might be interpreted as a statement of 

support both for the Government of Sudan, and the GOS\'s refusal to 
allow international peacekeepers in Darfur. End Comment. 


3. (U) A GSE English translation of the speech delivered in Arabic 
follows below. Begin text: 


Your Excellency President Omer Al Beshir 

Your Excellency President Ismael Orner Guelle 
Distinguished Leaders and Delegates of the Eastern Front 
Representatives of Friendly States and Governments 
Excellencies, 

Ladies and Gentlemen, 
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Allow me to extend, on this momentous occasion, my warmest 
congratulations to the people of the Sudan, to President Beshir, to 
the leaders of the Eastern Front as well as to the people of Eritrea 
and the peoples of our region as a whole. 


Allow me further to thank all those who contributed, through patient 
and capable efforts, to the concretization of the Agreement between 
the Government of National Unity and the Eastern Front that is being 
signed on this auspicious day. 


Excellencies, 


| believe it is imperative and timely to gauge this important 
Agreement - which constitutes one of the building blocs[sic] of 
comprehensive peace in the Sudan - in the context of the prevailing 
regional and international climate. The larger perspective is vital 

in order to appreciate the challenges and to marshal necessary 
efforts to ensure the effective implementation and sustainability of 
the Agreement. 


As Your Excellencies will agree with me, the Naivasha Agreement did 
not only constitute one of the primary pillars of Comprehensive 

Peace in the Sudan but also a historic achievement that laid the 
foundations of the whole edifice. In this perspective, | wish to 
underline that its full consummation at the end of the transitional 
period to deliver the desired result and its organic reinforcement 
through supplementation of the other building blocs[sic] will demand 
robust commitment and assiduous maintenance. 


Excellencies, 


It is important to realize that we are passing through dangerous 
times which can only arouse our concomitant awareness. Few 
short-sighted powers are plunging billions of people in the world 

into the abyss of perennial crisis and conflict in order to control 

and dominate the resources of our planet. These are indeed times of 
unprecedented injustice to secure international domination at the 
expense of fundamental individual and people\'s rights. We cannot be 
oblivious to the subtle manipulations\' underway to impart a 

different connotation to the concept of the \"International 
Community" by reducing the forum to represent the interests of the 
only superpower and its ilk to the exclusion of all others. We 
observe, daily, dogged attempts to transform international and 
regional organizations into mere extensions or appendages of the 
Offices of major powers and micro-manage them through their 
intelligence agencies. Sadly, what is in vogue today is not 

\"conflict resolution\" but \"the complication and perpetuation of 
conflicts\". Fabrication of any pretext to satisfy one\'s selfish 

interests is being employed without scruples under the Machiavellian 
philosophy of the \"end justifies the means\". It is indeed 

distressing to see peace processes degenerate into forums of public 
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acrimony or for financial gain instead of promoting genuine and 
enduring solutions. 


Excellencies, 


Allow me to highlight two cardinal issues, among other important 
matters, on this auspicious moment and in the context of the 
prevailing dangerous international climate. 


The first is the absolute need to refrain from policies and acts 

that spawn internal crisis and conflict, and, to seek and secure 
domestic solutions to internal problems that may have been inherited 
or that may have arisen from misguided policies. This will also 
involve the implementation of Agreements signed faithfully and 
seriously. 


The second is not to tread on an alley that leads to external 
intervention and to thwart overt or covert external intervention. 
Because, accommodation of or capitulation to external pressures will 
only exacerbate the situation, prolong the conflicts and entail 

sorrow and remorse. 


Excellencies, 


May | extend, again, my warmest congratulations and express my best 
wishes, on behalf of the people and Government of Eritrea, to the 
people and Government of the Sudan to transform this historic 
Agreement inscribed today on paper and on our hearts into a solid 

and unshakable building bloc [sic] of unity through proper care and 
maintenance. 


Thank you. 
End text. 
WROBLEWSKI 
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E.O. 12958: N/A 
TAGS: KAWC, PREL, RW, TZ, UNSC 
SUBJECT: ICTR RESOLUTION AND USUN VOTING IN NEW YORK 


REF: SECSTATE 171933 


1. Per instructions (reftel) U.S. joined other SC members 
in supporting the draft resolution (reftel para 1), adopted 
(15-0-0) as Security Council resolution 1717 (2006). The 
resolution was requested by the Tribunal in order to extend 
the term of office of the Ad Litem judges until the end of 
2008. This was done to facilitate adherence to the 
Tribunal\'s completion strategy. The General Assembly will 
now be asked to act on the matter. 

BOLTON 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, ETRD, RW 

SUBJECT: RWANDA-UGANDA JOINT PERMANENT COMMISSION MEETING A 
SUCCESS 


1. (U) Summary. Ugandan and Rwandan officials held the 
seventh Joint Permanent Commission sessions in Kigali October 
12-13. A communique pledged cooperation on a hosts of 
issues, including consular relations, defense, education and 
justice issues, crop and animal diseases, cross-border 

transport fees, and border immunization efforts. The two 

sides also signed separate MOUSs on police cooperation, 

wildlife management and metrology. Various senior Rwandan 
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officials publicly lauded the sessions and expressed the wish 
that Rwandan-Ugandan relations continue to improve. Ghana 
pledged to support Rwanda\'s East African Community (EAC) 
candidacy. End summary. 


2. (U) Over the course of two days, the Permanent Joint 
Commission attendees (including senior ministers from both 
sides) examined a host of bilateral issues, from defense and 
justice to education, gender and refugee matters, including 
the sensitive issue of alleged detention of nationals by the 
neighboring nation\'s security forces. In that regard, the 

two sides reaffirmed the principle of consular access to 

their respective nationals should they be detained. The 
governments also signed separate agreements governing 
cross-border police cooperation, wildlife management, and 
metrology (the science of standards and measurements). In 
his opening statement, Ugandan Foreign Minister Kutesa 
pledged support for Rwanda\'s EAC application. 


3. (SBU) The two-day sessions included a courtesy call 
October 13 on President Kagame by Ugandan Foreign Minister 
Sam Kutesa and others in the GOU delegation. The jovial 
public face to this courtesy call matched the boisterous 
atmosphere of the Uganda National Day reception at the 
Ugandan Embassy the evening of October 12 (Note: Uganda 
National Day is October 9; the Ugandan Embassy delayed the 
celebration to accommodate the arrival of the GOU delegation 
from Kampala for the Commission sessions). At the National 
Day reception, Foreign Minister Kutesa teasingly (and perhaps 
inadvertently) referred to President Kagame as \"President of 
Uganda,\" a mark of distinction returned in kind by Rwandan 
Foreign Minister Charles Murigande, who called President 
Museveni \"President of....,\" hesitating to complete the 

official designation, to great laughter from the crowd. 


4. (SBU) This seventh session of the Permanent Joint 
Commission comes on the heels of President Kagame\'s journey 
to Uganda to attend the September 30 golden jubilee 
celebrations at the Ntare School in the Mbare district of 

Uganda, a school attended by both Kagame and Museveni. With 
President Museveni in attendance, President Kagame praised 
the important role the school in particular and Ugandan 

society in general played in nurturing a generation of 

Rwandan refugees, including himself, and called for closer 

ties with Uganda. 


5. (SBU) Comment. While presidential and foreign ministry 
officials have told us that the holding of the Joint 
Commission sessions two weeks after Kagame\'s trip to the 
Ntare School was pure coincidence, the timing has been 
fortuitous. It appears a bit of a charm offensive is 
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underway by the GOR, as Rwanda strives for a positive vote on 
its request to join the East African Community, and for a 
general relaxation of regional tensions, particularly with 

the DRC and Uganda. End Comment. 

THURSTON 
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E.O. 12958: N/A 

TAGS: WMDT, OTRA, MO 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR GLOBAL INITIATIVE 
ADVANCE TEAM 


REF: SECSTATE 172590 


1. Embassy Rabat is pleased to grant country clearance to 
Global Initiative to Combat Nuclear Terrorism advance team 
members Megan Dieter, David Weekman, and James Warden to 
travel to Rabat, Morocco, October 22 to November 1, 2006. 


2. POC is Political Officer Marcel Martinez who can be 
reached at: 

Phone: 212 037-665-253 

Cell: 061-14-16-98 

email: martinezme@state.gov 


3. Hotel reservations have been made at the Hilton Hotel for 
all travelers. 


4. Airport drop-off and pick-up from the Rabat and Casablanca 
airports will be provided. 


5. Post understands travelers require no further assistance. 
6. ICASS Policy: 


A. Due to ICASS funding reductions, we regret that Post has 
had to curtail services and pass the cost of select services 
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through direct charging of non-ICASS contributors visiting 
Post through direct charging. Therefore we request that each 
visitor, regardless of length of stay, bring/forward fiscal 

data to pay for direct costs of the visit and share copies 

with their control officer and FMO. Each agency, 
organization, or visiting delegation will be charged for the 
actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff 
overtime (e.g., expediter, airport pick-up and drop-off, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to visitor needs. Please note that all visitors 
should be prepared to be charged approximately ninety-five 
dollars (subject to periodic adjustment) for airport pick-ups 
and drop-offs that occur after normal business hours. 


B. In accordance with worldwide ICASS policy, TDYers over 
thirty (80) days, are subject to a charge for ICASS support 
services. If your sponsoring agency is not signed up for 

ICASS services at post, please be prepared to sign an MOU for 
ICASS support services upon arrival. The agency should 
provide post with written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer and provides the agency ICASS 
billing code to which TDY support charges should be applied. 


C. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. We regret that due to budget 
restraints, Post will not provide service to a TDYer staying 

in excess of thirty days without provision of this 
documentation. We thank you in advance for your 
understanding. 


7. Security Concerns 


A. Mandatory personal security training 
(ref: 04 state 066580, state 93760 and FSI 
1421): 


Effective January 1, 2005, American personnel requesting 
country clearance to perform extended temporary duty (TDY 
defined as more than 30 days) at overseas locations must 
complete appropriate overseas personal security training 
(\"safe\" course). This safe course requirement does not apply 
to career state department Foreign Service employees. It does 
apply to state department civil service employees, employees 
of other USG agencies and contractors. 
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B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16, 2003. Additional attacks have been thwarted by the 
vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured), the potential for violence against American 
interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate, 
including clubs, restaurants, places of worship, schools, 
hotels, movie theaters and public areas. Such targets may 


also include establishments where activities occur that may 
offend religious sensitivities, such as casinos or places 
where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to one\'s surroundings, 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately, 24 hours a day, at tel. 037-76-96-39. 


C. Crime: 


The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling, pick 
pocketing, purse snatching, theft from vehicles, and 
harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred, but in 
general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs, visitors 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 
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immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers, especially in outdoor shopping areas, 
tourist attractions, and in transportation centers. Taxis 

and trains in Morocco are relatively safe, city buses are not 
considered safe. Avoid carrying large sums of cash, and 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime, or an 
attempted crime, or experience any security-related incident 
during your stay in Morocco, please report the incident to 
the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions, 
including ours, from time to time receive threatening phone 
calls, e-mails and harassing letters/faxes. Should you 
receive any of these while at post, contact marine post one 
and/or the RSO immediately. Further, the mission has received 
several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail, 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally, demonstrations do occur with some frequency in 
Morocco during periods of heightened tension. Occasionally, 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region, always be alert to their surroundings and avoid large 
crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. Electronic Devices: 


Privately owned laptops, PSC, cellular telephones, cameras 
and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 
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F. Cultural Awareness: 


Travelers need to be cognizant of the fact that Morocco is an 
Islamic country despite the appearance of some aspects of 


western culture. Generally, women should not travel alone and 
should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops, restaurants and 
hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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TREASURY FOR OTI RLOEFFLER AND JSERAFINI 


E.O. 12958: N/A 
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TAGS: KTFN, PTER, EFIN, ETTC, TU 

SUBJECT: TERRORISM FINANCE: COURT REJECTS GOVERNMENT 
ATTEMPT TO WITHDRAW AL-QADI APPEAL 


REF: A. ANKARA 5440 
B. SECSTATE 147545 


1. (SBU) On October 12, the Administrative Chamber of the 
Danistay (Council of State) rejected the Government\'s 
application to withdraw its appeal of the al-Qadi case. As 
explained reftel, the Government (Prime Ministry and MFA) had 
filed appeals of the Danistay\'s July 20 ruling that 

invalidated the Council of Ministers\' 2001 freeze of 

al-Qadi\'s assets. However, Prime Minister Erdogan later 
instructed his subordinates to withdraw the appeal (i.e. let 

the July 20 pro-al-Qadi ruling stand). It is this 

application that the Administrative Chamber has now rejected. 


2. (SBU) A judge from the Administrative Chamber told us that 
the Chamber\'s action will allow the appeal process to go 
forward and that al-Qadi\'s assets remain frozen in the 
meantime. During a thirty-day comment period, the Government 
or al-Qadi have an opportunity to comment, and the 
Administrative Chamber will then begin to consider the 

appeal. MFA officials were unsure how long the appeals 
process would take. The Administrative Chamber cited the 
public interest in rejecting the withdrawal. 


3. (SBU) Comment: MFA officials were relieved that the court 
had allowed the appeal to go forward, thereby avoiding a 
situation in which the Prime Minister\'s action would have put 
Turkey out of compliance with UN Security Council Resolution 
1267. The danger of such non-compliance remains, however, 
albeit at a later date, should the appeals court uphold the 

July 20 decision and unfreeze the assets. 


4. (SBU) Action request: In a meeting prior to the 
Administrative Chambers latest decision, MFA Director 
General for Legal Affairs Cinar Aldemir was very interested 
in the possibility of additional information from U.S. 

experts on the issues of designation and listing, as well as 
de-listing under 1267 committee procedures. In particular, he 
is interested in how to strike a balance between deterring 
the financing of terrorism and human rights and due process 
concerns. Given Aldemir and others\' interest and the global 
implications of a court reversal of a 1267 freeze in Turkey, 
post requests a USG presentation on this topic, as offered in 
ref b. 
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Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 
TAGS: OTRA, APER, IZ, TU 
SUBJECT: COUNTRY CLEARANCE FOR PMA OFFICER SARA L. HORNER 


REF: BAGHDAD 03829 


1. Post grants country clearance for Sara L. Horner to visit 
Turkey for the purpose of accompanying Embassy officers on 
familiarization travel to southeastern Turkey and the 
Turkey-Iraq border area during the period October 16-19. 
POCs for the visit are PMA Counselor Carl Siebentritt and 
Assistant Army Attache Randy Smith. Lodging arrangements 
have been made at the Swisshotel in Ankara as requested. 


2. Visas: All Americans traveling to Turkey must have a 
valid visa. Travelers without a visa can obtain a visa valid 

for one entry/three months at port of entry upon payment of a 
USD 20 fee. This fee is payable only in U.S. dollars cash. 
There is no fee for official travel if the visa is obtained 
outside of Turkey. 


3. Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention hotline for international 
travelers (tel: 1-877-394-8747); fax 1-800-232-3299; or via 
the internet at HTTP//www.cdc.gov. 


4. Security Assessment: In the aftermath of Operation Iraqi 
Freedom (OIF) there continues to be the potential for both 

transnational and indigenous terrorist groups to target U.S. 
interests in Turkey. After the Gulf War, the predecessor to 
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the Turkish Terrorist Group Revolutionary People\'s Liberation 
Party/Front (DHKP/C) assassinated four Americans in Turkey 
and carried out numerous bombings of U.S. targets (mostly 
private sector businesses, although two rockets were directed 
toward the Consulate General in Istanbul). Subsequent to the 
ending of OIF hostilities, there have been isolated terrorist 
bombings attributed to DHKP/C and other indigenous terrorist 
groups in protest of OIF. Other Turkish terrorist groups 

with anti-Western sympathies include Marxist-Leninist 
Communist Party (MLKP), Turkish Communist Party/Marxist 
Leninist (TKP/ML), Turkish Workers and Peasants Revolutionary 
Army (TIKKO) and Islamic Greater Eastern Raiders/Front 
(IBDA/O). 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15, 2003 
two synagogues in Istanbul were the targets of suicide car 
bombs. On November 20, 2003 the British Consulate General 
and the London-based HSBC bank in Istanbul were damaged by 
powerful explosions, killing dozens and wounding hundreds. 
These incidents represent a significant change from prior 
attacks in Turkey, which have previously involved 

small-scale, random bombings and small numbers of casualties. 
The investigations of these incidents in Istanbul remain 

open but transnational terrorist links are suspected. The 
potential for violence and terrorist actions against U.S. 

citizens and interests continue. 


The Turkish National Police (TNP) is quite responsive in 
their role as protector of U.S. diplomatic and military 
interests in Turkey. The TNP has provided enhanced coverage 
at each of our facilities in Ankara, Istanbul, Adana and 
Izmir. The incidence of crime, both violent and the more 
traditional tourist crimes (pick pocketing, purse-snatching, 
etc.), is relatively low throughout Turkey. Visitors to 
Istanbul should be aware that tourist-type crimes are more 
prevalent there, especially in the traditionalist tourist 
areas, such as Sultanahmet and Istiklal Caddesi. The 
security office encourages visitors to report any security 
incidents, including surveillance, to the RSO immediately. 


Useful security information about Turkey is available on the 
following websites: 


--Embassy Ankara: HTTP://WWW. .USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 


--Consulate General Istanbul: 
HTTP://USCONSULATE-ISTANBUL.ORG.TR 


5. For further information regarding travel in Turkey, 
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consult the consular information sheet. The consulate 
information sheet and public announcements are available on 
the internet at: HTTP://TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) websites: 
HTTP://WWW. .TRAVEL.STATE.GOVTURKEY.HTML 


--US Embassy Ankara: 
HTTP://WWW. .USEMB-ANKARA.ORG.TR 


Visit Ankara\'s Classified Web Site at 
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http://www .state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 10/16/2016 

TAGS: PHUM, PGOV, ET 

SUBJECT: ETHIOPIA: MISSION INTERCEDES IN CASE OF ARRESTED 
ETHIOPIAN BUSINESSMAN ALEMAYEHU FANTU 


Classified By: Charge Vicki Huddleston for reasons 1.4 (b) and (d). 


1.(C) Summary: On October 12 poloff was approached by Dr. 
Nardos, the wife of CUD detainee Berhanu Nega, who indicated 
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that prominent Ethiopian businessman Alemayehu Fantu was 
arrested on October 5, having been charged with attempting to 
incite violence. Suspecting maltreatment while he was in 
prison, she appealed to the Embassy to inquire into his 
wellbeing. PAO met with the Commissioner of Public Prisons to 
discuss the case and appealed to Mission contact Pastor 
Daniel Gebreselassie (closely protect) of the NGO Prison 
Fellowship to meet with the Police Commissioner to determine 
what the charges were against Alemayehu Fantu, and whether 
bail would be possible. The Police Commissioner indicated 
that after two weeks in which the public prosecutor would 

need to do his investigation, 

Alemayehu would be brought before the courts, and at that 
time be allowed to ask for bail. Pastor Daniel was 

personally assured by the head of Central Investigations that 
Alemahehu was not abused. End Summary. 


2. (C) According to Dr. Nardos, wife of CUD detainee Berhanu 
Nega, who met with poloff on October 8, Alemayehu 

Fantu, son of the owner of a prominent chain of supermarkets 
in Addis Ababa, was arrested on October 5 on 

charges of attempting to incite violence. She appealed to the 
Embassy to ascertain his wellbeing, suspecting that he 

was being beaten while in prison. The PAO contacted the 
Commissioner for Public Prisons, and asked him to determine 
the whereabouts of Fantu as well as whether he was being 
beaten while in custody. The Commissioner promised to be 
cooperative on both counts, adding that he would be held 
liable if a prisoner in his care was maltreated. Pastor 

Daniel Gebreselassie, head of the NGO Prison Fellowship, was 
also asked by the PAO to intercede with the Police 
Commissioner, to determine whether bail was possible for 
Fantu, and to verify whether he was being tortured while 
incarcerated. 


3. (C) Pastor Daniel, met with the Commissioner of Prisons 

and the Commissioner of Police to discuss Alemayu\'s case. 
Pastor Daniel said he told them that there was the increasing 
impression among the Addis Abba business 

community that the government was using frivolous charges to 

go after those they considered a threat. The Police 
Commissioner confirmed that Aleymayu had indeed been arrested 
for storing 5000 CUD civil disobedience calendars 
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in his home. (Note: The calendars were issued by the CUD on 
the eve of the Ethiopian New Year, and called for a 

variety of civil disobedience measures aimed at disrupting 
government institutions and the economy. End note.). 

Pastor Daniel heard in his conversation with other local 
contacts that there might be other alleged motives leading 

to AlemayuVs arrest, including jealousy by a business 
associate, who fingered him to the authorities. According 

to Pastor Daniel, the government was contemplating locking up 
Alemayu\'s father also, but had desisted at the last 

minute. Inquiring about Alemayu\'s health, Pastor Daniel was 
encouraged by the Police Commissioner to call the Head 

of Central Investigations in his presence. According to 

Pastor Daniel, the Head of Central Investigations told him 

that Fantu was not beaten as alleged and that if that had 
happened, he \"would personally be in trouble.\" Fantu had a 
court appearance on October 12, and the Police Commissioner 
told Pastor Daniel that he would have another when the 

public prosecutor finished his investigation after a two week 
period, after which he would be again brought to 

court, at which time he could seek bail. 


4. (C) High level prison and police authorities are now 
aware of the Embassy\'s interest in Alemayu\'s arrest, as 
well as that of Amnesty International. After Alemayu gets 
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his day in court, the government may well release him on 
bail. 
HUDDLESTON 
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E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: October 16, 2006 


Working towards Forming a Government 


1. The second round of coalition talks for a new Austria government 
will begin on Tuesday with meetings between the SPOe and the OeVP. A 
daily speculates that the SPOe could make major concessions 
regarding the Eurofighter deal in order to form a government with 

the OeVP. 

ORF radio early morning news Morgenjournal reports that the climate 
between the teams of the SPOe kic,kH~VP appears to have improved 
slightly, with both parties expressing their willngness to 

negotiate. The question of whether the ocial Democrats and the 
Conservatives address soe of the hot topics and whether progress is 
madeon key issues could be a good indication of whethe a SPe-OeVP 
coalition is possible, the radio arues. Meanwhile, according to 
front-page report inmass-circulation tabloid Kronen Zeitung 
suggeststhere is concern among some SPOe representatives te party 
leadership might abandon its call for a ancellation of the 

Eurofighter purchase and chane its course on the issue eventually. 


More of the Same? 


2. Although the option was ruled out by leading Conservative 
politicians ahead of the general elections, top OeVP representatives 
are now contemplating an OeVP-BZOe-FPOe coalition government. 
In the face of the Conservatives\' apparent lack of enthusiasm 
regarding a grand coalition with the SPOe, Austrian media report on 
alleged plans by the OeVP to form a coalition government with the 
FPOe and its spin-off BZOe. Independent provincial daily Salzburger 
Nachrichten writes that two OeVP heavyweights, Chancellor Wolfgang 
Schuessel and Upper Austrian Governor Josef Puehringer, said last 
weekend they do not want to rule out such a combination. Although 
cooperation with the FPOe and the BZOe was not their primary choice, 
Schuessel said it \"remains an option\" in any case, the daily 

reports. 


Column 3 
Glawischnig in Parliament 


3. The Greens have nominated their deputy leader Eva Glawischnig as 
third parliamentary president. Glawischnig says she considers the 
position a top political position. 

Liberal daily Der Standard quotes Greens leader Alexander Van der 
Bellen as saying that Glawischnig is to continue playing an 

important role in Austria\'s domestic and foreign policy." For the 
Greens, the parliamentary presidents are more than just 
representational positions, he added. In addition to other 

traditional Greens topics, the key issues for Glawischnig will be 
women\'s and environmental policies, the Standard explains. 


EU Summit in Finland 


4. Energy policy, migration and EU relations with Russia are no the 
agenda of the European Union summit in Lathi, Finland on Friday. 
Behind the scenes, a struggle over future distribution of power in 
the EU has begun. 

According to liberal daily Der Standard, among the top issues on the 
agenda at the Finland summit will be the question of who will be 
calling the shots in the EU Commission in the future, and which 
member states will have to do without a Commissioner. Also, the EU 
countries are to discuss the individual members\' voting rights at 
ministerial and at summit meetings. Adaptations will be necessary 
with the accession of Romania and Bulgaria, as the Treaty of Nice 
envisages a reshuffling of decision structures within the EU-27. 


North Korea Sanctions 


5. In the dispute over its controversial nuclear program, the US 
Security Council has imposed sanctions on North Korea. The North 
Korean foreign minister has condemned the move as \"gangster 
methods.\" 

ORF radio early morning news Morgenjournal says that the United 
States is urging China to fully implement the UN sanctions imposed 
on North Korea following its nuclear test last week. America\'s UN 
ambassador John Bolton said that China had an obligation to comply 
with Resolution 1718, which was passed unanimously by the Security 
Council on Saturday. The sanctions include a series of measures 
targeting Pyongyang\'s weapons and missile programs. However, 
reservations persist on the Chinese side over cargo inspections. 

In addition, ORF online news reports that the United States has also 
reiterated its tough stance on Iran\'s nuclear ambitions. It has 
threatened sanctions, unless Tehran makes concessions. John Bolton 
stressed that in the face on the North Korea sanctions, he \"hopes 
that Iran is aware it may face similar isolation and restrictions as 
North Korea, if it continues to pursue nuclear weapons." The five UN 
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veto powers and Germany are to discuss possible sanctions against 
Iran later this week. 


Israel President Faces Rape Charges 


6. Israel\'s police say it has sufficient evidence to charge 

President Moshe Katsav for rape illegal wiretapping, fraud, indecent 
assault and sexual harassment, and have recommended he be 
prosecuted. 

ORF radio early morning news Morgenjournal reports that Katsav has 
denied any wrongdoings, and says he is the victim of a \"public 
lynching.\" The Israeli President has rejected calls that he quit the 
largely ceremonial post he has held since 2000. If charged, he would 

be immune from prosecution, but he could be impeached by Parliament. 
A decision on whether to press charges has to be made by the Israeli 
Attorney General. ORF Jerusalem correspondent Ben Segenreich argues 
nonetheless, that Katsav is \"in a tight spot.\" Today\'s opening of 
parliament is going to be \"an indicator of the Knesset members\' 
positions\" in the case. \"Some MPs have announced they are planning 
to leave the floor in protest,\" should Katsav appear in Parliament, 
Segenreich adds. 

McCaw 
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E.O. 12958: DECL: 10/10/2016 

TAGS: PGOV, PINS, PTER, IZ 

SUBJECT: ANBAR GOVERNOR CITES POSITIVE DEVELOPMENTS ON 
SECURITY FRONT 


Classified By: Anbar IPAO Hureta for reasons 1.4 (b) and (d). 
1. (U) This is an Anbar PRT cable. 


2. (C) Summary: Recent meetings between GOI 
and Anbar officials suggest progress in 
cooperation between the national and provincial 
leadership. MNF-I and PRT leadership attended 

a meeting where Anbar Governor MaVamoun Sami 
Rasheed Al-Awani gave a readout of his exchange 
with PM Maliki the previous day. According to 
Al-Awani, Maliki\'s expressed desire for better 
coordination between national and provincial 
government, and appeared determined to find 
ways to help the tribes fight AQI. Separately, 

the Iraqi NSC conveyed an offer to the Anbar 
government, through the PRT, for an opportunity 
of Iraqi reconstruction funds to be invested in 
Anbar. End Summary. 


Column 3 
Meeting with Governor Al-Awani 


3. (C) Anbar Governor Ma\amoun Sami Rasheed Al- 
Awani gave an optimistic assessment on 
administration, projects and security in Anbar 
Province at an October 1 meeting in Baghdad 

with MNF-I Deputy CG LTG Grahame Lamb (Uk), 
MNF-W Deputy CG BG David Reist, newly arrived 
PRT leader, and the deputy PRT leader. The 
Governor was in Baghdad attending the bi- 
monthly gathering of key Anbar officials and 

the Deputy Minister of Industry and Minerals, 

who is the GOI coordinator for Anbar 
reconstruction. The Governor was accompanied 
by the Chairman of the Anbar Provincial Council 
(PC), Dr. Abdulsalam Abdullah Mohammad. Much 
of the 90-minute meeting turned on reviewing 
progress on some half-dozen infrastructure and 
commercial projects. However, additional 

matters were discussed which conveyed a sense 
of momentum in bringing a greater measure of 
stability to the province: 


- Al-Awani and Abdulsalam met with PM Maliki, 
MOD Abdul Qader Al-Obeidi and MOI Al-Bolani in 
Baghdad on Sept. 30 to review recent 
developments in the Anbar province. In Al- 
Awani\'s words, the meeting was a \"positive 
development\" and laid the foundation for future 
security coordination between the province and 
the central government authorities, a key piece 

of the local scene that has long been missing. 


- Al-Awani also said he has opened lines of 
communication with local tribal leaders 
regarding the latter\'s recently announced 
determination to confront AQI and local 
insurgents. He indicated a meeting has been 
scheduled between provincial officials and 
several tribal leaders now residing in Amman to 
further their discussions on local security. 
Al-Awani did not elaborate as to the timing or 
the identities of the persons who would take 
part in the meeting. (Note: This issue was in 
part precipitated by the agitating of the local 
sheiks who reportedly met with Maliki to 
express both a desire to fight AQI and their 
dissatisfaction with the current Anbar 
provincial administration.) 
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- In an unexpected move, Al-Awani introduced 
Anbar\'s new Chief of Police, IP BG Abdul Salam 
Obeidi, who will assume a post that has been 
vacant since the detention of the former 
provincial police chief a few months ago. 

(Note: Obeidi is an unknown to MNF-W. It 
appears that MOI provided Al-Awani with a list 
of potential candidates for the post, 

indicating some level of coordination among the 
Iraqis taking place without Coalition Force 
knowledge.) 


- Al-Awani and the PC Chair expressed their 

desire to hold a full-fledged PC meeting in 

Ramadi at an early date, signalling their 
determination to conduct normal business at the 
Government Center in Ramadi. (Comment: The PC 
has been unable/unwilling to conduct normally 
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scheduled meetings in Ramadi since April 2006 
because of insurgent violence and intimidation. 
Meetings have previously taken place at more 
secure locations outside Anbar province.) 


4. (C) In a separate meeting on Oct 1 between 
Iraqi Deputy National Security Advisor Safa A. 
Hussain discussed GOI outreach with Anbar PRT 
IPAO. Safa began by querying Pol Off on his 
impressions on Anbar Province, admitting 
discretely that the Shia-dominated GOI has no 
first-hand information on this Sunni-majority 
province. As such, he eagerly welcomed any 
ground truth on this problematic province. 


5. (C) Pol Off conveyed recent complaints 
expressed by Al-Awani that the GOI had so far 
not provided tens of millions of reconstruction 
funds promised to Anbar. These funds were, 
according to Al-Awani, offered in January 2005 
by the previous PM, Ibrahim JaVafari, and that 
PM Maliki had subsequently agreed to honor this 
pledge. Safa responded that the GOI was aware 
of these uncommitted funds, but due to Anbar\'s 
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severe security problems, any reconstruction 
projects would likely be unable to be 
completed. He added the Anbar Provincial 
Government had not proposed any specific 
development projects with associated costs, 
timelines, etc. As such, the GOI did not feel 
that these Iraqi funds would be used 

efficiently or effectively. Safa then proposed 
that if a section of Anbar where there is 
developed infrastructure, such as along a major 
highway, could be adequately secured, the GOI 
would provide some reconstruction funds for the 
Anbar Provincial Government to use as it saw 
fit. He then asked for the PRT to convey this 
offer to Al-Awani. 


6. (C) Safa then turned the conversation to 
insurgent activity, noting the recent public 
announcement of the most influential Anbari 
tribal sheikhs offering to fight against local 
insurgents. He opined that Anbaris were fed up 
with the continual violence and the lack of 
economic opportunity - which the violence 
exacerbates. While Safa stated this unified 
effort was a positive development, he cautioned 
the sheikhs may not be as truly influential as 
they portray themselves, with radical Islamists 
gaining greater sway among Anbari youth. 


7. (C) The outcome of these meetings suggests that 
provincial and central government officials are pushing 
ahead on local administration, project funding and security 
issues. Al-Awani\'s positive meetings with with Maliki and 
top GOI security ministers and Safa\'s comment on releasing 
GOI reconstruction funds for secure areas within Anbar may 
signal the national government\'s intention to be more 
responsive to provincial concerns. (Note: An announcement 
regarding GOI approval these funds was made during the 
October 7 Anbar Tribes Conference held in Baghdad to be 
reported septel. End note.) The current security situation 

in the Anbar province has limited the PRT\'s ability to 
reinforce such patterns of cooperation between Anbar and 
the central government. Nonetheless, we continue to make 
interventions where practical, and, as future security 
conditions improve, we will be ready to push forward on a 
range of programs. 

KHALILZAD 


Column 3 


82031 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHEG #6381 2891527 

ZNY CCCCC ZZH 

O 161527Z OCT 06 

FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2018 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE 
RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RHEHNSC/NSC WASHDC" "CONFIDENTIAL CAIRO 006381 


SIPDIS 
SIPDIS 
NSC FOR WATERS 


E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, PGOV, MEPN, UNSC, KPAL, EG, IS, FR, SP, IT 

SUBJECT: EGYPT HOSTS SENIOR FRENCH, SPANISH, AND ITALIAN 
DIPLOMATS FOR CONSULTATIONS ON THE MIDDLE EAST PEACE PROCESS 


Classified By: Minister Counselor for Economic and Political Affairs 
William R. Stewart for reasons 1.4 (b) and (d). 


1. (C) Italian and French Embassy officials offered separate 
readouts on October 16 of a gathering in Cairo of senior 
diplomats from Rome, Paris, and Madrid the day before to 
discuss the Middle East peace process and related topics. 
Italian Embassy First Secretary Lamberto Moruzzi and French 
Embassy First Secretary Etienne Chapon told poloff the idea 
for the meeting of the Deputy Directors General for Middle 
East Affairs with their Egyptian counterparts resulted from a 
meeting between Spanish FM Moratinos and Egyptian FM Aboul 
Gheit on the margins of the UN General Assembly. According 
to the French and Italian diplomats, the Spanish pressed for 
agreement on a joint statement on the peace process for an 
October 27 Euro-Med Forum meeting in Alicante, Spain, but 
were rebuffed. 


2. (C) Our Italian and French colleagues were unsure why 
Spain, France, and Italy were invited while other Europeans 
(i.e., Greece, which complained) were excluded. Noting that 
the three Europeans were principle contributors to an 

expanded UNIFIL in Lebanon, and all were keen for progress on 
the peace process, Chapon speculated that Madrid hoped to 
position itself as host for any international conference on 

the Israel-Palestinian issue. Moruzzi volunteered that they 

did not agree to form a new group, and would brief Israel and 
other European states \"to ensure maximum transparency.\" 


Column 3 

While the Egyptians and Europeans recognized the importance 
of Washington\'s role in reaching final resolution of the 
Arab-Israeli conflict, he said, they agreed that momentum in 
the peace process must be created as Washington is 
\"distracted and unable to take decisive steps." 


3. (C) Ministry of Foreign Affairs Chief of Cabinet Wafaa 

Bassim, the Assistant Minister for European Affairs Fatma al 
Zahran, and Cabinet Advisor Ezzedine Shukry hosted the group. 
Minister Aboul Gheit also met the group for roughly 30 

minutes. In addition to their MFA colleagues, the French and 
Italians met separately with Arab League Secretary General 

Amre Moussa. While Lebanon was discussed both at the MFA and 
the Arab League, little substantive discussion ensued. The 
French diplomat noted disagreement between his government and 
that of Spain and Italy over engagement with Syrian President 
Asad. Madrid and Rome support talks with Asad (as evidenced 
by the recent Moratinos visit to Damascus) while Paris sees 

no value in engagement at this time. Chapon said the issue 

of threats to the government of Lebanese PM Seniora by Syria 
and its proxies in Lebanon was not raised. 

JONES 
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E.O. 12958: DECL: 10/16/2016 
TAGS: PREL, KPKO, UN, SU 
SUBJECT: TAHA ASKS NATSIOS FOR HELP WITH NON-SIGNATORIES 


Classified By: Acting P/E Chief Michael Honigstein, Reason: Section 1.4 
(b) and (d) 


1. (C) SUMMARY. The only way to reinforce the Darfur Peace 
Agreement (DPA) is by getting acceptance from 
non-signatories, Vice President Ali Osman Taha told Special 
Presidential Envoy (SPE) Andrew Natsios on October 15. 


Column 3 

Natsios underlined the importance of improving the 
humanitarian situation, maintaining security with a credible 
force, establishing a ceasefire, and beginning the 
Darfur-Darfur dialogue. Taha agreed that there was no 
military solution, but explained that diplomacy must come 
first, or the ceasefire would not last. Natsios also warned 
that if the Sudanese broke their agreement and barred him 
from travel to Juba and Darfur, he would leave immediately. 
END SUMMARY. 


2. (C) SPE Natsios began by telling VP Taha that he had no 
ultimatums to deliver and wanted to have a real dialogue. 
Natsios pointed out that bilateral relations could get worse 
because all sides in the U.S., from the far right to the far 

left, were unanimous on Darfur. However, Natsios said a 
conversation on what international forces were acceptable-- 
size, composition, mandate, structure, and funding-- is 
necessary. Natsios outlined the U.S.Ys long-term goals, 
including acceptance of transition to the UN, but right now 
the emphasis is on a ceasefire and protection of 
non-combatants. Natsios said that he is concerned that the 
Janjaweed could start massacres in the camps if the chaos 
continued, and emphasized that the UN is good at this type of 
stabilization and disarmament mission and could really help 
the government. 


3. (C) Taha agreed that protecting civilians was the 

priority, but said efforts to get the non-signatories into 

the DPA must be done first, or else a ceasefire would only 
help the rebels regroup. Natsios responded that negotiations 
are difficult during an offensive, but Taha reemphasized that 
security comes from diplomacy and not the other way around. 
Even if the UN came, Taha said, it could not maintain 
security without a political resolution. 


4. (C) Taha pointed out that bilateral relations were good 

in Abuja, and that we should go back to that. Taha said the 
DPA failed because the U.S. and the Europeans abandoned the 
agreement immediately after signature, welcoming 
non-signatories, not condemning the attack in Kordofan, and 
shifting all blame to the GoS. He also said he was 

disappointed there was no offer of help with compensation. 

The Dafurian concept of compensation, Natsios said, meant it 
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had to come from the government. Natsios then added that 
there may be room to increase development aid and allow the 
GoS to shift more money to compensation. 


5. (C) Taha said that many non-signatories, like Abdel Wahid 
al Nur, were respecting the ceasefire and did not present as 
urgent a problem as the National Redemption Front (NRF). 
Taha agreed to develop a plan for the U.S. and Sudan to work 
together on recruiting non-signatories, which could be 
discussed this week. Charge DVAffairs Hume added that it was 
important in planning to distinguish between non-signatories 
who respect the ceasefire and those that don\'t, but in the 
current chaotic environment that was impossible. Hume 
suggested the GoS consider a plan to begin a ceasefire in 
South Darfur, where there are fewer spoilers, which would be 
more manageable. 


6. (C) COMMENT: In a one-on-one at the end of the meeting, 
Natsios warned Taha that the mood in western capitals, 
particularly Washington, was growing more impatient and that 
if non-combatants were massacred in the camps, that would 
provoke a serious response from the United States. Natsios 
was disappointed by Taha\'s lack of candor in the meeting and 
fixation on a revisionist description of the past. END 
COMMENT. 


7. (U) Special Presidential Envoy Andrew Natsios has cleared 
this cable. 
HUME 
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TAGS: MOPS, PREL, PTER, ER, ET 

SUBJECT: ETHIOPIA: ERITREAN ARMORED FORCES INITIATE 
BATTALION-SIZE MOVEMENT INTO THE UN TEMPORARY SECURITY ZONE 


Classified By: CHARGE VICKI HUDDLESTON FOR REASONS 1.4 (B) AND (D). 


1. (S) SUMMARY. AS OF MID-DAY ON 16 OCTOBER 2006, ERITREAN 
ARMORED FORCES HAD INITIATED BATTALION-SIZE MOVEMENT INTO THE 
UNITED NATIONS TEMPORARY SECURITY ZONE (TSZ) IN THE VICINITY 

OF OM HAJER (BR 468 858); MALUBA (CNA), BARENTU (CS 583 570), 
KARAKASH (CS 633 656) AND SHAMBIKO (CS 745 515). NO ERITREAN 
FORCES HAD CROSSED THE BORDER INTO ETHIOPIA AS OF 
APPROXIMATELY 1400 HOURS LOCAL TIME (1100 HOURS ZULU). 
ETHIOPIAN FORCES HAVE BEEN PUT ON ALERT IN REACTION TO THE 
MOVEMENT, BUT NO DIRECT ENGAGEMENT HAD OCCURRED AS OF 
APPROXIMATELY 1130 HOURS ZULU. END SUMMARY. 


2. (U) THIS CABLE HAS BEEN DERIVED FROM AN IIR. 


ERITREAN MOVEMENT INTO THE TSZ 


3. (S) AS OF MID-DAY ON 16 OCTOBER 2006, ERITREAN ARMORED 
FORCES HAD INITIATED BATTALION-SIZE MOVEMENT INTO THE UNITED 
NATIONS TSZ IN THE VICINITY OF OM HAJER (BR 468 858); MALUBA 
(CNA), BARENTU (CS 583 570), KARAKASH (CS 633 656) AND 

SHAMBIKO (CS 745 515). NO ACTUAL BORDER CROSSING INTO 
ETHIOPIA HAD OCCURRED AS OF APPROXIMATELY 1100 HOURS ZULU 
TIME (1400 HOURS LOCAL TIMB). 


4. (S) ERITREAN MOVEMENT INTO THE TSZ INCLUDED 10-20 
UNIDENTIFIED TANKS ON HEAVY EQUIPMENT TRANSPORTERS (HET). AT 
LEAST FIVE HETS WERE SPOTTED EMPTY IN THE VICINITY OF 
KARAKASH, MOVING TOWARDS BARENTU. (COMMENT: SOURCE BELIEVES 
THE TANKS WERE DISMOUNTED BETWEEN SHAMBIKO AND KARAKASH. 
UNITED NATIONS MISSION TO ETHIOPIA AND ERITREA (UNMEE) 
REPORTED TANKS APPROXIMATELY 10 KILOMETERS NORTH OF THE 
ETHIOPIAN BORDER. END COMMENT.) OTHER MOVEMENT REPORTS 
INCLUDED TROOPS, ROCKET LAUNCHERS, AND OTHER EQUIPMENT. 
ERITREAN RADIO TRAFFIC ALSO INCREASED SIGNIFICANTLY DURING 
THE MORNING OF 16 OCTOBER 2006. 


ETHIOPIA, UN ON ALERT 


5. (S) AS OF APPROXIMATELY 1130 ZULU HOURS, ETHIOPIAN FORCES 

HAD BEEN PUT ON ALERT IN REACTION TO ERITREAN MOVEMENTS. 
HOWEVER, NO/NO OTHER DIRECT REACTIONS HAVE BEEN REPORTED, AND 
NO/NO DIRECT ENGAGEMENT HAD OCCURRED. ETHIOPIAN FORCES ARE 
NOT/NOT LIKELY TO REACT TO THIS MOVEMENT UNLESS DIRECTLY 
ATTACKED. 
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6. (S) UNMEE HEADQUARTERS HAVE BEEN ALERTED BY UNMEE OUTPOSTS 
ON THE BORDER, AND ARE PROTESTING TO THE ERITREAN GOVERNMENT. 
ONE UNMEE CIVILIAN VEHICLE WAS STOPPED AND PROHIBITED FROM 
MOVING TOWARDS BARENTU, AND JORDANIAN UNMEE FORCES WERE 
CONFINED TO THEIR BARRACKS WITH NO VEHICLE MOVEMENT ALLOWED 
WITHOUT ERITREAN PERMISSION. (COMMENT: THE FRENCH DEFENSE 
ATTACHE, WHO HAS FRENCH UNMEE OFFICERS REPORTING TO HIM ON 
THE SITUATION BELIEVES THE ERITREAN TROOP MOVEMENT TO BE 
PROVOCATIVE IN NATURE, RATHER THAN A PREAMBLE TO A 

SIGNIFICANT ATTACK. END COMMENT.) 


COMMENT 


7. (S/NF) DURING THE WEEK OF 07-15 OCTOBER 2006, THE 

ETHIOPIAN GOVERNMENT INFORMED POST THAT UNLESS AN 
INTERNATIONAL DECISION ON INSERTING UN FORCES INTO SOMALIA 

WAS FORTHCOMING IN NOVEMBER, ETHIOPIA WOULD ACT UNILATERALLY 
TO ATTACK UIC FORCES IN SOMALIA. DEPENDING ON ERITREAN 

ACCESS TO THIS INFORMATION, THE CURRENT TROOP MOVEMENT MAY BE 
AN ERITREAN ATTEMPT TO DEFLECT OR DISTRACT ETHIOPIAN 

ATTENTION FROM ITS OPERATIONS IN SOMALIA. 


8. (S/NF) ETHIOPIAN FORCES ON THE ERITREAN BORDER ARE FULLY 
PREPARED TO DEAL WITH ANY SIGNIFICANT THREAT FROM ERITREA. 
EIGHT ETHIOPIAN DIVISIONS ARE STILL LOCATED IN THE NORTHERN 
SECTOR OF ETHIOPIA. ETHIOPIAN FORCES ARE UNLIKELY TO REACT 
PRECIPITOUSLY OR RASHLY TO THE CURRENT ERITREAN MOVEMENTS. 
THE ETHIOPIAN MILITARY RECENTLY STATED AT THE HIGHEST LEVEL 
THAT THE ETHIOPIANS WERE ABLE TO WARD OFF ANY ERITREAN 
ATTACK. THIS STATEMENT WAS MADE IN CONJUNCTION WITH THE 
ISSUE OF POTENTIAL ETHIOPIAN MILITARY ACTION IN SOMALIA. 
HUDDLESTON 
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SUBJECT: GEORGIA UPDATE: OCTOBER 16 


Column 3 
REF: A) ST PETERSBURG 631 B) MOSCOW 11539 AND PREVIOUS 
Classified By: AMBASSADOR WILLIAM J. BURNS. Reason 1.4 (b, d) 


Summary 


1. (C) Deportations of undocumented Georgian nationals 
continue. Round-ups have slowed in Moscow, but picked up in 
St. Petersburg. Russian and Georgian officials continue to 

trade insults and veiled threats. Harassment of ethnic 

Georgians may have peaked thanks to a backlash from Russians 
of many political persuasions. End Summary. 


Deportations 


2. (C) Georgian Ambassador Chubinishvili confirmed (see Ref. 
A) October 16 that \"about 1001 undocumented Georgians are 
detained in St. Petersburg. The Georgian Embassy has sent a 
consular officer to help facilitate their departure. 

Georgians are soliciting funds from relatives of the 

detainees to pay for the flights. Detentions in Moscow are 
down, Chubinishvili told us, because undocumented Georgians 
are \"in hiding.\" 


3. (U) Interfax reported that, according to the Georgian 
Embassy in Moscow, about 200 Georgians will be deported from 
Moscow to Tbilisi on October 17. 


Statements 


4. (U) Russian politicians and officials continue to make 
statements harshly critical of Georgian President 

Saakashvili. Federation Council Member Vasiliy Likhachev 
told the press October 14 that the Saakashvili's statements 
Georgia should put \"his partners in Brussels and the U.S.\" on 
guard against the \"militarization\" of Georgia. CHOD Yuriy 
Baluyevskiy, commenting on a statement by Georgian DefMin 
Okruashvili that Georgia does not fear war with Russia, said 
October 16 that Russia has no intention of starting a war 

with Georgia, but that Georgia will bear responsibility for 

any military confrontations in Abkhazia or South Ossetia. 


Ethnic Harassment 


5. (C) The harassment of ethnic Russians in Georgia -- many 
of them Russian citizens -- has produced a backlash among 
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some Russians. In Kazan, one Tatar intellectual told us that 
the Wdemonization of Georgians as a people bespeaks a new 
growth of Russia for the Russians\" ethnocentrism. Russian 
nationalist commentator Sergey Markedonov posted an article 
October 13 decrying the harassment campaign, saying the 
Kremlin was stooping to racist policies. He compared the 
campaign to the persecution of Volga Germans in 1914-15, and 
called it a public relations gift to western media eager to 

defeat Russia in the information war. Markedonov, like other 
Russians we have talked with, found the tax harassment of 
popular Russian writer Boris Akunin (the pen-name of Grigol 
Chkhartishvili) most offensive. Markedonov dryly pointed out 
that most Russian teenagers these days get their sense of 
Russian patriotism from reading Akunin\'s books. Markedonov 
also castigated the Kremlin for its irrational, \"emotional\" 

and \"hysterical\" approach to Georgia. Instead of having 

clear goals in mind when imposing sanctions (such as forcing 
Georgia to sign a statement on the non-use of force against 
Abkhazia or South Ossetia), Markedonov charged that Russian 
policymakers are bogged down in \"fear of NATO or Soros.\" 


6. (C) The backlash may have further tempered the campaign 
against ethnic Georgians (which had already caused outrage 
when a school principal publicly vowed never to comply with 
the order to give the police school record information on the 
parents of students with Georgian surnames). At least one 
major Georgian restaurant in Moscow has reopened after 
closing down \"voluntarily\" for a week. We were told of a 
similar incident in Kazan: inspectors visited the owner of 

the most popular Georgian restaurant and told him 
apologetically that they were under orders to find a reason 

to shut him down. They advised him to shut down voluntarily 
and wait until it all blew over. 


7. (C) Sounding a discordant note, Kremlin-connected 
political analyst Sergey Markov told us that the campaign 
would continue and that clear instructions had been issued by 
the authorities to throw the book at Georgian criminal 
operations and major businesses for violations of laws that 
will continue to go unenforced against other ethnic groups. 
Having just returned from a trip to Abkhazia, Markov stressed 
that Russia\'s problem was with Saakashvili, not with 
Georgians, and discounted the possibility of improved 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, PGOV, MOPS, GG, AM, RS 

SUBJECT: GEORGIAN PERMREP ASKS FOR HIGH-LEVEL U.S. 
INTERVENTION WITH RUSSIA 


REF: A. OCT.12 BRINK-SMELLER E-MAIL 
B. OCT.12 TRAUB-BRINK-SMELLER E-MAIL 


Classified By: Political Counselor Velia De Pirro for reasons 
E.O. 12958, 1.4 (b)(d) 


1. (C) Georgian PermRep Levan Mikeladze and Political 
Counselor Valerian Katamadze met with Ambassador Tichenor 
Oct. 13 to request U.S. intervention on behalf of Georgia in 
response to Russia\'s retaliation against Georgia following 

the arrest and later expulsion of four Russian military 

officers accused of espionage. Mikeladze said Russia\'s 
disproportionate response revealed its historical animosity 
toward people of the Caucasus. He presented the Ambassador 
with a non-paper (e-mailed to Washington and Tbilisi) 

outlining recent Russian actions against Georgia. He was 
confident that if the United States were to raise the issue 

with Russia directly during high-level bilateral discussions 

it would help alleviate some of Georgia\'s problems. 

Sanctions, including land and maritime transportation 
blockades, also severely affected \"Russia\'s best friend in 

the Caucasus,\" Armenia, which must now use land routes in and 
out of Iran to transport goods. 


Column 3 

2. (C) Following guidance from Embassy Tbilisi and USMIS-OSCE 
(see ref e-mails), Ambassador Tichenor commended Georgia on 
its measured and calm response to Russia\'s actions. He 
stressed the need to continue broad and inclusive discussions 
on Abkhazia and South Ossetia with all parties, adding it was 

in everyone\'s best interest that tensions between Russia and 
Georgia not escalate any further. Mikeladze accused Russia 

of increasing its spying activities and mentioned recent 

arrests of Russian spies in Estonia and Nigeria as proof. 

While he doubted Russia would attack Georgia militarily, he 

said doing it through proxies in Abkhazia and South Ossetia 

was a real possibility. Although the outspoken nature of 
Georgian President Saakashvili and Georgia\'s desire to join 
NATO greatly irritated Moscow, using severe sanctions against 
Georgia would not help to bring it any closer to Russia. It 

was, in fact, having the opposite effect, Mikeladze said. 

Georgia plans to introduce a resolution against Russian 

bigotry and racism at the Nov. 27-Dec. 8 Human Rights Council 
session. 


3. (C) COMMENT: This was the second meeting in one month 
between Mikeladze and the Ambassador. The Georgian PermRep 
said that Georgia was having a difficult time and needed to 
turn to its \"best friend\" for help, but it was unclear 

whether this initiative came from the capital or Mikeladze 
himself. While relations with Russia seem to be at an 

all-time low, introducing a resolution on Russia at the next 
Human Rights Council will certainly not help to improve the 
situation. Post requests guidance on what our position would 
be concerning a possible Georgian resolution on Russia. END 
COMMENT. 

TICHENOR 
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E.O. 12958: DECL: 10/16/2016 

TAGS: (###) 

SUBJECT: SAUDI ARAMCO TRIMS CRUDE ALLOCATIONS AS IT CUTS 
PRODUCTION 


1. (S) Saudi Aramco has cut some allocations to major oil 
company customers, per a contact in a position to know who 
has reported consistently and reliably in the past. For 
November, Aramco has provided crude allocations to customers 
consistent with an approximate five percent reduction in 
production. Our contact told us the SAG has now budgeted new 
projects to increase oil production to 10.5 million bpd 

(mbpa), and characterized as unfunded plans to reach 12.5 
mbpd production. He described &scenarios,8 for reaching 15 
mbpd as unfunded and unplanned, and frankly speculative. 

Post will report new crude allocation information as 

available. 


Allocation Cut Consistent with Five Percent Aramco 
Production Cut, Announced OPEC Production Cut 


2. (S) Acontact in a position to know who has reported 
consistently and reliably in the past told us Saudi Aramco 
was no longer willing to fully meet some monthly nominations 
for crude purchases. For example, for November delivery, 
Aramco agreed to supply a quantity of crude to a major 
customer which was a 23 percent shortfall from the requested 
allocation. From July through October, shortfalls were more 
typically in the 19 percent range. 


3. (S) Our source believes Aramco\'s allocation reductions 
are consistent with it reducing overall crude production by 
five percent, and also in line with OPEC,s recent 
announcement of plans to trim a million barrels in 

production. Our source told us operational personnel at 
Aramco were &relieved8 with the production cutback, as they 
were increasingly concerned with declining performance of 
equipment and wells in need of rest and maintenance. They 
had indicated they could not continue much longer at recent 
high production levels. 


Read my Lips: We will Increase Capacity 


Column 3 
(but Maybe Not Production) 


4. (C) Our source also remarked on Minister Naimi,s 
September 12 announcement that the SAG plans to increase 
production to 12.5 mbpd. He noted Minister Naimi was &very 
careful in his choice of words,8 and while Naimi made a 

public commitment to expand production capacity, he made no 
commitment to expand actual production. He pointed out 
Minister Naimi made no further commitment regarding the 
sustainability of increased production, if and when deployed. 
Our source remarked on the clever, jijutsu-like manner by 
which Minister Naimi in recent years has countered western 
and U.S. demands for &security of supply,8 with SAG demands 
for &security of demand.8 Finally, he said Minister Naimi 
deliberately maintains a certain &slop8 in the numbers to 
avoid distinguishing between Aramco production within KSA 
territory, and Chevron (operating under the Saudi Texaco 
name)/Kuwait National Petroleum Company production in the 
Partitioned Neutral Zone (PNZ). At approximately 250,000 
bpd, PNZ production is not particularly large, but our source 
explained this fuzziness in production numbers further helps 
Naimi to leave his audiences guessing a bit. 


5. (C) If and when the KSA reaches production of 12.5 mbpd, 
our source questioned how long Aramco could maintain this 
peak production, given natural and on-going production 
declines in aging fields. Answering his own rhetorical 
question, our interlocutor stated that when Aramco reaches 
12.5 mbpd production capacity, he believes they could likely 
sustain this level for 18 months to two years. 


Funding Approved in September for Production Increases 
To 10.5 MBPD; 12.5 MBPD Remains an Unfunded &Plan8 


6. (C) Our source discussed Minister Naimi,s propensity to 
carefully weigh words when discussing funded &projects8 
versus unfunded &plans.8 He explained Minister Naimi had 
publicly disclosed &projects8 to increase crude oil 
production to 10.5 mbpd, but only &plans8 to reach 12.5 
mbpd. During September, our source told us that Minister 


Naimi had significantly requested and received Supreme 
Petroleum Council budgetary approval for projects to increase 
production to 10.5 mbpd. Finally, our source stated the 
Ministry of Petroleum also had &scenarios8 to increase SAG 
oil production to 15 mbpd, a level he assessed as the SAG,s 
probable maximum production, barring significant new 
discoveries. He indicated the SAG was unlikely to publicly 
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commit to 15 mbpd, describing this leap as a &stretch,8 
which would involve difficult geology. In sum, our source 
assessed that scenarios for 15 mbpd oil production remain 
unplanned and unfunded, and likely far from realization. 


7. (C) Note: Minister Naimi,s comments track well with 
information provided to us in a recent meeting by Advisor to 
the Minister of Petroleum and Mineral Resources, Dr. 
Al-Muhanna. Al-Muhanna explained SAG plans to increase 
production capacity to 12.5 mbpd included 1.5 to 2 mbpd spare 
capacity. He was clear the SAG did not actually expect to 
routinely utilize this full capacity. End note. 


Manifa Field: 900,000 BPD of Insurance; SAG Will Do 
the Necessary to its Maintain Power in Oil Markets 


8. (C) Minister Naimi and Aramco have recently detailed 
plans for to begin construction of the Manifa field, expected 

to produce 900,000 bpd of Arabian Heavy crude by 2011. Our 
source explained the SAG looked at Manifa largely as 
insurance to offset declines in other fields. Finally, our 
source concluded by noting the SAG would maintain enough 
spare capacity to &stay in the catbird seat,8 and would not 
allow another country to displace its power as the key swing 
producer. 


9. (C) Comment: At a time when Russia claims to have 
displaced Saudi Arabia as the world,s largest oil producer, 
the SAG is nonetheless determined to maintain the power its 
pivotal spare capacity, and to stay above the fray as OPEC,s 
anchor. Despite the significant investment needed to 
maintain 1.5-2 mbpd swing capacity, we expect the SAG will 
find it in its continued interest to do so. How much 

additional capacity they will commit to financing is far more 
speculative. 
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E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, PARM, MNUC, KNNP, UNSC, KN, RS 

SUBJECT: INFORMATION REGARDING UNSCR 1718: DEMARCHE 
DELIVERED 


REF: A. STATE 172816 
B. MOSCOW 11488 


Classified By: Amb. William J. Burns. For Reasons 1.4(b/d). 


1. (C) We delivered reftel demarche October 16 to MFA 
First Asia Department Senior Counselor Arkadiy Lavrov, who 
advises DFM Alekseyev on North Korean issues. (Note: 
Alekseyev is currently in South Korea, accompanying PM 
Fradkov and will not return to Moscow before October 23). 
Pointing to Russia\'s vote in the Security Council, Arkadiy 
Lavrov underlined Russian support for the resolution, but 
said Russia sought more information on U.S policy after the 
adoption of the resolution. Specifically: 


--Russia and China wanted to have a better understanding of 

the situation following the adoption of the resolution, but 

the U.S. appeared to be in a hurry. Based on his 21 years of 
service in Pyongyang, Arkadiy Lavrov stressed that the North 
Koreans were already used to living under extremely difficult 
economic conditions. Effective implementation of the 

resolution would require a careful approach. China, which 
supplies energy and most consumer goods to North Korea, would 
play a major role in the success of sanctions. 


--In Moscow\'s view, the U.S. was the key to bringing the 

North back to the Six-Party talks. During DFM Alekseyev\'s 
talks in Pyongyang over the weekend, the North showed a 
softer stance and might be willing to return to the talks. 

The bottom line for the North was direct negotiations with 

the U.S. Russia urged the U.S. to be more flexible because 
excessive pressure on North Korea could be counterproductive 
and might create an even more dangerous situation on the 
peninsula, including the possibility of the DPRK conducting a 
second nuclear test. 


--Russia remained unsure about the implementation of two 
items in the resolution: financial sanctions and inspection 
of North Korean ships. 


2. (C) Arkadiy Lavrov underlined that the resolution would 
be a source of great irritation to North Korea. He warned of 
a sharp deterioration of the situation in the region and said 
that the U.S. underestimated Kim\'s \"decisiveness,\" which 
could bring unexpected and unwelcome results. 
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E.O. 12958: DECL: 10/16/2016 

TAGS: EPET, ENRG, EINV, PREL, KU, SA 

SUBJECT: ARABIAN CHEVRON,S VIEWS ON THE REFINERY DISPUTE 
WITH KUWAIT: BACKGROUND FOR P MEETING 


REF: A. RIYADH 5605 
B. GLENN GRIFFIN E-MAIL 13 OCTOBER 2006 \"P MEETING 
WITH CHEVRON CEOW WITH ATTACHED CHEVRON 
MEMO 
C. RIYADH 8237 


Classified By: ACTING DEPUTY CHIEF OF MISSION DAVID RUNDELL FOR REASONS 


12958 1.4 B, D, AND E 


1. (C) This is a response to an action request, Ref B, for 
additional background for a 17 October meeting between P and 
Chevron CEO Reilly regarding a SAG disagreement with Kuwaiti 
plans to construct a refinery in the Partitioned Neutral Zone 
(PNZ) shared by the two countries. Executives from Arabian 
Chevron told us they had recently formally submitted a 

request to the SAG to extend their 60-year concession in the 
PNZ. They had received a positive initial response from the 
SAG. While they did not need USG assistance on the 
concession negotiation at this point, they strongly 


Column 3 

reiterated Chevron,s requests for assistance in working with 
the SAG to dissuade the Government of Kuwait and the Kuwait 
National Petroleum Company (KNPC) from plans to build a 
refinery on PNZ land currently occupied by Chevron,s Saudi 
Arabian Texaco facilities. 


Chevron: 2009 Concession Negotiations Well in Hand 
Minister Naimi: Outside Interference not Welcome 


2. (C) On October 15, Arabian Chevron executives Saudi 
Relations Representative Rasheed al Rasheed and Business 
Manager Mohammed Ayaz told us Chevron had recently formally 
submitted a request to the SAG to extend their concession, 
due to expire in 2009, in the neutral zone shared by Saudi 
Arabia and Kuwait. They indicated Chevron had received a 
positive initial response from the SAG. Rasheed and Ayaz 
believe the negotiations are well in hand, and Chevron does 
not need specific USG assistance or advocacy at this point. 
They told us Chevron is engaged in exclusive negotiations 
with the SAG for the concession extension, although they 
might expect the concession to be competitively bid if their 
negotiations fail. 


3. (C) Rasheed and Ayaz sounded a cautionary note regarding 
possible USG intervention in the concession issue. When 
Chevron submitted its application to extend the concession, 
Petroleum and Mineral Resources Minister Naimi took the 
opportunity to spin a warning tale for Chevron, admonishing 
it not to repeat the mistake made by the Japanese-owned 
Arabian Oil Company (AOC) of using third party pressure in 
the quest to renew its concession. AOC lost its 40-year 
concession in 2000. For now, Chevron is clear USG 
interference could prejudice their case with the SAG to renew 
the PNZ concession. 


4. (C) Rasheed and Ayaz laid out the historical background, 
and financial and operational basics of Chevron\'s work in the 
neutral zone: Chevron, first as Getty Oil, and later under 

the Saudi Arabian Texaco (SAT) brand, has operated in the PNZ 
since 1949 under a 60-year concession from the SAG. Rasheed 
indicated the SAG had provided the entire &reserved area8 

to Chevron to utilize for its operations, including the area 

in which the Kuwait National Petroleum Company (KNPC) now 
plans to build a refinery. Rasheed explained the SAG and 
Government of Kuwait (GOK) had negotiated an agreement to 
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merge operations in the early 1950,s; since then, SAT and 

the Kuwait Oil Company (KOC) had jointly operated the field 

in a 50/50 joint venture. Rasheed was emphatic that Getty 
(later Chevron,s) contract and operations pre-dated the 

later agreement between the two countries to establish joint 
operations. Since the initiation of joint operations, both 

SAT and KOC have equally split equity requirements and crude 
lifting. PNZ operations currently produce about 250,000 
barrels per day; during the lifetime of the field, it has 
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produced about 3 billion barrels of crude oil. 


Chevron,s Request: USG Weigh in to have Refinery 
Relocated; PNZ Operations Otherwise at Risk 


5. (C) Rasheed and Ayaz reiterated Chevron,s view that 
their ability to operate their oil concession is at risk from 

a plan to build a Kuwait National Petroleum Company (KNPC) 
refinery in the neutral zone. They requested the USG raise 
the Kuwaiti refinery issue with the SAG, without touching on 
the overall concession extension issue. They were at 
significant pains to stress the delicacy of Chevron\'s 

current negotiating situation. Rasheed and Ayaz refuted GOK 
claims that the proposed refinery would interfere only with a 
chalet and not impact oil operations. Instead, they charged 
the proposed refinery site would require the destruction of a 
significant portion of their PNZ housing and administrative 
offices, and would significantly interfere with operations. 


Chevron Claims Kuwaitis Moving to Begin 
Construction, Making a Land Grab 


6. (C) Rasheed and Ayaz indicated the Kuwaitis seemed 
prepared to begin construction of the refinery shortly, with 

a view to starting operations shortly after the Chevron 
concession lapses in 2009. They marshalled the following 
points to support their view: Chevron told us the Kuwaitis, 
via the local municipality, have asked shops and villagers to 
evacuate to prepare for final land clearance for the 

refinery. Rasheed presented the Kuwaiti actions as a new 
sovereignty claim, and stated there was no good technical or 
business case to locate the approximately $1 billion refinery 
at the proposed PNZ site. He stated it would cost KNPC 
several hundred million dinars to locate the refinery in the 


Column 3 

neutral zone, rather than closer to existing port facilities 

which would better serve KNPC\'s commercial goals. Rasheed 
and Ayaz characterized the Kuwaiti view as, &the Texaco 
concession expires in 2009, and then we can do what we want 
with the land.8 Chevron also stated SAG is considering 
extending the current Chevron concession, rather than 
entering into a new agreement, to block Kuwaiti attempts to 
use any lapse in the concession as a wedge to permit KNPC,s 
entry. 


7. (C) Rasheed and Ayaz were optimistic Chevron has lined 
up key support from Petroleum Minister Naimi, and Deputy 
Minister for Petroleum Affairs Prince Abdulaziz bin Salman. 
They characterized Minister Naimi as &very enthusiastic8 to 
solve the issue, and &angry8 at the Kuwaiti approach. They 
explained Deputy Minister Prince Abdulaziz is &the main 
person defending us, and very critical of the Kuwaitis.8 

They stated the SAG was &doing its utmost8 to assist 
Chevron with the Kuwaitis. Rasheed and Ayaz told us Ministry 
of Foreign Affairs had been helpful in sending a letter to 

the Government of Kuwait (reftel A) telling them the proposed 
site for the refinery violates existing agreements between 

the governments, and a new location must be found. Rasheed 
and Ayaz groused the GOK had only provided their response to 
the SAG letter via statements in the media. Finally, they 

noted the Deputy Minister Abdulaziz sits on an 

inter-ministerial committee with the Ministries of Interior 

and Defense, charged with examining all border dispute 
issues; they also hoped for some movement from this quarter. 
Mission Reporting Indicates 

SAG Views not so Clear Cut 


8. (C) While our local Arabian Chevron interlocutors 

portray the SAG as forward-leaning in resolving this issue to 
Chevron,s satisfaction, Mission reporting indicates their 

full participation may be more reluctant. As per reftel A, 

both Minister Naimi and Ministry of Petroleum Advisor Dr. 
Al-Muhanna have told the Mission they preferred Chevron (with 
Saudi Arabian Texaco) and the Kuwaiti firm to work out the 
dispute between themselves; the SAG had somewhat reluctantly 
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New Technologies ) Bearing Unripe Fruit in the PNZ? 


9. (C) Chevron in the meantime is attempting to deploy new 
steamflood technology for extraction of heavy oil in its PNZ 
operations. Despite Chevron Vice-Chairman Robertson,s 19 
September announcement in Platts that the pilot steamflood 
project was proving &quite promising,8 in the PNZ, Rasheed 
was less sanguine. He told us test results were 
inconclusive, and the technology\'s use in the limestone 
characteristic of their PNZ fields was entirely new and still 
being evaluated. Rasheed stated frankly the project remains 
a pilot, and Chevron had until the end of the present 
concession period, 2009, to evaluate it. 


New Steam Technology Could Prove Key to 
Chevron,s Concession Extension 


10. (C) Comment : Until Chevron,s concession extension is 
assured, there is little incentive for the firm to invest 

heavily in new technology in the PNZ fields. However, 
Chevron,s successful ability to deploy new proprietary 
technology in the PNZ could be the nut it must crack to gain 
extension of its concession. Some heavy oil in the PNZ is so 
thick it has proved impervious to more traditional production 
techniques. Additional oil recovery through steam technology 
would allow Chevron to bring a unique asset to the table and 
strengthen its negotiating hand. Unfortunately, Chevron,s 
results to date do not yet tell us if the steam technology 

will help the firm clinch its concession, or merely indicate 

the vaporizing of Chevron,s research dollars. End comment. 


11. (U) Finally, in the final lap of wrapping up the 
ChevronTexaco merger, Arabian Chevron is under orders from 
Chevron headquarters to consolidate operations under the 
Chevron name. Arabian Chevron continues to hold the PNZ 
concession under the \"Saudi Arabian Texaco\" name, while they 
await a royal decree to allow them change the name to the 
Chevron moniker, which their CEO is keen to do. 
OBERWETTER 
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E.O. 12958: DECL: 10/16/2016 

TAGS: ECON, EAID, PGOV, PINS, HA 

SUBJECT: PREVAL EMPHASIZES DRUG TRAFFICKING, SECURITY AND 
DONOR DISBURSEMENTS WITH CONGRESSWOMAN JACKSON LEE 


PORT AU PR 00001973 001.2 OF 002 


Classified By: Ambassador Janet A. Sanderson for reasons 1.4 (b) and (d 


j, 


(C) 1. Summary: During a 24 hour visit to Haiti in support 

of the Haiti Support Project, Congresswoman Sheila Jackson 
Lee met President Rene Preval October 9 to discuss 
U.S.-Haitian relations. President Preval asked for the 
Congresswoman\'s recognition of continued drug trafficking 
through Haiti to the U.S., which adds to the insecurity in 
Port-au-Prince. He acknowledged that the security situation 
had improved over the past month, although he said it is too 
soon to call GOH efforts a success. Preval also stressed the 
importance of rapid donor disbursements for the current 

fiscal year, complaining that disbursements are often slower 
than promised. The Congresswoman\'s visit was well received 
by the local press, particularly her message that the Haitian 
Hemispheric Opportunity through Partnership Encouragement 
(HOPE) Act still may pass the U.S. Congress this year. End 
Summary. 


(SBU) 2. Congresswoman Jackson Lee came to Haiti on an 
unofficial visit October 8 - 9. She traveled down Route 
National 1 adjacent to the Cite Soleil slum to see Minustah 
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deployments, visited a private children\'s hospital funded by 
USAID, and met with President Preval. As the first member of 
Congress to visit Haiti since Preval\'s inauguration, the 
Congresswoman congratulated the President on a successful 
inauguration and tenure so far, and encouraged him to visit 
Washington to push HOPE legislation. She told President 
Preval that at the most recent Hemispheric sub-committee 
meeting Haiti received high marks, particularly concerning 

its human rights advances, from administration witnesses. 


Fighting Drug Trafficking is Beyond Haitis Capacity 

(C) 3. When ased by the Congresswoman how the U.S.-Haitian 
reltionship could be strengthened, Preval said that Hiti\'s 
needs were accurately identified at the Jul donors, 
conference. However, he specified thatdrug trafficking to 

the U.S. was one of the his primary concerns. Haiti is 

neither a producer nor consumer, yet dealing with the 
resulting insecurity is beyond the capacity of the national 
police force (HNP), according to Preval. The President 
suggested that the U.S. and Haiti should update the accord 
signed in 1998 that gave the Coast Guard access to Haitian 
waters. As an aside, he joked that \"refugees\" leaving Haiti 
are stopped by the Coast Guard but that drugs en route to the 
U.S. are not. 


The GOH makes Progress on the Security Climate 

(SBU) 4. Preval acknowledged that the security climate in 
Port-au-Prince has improved, but said that he thought it was 
too soon to publicize GOH progress on security. The 
government\'s objective, he added, is to disarm or at least 
keep the guns off the streets, and stop the inflow of weapons 
and ammunition to Haiti. He also noted that the HNP was 
moving into areas previously considered off limits. He 
explained that the security situation required his personal 
attention which is why he missed several international events 
like the UN general assembly meeting in New York and the 
conference for the non-aligned movement in Cuba. 


Donors Should Speed up Disbursements 

(SBU) 5. Preval decried slow donor disbursements and asked 
the Congresswoman take this message back to Washington. He 
also mentioned that investments from the U.S. -- both purely 
commercial investments and potential investments from the 
Haitian diaspora -- would help alleviate Haiti\'s economic 
struggle. 


Congresswoman Jackson Lee says HOPE is not Dead 
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(U) 6. The local press reported that the Congresswoman would 
take a positive image of Haiti back to her colleagues on the 

hill to encourage increased U.S. assistance to Haiti. 

Concerning HOPE, the Congresswoman let the Haitian press know 
that the legislation still had a chance to pass the U.S. 

Congress, as early as November or December of this year. 


PORT AU PR 00001973 002.2 OF 002 


(C) 7. Comment: The high-level visit, especially one that 

could confirm HaitiWs continued presence on the minds of U.S. 
politicians, clearly pleased the President. Preval was at 

ease during the meeting and appeared confident regarding GOH 
progress on security. He kept the meeting light, commenting 

on his pleasure in receiving a phone call October 7 from 
Secretary Rice despite her many \"friends who keep her busy,\" 


SIPDIS 
and joking about the U.S. Coast Guard\'s ability to stop 
\"refugees\" but not drugs. End comment. 


(U) 8. Congresswoman Jackson Lee did not clear this message 
prior to her departure. 
SANDERSON 
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E.O. 12958: DECL: 10/16/2016 

TAGS: NATO, PREL, PGOV, PINR, GG 

SUBJECT: NATO ALLIES GIVE GEORGIA CONSTRUCTIVE CRITICISM IN 
HANDLING OF RUSSIAN SPY CASE 


REF: A. TBILISI 2626 


B. TBILISI 2601 
C. MOSCOW 1489 AND PREVIOUS 


Column 3 


Classified By: Deputy Chief of Mission Richard G. Olson 
for reasons 1.4 (b) and (d). 


1. (C) SUMMARY. NATO Allies expressed support for 
Georgia\'s territorial integrity during an October 13 briefing 

by Deputy Foreign Minister Kutelia on the arrest and 
expulsion of alleged Russian spies, but most also expressed 
disappointment in GeorgiaWs handling of the case. Allies 
advised Georgia to act more responsibly now that it has 
obtained Intensified Dialogue (ID) and show greater restraint 
and predictability in the face of Russian provocations. In 

his briefing, Kutelia said the public arrest and expulsion of 

the Russian officers were not linked to NATO\'s decision to 
grant ID and had been conducted publicly in order to create a 
\"psychological deterrent\" to Georgians from cooperating with 
Russian intelligence. The U.S. affirmed its hope that 

Georgia would continue to move closer to NATO and continue 
its democratic reforms, but noted that ID brings with it 

greater responsibility and need for transparency with NATO 
Allies. END SUMMARY 


GEORGIA: PUBLIC ARRESTS NECESSARY TO PREVENT ATTACKS, DETER 
FURTHER SPYING 


2. (C) Georgian Deputy Foreign Minister Batu Kutelia 
briefed NATO\'s Political Committee on October 13, providing a 
broad history of Georgia\'s relations with Russia, which he 
said deteriorated long before the spying arrests as Georgia 
moved closer to the West and successfully implemented 
reforms. He said that the September 27 arrests had no 
connection to NATO\'s September 18 decision to grant ID to 
Georgia, but rather the timing was determined by information 
that the spy ring was planning attacks to undermine the 
October 5 local elections in Georgia. The arrests, legal 
proceedings, and expulsion were conducted publicly because 
Georgia wanted to create a \"psychological deterrent\" to 
prevent Georgians from cooperating with Russian intelligence 
agencies and to prevent future Russian operations. 


3. (C) Kutelia said the spying incident reinforced the 

Georgian governmeni\'s impression that Russian peacekeepers in 
Abkhazia and South Ossetia could not be impartial since some 
Russian peacekeepers in South Ossetia were working with the 
spy ring (as were some Russians located in Armenia connected 
with ongoing CFE compliance operations). He stressed Georgia 
had been restrained in the face of numerous Russian 
provocations, including economic embargoes and attacks on 
Georgian helicopters by South Ossetians from areas under the 
control of Russian peacekeepers. 
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4. (S/NF) The Georgians earlier in the day briefed Allied 
counter-intelligence experts on the evidence they collected 
against the arrested Russians and the methods employed by the 
Russians and did not repeat that information in the briefing 

to the Political Committee. 


ALLIES COUNSEL RESTRAINT, TRANSPARENCY 


5. (C) In response, the U.S. affirmed its hopes Georgia 
would continue to move closer to NATO and continue its 
democratic reforms, but noted that ID brings with it greater 
responsibility and the need for transparency with NATO 
Allies. Comments from other Allies were unified in praising 
Georgia\'s reform progress and reaffirming support for 
Georgia\'s territorial integrity. Almost all criticized 

Russia\'s heavy handed response, but expressed disappointment 
in Georgia\'s handling of the spy case and advised it not 
allow itself to be drawn by Russian provocations. Most 
stressed that ID comes with responsibilities to act calmly 
and transparently. 


6. (C) In a comment that typified many, Czech Deputy Chief 
of Mission Jan Michal said he understood Georgian anger at 
Russian actions, but did not approve of Georgia\'s response. 
While Georgia had been right to arrest the officers, it had 
been wrong to detain them and begin public legal proceeding 
against them. He advised Georgia not to respond to Russian 
provocations, but show restraint. The Dutch and Spanish 
representatives went further in their criticism of Georgia 

and suggested Georgia had violated an understanding reached 
with NATO before the granting of ID that it would act 
responsibly and not inflame tensions in its region. 


7. (C) Poland, Latvia, and Romania supported Georgian 
actions and were critical of Russia. France stressed NATO 
was not a party to this conflict between Georgia and Russia 
and that ID entails a commitment to peaceful resolution of 
conflicts. Germany noted that Chancellor Merkel had 
discussed Georgia extensively during her October 10 meeting 
with Russian President Putin (nfi) and that EU troika 
Ambassadors had delivered a demarche in Moscow on October 13 
calling for a de-escalation of tensions with Georgia and the 
lifting of economic sanctions. 

OLSON 
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STATE FOR EUR/RPM, EUR/SCE, PM 

OSD FOR USDP -- WINTERNITZ AND GRAFF 

NSC FOR SCHWENDLER, AINSLEY 

JOINT STAFF FOR J-5/EUROPE AND NATO POLICY -- FOSTER 
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E.O. 12958: DECL: 10/12/2016 

TAGS: NATO, PREL, MOPS, MARR, AL 

SUBJECT: ALBANIA RECEIVES MIXED REVIEWS FROM NATO ALLIES ON 
ITS ANNUAL NATIONAL PROGRAM 


REF: SECSTATE 169370 
Classified By: Charge Richard Olson for reasons 1.4 (b) and (d). 


1. (C) SUMMARY. Albania received qualified praise from 
NATO Allies for its implementation of political and defense 
reforms and admonitions to quicken its reform pace during an 
October 10 meeting with NATO\'s Senior Political 
Committee/Reinforced. During the meeting, in which Albania 
presented its Annual National Program (ANP) outlining planned 
reforms for the upcoming year as part of NATOVs Membership 
Action Plan (MAP), Allies commended Albania\'s contributions 
to NATO operations, high public support for NATO membership, 
and progress in defense reforms. Allies expressed concerns 
about crime and corruption, aligning defense priorities with 
resources, improving the electoral process, and improving 
relations between the government and opposition. The Albanian 
delegation expressed its hope that NATO\'s November Summit 
would send an encouraging message to NATO aspirants, while 
most allies stressed that membership was a performance-based 
process and urged Albania to increase the pace of its 

reforms. The U.S. praised Albania\'s progress and its 
contributions to NATO while also noting time was short to 

make additional progress before the Alliance would consider 
issuing membership invitations in 2008, and expressed concern 
about the quality of some sections of Albania\'s ANP. The 

next step in the MAP process for Albania will be a February 
visit by NATO International Staff to Albania to assess 
implementation of the planned reforms. END SUMMARY. 


Column 3 
ALBANIA: NATO MEMBERSHIP A FOREIGN POLICY PRIORITY 


2. (C) Albanian Deputy Minister of Defense Petrit Karabina 
led an interagency delegation that presented Albania\'s 
2006-2007 Annual National Program (ANP) to NATO\'s Senior 
Political Committee/Reinforced on October 10. Karabina 
stressed that NATO membership was one of the main pillars of 
Albania\'s foreign policy and served as an impetus for 
domestic reforms. He emphasized Albania\'s contributions to 
NATO operations, such as Operation Active Endeavor in the 
Mediterranean and ISAF in Afghanistan. On the domestic 
front, he said human rights standards for minorities continue 
to improve and that the Albanian government was engaged in 
updating the legal and administrative framework to further 
improve conditions for free and fair elections. Karabina 

said the Albanian government had demonstrated its political 
will and determination to fight organized crime, corruption, 

and trafficking through its record of arrests and 

prosecutions. 


3. (C) Karabina said Albania would focus its reform efforts 

over the next year on strengthening the judicial system, 

fighting corruption and organized crime, combating the 

illicit traffic of drugs and human beings, and the struggle 

against terrorism. Defense reforms would focus on adjusting 
priorities to meet resources, transforming the armed forces 
through enhanced training and modernization programs, phasing 
out conscription, and increasing the annual defense budget 

with the goal of meeting NATO\'s informal target of spending 2 
percent of GDP on defense by 2010. 


ALLIES ENCOURAGING, BUT STRESS NEED TO DO MORE 


4. (C) In response, almost all Allies expressed general 
support for Albania\'s NATO membership aspirations. The 
majority voiced appreciation for Albania\'s contributions to 
international peacekeeping operations and welcomed progress 
in implementing reforms outlined in the ANP, especially 
noting progress in defense reforms. The U.S. praised 
Albania\'s progress and its contributions to NATO, noted time 
was short to make additional progress before the Alliance 
would consider issuing membership invitations in 2008, and 
expressed concern about the quality of Albania\'s ANP which 
was vague and difficult to understand in parts. Concerns 
expressed by Allies focused on the need for more progress in 
the fight against crime and corruption (SK, GM, FR, NO, RO, 
NL, US), in aligning defense priorities with spending (PO, 
UK), in improving political dialogue between the opposition 
and government (GM, SP, UK, NO), and in improving the 
electoral process (FR, SP). 
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5. (C) Greece and Iceland stressed the need for 
improvements in the treatment of minorities. Karabina said 
Albania was committed to the highest international standards 


for the protection of minority rights and noted that Greek PM 
Karamanlis had praised Albania for its good performance on 
minority issues when he met recently with Albanian PM Berisha. 


VIEWS ON RIGA LANGUAGE 


6. (C) Karabina said he hoped the communique from the 
November NATO Summit would define a clear calendar for NATO 
enlargement and hoped to receive an invitation to join the 
Alliance at the 2008 NATO Summit. Germany, Bulgaria, 
Hungary, and the U.S. said that the message to NATO aspirants 
in the Riga communique should be encouraging, but stressed 
that admittance is a performance-based process. France hoped 
the communique would send a strong and clear signal that 
pointed to a \"precise point of reference in the future.\" The 
Netherlands said further reform would be needed for Albania 

to qualify for membership. 


DEFENSE REFORMS GET PASSING GRADE 


7. (C) Defense reforms were given an overall passing mark 
by Allies. Poland acknowledged Tirana\'s slow but steady 
growth in defense spending, while Italy was glad to see 
increases to the defense budget. When asked whether Tirana 
realistically thought they could reach their goal of spending 

2 percent of GDP on defense by 2010, the Albanian delegation 
responded that the numbers had been approved by the 
government, which was committed to that goal. 


8. (C) Germany, France and The Netherlands all said that 
good progress was being made in defense reforms, though 
Germany noted that the size and structure of the Albanian 
Armed Forces (AAF) must come from Tirana\'s own strategic 
documents. The UK saluted Albania\'s ambition and noted 
\"radical changes\" were being made with the \"wiping out\" of 
fixed wing aircraft and the removal of conscription. 

Karabina stated that Albania\'s MiGs would be decommissioned 
and the government was currently looking to set a price for 
potential bidders. Romania commented that efforts to 
professionalize the AAF were going well. Albanian Director 

of the General Staff Colonel Foto Duro noted conscription 
would be reduced step by step and the armed forces would be 
fully professional by 2010. Several Allies were concerned 
about the excess amount and disposal of surplus weapons and 
ammunition. The Netherlands worried these weapons could fall 
into terrorists\' hands, and suggested Albania speed up their 
destruction. Duro explained that Albania had inherited large 
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quantities of excess equipment and ammunition, which were 
increasing as they reduced the reserve forces. He noted the 
goal was to destroy approximately 13 to 14 tons per year, 
though he admitted there had been a drop in the scheduled 
amount to be destroyed this year. 


ASSESSMENT IN FEBRUARY 


9. (C) In concluding the meeting, NATO Assistant SYG Martin 
Erdmann said that the NATO International Staff would visit 
Albania on February 7th to begin its annual assessment of 
Albania\'s progress in implementing the reforms outlined in 

its ANP. 

OLSON 
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E.O. 12958: DECL: 6/16/2016 

TAGS: FR, KDEM, PGOV, PREL, SY 

SUBJECT: PRESERVING LEBANESE PM SINIORA\'S GOVERNMENT: 
DEMARCHE DELIVERED; FRENCH THINK SYRIANS LACK MEANS TO 
TOPPLE SINIORA 


Column 3 
REF: STATE 172274 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Poloff shared reftel points 10/16 with Martin 

Guillard, the MFA\'s Office Director equivalent for the Levant 
(NEA/ELA). Guillard said the French are \"absolutely in 
agreement" on the need to support PM Siniora and to pass a 
sobering message to Damascus. (He did not indicate whether 
the French themselves would directly demarche the Syrians 
along these lines, given France\'s current policy of minimal 
substantive contact with Syria.) He noted continuing debate 
within the EU over whether to send high-level delegations to 
Damascus, and said France continues to stress to its EU 
partners that it would not be useful to give the Syrians any 
\"positive signals\" at present. 


2. (C) Guillard added he was \"not too pessimistic\" about the 
future of PM Siniora\'s government both because \"Siniora is a 
big boy who demonstrated this summer that he can manage a 
crisis\" and because SinioraWs position is not as fragile as 

it appears. The Quai assesses that Siniora enjoys 

substantial popular support and that while Syria may have a 
direct interest in toppling him, Hizballah does not. This is 

in part because there is no obvious replacement for Siniora, 
and in part because Hizballah still needs time to retrench 
politically and militarily following this summer\'s combat 

with Israel. Guillard summed up the Quai\'s thinking by 
saying: \"Even if Syria is very determined to see Siniora 

fall, we doubt Syria has the means to topple him because it 

is not in Hizballah\'s direct interest to do so.\" 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PBTS, PREL, ET, ER, UNSC 
SUBJECT: NOVEMBER 30 UNMEE REVIEW GETS ETHIOPIAYS ATTENTION 


Sensitive But Unclassified; Protect Accordingly. 


1. (SBU) SUMMARY. Ethiopian Deputy PermRep Kebret called on 
USUN to express concern about a provision of the resolution 
renewing UNMEE\'s mandate that calls for a Security Council 
review by November 30. Kebret argued that Ethiopia was 
powerless to prevent Eritrean frustration of UNMEE\'s mission 

and sought assurances that UNMEE would not be downsized or 
eliminated. Ambassador Sanders replied that Ethiopia could 

best contribute to the successful realization of UNMEE\'s 

mandate by persistently trying to stimulate progress on 
outstanding issues, especially border issues. END SUMMARY. 


2. (SBU) In an October 4 meeting with Ambassador Sanders and 
poloffs, Deputy Ethiopian PermRep Negash Kebret sought 
clarification of a provision of UN Security Council 

Resolution 1710 (September 29) calling for the council to 
\"review the situation before November 30, 2006 in order to 
prepare for possible changes by 31 January 2007.\" Kebret 
said Ethiopia is concerned that such changes could include 
downsizing UNMEE. He said UNMEE\'S two-part mission is \"to 
ensure the continued cessation of hostilities and the 

sanctity of the temporary security zone.\" Both of these 

mission elements, he argued, are being fulfilled, so \"there 
should be no question of UNMEE\'s renewal.\" Any Security 
Council expectation that UNMEE should achieve more than this, 
he added, was being systematically frustrated by Eritrea\'s 
restriction of the movements of UN peacekeeping forces and by 
Eritrea\'s refusal to participate in meetings of the 
Eritrea-Ethiopia Boundary Commission (EEBC). 


3. (U) Ambassador Sanders told Kebret candidly that the USG 
was a strong supporter of the November 30 review, which she 
explained is not intended to be punitive but rather to reveal 
whether there were reasons besides inertia to continue UNMEE. 
She assured Kebret the USG would take up Eritrea\'s 
shortcomings with Eritrea and urged Ethiopia to do whatever 

it could to realize progress on outstanding issues, 

particularly boundary issues, by the interim review date. 

She suggested pointedly that Ethiopia attempt to open a 


Column 3 

dialogue with Eritrea to which Negash replied that Eritrea 

had declined all recent overtures but admitted that 

approaches had been made only through third parties. Negash 
acknowledged that Eritrea is convinced that Ethiopian 
willingness to discuss boundary issues reflects Ethiopian 
desire to re-open the EEBC delimitation decision. 


4. (U) Warming to the idea of boundary discussions, Negash 
said, \"Solving the problem of demarcation involves 
consideration of 25-30 villages near the border; each of 
these has historical and emotional attachment to one side or 
the other.\" Deputy political counselor agreed and, borrowing 
talking points provided by Department for use at the Security 
Council, said that dealing with these villages involves 

political equities appropriate for negotiation between the 
parties outside the technical demarcation process of the 
EEBC. 


5. (U) Ambassador Sanders reiterated that the parties have 
two months to show UNMEE progress failing which the Security 
Council will consider its options. She added that those 

options could involve UNMEE downsizing. Kebret seemed to 
fully appreciate that the USG considers the next step to be 

in the hands of the parties. 


6. (U) NOTE. A DPKO field operations report issued on 
October 6 indicates that Ethiopian Prime Minister Meles 
Zenawi had expressed Ethiopia\'s acceptance of the \"final and 
binding nature of the EEBC decision" but that he added \"there 
is always room for adjustment when it comes to 
implementation. END NOTE. 
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BRUSSELS PASS USEU FOR AGMINCOUNSELOR 

STATE FOR OES; EUR/ERA AND EB ; 

STATE PASS USTR FOR MURPHY; 

USDA/OS/JOHANNS AND TERPSTRA; 
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EU POSTS PASS TO AGRICULTURE AND ECON 

GENEVA FOR USTR, ALSO AGRICULTURE 


E.O. 12958: N/A 
TAGS: EAGR, ETRD, EU, FR 


SUBJECT: French agricultural official clashes with EU commission 
representative on reform date. 

1. (SBU) Summary : Debate between a GOF agriculture official and a 
representative of the European Commission at an October 10 seminar 
on agricultural risk management highlighted continuing differences 
over: 


- the date of the next round of CAP reform (2008 vs. 2013); 

- whether the EU needed to make overtures on domestic support and 
market access to help restart the Doha Trade Round; and 

- the possibility of using one percent set-asides for crop insurance 
programs. End Summary 


2.(SBU) during a seminar on agricultural risk management, the high 
level representative of the French Ministry of Agriculture publicly 
clashed with the representative from the European Commission. He 
accused the Commission of lacking innovative policies and blamed the 
EU for not effectively reacting to agricultural crises. The EU 
representative replied that France\'s position was not representative 

of other member states\' positions and that the budget constrained 

the EU Commission\'s initiatives. 
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3. (SBU) Tomas Garcia-Azcarate from the Agricultural Directorate of 
the EU Commission explicitly explained that in the current 
environment, the EU Commission had no intention of establishing a 
crop or revenue insurance system for European farmers. There was no 
European consensus on this issue and no budget provisions for such a 
system. He also insisted that the 1 percent set- aside from farm 
payments through the modulation system was solely to be used by 
Member States for rural development and environmental policies. He 
stated that for the Commission, the next reform of the CAP will take 
place in 2008, not 2013. Tomas Garcia-Azcarate also mentioned that 
the Commission may have to make further proposals on market access 
and domestic support levels to help restart the Doha trade round. He 
concluded by lamenting current French hostility to the Commission. 


4. (SBU) Christian Ligeard, who heads the International Relations 
Office at the Directorate for Economic and International Policy at 

the French Ministry of Agriculture, reacted strongly to Garcia 
Azcarate\'s statement. He reiterated that for France, 2008 was just a 
date to evaluate the current CAP, but that no reform should be 
undertaken before 2013. He also insisted that no further WTO 
proposal should be made by the EU Commission before other trade 
partners (namely the United States) make new proposals themselves. 


5. (SBU) Christian Ligeard then criticized the Commission for being 
too cautious in tackling the various crises in agriculture while 
forbidding Member States to help their respective agricultural 

sectors. He referred to the Commission\'s refusal to set safeguard 
measures (even if such measures are authorized by the WTO) in 2005 
when the European apple market was severely impacted by large 
imports from the southern hemisphere. 


6. (SBU) Christian Ligeard also criticized the lack of will of the 

EU Commission on the crop insurance issue. He stated that for 
France, the 1 percent set-aside under the modulation system could be 
used for such programs, even if it ends up in the amber box. 


7. Comment : While French officials, including President Chirac, 

have been strenuously opposing a 2008 \"health check" of the Common 
Agricultural Policy (CAP), there are certain reforms many in the 

French agricultural sector would like to see, particularly in the 

area of enhanced risk management (ie crop and revenue insurance). 
The desire for reform may motivate the French to agree to at least a 
limited discussion of CAP provisions in the 2008 time frame. The new 
French administration which will be installed following the 

presidential election of 2007 may also be more open to discussing 

CAP reform. End comment 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/16/2016 

TAGS: PREL, PINR, PINS, PARM, ML 

SUBJECT: EXCLUDED FROM ELECTORAL COMMISSION, IBK\'S 
POLITICAL ISOLATION DEEPENS 


REF: BAMAKO 001031 


Classified By: Political Officer Aaron Sampson for reasons 
1.4 (b) and (d) 


1.(C) Summary: With the 2007 presidential elections now 

less than six months away, President Amadou Toumani Toure\'s 
(ATT) allies in the National Assembly and the National 
Independent Electoral Commission (CENI) have maneuvered to 
further isolate National Assembly leader and presumed 
presidential challenger lbrahim Boubacar Keita (IBK). On 
October 5 a broad coalition of political parties entitled 

\"Friends of ATT\" ignored IBK\'s plea to avoid the \"demons of 
division\" and excluded IBK\'s Rally for Mali (RPM) for the 
second year in a row from the National Assembly\'s 18 rotating 
leadership positions, leaving IBK with just the Presidency of 

the National Assembly - a five year position that was not up 

for renewal. This followed the RPM\'s September 27 exclusion 
from the CENI due to a dispute with two parties, the Movement 
for Renewal (MPR) and the National Committee for Democratic 
Initiatives (CNID), formerly allied with IBK but now 

supporting ATT. Although the RPM has attributed the setbacks 
in the Assembly and the CENI to illegal actions by ATT and 

his allies, IBK appears to be more a victim of shrewd 

politics and his own inability to forge political alliances. 

End Summary. 


2.(U) During an unexpectedly conciliatory speech to open the 
new National Assembly session on October 2, National Assembly 
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President IBK urged his fellow Deputies to overcome the 
\"demons of division" and elect new Assembly officers based on 
consensus rather than partisan politics. In October 2005 the 
RPM refused to accept two officer posts in place of the four 

it had demanded, thereby ending up with no positions in last 
years Assembly executive office. This year, members of a 
new coalition of Deputies known as the \"Friends of ATT\" 
didn\'t even bother to consult with their RPM colleagues. 
Mustering an overwhelming majority, the Friends of ATT simply 
renewed, for the first time in Assembly history, the annual 
mandates of the outgoing 18 officers. As a result, once 

again none of the Assembly\'s 8 vice-presidents, 8 secretaries 
and 2 administrative officer posts were allocated to the RPM. 


3.(U) Although the RPM holds more seats than any other party 
in the 147 seat Assembly, without any significant political 
alliances the 41 RPM Deputies could do nothing more than 
stage a ceremonial boycott of the vote. Outside the Assembly 
building an RPM spokesman read a statement condemning rival 
Deputies for failing to even inform the RPM of their 

intentions. \"Voting to return the outgoing executive 

office,\" declared the RPM\'s statement, \"defied all of the 
Assembly\'s democratic procedures\" and violated internal 
regulations stipulating that the Assembly\'s office \"reflect 

the configuration of parliament.\" 


4.(C) IBK\'s remarkably moderate October 2 speech to open the 
new Assembly session appeared to many as an attempt to 
re-build political bridges. Judging from the allocation of 
Assembly officers, IBK\'s speech failed to yield any new 
alliances and his political capital within the Assembly may 

have reached an all-time low. With colleagues from rival 

parties eager to show their support for ATT, IBK may have 
succeeded only in deflating many of his own supporters who 

had anticipated a full-blown campaign speech attacking ATT. 


5.(C) In another setback for IBK, the Ministry of 

Territorial Administration left the RPM off of the 15 member 
National Independent Electoral Commission announced September 
27. The RPM immediately challenged the decision, declaring 

that Minister of Territorial Administration Kafougouna Kone\'s 
failure to include the RPM was not \"an isolated act\" and 

\"revealed a clearly expressed willingness to exclude certain 

actors from the electoral process.\" According to the RPM, 

Minister Kone\'s decision \"placed in doubt the sincerity and 
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transparency of the coming elections and endangered the 
stability of the country." 


6.(C) Normally the CENI is composed of 5 members of the 
majority party, 5 members of the political opposition and 5 
representatives from civil society. Since there is no 

official opposition party in Mali and alliances between major 
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parties remain in flux, political leaders agreed to base the 
composition of this year\'s CENI on the political alliances 

that existed during the 2002 presidential election. The new 
CENI consequently consists of 2 representatives from each of 
the three main political coalitions circa 2002, plus 2 spots 

for political independents, one space for the Union for the 
Republic and Democracy (URD), one space for a largely 
insignificant group that styles itself as an \"opposition\" 

party, and 5 seats for civil society. 


7.(C) Although IBK and the RPM agreed to this structure, the 
coalition known as \"Hope 2002\" to which they belonged five 
years ago has since disintegrated. As Hope 2002\'s former 
president, IBK apparently assumed he would be able to ensure 
that the coalition selected two individuals from the RPM as 

its CENI nominees. But Hope 2002\'s two other key members, 
the MPR and CNID, refused to play along. The MPR is led by 
ATT\'s Minister of Trade Choguel Maiga. The CNID\'s president 
is Mountaga Tall, the 1st vice-president of the National 
Assembly. Maiga and Tall have endorsed ATT\'s 2006 
re-election bid. With both the RPM and the MPR-CNID claiming 
to represent Hope 2002, each faction submitted its own list 

of nominees for the coalition\'s two seats on the CENI. 

Rather than split the difference and take one from each list, 
Minister of Territorial Administration Kone discarded the 

RPM\'s nominations and named the MPR-CNID nominees to the 
electoral commission. 


8.(C) In response, on October 10 the RPM asked the Malian 
Supreme Court to strike down the presidential decree naming 
the members of the Independent Electoral Commission. 
Convinced that Minister Kone violated Mali\'s electoral law by 
discarding the list of nominees submitted by IBK in his role 

as president of Hope 2002, the RPMYs communications director 
stated: \"We are going to challenge and obtain the CENI\'s 
annulment.\" WAn incomplete CENI,\" explained another RPM 
leader, \"is worthless. It is not Kafougouna Kone\'s place to 
delve into the management of political coalitions. That he 

did this constitutes a misuse of excessive power. He 
overstepped his authority.\" 
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9.(C) A few hours after the RPM lodged its complaint with 

the Supreme Court, the leaders of the MPR and CNID released a 
lengthy statement commending Minister Kone\'s management of 
the situation and condemning IBK for \"posing once again as a 
victim.\" After accusing IBK of trying to set the stage for 

an eventual protest of the 2007 electoral results, the 

statement concluded by offering the MPR-CNID\'s two CENI seats 
to the RPM in order to \"preserve\" peace and stability. It 
remains unclear whether the RPM will accept the two CENI 
positions apparently vacated by the MPR-CNID or pursue the 
annulment of the entire CENI before the Supreme Court. On 
October 15 the RPM\'s communication\'s director linked the 
events surrounding the composition of the CENI to the officer 
elections within the National Assembly and said the RPM would 
not drop its case before the Supreme Court. \"We are 

attacking a decree,\" said RPM communications director and 
National Assembly Deputy Boubacar Traore. \"If this decree is 
annulled, there is no CENI. There will then be a new decree 

that will create and designate new CENI representatives. \" 


10.(C) By closing the RPM out of both the National 
Assembly\'s executive bureau and the CENI, ATT further 
increased IBK\'s political isolation. IBKYs complaint that 

the electoral deck is stacked against him has some credence, 
but is largely attributable, not to misdeeds by ATT, but 

shrewd presidential politics and IBKYs own miscalculations. 
With only 41 out of 147 seats in the National Assembly and 

its previous political alliances crumbling, the RPM\'s failure 

to win leadership posts within the Assembly is unsurprising. 
ATT, on the other hand, has proved remarkably adept at lining 
up Coalitions of diverse political groupings to out-flank IBK 

at nearly every turn. IBK\'s assumption that the members of 
the long defunct Hope 2002 alliance would support his chosen 
nominees for the CENI is particularly hard to fathom given 
that the political sentiments of MPR and CNID leaders Choguel 
Maiga and Mountaga Tall were well known in advance. By 
submitting their own list of CENI nominees, Maiga and Tall 
succeeded in throwing IBK further off balance. The 
MPR-CNID\'s allegations that the RPM is trolling for a legal 
justification to support claims of electoral malfeasance 

should be taken seriously, however. As reported previously 
(reftel), it appears increasingly likely that IBK will play 

the fraud card, whether warranted or not, should the 2007 
election not go his way. 

LEONARD 
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SIPDIS 


SIPDIS 
SENSITIVE 


DRL/MLGA FOR LYNN SICADE 
L/HRR FOR EVELYN ASWAD 


E.O. 12958: N/A 
TAGS: PHUM, PREL, KTIA, UN, SP 
SUBJECT: SPAIN: RIGHTS OF INDIGENOUS PEOPLES 


REF: STATE 169257 


1. (SBU) Poloff delivered reftel demarche and non-papers to 
Spanish MFA Deputy Office Director for Human Rights Cecilia 
Robles Cartes on August 13. Robles said that she understood 
the tripartite position on the HRCVs text for the 

declaration, but she indicated that Spain would support the 
declaration. Robles said that Spain has been involved in the 
drafting process since it began 11 years ago. The Spanish 
feel it is important to have a declaration, even if it is not 
perfect. Robles said that the declaration has come a long 
way from its starting point, with significant improvements 

over previous drafts. 


2.(SBU) Robles said that Spain would prefer to see the 
declaration receive a consensus approval, noting that it now 
appears that this will not be possible. She characterized 
some of the U.S. criticisms as over-interpretations, and she 
noted that Latin America would not be supporting the text if 

it thought U.S. concerns were sound. Poloff asked her to 
consider the non-papers. Australia and New Zealand have not 
approached the MFA on the topic since the HRC vote. 


Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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SIPDIS 
PLEASE PASS TO DHOPPLER VCI/MDSP 
SIPDIS 


E.O. 12958: N/A 
TAGS: PARM, BR 
SUBJECT: NATIONAL SPACE POLICY - DEMARCHE DELIVERED TO BRAZIL 


REF: STATE 167334 


1. Scicon delivered reftel\'s talking points to Ambassador Carlos 
Campelo, Director for International Cooperation at the Brazilian 
Space Agency (AEB). AEB will contact Post if it has any questions. 


SOBEL 
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STATE FOR WHA/AND 

STATE FOR EB/CIP/BA/NFETCHKO 
TREASURY FOR SGOOCH 

ENERGY FOR CDAY AND SLADISLAW 


E.O. 12958: N/A 
TAGS: ECON, ECPS, EINV, BL 
SUBJECT: TELECOMMUNICATIONS UPDATE 


REF: A. LA PAZ 1660 


B. LA PAZ 2196 
C. LA PAZ 1661 


1. (SBU) Summary: The Bolivian telecommunications sector has 
grown and increased in competitiveness significantly since 
privatization and market opening during the last decade. The 
GOB announced in June that it would seek to regain majority 
ownership of the former state-owned telecommunications 
company, Entel (ref A). The Director General of 
Telecommunications told Econoff on October 12 that the 
government does not want to take over operating control of 
Entel, but merely wants majority ownership to have access to 
the companys profits to use for expanding rural telephone 
services. The GOB\'s plan to eliminate the current regulatory 
system and create new regulatory agencies under ministry 
control (ref A) will not likely be implemented before 
mid-2007. The government aims to expand rural telephone 
services through the creation of community information 
centers and placement of public phones. End summary. 


Background: Sector Growth Since Capitalization 


2. (SBU) The state-owned telecommunications company, Entel, 
was partially privatized (capitalized) in 1995. Telecom 

Italia purchased 50 percent of the company, 47.5 percent was 
given to managers of Bolivian pension funds for benefit of 

the Bolivian public, and 2.5 percent went to state workers. 

Entel held a monopoly on long-distance services until 2001, 
when the market was opened up for private investment. Today 
there are 10 long distance operators, 17 local operators (16 
cooperative plus Entel), and 4 mobile service providers, 
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including two U.S. investors. Although there has been little 
growth in fixed line service since 1996 (installing a fixed 

line costs approximately USD 1,200), mobile service market 
penetration has gone from zero percent to 25 percent. 
According to the President of Entel, Franco Bertoni, Entel 
controls approximately 65 percent of the long distance 
market, 65 percent of the mobile market, and 80 percent of 
the data market. Bolivia has the lowest tariffs in Latin 
America, Bertoni said. 


GOB Wants to Leave Operations to Private Sector 

3. (SBU) The GOB announced in its National Development Plan 
in June that it intends to regain majority ownership of nine 

of the companies that were capitalized in the 1990s (ref A), 
including Entel. However, because of the significant 
obstacles it has encountered in the hydrocarbons sector (ref 
B), it is unlikely to attempt to implement this plan in the 
foreseeable future. According to Bertoni, the GOB has not 
yet discussed this plan with Entel. Both Telecommunications 
Director General Pedro Solares and Telecommunication 
Superintendent (regulator) Clifford Paravicini told Econoff 

on October 12 that the government does not want to take over 
Entel\'s operations and that government wants to take a more 
careful approach in telecommunications than it did in 
hydrocarbons. They agreed that the government wants majority 
ownership of Entel to have access to Entel\'s profits in order 
to implement social programs, like expanding rural telephone 
networks, but does not want to operate the company. 
According to Solares, the government realizes that private 
operators are more efficient, less corrupt, and less 

politicized than state-run businesses and does not want to 
harm the sector. Meanwhile, Telecom Italia, as part of its 
overall Latin America strategy, is seeking to sell its shares 

in Entel. Bertoni denied rumors that the company has had 
discussions with Venezuela\'s CANTV regarding the sale. 


GOB\'s Plans to Reform Regulator Delayed 

4. (SBU) The government announced in June that it plans to 
eliminate the current independent regulatory system and 
create new regulatory bodies within the ministries (ref A). 

A U.S. telecoms investor told Econoff previously that 
although the regulator was at times corrupt, the 
telecommunications sector had achieved significant advances 
under the current independent regulatory system that tended 
to be more transparent than the prior system of ministry 
oversight and was based on free competition. He added that 
the elimination of the regulator and transfer of oversight 
functions to the ministry would mean that sector decisions 
would be based on politics rather than economic or consumer 
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concerns (ref C). According to GOB representatives, the new 
system would seek a better balance between industry and 
consumers, because the current system, they argue, favors 
industry at the expense of consumers and has failed to ensure 
rural services access. Director General Solares said that 

the plan was designed to strengthen the ministries, but that 
the independence of the regulators would be maintained. The 
ministries would set the norms, but would not interfere in 

the daily functions of the regulators, he explained. 

However, reforming the regulatory system would require 
several legal changes, and thus the reforms would not likely 
be implemented until mid-2007, Solares said. 


GOB Seeks to Expand Rural Services 

5. (SBU) Director General Solares explained that the 
government aims to increase rural telephone coverage through 
a USD 130 million investment over the next four years in 
community information centers and public phones. He 
explained that while 60 percent of urban dwellers have access 
to personal telephones, only 0.6 percent of rural residents 

do, and only 30 percent of rural dwellers have access to 

public phones. The community telephones would be partially 
financed through a telecommunications fund, which now 
contains more than USD 3 million from company fines. 
Superintendent Paravicini said that the superintendency plans 
to work with small private companies to provide community 
information centers, including telephones, Internet, and 
television, to 240 towns by February 2007. The government 
also plans to grant subsidies to companies to extend coverage 
to rural areas. 


6. (SBU) Comment: Director General Solares\' comment that the 
government wants to take a more careful approach with 
telecommunications than it has with hydrocarbons suggests 
that the government is not likely to rush into taking over 
telecommunications businesses, but will focus on the high 
profile sectors of hydrocarbons and mining for now. The 
remarks of Solares and Superintendent Paravicini are 
reassuring in that they indicate that the government 
understands the benefits that private sector investment has 
brought to the public and that it does not want to impede 
private operations in the telecommunications sector. End 
comment. 
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SIPDIS 
SIPDIS 
DEPT FOR WHA/CAR 


E.O. 12958: N/A 
TAGS: OPDC PREL VC XL 
SUBJECT: ST. VINCENT NATIONAL DAY MESSAGE DELIVERED 


REF: STATE 172323 


1. Per reftel instructions, letter on St. Vincent and the 

Grenadines National Day from President Bush to Prime Minister Ralph 
Gonsalves was delivered under cover of Diplomatic Note No. 1411 on 
October 13, 2006. The original Diplomatic Note was also mailed on 
this date. 


2. Post will report any response. 
KRAMER 
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DEPT FOR WHA/BSC AND EB/TPP/ABT/BTT (TLERSTEN) 
DEPT ALSO FOR IIP/T/ES (JSHAFFER) AND OES 
BUENOS AIRES FOR USDA AND ESTH (ASCHANDLBAUER) 


E.O. 12958: N/A 
TAGS: EAGR, ECON, ETRD, TBIO, UY 
SUBJECT: BIOTECH CONFERENCE HITS THE MARK 


REF: A. STATE 233448 


Column 3 
B. MONTEVIDEO 206 


1. (U) Summary: Post thanks EB and IIP for their assistance 
(ref A), which allowed Post to present a timely and 
well-targeted biotechnology seminar in Uruguay. A broad 
cross-section of key biotech decision makers attended the 
seminar October 12, and the conference achieved positive 
results. Speakers\' presentations precisely met Uruguay\'s 
needs for information and addressed key issues which hinder 
additional legislation favorable to biotechnology in Uruguay. 
In addition to targeting decision makers whom we believe 
were positively influenced, the conference enjoyed 
considerable media coverage. End Summary. 


RIGHT MESSAGE FOR THE RIGHT AUDIENCE 


2. (U) Uruguay has traditionally supported the use of 
biotechnology, but this policy has been called into question 
under the new left-leaning Frente Amplio government (ref B). 
The new government created a committee to review all biotech 
activities and submit its recommendations to the GOU. These 
decision makers and the constituencies they represent were 
the target of this conference. Twenty five key decision 

makers attended. The most significant objections to the use 
of biotechnology in Uruguay arise from its affinity for 
arguments presented by European consumer organizations. 
Uruguayans are very concerned about food safety, especially 
for children, and express a strong attraction for \"natural\" 
products. Uruguay proudly labels many of its products as 
\"Uruguay Natural,\" well-known slogan designed to suggest 
quality. Uruguayans generally do not trust government 
regulation of biotechnology, and may perceive Americans to be 
too trusting of our regulatory agencies. 


3. (U) The speakers, Dr. Wayne Parrott of the University of 
Georgia and Susan Bond of the International Food Information 
Council, gave decision makers key information and rebutted 
these significant objections. Parrott scientifically 
demonstrated that plant-cross breeding has produced 
significantly greater diversity between plants than genetic 
manipulation and argued that biotechnology is a natural 
process. Bond addressed the advantages and perceived 
disadvantages of biotechnology. She listed benefits such as 
the reduction of pesticide use, reduction in micro-toxins 

left in foods by pests, and biotechnology\'s potential to 
alleviate world hunger. Finally, Parrott explained U.S. 
agenciesV thorough processes of transparent testing and 
regulation of new biotech crops and pointed out the 
difficulties and several inconsistencies in the European 
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regulatory process. 


RESULTS 


4. (SBU) No one expects Uruguay\'s Committee on Biotechnology 
to produce it recommendations in the near future, so we will 
not know the concrete effect of the seminar for some time. 
However, there are some indication that the seminar was quite 
effective. A meat-producers\' representative expressed his 
doubts before the conference that Uruguayan \"natural\" beef 
could still be designated as such if the cows were fed 
genetically modified plants, but after the conference, he 

invited Dr. Parrott to speak to his association. The 

conference directly but respectfully addressed key Uruguayan 
concerns, and as the seminar progressed, the tone of the 
questions became more friendly. Half of the decision-making 
bodies on the Committee had representatives present at the 
conference. 


5. (U) Three television stations covered the event, one of 
which covers the rural areas. One radio station ran an 
extended interview with Dr. Parrott. The coverage was 
neutral to positive. Two magazines that interviewed the 
speakers are working toward publication of the articles. 


COMMENT--BEST PRACTICES 


6. (SBU) Post was pleasantly surprised by the level of 
interest in the conference. In the past, we have been 
extremely cautious to keep USG fingerprints off conferences 
of this type, fearing that we would scare away participants 
who do not already agree with the USG position. This 
excessive caution interfered with our first attempt to stage 
this conference. While we did not overtly display USG 
sponsorship of the event, expediency required that the 
Embassy directly invite all participants. Participants were 
drawn by the quality of the speakers and the expectation of 
learning something new. We made it easy to ignore USG 
sponsorship; we held the event in a hotel not frequently used 
for Embassy activities and had no obvious symbols of 
sponsorship at the event. Finally, we believe the audience 
was attracted to the message in part because speakers 
presented both sides of the controversy. One participant 
told Ms. Bond that he appreciated her presentation because 
\"so often U.S. speakers present only their side (of the 
argument.)\" Both Parrott and Bond compellingly presented the 
case for using biotechnology, but participants were also 
engaged by the speakers\' demonstrated understanding of both 
sides of the question. END COMMENT. 
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E.O. 12958: DECL: 10/17/2016 

TAGS: KPKO, MARR, PREL, PGOV, IZ, FJ 

SUBJECT: FIJI SEEKS MNFI JOB FOR COMMODORE BAINIMARAMA; 
IMMEDIATE ACTION REQUEST 


REF: A. SUVA 429 
B. BAGHDAD 3761 
C. SUVA 425 
D. SUVA 401 (AND PREVIOUS) 


Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (S) Fiji Home Affairs Minister Vosanibola has asked if the 
Coalition of the Willing in Iraq (MNFI) can offer the 

Republic of Fiji Military Forces (RFMF) Commander, Commodore 
Frank Bainimarama, a senior (two star or above) position. 

The request is with the approval of PM Qarase. According to 
Vosanibola, Bainimarama has expressed interest. Bainimarama 
has been a constant thorn in the side of the Qarase 

government for several years, and he continues to threaten to 
force the government to resign if it doesn\'t immediately 

reform to Bainimaramal's satisfaction. Vosanibola had a 
wonderful trip to Baghdad recently, and he will recommend to 
Cabinet, per MNFI advice, that Fiji deploy three-officers to 

join the Coalition. Bainimarama would be a fourth. 
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Peacefully removing Bainimarama from the domestic scene would 
be good for Fiji. Others must judge if a job in the MNFI is 
appropriate. Bainimarama plans to be in Baghdad Nov. 2-5 to 
visit Fiji's UNAMI contingent, an opportune moment to discuss 
options, if MNFI is interested. End summary. 


Minister supports RFMF staff deployment to MNFI 

2. (S) Fiji Home Affairs Minister Vosanibola met on a \"four 
eyes! basis with the Ambassador on Oct. 17. Vosanibola 
confirmed ref A report that he had an excellent visit to 

Iraq, and he is convinced Fiji should join the Coalition of 

the Willing (MNFI). He conveyed that view on Oct. 16 to 
Prime Minister Qarase, who was supportive. Vosanibola said 
MNFIVs Gen. Moore suggested that Fiji contribute three staff 
officers to the Coalition: one Colonel and two Lieutenant 
Colonels. Vosanibola is preparing a paper for a Cabinet 
Sub-Committee meeting late this week or early next to 
recommend that modest deployment. 


Request: offer Commodore Bainimarama an MNFI position 

3. (S) Vosanibola made a request. He and Republic of Fiji 
Military Forces Commander Bainimarama flew together to New 
York late last month to discuss PKO issues at the UN. On the 
long flight, Vosanibola asked Bainimarama if he would 
consider taking a job as a senior officer in the MNFI if such 
were offered. (Bainimarama has previously resisted several 
offers of diplomatic postings.) Vosanibola received the 

strong impression that Bainimarama would accept an MNFI 
offer. Vosanibola noted that Bainimarama has been lobbying 
for several months, without success, to receive a promotion 
to two stars. Given Bainimarama\'s positive signal about the 
MNFI idea, Vosanibola requests, with PM Qarase\'s backing, 
that the USG provide a senior-level (Major General or above) 
offer in the MNFI to Bainimarama. 


Qarase Government wants to remove Bainimarama thorn 

4. (S) See refs C, D, and previous for the Fiji Government\'s 
motivation in wanting to remove Commodore Bainimarama from 
Fiji's domestic political scene. The Commodore has been a 
very disruptive force by repeatedly and publicly complaining 
about the Qarase government and, at times, threatening to 
force its \"resignation.\" Bainimarama\'s most recent such 
outburst appeared on the front page of the Oct. 17 Fiji 

Times. He reportedly has given Qarase and his team three 
weeks to resign or else the RFMF will force \"resignations.\" 
Vosanibola noted that Fiji's President, the Commander in 
Chief of the RFMF, \"has not been helpful\" in PM Qarase\'s 
efforts to tame Bainimarama. Thus, the government is looking 
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for a creative alternative. 


Comment and action request 

5. (S) From Fiji's domestic perspective and from the USG 
interest in a stable Fiji with a truly professional military, 

it would be wonderful for Bainimarama to depart the scene 
voluntarily. On the other hand, we are cognizant that the 
MNFI has plenty of issues to deal with already. Both PACOM 
and CENTCOM are aware of Bainimarama\'s strengths and 
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weaknesses. If there is interest within the MNFI, 
Bainimarama\'s planned visit to Iraq Nov. 2-5 will be an 
opportune moment to discuss possibilities and make a 
judgment. Action request: please provide a USG response to 
Vosanibola\'s inquiry ASAP. 

DINGER 
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Classified By: COM Michael Parmly for Reason 1.4(e). 


1. (C) Cuban state media on October 14 disseminated a 
statement from the 183-nation Non-Aligned Movement (NAM), 
currently headed by Cuba, on North Korea\'s reported nuclear 
blast. The statement, approved the previous day at UN 
headquarters, urges North Korea, a NAM member, to halt its 
nuclear testing and to stick to the group\'s disarmament 

goals. The NAM also called on all concerned parties in 
northeast Asia not to transfer nuclear weapons-related 
materials, equipment or technology, and to exercise 

restraint. By spreading the NAM statement, the Cuban 
Government signaled its lingering unhappiness over the DPRK\'s 
reported test; on October 10, the GOC showed its ire in a 
press item that noted UNSC condemnation of the incident and 
firm Chinese opposition. Meanwhile, Cuban state radio 
referred October 16 to \"Iran\'s peaceful nuclear energy 
program.\" (NAM statement text follows in Paragraph 3.) 


COMMENT 


2. (C) The Cuban Government\'s latest, indirect denunciation 
of the reported DPRK test is aimed at helping the island 
nation stay in the good graces of China, its patron and 
opponent of the reported underground blast. Dissemination of 
the NAM statement has the added benefit of enabling the GOC 
to flex some NAM-presidency muscle and strut its stuff on the 
global stage. There can be little doubt that Cuba\'s 
leadership, which once called for a Soviet nuclear strike 
against the United States, is motivated by calculated 
self-interest. Perhaps this is why Cuban state radio on 
October 16 referred to \"Iran\'s peaceful nuclear energy 
program\" during a report on Iran\'s rejection of any 
restrictions on its nuclear program. End Comment. 


STATEMENT FROM NON-ALIGNED MOVEMENT 


3. (U) Following is a statement from the Non-Aligned 
Movement, as relayed by Granma, the official mouthpiece of 
the Cuban Communist Party: 


The Coordination Bureau of the Non-Aligned Movement has 
expressed its concern at, while acknowledging the 
complexities derived from the nuclear test in the Korean 
Peninsula, which underscores the need to work even more 
vigorously to achieve the Movement\'s disarmament objectives, 
including the elimination of nuclear weapons. The Movement 
exhorts the implicated parties in the region to exercise 
moderation, which will contribute to regional security; to 
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discontinue nuclear tests; and not to transfer materials, 
equipment and technology related to nuclear weapons. 


The Movement expresses its desire for the de-nuclearization 
of the Korean Peninsula and continues to support the renewal 
of Six-Party Talks as soon as possible. The Movement firmly 
believes that diplomacy and dialogue via peaceful means must 
continue with a view to achieving a long-term solution to the 
Korean nuclear question. 


In the light of this action, the Movement reaffirms its 
principled position in relation to nuclear disarmament, which 
continues being its maximum priority, as well as issues 
related to nuclear non-proliferation in all its aspects, and 
emphasizes its concern at the threat that the permanent 
existence of nuclear weapons and their potential use or 
threat of use supposes for humanity. At the same time, it 
reiterates its profound concern at the slow advance toward 
nuclear disarmament and the lack of progress on the part of 
states possessing nuclear weapons in the total elimination of 
their nuclear arsenals. It highlights the need for states 
possessing nuclear weapons to fulfil the unequivocal 
commitment that they contracted in 2000 in matters referring 
to obtaining the total elimination of nuclear weapons ana, in 
this context, stresses the pressing need to begin 
negotiations without delay. 


The Movement stresses its principles and priorities on the 
issue of disarmament and international security, as adopted 

at the 14th Conference of Heads of State or Government of the 
Non-Aligned Movement that took place in Havana, Cuba from 
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September 11 to 16, 2006. 
PARMLY 
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E.O. 12958: N/A 
TAGS: EMIN, EINV, ECON, BL 
SUBJECT: MORALES ANNOUNCES \"SURPRISES\" FOR MINING INDUSTRY 


REF: LA PAZ 2046 


1. (SBU) Summary: President Morales announced October 15 that 
the mining industry should expect \"surprises\" permitting the 

state to regain control of mineral production. His comments 
caused anxiety among U.S. mining company executives, who said 
October 16 that they were \"nervous\" about the GOB\'s 

intentions but lacked a clear understanding of the 

administration\'s plans. At this point, they said, it is 

impossible to determine how company operations might be 
affected. End summary. 


2. (U) Bolivian President Evo Morales announced October 15 
that the mining industry should expect \"surprises\" permitting 
the state to recover natural resources and regain control of 
mineral production. Speaking in Challapata, in the 
department of Oruro, Morales said the mining sector would be 
the \"next step\" in his drive to nationalize natural 

resources, declaring that tin, silver, gold, and other 

minerals \"should pass to the hands of the Bolivian state." 
(Note: Industry representatives believe all mineral resources 
will be affected. End note.) Immediately afterward, new 
Minister of Mining Jose Dalence told the press that the GOB 
sought to increase its participation in all aspects of 

mineral production, from exploration to sale, and would 
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consider audits and revisions of existing contracts, along 
with the negotiation of new contracts and significant changes 
to the mining code. Dalence earlier announced that the GOB 
would release a comprehensive mining plan October 31. 


3. (SBU) Morales\' comments caused anxiety among U.S. mining 
company executives, who told Econoff October 16 that they 
were \"nervous\" about the GOB\'s intentions but lacked a clear 
understanding of the administration\'s plans. The president\'s 
failure to provide specifics left company representatives 
guessing at possible changes; according to Gerardo Garrett, 
vice president of U.S.-based Apex Silver\'s San Cristobal 
silver-lead-zinc mine, the GOB could take control of current 
projects, modify existing contracts, return unproductive 

mining concessions to the state, or simply follow through on 
earlier promises to rewrite the mining code and raise taxes 

and royalties (reftel). Counterparts at Coeur dVAlene and 
Newmont Mining subsidiaries echoed Garrett\'s concerns, noting 
that the GOB\'s actions were difficult to predict. At this 

point, executives said, it is impossible to determine how 
company operations might be affected. 


4. (SBU) Comment: Morales\' announcement sparked renewed fears 
of GOB intervention in the mining sector and caused 
executives to question GOB officialsW past assurances that 
the Morales administration would not nationalize the mining 
industry. U.S. company representatives are concerned about 
possible changes, but as one executive noted, they also 
recognize that Morales\' announcements often have little 
impact. Until they know more about the GOB\'s intentions, 
executives can do little more than watch and wait. End 
summary. 

GOLDBERG 
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SUBJECT: EL SALVADOR: FMLN \"PRESIDENCIABLES\" FOR 2009 


REF: A. SAN SALVADOR 712 


B. SAN SALVADOR 2008 
C. SAN SALVADOR 2056 
D. SAN SALVADOR 2204 


Classified By: DCM Michael A. Butler, Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: With two and a half years to go until the 
2009 presidential election, speculation is emerging with 

regard to who will be the candidate of the opposition 

Farabundo Marti National Liberation Front (FMLN). 
Orthodox-hardliner leader Schafik Handal was beaten soundly 
in 2004 by ARENA\'s Tony Saca, leading some to conclude that a 
fresh face from outside party circles--and one not associated 
with the nation\'s bloody 12-year armed conflict--might fare 
better in 2009. Possible candidates include, in addition to 
veterans of the party\'s highly-disciplined hardliner core, a 

leftist television commentator and a former ARENA cabinet 
member. The FMLN\'s orthodox leadership, who since the 2004 
election have expelled all moderates and consolidated control 

of the party, may have to make a difficult choice between 
unquestioning obedience to the party\'s platform versus 

victory at the polls. END SUMMARY 


Background 


2. (C) In the wake of 2003 national congressional and 

municipal elections, prior to the FMLN\'s selection of its 
presidential candidate for 2004, polls showed that a more 
moderate candidate such as television commentator Mauricio 
Funes could defeat an ARENA candidate by perhaps 10 percent. 
Following the FMLNVs selection of veteran orthodox-hardline 
leader Schafik Handal as the candidate who would oppose 
ARENA\'s Tony Saca, this advantage was quickly lost. 

Although mere weeks prior to the March 2004 election a 

quarter of the electorate remained undecided, Handal went on 
to a stunning defeat in all 14 of El Salvador\'s departments, 
including longtime FMLN bastions Morazan, Chalatenango, and 
metropolitan San Salvador, garnering only 36 percent of the 
vote to Saca\'s 58 percent. In recent months, some members of 
the FMLN inner circle have discussed whether a candidate from 
outside the party might be better able to deliver the Casa 
Presidencial in 2009 (reftel B). 


Possible 2009 FMLN Presidential Candidates 
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3. (C) Journalist Mauricio Funes began his career as a 
television commentator in 1986, during the nation\'s armed 
conflict; his morning show on Channel 12 established a 
reputation as a left-of-center forum reserved primarily for 
FMLN sympathizers. In 2005, Channel 12\'s Mexican parent 
company Azteca fired Funes without notice, citing 
unprofitably low ratings for his show. Many on the left 
insisted that Funes\'s dismissal was due to his political 
orientation, and charged that it would exert a chilling 

effect on freedom of the press in El Salvador. Other 
observers of the political scene opined that Funes had 
misused his access to the media to promote his own political 
ambitions, and outlined how that tendency, in conjunction 
with his often-overbearing and intolerant personality, had 
been his undoing at Channel 12. (Note: In April 2003, Funes 
openly outlined his willingness to stand as an FMLN 
presidential candidate under certain conditions, to which the 
FMLN leadership responded that a vice presidential slot was 
the best they could offer--and that Funes must first join the 
party. End note.) After his departure from Channel 12, 
Funes reestablished his media presence with a show on the 
Megavision network\'s Channel 21, and he occasionally serves 
as a correspondent for the CNN\'s Spanish-language version. 
Funes is 47 years old; his marriage to childhood actress 
Regina Canas (with whom he has two sons) resulted in divorce; 
he is often seen publicly with the Brazilian Embassy\'s 
Cultural Affairs Officer Wanda Pignato, and the two will 
apparently soon marry. 


4. (C) FMLN Coordinator General Medardo Gonzalez better fits 
the traditional mold of FMLN presidential candidates. 

Gonzalez fought as a Popular Liberation Forces (FPL) 

guerrilla under the nom de guerre \"Comandante Milton Mendez\". 
(Note: The FPL was one of the five political-military 
organizations that combined to form the FMLN in October 1980. 
End note.) An unsuccessful candidate for FMLN Coordinator 
General in 1997 among a field of four, Gonzalez finally won 

the office in September 2004 by beating out Santa Tecla Mayor 
Oscar Ortiz. Gonzalez was closely allied with Handal, whose 
orthodox faction still tightly controls the FMLN. 


5. (C) Although San Salvador Mayor Dr. Violeta Menjivar eked 
out a narrow victory--by a 44-vote margin--in the 

hotly-contested and controversial March mayoral election 

(reftel A), she has since struggled to address the capital 

city\'s daunting problems of violent crime, garbage 

collection, and crumbling, inadequate infrastructure (reftel 

C). Menjivar\'s name is perennially floated as a possible 
candidate whenever the discussion turns to 2009, but her FMLN 
mayoral predecessors (Hector Silva and Carlos Rivas Zamora) 
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learned that attempting to govern a metropolis with more 
problems than resources is less likely to lead to the 
presidency than to political exile. The 55-year-old Dr. 
Menjivar is a guerrilla veteran; from 1980 until warYs end in 
1992, she organized and ran medical units that served FMLN 
insurgents. After the armed conflict, she served on the 
party\'s powerful Political Commission, and in 1997 was made 
FMLN Deputy Coordinator General. Menjivar served three terms 
in the Legislative Assembly (1997-2006); in 1999 she declined 
an offer to be her party\'s vice presidential candidate. 

After she was hand-picked to run for mayor, FMLN hardliners 
dispatched Menjivar to Cuba for political training by the 
Communist Party of Cuba. Menjivar hews closely to orthodox 
views; at a 2003 human rights conference, she angrily 
denounced the United States as the ultimate source of all the 
world\'s human rights abuses. 


6. (C) Oscar Ortiz is the popular FMLN mayor of San Salvador 
suburb--and La Libertad departmental capital--Santa Tecla 
(population 190,000). Although he also lost out to Schafik 
Handal in his attempt to become the party\'s 2004 presidential 
candidate, he has already alluded publicly to a possible 2009 
presidential bid, though his overtures were very coolly 
received at FMLN headquarters (reftel B). Like 
Coordinator-General Gonzalez, the 45-year-old Ortiz was an 
FPL guerrilla, and went on to become an influential FMLN 
military leader after the FPL\'s 1980 incorporation into the 
FMLN. Although never officially charged in the crime, Ortiz 

is widely acknowledged to have assassinated President 
Cristiani\'s Minister of the Presidency Jose Antonio Rodriguez 
Porth (father-in-law of 1999-2004 President Francisco Flores) 
in June 1989. Although his relationship with the FMLNVs 
powerful hardliner faction is chilly, Ortiz himself is not 
especially moderate in his political views. He is dedicated, 
hard-working, and ambitious, and is careful in maintaining 
cordial and open relations with the Embassy. 


7.(C) Arturo Zablah served as Minister of Economy and 
Presidential Commissioner for Trade Negotiations under ARENA 
President Alfredo Cristiani (1989-1994), and afterwards as 
President of the Autonomous Port Executive Commission (CEPA) 
under ARENA President Armando Calderon Sol (1994-1999). Late 
in Calderon Sol\'s term, Zablah began to stray from the ARENA 
ranks, and after leaving office was publicly critical of the 

2001 \"dollarization\" of El Salvador\'s economy, and of CAFTA. 
(Note: Notwithstanding the positions he has held, Zablah has 

no educational background in Economics; he received his 
Industrial Engineering degree from Monterrey (Mexico) 

Institute of Technology in 1976, followed by an M.S. in 

Systems Analysis from Georgia Tech in 1980. End note.) Now 
52 years old, Zablah has returned to managing a family 
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furniture and mattress company, Industrias Capri, where he 
worked prior to his political career. In an interview with 
Salvadoran online newspaper \"El Farol", Zablah criticized the 
administration of President Francisco Flores (1999-2004), 
whom he blamed for worsening the polarization that 
characterizes the nation\'s political environment. Zablah 
repeated his condemnation of dollarization and free trade, 
including CAFTA, and outlined how in the past, he had once 
held dialogue with the FMLN regarding a possible 
vice-presidential candidacy. 


8. (C) COMMENT: The FMLN has lost every postwar 
presidential election by a margin of 22-24 percent of the 

vote. Polling data publicized in September by leading daily 

La Prensa Grafica showed Mauricio Funes with the highest 
approval rating among all potential FMLN presidential 
candidates, followed by Oscar Ortiz and Violeta Menjivar. 
With President Saca\'s approval ratings slipping as 
Salvadorans\' concerns grow regarding the country\'s spiraling 
violent crime (reftel D), ARENA appears vulnerable for 2009. 
Furthermore, no prospective ARENA candidate has emerged as a 
frontrunner, nor is Saca grooming one at this time. The FMLN 
leadership must ultimately decide whether their 
business-as-usual process of naming a battle-hardened 
old-guard communist as presidential candidate will serve them 
best in 2009, or whether the time has finally come to try a 

new approach with fresh faces, with all the risk that entails 

to the party\'s iron-fisted internal discipline. 

BARCLAY 
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E.O. 12958: N/A 

TAGS: EAIR, ECON, KTIA, PM 

SUBJECT: OPEN SKIES AGREEMENT: PANAMA AGREES TO DELETE CRS 
PROVISIONS 


REF: STATE 127291 


1. On October 2, 2006, Post received a letter from the GoP\'s 
Ministry of Foreign Relations (MFA) acknowledging the GoPYs 
agreement to delete the computer reservation systems (CRS) 
provisions contained in Annex 3 of the Air Transport 
Agreement between the GoP and the USG. 


2. Below is an unofficial translation of the letter received 
from the MFA: 


Republic of Panama 
Ministry of Foreign Relations 


Panama 4, Panama 
DT/421 


The Ministry of Foreign Relations attentively greets the 
Honorable Embassy of the United States of America and has the 
honor of advising it of the receipt of its note No. 1221, 

dated August 7, 2006, through which the elimination of Annex 

3 of the Air Transport Agreement between the GoP and the USG, 
dated May 8, 1997, is proposed. 


Regarding this matter, the Ministry of Foreign Relations is 

happy to inform the Honorable Embassy of the United States of 
America that the Government of the Republic of Panama accepts 
the elimination of the above-referenced Annex, through which 

the note of the Honorable Embassy and this letter constitute 

an agreement, which will enter into force as of the date of 

this letter. 


The Ministry of Foreign Relations takes this opportunity to 
reiterate to the Honorable Embassy of the United States of 
America its assurances of its highest and distinguished 
considerations. 


Panama, September 27, 20006 


To the Honorable Embassy of the United States of America 
City. 


End text of diplomatic note. 
EATON 
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E.O. 12958: N/A 
TAGS: AMGT, OTRA, HA, DR 
SUBJECT: REQUEST FOR PERMISSION FOR HELICOPTER TRAVEL 


Ambassador Sanderson will travel to the Northern and 
Northeast Departments of Haiti on Wednesday, October 18 
through Friday, October 20. This travel provides a unique 
opportunity for coastline and north island lle de la Tortue 
familiarization on aircraft normally used for conducting 

Alien Migrant Interdiction Operations (AMIO) and counter-drug 
missions in this region. Post requests U.S. Coast Guard 
(USCG) aviation asset for travel assistance within Haiti. 
SANDERSON 
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SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR ROBERT MARTIN LEVIN, 
NOVEMBER 19 - DECEMBER 2, 2006 


REF: STATE 172646 


1. (SBU) Embassy welcomes and grants country clearance to VA 
Medical Center Research Pharmacologist Robert Martin Levin to travel 
to Christchurch, New Zealand from November 19 - December 2, 2006. 
The purpose of this visit is to present Department of Veterans\' 

Affairs sponsored research at the International Continence Society 
Meeting in Christchurch. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Tod E. 
Duran. Contact details are as follows: 


Office: 644-462-6043 
Fax: 644-472-3537 
Cell: 027-451-2538 
E-mail: DuranTE@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 


Column 3 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of StateYs Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
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should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
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New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 


82058 

OO RUEHWEB 

DE RUEHQT #2536 2892207 

ZNR UUUUU ZZH 

O 162207Z OCT 06 

FM AMEMBASSY QUITO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5484 


Column 3 

INFO RUEHBO/AMEMBASSY BOGOTA PRIORITY 6084 
RUEHCV/AMEMBASSY CARACAS PRIORITY 2096 
RUEHLP/AMEMBASSY LA PAZ OCT 0154 
RUEHPE/AMEMBASSY LIMA PRIORITY 1057 
RHEFDIA/DIA WASHDC 

RHMFISS/CDR USSOUTHCOM MIAMI FL 


SIPDIS 


SENSITIVE 
SIPDIS 


PLEASE PASS ALSO TO USOAS AND USAID/LAC 


E.O. 12958: N/A 

TAGS: KDEM, PGOV, EC 

SUBJECT: ELECTION AFTERMATH: QUICK COUNT FOUNDERS AT 70%; 
SLOW COUNT COMMENCES 


1. (SBU) Summary: The Supreme Electoral Tribunal (TSE) on 
October 16 unilaterally cancelled its $5.8 million quick 

count contract with Brazilian firm E-Vote after the firm 

failed to deliver results on time on election night. As a 

result, official results must await until after more 

labor-intensive vote certification and reporting are 

completed by the provincial election councils--which could 

take more than a week. Although results are not likely to 

vary much from the initial results, uncertainty generated by 
technical difficulties has fueled protests and claims of 

fraud from second place finisher, Rafael Correa. End Summary. 


2. (U) E-Vote had promised presidential results would be 
reported to the central TSE and the public by 7:30 pm on 
October 15 and congressional results would be tabulated by 
midnight. The firm\'s system crashed on the morning after 
elections with only 70% of presidential results reported and 
little or none of the congressional results tabulated. While 
press earlier reported E-Vote executives had left the 

country, E-Vote country representative Santiago Murray issued 
a statement admitting the slowness of the quick count, 
denying any breach of contract and confirming E-Vote will 
remain in Ecuador. Several political parties have called for 
the arrest of E-Vote executives. (Note: Votes were manually 
counted in each of the more than 36,000 polling places by 

poll workers under TSE supervision; E-Vote was responsible 
for electronically delivering and compiling those results 
centrally. Those manual counts took place and are being sent 
to provincial TSE authorities; what fell short was the quick 
central tallying and reporting. End Note.) The TSE stopped 
payment of the remaining $2.9 million of the E-Vote contract, 
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and hope to recover some information (not ballots) about the 
vote from the E-Vote executives. 


3. (SBU) TSE officials tell us they are confident of their 
ability to do their own count of the votes within a week 
after election-day. That count has been ongoing since late 
on October 15, and is taking place in each of the provincial 
electoral commissions. Smaller provinces traditionally 
report results faster than the largest provinces. A TSE 
board member told the press that 3% of the results were 
reported on the morning of October 16, and predicted that 
count would rise to 50% by the end of the day. 


4. (SBU) Jose Teran, the TSE\'s International Affairs Chief, 
admitted to us the E-Vote debacle represented a severe blow 
to the TSE\'s credibility, especially since many candidates, 
congressional deputies and the media were criticizing the 
costly contract in the days before the election. He also 

said E-Vote\'s failure is much worse than the problems in the 
last two elections. In 2004, Spanish firm Indra contracted 

to complete a quick count. While results came in slower than 
promised, the firm eventually completed the job. 


5. (SBU) Ecuador radical leftist radio station La Luna is 

inviting listeners to protest against these developments in 

front of the well-protected TSE building; about 400 

protesters have gathered. The OAS has convoked a meeting of 
member states to discuss this latest setback later on October 
16, which we will attend. We have urged the TSE to reassure 
the public that all ballots are physically secure and that 

the absconding E-Vote executives did not get away with 
election materials. 


6. (SBU) Comment: New uncertainty over the official vote 
count will likely be seized on by Correa to challenge 

results. It remains to be seen whether Correa and his 
supporters will be successful in sowing doubt among the 
public. Although all exit polls and quick counts reported 

thus far have had the same results, it will be hard but not 
impossible for public opinion to be swayed. To prevent this, 
we will continue to urge maximum transparency from the TSE. 
JEWELL 
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E.O. 12958: DECL: 10/13/2016 

TAGS: PGOV, PHUM, KDEM, TN 

SUBJECT: TONGAN NATIONAL COMMITTEEVS REPORT CALLS FOR 
ELECTED LEGISLATURE 


REF: A. A) SUVA 262 
B. B)SUVA 233 
C. 
D. 
E. E) 
F. F)05 SUVA 613 
Classified By: AMBASSADOR LARRY M. DINGER. SECTIONS 1.4 (B) AND (D). 


Summary 

1. (C) The National Committee on Political Reform (NCPR) 
submitted its report to Tonga\'s Parliament on Oct. 3. The 
King received a copy a month ago. The report says Tonga\'s 
people want political reform but also want to protect 

traditional culture. The report recommends an all-elected, 
26-member parliament, with an increase from nine to seventeen 
representatives directly elected by the general public. The 

33 nobles would continue to elect nine representatives from 
among their number. The King would select the Prime 
Minister, and the PM would select the Cabinet, all from among 
the Members of Parliament. Reactions so far have been fairly 
positive. The new King and PM Sevele aim to appease both 
pro-democracy advocates and royalists by focusing reform, for 
now, on election/selection mechanics and by not formally 
addressing royal prerogatives. How long that strategy can 
succeed will depend on the King\'s willingness to voluntarily 
accept a subdued role. End Summary. 


Committee Basics 

2. (U) In October 2005, after a large pro-democracy march and 
petition, Tonga\'s Parliament formed the NCPR, which in 
December began extensive consultations with communities 
throughout Tonga, as well as with the large Tongan expatriate 
populations in New Zealand, Australia, and the United States. 
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The NCPR chairman was the king\'s nephew, Prince 
TuVipelehake, until his untimely death in an auto accident in 
California in July. East-West Center Pacific Islands 
Development Program Director Dr. Sitiveni Halapua was 
influential in developing the consultation process, and he 
authored the Committee\'s report which currently is available 
only in Tongan. Halapua is working on an English version. 


Presenting the Report 

3. (U) Tonga\'s now-deceased king, TaufaVahau Tupou IV, and 
current king, Siaosi Tupou V, received the draft report on 
August 30. A week and a half later, the king passed away. 
The new king has not made any public comment regarding the 
report. He previously indicated to the Ambassador that he 
supports political reforms but intends to retain some royal 
prerogatives (Refs A and D). His sister Princess Pilolevu 

while opening the 2006 Legislative Assembly in June stated 
that the NCPR had the \"full support of Government.\" However, 
she cautioned against following the examples of countries 

that \"rushed into political reforms without the prerequisite 
preparations and the inevitable disastrous consequences.\" 
Halapua presented the report to Parliament on October 3. 
Following the initial presentation, Parliament has been 
examining the report and asking questions to the Committee. 


Proposed Changes 

4. (U) The report judges that Tongans are united in their 

desire for political change, but they also value highly the 
traditional social structure of the King, Nobles, and the 

people. The main reform proposal is a 26 member, all-elected 
parliament. Currently, the 34-person Parliament is composed 
of nine directly elected People\'s Representatives, nine 

Nobles\' Representatives elected by Tonga\'s 33 Nobles, and 16 
members of Cabinet. The King selects all Cabinet members, 
and until recently they all came from outside Parliament, and 
became Parliament members on selection. In effect, 
historically, the King controlled parliament with a large 

majority: his Cabinet and the Noble\'s Reps. The NCPR 
proposal would retain the nine Noble\'s seats and their 
restricted electorate, would eliminate Cabinet selections 

from outside Parliament, and would add eight new People\'s Rep 
seats, bringing the People\'s Rep total to 17. People\'s Reps 
for the main island, Tongatapu, would increase most 
dramatically, from three to seven, but Tongatapu would still 

be under-represented. 


5. (C) Under the current system, the King appoints the Prime 
Minister, who traditionally was a royal or noble. Current PM 
Sevele is the first commoner in the role since a British 
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subject in the late 1800s. The report proposes to limit the 
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King\'s choice of PM to Members of Parliament. Until the last 
year and a half, the King selected members of his Cabinet 
without constraint, though not from among elected MPs. The 
NCPR proposes that the PM appoint his Cabinet entirely from 
among MPs. Reportedly, the NCPR does not address the King\'s 
currently broad substantive powers, though pro-democracy 
advocates have urged a limited, constitutional monarchy, akin 

to those of Japan or the UK. 


Reactions 

6. (U) The report\'s recommendations would certainly move 
Tonga toward a representative democracy, continuing the 
political reforms that have been taking place gradually 

during the past year, including the naming of commoner Sevele 
to be PM and Sevele\'s choosing new members of the Cabinet, 
with the King reportedly providing an automatic blessing. 
Parliament is currently looking closely at the report, and 
questions have focused in particular on the constriction of 

the king\'s appointive powers. By and large, public reaction 
seems to be muted but positive. Tonga\'s Cabinet is 

reportedly creating a nine-member commission (3 from Cabinet, 
3 Nobles, and 3 People\'s Reps) to consider next steps. We 
also hear that pro-democracy parliamentarians will be 
introducing a bill calling for an early-2007 referendum. 


7. (C) During the Ambassador\'s visit to Tonga for the late 
King\'s funeral, before the NCPR report had been made public, 
longtime democracy activist Akilisi Pohiva, who had heard 
leaks about the report, was unusually upbeat. He indicated 
that Tonga\'s reform process seems to be moving \"in a better 
direction.\" He intends to continue complaining publicly, but 
mostly because he believes every government needs a vocal 
opposition. Another Peoples Rep, Clive Edwards, remained 
very skeptical, noting it remains to be seen how much of the 
King\'s broad powers will actually be curtailed. PM Sevele 
was keeping cards close to the vest, though he did mention a 
close-hold proposal to expand the number of People\'s Rep 
seats in Parliament and to apportion most of them to 
Tongatapu. Sevele reiterated past assurances that he and the 
King have a plan to expand democracy in Tonga and to do so at 
a measured pace that will not threaten stability. (In the 

last few days, Sevele has said publicly that he may propose 
increasing People\'s Reps to 14 instead of 17.) Sevele told 

us that each time the King formally accedes to PM decisions 
on personnel and policy issues, precedent is established for 
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a new \"de facto constitutional monarchy with limited powers, 
all without formal amendment of the Constitution. Sevele 
indicated any effort to adjust the Nobles political role 

would be \"too hard\" for now. 


Comment 

8. (C) The NCPR\'s wide-reaching consultations have given the 
reform report an air of legitimacy. The lack of any major 

outcry from the pro-democracy camp and Pohiva\'s private 
positive comments are good signals. The sentiments of 
royalists are less clear; but the report\'s light touch 

regarding the King\'s powers and the emphasis on preserving 
the current cultural hierarchy may do the trick. The 

democratic ideal would be for Tonga to undertake an immediate 
transition to a formally limited \"constitutional monarchy.\" 
Some activists will continue to press for that outcome. PM 
Sevele, buttressed by the NCPR report, has opted for a more 
gradual reform pace, attempting to appease both reform and 
royalist sentiments. 


9. (C) A key factor for the success of Sevele\'s approach will 
be the royal family\'s willingness to be bound by new 
precedents that informally constrain power. The current King 
appears ready, to an extent, to be so constrained. Other 
royals appear less flexible in their thinking. The King\'s 
brother Prince LavakaVata, who recently was formally 
proclaimed Crown Prince, gave every indication last year when 
he, as PM, refused compromise during a public-service strike 
that he would stubbornly protect royal powers against 
democratic encroachment. If, one way or another, the 
perception of reform ends up appearing stymied, those 
segments of the Tonga public who vocally sought immediate 
democracy a year ago would likely become intensely frustrated 
yet again. 

DINGER 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, XV, XU 

SUBJECT: PIF SECGEN TO RECOMMEND AGAINST PACIFIC-LEADERS\' 
ENDORSEMENT OF ANY PARTICULAR REGIONAL RESTRUCTURING 
PROPOSAL 


REF: STATE 171852 


1. (U) We delivered reftel talking points on Pacific 

institutions\' regional restructuring to Pacific Islands Forum 
(PIF) Secretary General Greg Urwin on Oct. 16. He expressed 
understanding of USG views and noted that the Forum 
Officials\ advice going to PIF Leaders appears on the same 
track as our\'s. 


2. (U) Urwin said the Forum Officials\ communication to 
Leaders states that Officials considered the recommendations 
of the experts group. They heard a range of views, some 
supportive, some with reservations. There is need for 

further work on the range of issues. Leaders are encouraged 
to set up a task force of Forum members to consider such 
issues. Being that this matter has yet to be considered by 

the Secretariat of the Pacific Community (SPC) and other 
regional organizations that have members like the U.S. and 
France who are not PIF members, Leaders may wish to instruct 
the task force to work on such issues and report back... 


3. (U) Comment: It appears Forum Officials have provided 
their Leaders advice that meets the USG concern that the PIF 
not endorse any particular way forward. Of course, PIF 
Leaders are not duty-bound to follow Officials\' advice, but 
they usually do so. 

DINGER 
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SIPDIS 
SIPDIS 
FOR EAP/ANP AND S/CT 


E.O. 12958: DECL: 10/17/2016 

TAGS: PINS, SMIG, PGOV, PREL, PTER, NZ, KISL 

SUBJECT: KIWI MUSLIMS: HEADING TOWARD INTEGRATION OR 
INSULATION? 


Classified By: DCM David Keegan for reasons 1.4 (b) and (d). 


This cable was drafted by ConGen Auckland and approved by 
Embassy Wellington. 


1. (SBU) SUMMARY: New Zealand\'s small but active Muslim 
community points to a member of parliament, regular 
appearances on national television by community leaders, 
ready access to the Prime Minister and her cabinet, and joint 
statements with Jewish organizations as hallmarks of movement 
into the political mainstream. But a recent influx of Arab 

and African immigrants is creating tensions within New 
Zealand\'s traditionally South Asian Muslim population. This 
changing ethnic makeup is causing some disagreement over 
membersV identity and assimilation, as well as concerns about 
preventing terrorist groups and Wahhabi ideology from gaining 
a toehold here. The community also faces other challenges ) 
from hate crimes to job discrimination ) as it deals with 

its continued growth. END SUMMARY. 


Why they choose New Zealand 


2. (SBU) There are roughly 40,000 Muslims in New Zealand, 

or 1% of the country\'s population, according to the 

community\'s own figures. The 2001 GNZ census put the number 
at 23,631, a 74% increase from 1996. While the figures from 

the 2006 census are not yet published, the trend is clearly 
towards fast growth. Community leaders disagree as to 

whether this trend will lead to fuller integration into the 

wider New Zealand community or to the formation of ethnic 
boroughs. 


3. (C) Ina meeting with Ambassador McCormick, Javed Khan, 
President of the Federation of Islamic Associations in New 
Zealand (FIANZ) said Muslims are comfortable practicing their 
faith and traditions within the country\'s relatively liberal 
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and secular society. FIANZ, established in 1979 as an 
umbrella organization for various New Zealand Muslim groups, 
coordinates activities of its members, establishes standards 

of Islamic practice (it plays a leading role in certifying 

the country's large Halal meat industry), and is the most 
prominent Muslim organization reaching out to New Zealand\'s 
broader society. However, not all Muslims feel represented by 
FIANZ, and some criticize it for not doing enough to inform 
broader society on Islam and Muslims. 


Government support 


4. (C) GNZ interaction with the Muslim community appears 
strong in many ways. Khan told the Ambassador he has \"very 
good contact" with the government, and that he has easy 
access to ministers. According to Khan, Prime Minister Helen 
Clark has asked him for Islamic-related outreach ideas. In 
November 2005, FIANZ hosted an Eid celebration at Parliament 
House, which featured speeches by Deputy Prime Minister 
Michael Cullen, opposition leader Don Brash, and Javed Khan. 
Ambassador Swindells also attended. 


5. (SBU) In August 2006, FIANZ hosted an interfaith dinner 
sponsored by the New Zealand Government\'s Office of Ethnic 
Affairs. Speakers included Khan, a prominent Anglican 
pastor, recent Labour parliamentary candidate Anjum Rahman 
(who heads the Islamic Women\'s Council), a private Jewish 
citizen, a local imam, and two young Muslim students. Many of 
the Muslim guests told ConOff that the support from the 
government represented by the dinner is an important reason 
they are happy in New Zealand. One guest said having a 
Muslim MP, Labour\'s Ashraf Choudhry, is testament to New 
Zealand\'s open and welcoming society. 


6. (U) Several speakers highlighted the relatively close 
relationship between the different faith communities, 

especially between Muslim and Jewish groups. After six 
mosques were vandalized in July 2005 following the London 
terrorist bombings, the New Zealand Jewish Council condemned 
the acts as \"shameful\" and offered its sympathies to the 
Muslim community. When both mosques and synagogues were 
attacked in late July of this year during the 

Israeli-Lebanese conflict, the Jewish Council and FIANZ 

issued a joint statement condemning the acts that they 
attributed to a small group of \"vandals and bigots,\" and 


WELLINGTON 00000811 002 OF 002 


emphasizing that both communities have \"no desire to bring 
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foreign hatred to New Zealand\'s shores.\" 


7. (SBU) Although the function was well attended and a 
symbol of integration efforts, Muslim attendees were a fairly 
homogenous group of white collar South Asian/Fijian Muslims, 
with little or no representation from adherents of African or 
Middle Eastern background. 


Growing pains 


8. (C) Early Muslim immigrants were able to integrate into 
broader society without much complication. The majority 
hailed from the Indian subcontinent and spoke English. 
However, arrivals in the past 15 years, mainly from Africa 

and the Middle East, have brought the Muslim community to a 
crossroads. FIANZ now estimates that Muslims of Arab descent 
are roughly 10% and African immigrants constitute over 20% of 
the community. A larger number of the Indian subcontinent 
group is now composed of recent arrivals. The newer arrivals 
have limited or no English language skills, and their 

academic qualifications, if they have them, are not 

recognized in New Zealand. In an extensive research paper 
titled WNew Zealand Muslims,\" Dr. William Shepard, formerly 
of the University of Canterbury, writes that the median 

income for the community was only slightly below the national 
average in the 1986 and 1991 censuses, but the 1996 census 
had already shown a considerable drop in Muslim wages. 
Ironically, the newest generations of Kiwi Muslims who grew 
up or were born here and have the best chance to earn higher 
incomes are leaving New Zealand for better job opportunities 
overseas. 


9. (SBU) In the NZ Herald, Abdullah Drury, a convert to 
Islam and former FIANZ official, said the recent migrants 
have, through their sheer numbers, taken over the 
administration of mosques by voting in leaders from amongst 
their own \"the mosque (as) the last vestige of their 
homelands and they want it to remain that way, even if that 
leads to tension or conflict with other ethnic or sectarian 
groups within the New Zealand Muslim communityA" In 
contrast, Javed Khan told ConOff that the community is strong 
enough to absorb the new arrivals and will, through the 
democratically setup mosque administrations, work through the 
problems peacefully. 


Community policing of extremists 


10. (C) Khan asserted that while there are no \"extremist\" 
activities in the community, many Muslims in New Zealand 


Column 3 

retain family or sentimental ties and sympathies to the 

Middle East and the historic Muslim world. Not being immune 
to events in those regions, Khan said FIANZ is taking 
preventative measures to ensure that sympathies do not mutate 
into violence. According to Khan, FIANZ has asked people 
inside and outside the Muslim community to report suspected 
extremist activities to FIANZ who would then coordinate 

action with the government. 


11. (C) However, other community leaders dispute Khan\'s 
assertion that there is no extremist activity, citing the 

presence of Saudi-funded organizations on school campuses and 
mosque administrations. And reports of Wahhabi-inspired 
propaganda, together with post-9/11 anti-Muslim sentiments 

and inflammatory remarks by some Kiwi politicians have made 
life more difficult for Muslims than Khan has portrayed. 


12. (C) Septel will report further on divisions in the Kiwi 

Muslim community, alleged Wahhabi activities, and accusations 
of anti-Muslim discrimination. 

McCormick 


82062 

RR RUEHWEB 

DE RUEHLM #1708 2900305 

ZNR UUUUU ZZH 

R 170305Z OCT 06 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC 4493 

INFO RUCNDT/USMISSION USUN NEW YORK 0458","UNCLAS COLOMBO 001708 


SIPDIS 
SIPDIS 


EB/CIP/MA FOR SSHIPMAN 
IO/T FOR JNAMDE 


E.O. 12958: N/A 

TAGS: AORC, ECPS, ITU, CE 

SUBJECT: SRI LANKA SUPPORTS U.S. RE-ELECTION TO THE ITU 
COUNCIL AND U.S. NOMINEE TO THE ITU RADIO REGULATIONS BOARD 


REF: SECSTATE 168720 


Reftel demarche was delivered to W.R.A.P. Rangasinghe, 
Secretary of the Ministry of Posts and Telecommunications and 


SIPDIS 
M.M. Jafeer, Chief of Protocol at the Sri Lankan Ministry of 
Foreign Affairs via diplomatic note on October 12. Econoff 
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telephoned Secretary Rangasinghe on October 16, and he 
confirmed that Sri Lanka plans to support the U.S. for 

re-election to the International Telecommunication Union 

(ITU) Council and the U.S. nominee for election to the ITU 

Radio Regulations Board (RRB). Sri Lanka\'s delegate to the 

ITU Plenipotentiary Conference in November 2006 will be 
Kanchana Ratwatta, Director General of the Telecommunications 
Regulatory Commission. 


MOORE 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, ECON, KTDB, EPET, BO 

SUBJECT: EMBASSY MINSK WEEKLY POL/ECON REPORT - OCTOBER 16, 
2006 


1. The following are brief items of interest compiled by 
Embassy Minsk. 


TABLE OF CONTENTS 


ELECTIONS 


- Opposition Parties Agree on Campaign Cooperation (para. 2) 
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2. Opposition Parties Agree on Campaign Cooperation 


At an October 11 meeting, the main opposition parties and several 
NGOs agreed to coordinate their campaigns for local elections, 
scheduled for January 14. The heads of the Belarusian Popular 
Front, the United Civic Party (UCP), the Belarusian Party of 
Communists, the Belarusian Social Democratic Party \"Gramada,\" the 
Belarusian Women\'s Party \"Nadezhda,\" the Malady Front youth 
organization, and other groups agreed that the elections were 
unlikely to be free. Nevertheless, they concurred on the need to 

use the campaign for promoting the opposition platform and expect 
to field about 850 candidates in the elections. In addition, the 
parties resolved to coordinate election observations and legal 
assistance to candidates and activists repressed by the government. 
The opposition leaders also called upon their parties! local 

chapters to participate in the formation of election commissions. 


3. Authorities Approve Election Deadlines, Restrict Media 


On October 12, Belarus\' Central Election Commission approved a 
series of deadlines for the January 14 local elections, including 

the formation of local election commissions, candidate nomination 
and registration, electioneering and vote counting. The commission 
also adopted a directive that formed a supervisory council that 

will oversee media coverage of the coming local elections and 
campaign ads placed by candidates. The GOB excluded independent 
media from the supervisory council. 
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4. Lower Chamber Approves Bill against \"Extremism\" 


On October 11, the lower chamber of the Belarusian parliament House 
passed a bill aimed at preventing and combating \"extremism.\" The 
draft law defines extremism as efforts by Belarusian and foreign 
individuals and organizations, including political parties and 

religious groups, to plan, finance, and/or commit acts aimed at the 
violent change of the \"constitutional order," the establishment of 
illegal armed groups, and the conducting of terrorist activities. 

The bill would empower authorities to prosecute individuals and 
suspend organizations after two official warnings within a year. A 
suspended organization would be banned from using media outlets, 
organizing mass events and carrying out financial activities. 
Moreover, the draft law would ban the printing and distribution of 
extremist materials through media outlets. Deputy BKGB Chairman 
Vasiliy Dementey described the bill as a \"usual international 
practice\" in \"almost every country concerned about its security.\" 
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5. Belarus Closes Pornography Case against Latvian Diplomat 


On October 10, Belarusian television reported that the GOB had 
closed its criminal case against a Latvian diplomat in Belarus. 
Belarusian authorities opened the case against the diplomat in July 
for allegedly distributing pornography following a police raid of 

his Minsk apartment. In August, state television aired sexually 
explicit video footage shot with a hidden camera in the diplomat\'s 
apartment in clear violation of the terms of the Vienna Convention. 
The diplomat in question departed Belarus in August and is not 
expected to return. 


6. Minsk Criticizes NATO PA Seminar on Belarus 


On October 12, Belarusian Foreign Ministry spokesperson Andrey 
Popov criticized the October 13-24 NATO Parliamentary Assembly (PA) 
Seminar on Belarus in Vilnius on the grounds that \"Minsk has always 
opposed the discussion of Belarus\' problems abroad without Belarus\' 
proper participation. Seminar participants included the 25 

members of the Assembly, representatives of Belarus\' opposition 
forces, NATO and EU officials, diplomats, and independent analysts, 
who discussed developments in Belarus since its fraudulent March 19 
presidential elections. Belarus\' status of associate member in the 
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NATO PA was suspended in 1997 because of the increasingly 
undemocratic activities of the Lukashenko regime. On March 25, 

2006, the Standing Committee of the NATO PA adopted a declaration 
that strongly condemned human rights violations and called upon 

NATO members \"to actively support the democratic forces and promote 
the development of civil society in Belarus.\" 


7. Russian Oil Supplier Cuts Crude by One Third 


On October 9, independent media reported that Russia plans to 
reduce crude oil supplies to Belarus by 1.5 million tons during 
October to December. Russia\'s oil transport company Transneft 
originally planned to supply 4.5 million tons to Belarus in the 
period but announced it could not meet its target. In late 
September, Belarusian refineries had to reduce processing due to 
short supplies. For example, the Mozyr-based refinery processed 
only 14,000 tons of crude oil per day in early October, down from 
23,500 tons. Russian and Belarusian negotiators remain at odds 
over how to calculate and distribute oil product duties. 


8. Joint Venture to Invest USD 30 Million for Oil Loading Rack 


On October 12, a joint Belarusian-Russian venture between the 
Russian joint stock company NK RussNeft and Belarus\' state-owned 
oil-producing monopoly Belorusneft announced plans to invest USD 30 
million to construct an oil loading rack in the southeastern city 

of Mozyr. The loading rack will have a capacity of 7 million tons 
annually. In 2005, the joint venture \"RussNeft\" opened an export 
terminal near the Belarusian border with an annual capacity of 5 
million tons, which may be extended to 7 million tons after gaining 
permission to exceed the crude supplies quota set by Russia\'s 
Transneft. RussNeft also plans to build an oil loading rack in the 
southeastern city of Rechitsa. Under the venture agreement, 
RussNeft will transfer to Belarus without compensation a 25 percent 
share in the LLC Oil Company RussNeft-Bryansk, giving Belorusneft 
operating control. Belarusian profits from the stake in RussNeft- 
Bryansk will be transferred to the GOB budget. 


9. Belarus\' International Reserves Down 10.1 Percent 


On October 9, sources in the National Bank of Belarus revealed to 
independent media that Belarus\' international reserves shrank by 
10.1 percent to USD 1.2 billion in the first nine months of 2006. 
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Foreign exchange reserves amounted to USD 950.8 million, dropping 
14 percent in the first six months, while gold reserves rose by 6.9 
percent to USD 203.1 million. In 2005, Belarus\' international 
reserves reportedly increased by 68.3 percent to USD 1.3 billion. 


10. BelarusY Consumer Price Index Up 0.2 Percent 


On October 12, the Belarusian Ministry of Statistics and Analysis 
reported that Belarus\' consumer price index (CPI) edged up 0.2 
percent in September after a 0.7 percent decrease in August. In 
September 2005, consumer prices increased 0.1 percent after 
decreasing 0.3 percent the previous month. Prices climbed 3.1 
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percent since January 1, less than the 4.6 percent increase from 
January to September 2005. Food prices rose 0.3 percent in 
September and 1.7 percent from January to September. Meanwhile, 
non-food prices went up 0.3 percent after rising 2.9 in the first 

nine months. Consumer services prices decreased 0.1 percent in 
September, a rise of 6.5 percent since January. The GOB projects 
Belarus\' inflation to total seven percent in 2006. In 2005, CPI 
increased eight percent on the year, a drop from the 14.4 percent 
rise in 2004. 


11. While on hunger strike to express solidarity with imprisoned 
former opposition presidential candidate Aleskandr Kozulin, 
opposition activist Anatol Kulik offered the following appeal to 
pro-democracy forces: 


\"What can one man do? Hunger strike? Yes, he can, but together we 
must take larger actions - meetings, pickets, strikes - in order to 

let the authorities perceive it as a political force, not the 

heroism of individuals.\" 


Moore 
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SUBJECT: MEDIA REACTION Q NORTH KOREA - TOKYO 


LEAD STORIES: Most Tuesday morning papers front-paged a 
statement Monday by Director of National Intelligence 
Negroponte saying that analysis of air samples collected 

on October 11 detected radioactive debris that confirms 

North Korea conducted an underground nuclear explosion on 
October 9. 


1. \"Maritime Inspections: Japan\'s Role Questioned\" The 
liberal Mainichi editorialized (10/17): \"The UN Security 
Council (UNSC) resolution on sanctions against North 
Korea includes maritime inspections of ships entering or 
leaving that country.... Although the implementation of 
inspections is left for each country to decide, Japan, 
which faces a direct threat from North Korea\'s nuclear 
and missile programs, must be aware of its position and 
study what it can do to deal with the situation. Plans 

are afoot within the GOJ to recognize the North Korean 
moves as a \'contingency in areas surrounding Japan\' and 
to give rear-area support by supplying fuel and water to 
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the US military in the event of maritime inspections.... 

Of course, some are concerned that recognizing the 
situation as a contingency could invite a North Korean 
attack, and this opinion has emerged even within the 
ruling parties and the Japan Defense Agency (JDA).... 
Secretary of State Rice will visit Japan Wednesday with a 
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trilateral foreign ministerial meeting among the US, 
Japan, and South Korea in Seoul set for Thursday. With 
maritime inspections high on the agenda, the ministerial 
will further clarify the US position. The GOJ should 
reach a conclusion after carefully reviewing the 
situation, with rear-area support in mind.\" 


SCHIEFFER 
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REF: STATE 163056 
1. Current AGOA Status: Eligible 


Country Background Summary 

2. The population of Tanzania in 2005 was estimated at 38.3 
million, up from an estimated 36.6 million in 2004. In 2005, 
Tanzania\'s GNI was USD 12.1 billion while GNI per capita was 
USD 340. From October 2005 to October 2006, Tanzania 
continued its economic reform program, generating a slightly 
lower economic performance than in the previous 
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twelve months. The Ministry of Planning, Economy and 
Empowerment projects GDP growth rate for 2006 at 5.9 percent, 
compared to a growth rate of 6.7 percent for 2005. Growth in 
the agriculture, tourism, transport and communication sectors 
fueled Tanzania\'s economic 

performance. The Government of Tanzania (GOT) is a stable, 
multi-party democracy; however, the ruling party dominates 

both the executive and legislative branches. Tanzania 
continues to strengthen its market-based economy and 
eliminate barriers to U.S. trade and investment. The 
Government of Tanzania is pursuing economic policies to 
reduce poverty, encourage good governance and protect worker 
rights. Poverty and corruption remain issues. Tanzania is a 
Millennium Challenge Compact eligible country. END SUMMARY. 


Comments on Eligibility Requirements 


|. Market-based Economy 
A. Major Strengths Identified 


The Government of Tanzania (GOT) continued to privatize 
and liberalize its economy. 


-- As of December 2005, a total of 196 enterprises were 
privatized during 2005 and 184 non-core assets were 

sold the same period. As of June 30, 2006, the Parastatal 
Regulatory Commission (PSRC) reported a cumulative total 
of 920 concluded divestiture transactions. In early 2006, 

a private company took over operations of the Tanzania 
Railway Corporation concession. 


-- The GOT continued its proactive efforts to attract 
domestic and foreign investors by simplifying FDI 
regulations. The value of Foreign Direct Investment in 
2005 was USD 325.0 million. 


-- The GOT undertook tax administration reforms which led 
to significant improvement in revenue performance. The 
revenue- 

to GDP-ratio increased from 13.3 percent of GDP in 2004 to 
13.5 percent of GDP in 2005. 


-- Tanzania\'s infrastructure notably in rural road 
transportation continued to improve due to routine and 
spot maintenance, as well as the rehabilitation of existing 
culverts and bridges. 


B. Major Issues/Problems Identified 


-- With the inauguration of President Jakaya Kikwete\'s 
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administration in January 2006, the Prevention of Corruption 
Bureau (PCB) renewed its efforts to curb corruption; however, 
anti-corruption efforts, particularly in the judicial system, 
continued to advance slowly and to create concerns for 
foreign investors, including U.S. firms. 


-- Tanzania\'s economy remained vulnerable due to a drought in 
late 2005 that continued through the first quarter of 2006, 
affecting both the agricultural and energy sectors (nearly 50 
percent of the power supplying Dar es Salaam is 

hydroelectric). The economy was also slowed by the rising 
world market prices of oil and other essential commodities. 


-- In 2005, both the cost of starting a business and the 
number of days to start a business continued to decrease, 
based on the Millennium Challenge Corporation Scorecard for 
candidate countries. However, there was only a slight 
decrease in the expense of obtaining a business license, 
while the cost of electricity remained high. In addition, 

power rationing has been in effect for up to 12 hours per day 
in Dar es Salaam and many regions for three to six days per 
week since late May 2006. 


Il. Political Reforms, Rule of Law, and Anti-Corruption 
A. Major Strengths Identified 


-- President Jakaya Kikwete was elected to a five-year term 
and took office in December 2005. President Kikwete has made 
the elimination of corruption and advocacy for good 
governance among his top priorities. Tanzania signed the 
Millennium Challenge Threshold Agreement in May 2005, 
accepting a USD 11.9 million program which is being 
implemented by USAID. This two-year program will: 1) 
strengthen rule of law for good governance; 2) address 
corruption in the public procurement system; 3) establish a 
Financial Intelligence Unit; and 4) strengthen the capacity 
of civil society. 


-- In 2006, under President Kikwete\'s administration, 
Mainland Tanzania continued on the path toward a more open 
press, able to report on political, business and economic 
issues with little fear of retribution. 


-- The Anti-Corruption Bill prepared by the Prevention of 
Corruption Bureau and the Law Reform Commission in 2004 has 
been approved by the Cabinet and will be submitted to 
Parliament in November 2006. This bill will strengthen the 
Prevention of Corruption Bureau and facilitate the 

prosecution of public officials accused of bribery or 

corruption. 
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-- The GOT continued efforts to strengthen the judiciary 
system which has been historically under-funded. In 2005, the 
budget received by the judiciary was 55 percent of its 
allocated budget, an increase from 2004 when the judiciary 
branch received only 49 percent of its allocation. 


-- In coordination with the President\'s office, the 

judiciary took steps to promote anti-corruption, organizing 
seminars to sensitize magistrates and court clerks to 
corruption issues under the National Anti-Corruption Strategy 
Program. 


B. Major Issues/Problems Identified 


-- The national judiciary is formally independent; however, 

the judicial branch is often slow and inefficient. Also, 
occasionally on the Mainland and more often in 
semi-autonomous Zanzibar, the judicial systems are subject to 
executive interference. 


-- While the new administration is working to augment 
transparency and good governance, corruption remains one of 
the major difficulties encountered by foreign investors, 
including U.S. firms, in Tanzania. 


-- Press freedoms in Zanzibar remained restricted, with the 
media dominated by state-run newspapers, radio and 
television. However, Mainland newspapers and 
television/radio programs are available in Zanzibar. 


Ill. Poverty Reduction 
A. Major Strengths Identified 


-- The GOT\'s Poverty Reduction Strategy--the National 
Strategy for Growth and the Reduction of Poverty (NSGRP) also 
known as \"Mkukuta\"--was adopted in 2004 through a broad 
participatory process. The Mkukuta focuses on 1) growth and 
reduction of poverty; 2) improved quality of life and social 

well being; and, 3) good governance and accountability. 


-- The GOT also has developed a broad policy framework, 
\"Vision 2025,\" which sets targets for economic growth and 
poverty eradication by the year 2025. 


-- In November 2005, Tanzania was selected by the Millennium 
Challenge Corporation (MCC) as a qualified MCC Compact 
country. The GOT submitted a MCC Compact proposal to the 
Millennium Challenge Corporation in August 2006, which is 
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currently undergoing a due diligence study by MCC on economic 
feasibility and sustainability. 


B. Major Issues/Problems Identified 


-- In 2005, Tanzania\'s GDP per capita income remained low, 
approximately USD 340. Recent macroeconomic growth has yet 
to make significant inroads to reduce rural poverty. The 
economic growth rate has slowed slightly in the first three 
quarters of 2006 due to electric power shortages and an 
inflation rate of nearly 6 percent. 

-- Basic infrastructure in the power and water sectors 

remains poor; some progress was made in the last twelve 
months in road and bridge construction. Tanzania\'s overall 
trade volume is comparatively low at approximately 22 percent 
of GDP. 


IV. Workers\' Rights/Child Labor/Human Rights 
A. Major Strengths Identified 


-- Workers in Tanzania have the right to associate, form 
unions, and bargain collectively and these rights are well 
respected. 


-- Implementing regulations for the Employment and Labor 
Relations Act passed by the Union Parliament in April 2004 
were being drafted with input from NGOs, trade unions, and 
employers. The 2004 Act establishes criminal punishment for 
employers of child laborers as well as forced laborers. Once 
these regulations are in effect, the Act can become fully 
operational. 


-- Tanzania has ratified the eight core conventions of the 
International Labor Organization (ILO), including Convention 
182 on the Worst Forms of Child Labor. The GOT recently 
reformed labor laws in order to make progress under the 
auspices of the international Program for the Elimination of 
Child Labor. 


-- Tanzania has focused on combating the worst forms of child 
labor in agriculture, mining, and prostitution. The GOT 
continues to work well with NGOs to fight child labor. 


-- The GOT took steps to improve its human rights record 
over the last twelve months. In 2005-2006, judicial officers 
began to accelerate cases in the higher courts. 


-- The Minister of State for Union Affairs and the Chief 
Minister of Zanzibar agreed once the Union Parliament amends 
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the Human Rights Commission legislation to include a review 
by the Zanzibar House of Representatives, the Commission 
would function in Zanzibar as well as on Mainland Tanzania. 


-- Over the past twelve months, there were no reports of 
killings in police custody. 


B. Major Issues/Problems Identified 


-- During the year, there were reported cases of police 
officers\' threats, torture or other mistreatment of suspected 
criminals and prisoners. 


-- Prison conditions remained harsh and life threatening. 
Arbitrary arrest and prolonged detention remain problems. 


-- The judicial system in many instances did not provide 
expeditious or fair trials. 


-- Starting in July 2006, the GOT began to send home illegal 
immigrants (those without Tanzanian resident permits) to 
neighboring countries. The first phase, ending in October 
2006, will be voluntary; thereafter, non-Tanzanians who do 

not regularize their immigration status will be forcibly 

expelled. Some cases were also reported of the GOT refusing 
persons who were seeking asylum in Tanzania. 


V. International Terrorism/U.S. National Security 
A. Major Strengths Identified 


-- The GOT continues to cooperate closely with the U.S. 
Government in the War on Terrorism. 


-- To combat terrorist financing, the GOT continues to 
fulfill its obligations according to the UN 1267 Sanctions 
Committee. 


-- In 2005, the Ministry of Finance finalized an Anti-Money 
Laundering bill which has been approved by the Cabinet and 
will be introduced into the next session of Parliament in 
November 2006. 


B. Major Issues/Problems Identified 


-- None 
RECOMMENDATION ON TANZANIA\'S AGOA ELIGIBILITY 


Tanzania continues to be eligible for AGOA. Under President 
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Kikwete, the GOT has shown stronger commitment than ever 
before to AGOA eligibility criteria. Privatization and 

reforms to improve the business environment have accelerated, 
as Tanzania continues on a path toward a fully market-based 
economy. The GOT made efforts to strengthen the rule of law 
and protect workers rights in 2006, including improvements in 
the judiciary, finalizing the Anti-Corruption bill and the 
Anti-Money Laundering bill. The GOT worked closely with the 
Millennium Challenge Corporation to submit its Compact 
proposal on time, which itself is an indication of Tanzania\'s 
commitment to stimulate the economy and reduce poverty. 
Finally, the GOT continued to cooperate with the U.S. in the 
war on terrorism through the training, discussion and 
implementation of bilateral and regional cooperation on 
counterterrorism efforts. Important areas for further 
improvement include timely prosecution of senior officials 
implicated in corruption, and improvement in TanzaniaWs human 
rights record, particularly in regards to trafficking in 

persons and expanding press freedoms in Zanzibar. 

DELLY 
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REF: STATE 163056 

1. Current AGOA Status: Eligible 

Country Background Summary 


2. The population of Tanzania in 2005 was estimated at 38.3 
million, up from an estimated 36.6 million in 2004. In 2005, 
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Tanzania\'s GNI was USD 12.1 billion while GNI per capita was 
USD 340. From October 2005 to October 2006, Tanzania 
continued its economic reform program, generating a slightly 
lower economic performance than in the previous 

twelve months. The Ministry of Planning, Economy and 
Empowerment projects GDP growth rate for 2006 at 5.9 percent, 
compared to a growth rate of 6.7 percent for 2005. Growth in 
the agriculture, tourism, transport and communication sectors 
fueled Tanzania\'s economic 

performance. The Government of Tanzania (GOT) is a stable, 
multi-party democracy; however, the ruling party dominates 

both the executive and legislative branches. Tanzania 
continues to strengthen its market-based economy and 
eliminate barriers to U.S. trade and investment. The 
Government of Tanzania is pursuing economic policies to 
reduce poverty, encourage good governance and protect worker 
rights. Poverty and corruption remain issues. Tanzania is a 
Millennium Challenge Compact eligible country. END SUMMARY. 


Comments on Eligibility Requirements 


|. Market-based Economy 
A. Major Strengths Identified 


The Government of Tanzania (GOT) continued to privatize 
and liberalize its economy. 


-- As of December 2005, a total of 196 enterprises were 
privatized during 2005 and 184 non-core assets were 

sold the same period. As of June 30, 2006, the Parastatal 
Regulatory Commission (PSRC) reported a cumulative total 
of 920 concluded divestiture transactions. In early 2006, 

a private company took over operations of the Tanzania 
Railway Corporation concession. 


-- The GOT continued its proactive efforts to attract 
domestic and foreign investors by simplifying FDI 
regulations. The value of Foreign Direct Investment in 
2005 was USD 325.0 million. 


-- The GOT undertook tax administration reforms which led 
to significant improvement in revenue performance. The 
revenue- 

to GDP-ratio increased from 13.3 percent of GDP in 2004 to 
13.5 percent of GDP in 2005. 


-- Tanzania\'s infrastructure notably in rural road 
transportation continued to improve due to routine and 
spot maintenance, as well as the rehabilitation of existing 
culverts and bridges. 
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B. Major Issues/Problems Identified 


-- With the inauguration of President Jakaya Kikwete\'s 
administration in January 2006, the Prevention of Corruption 
Bureau (PCB) renewed its efforts to curb corruption; however, 
anti-corruption efforts, particularly in the judicial system, 
continued to advance slowly and to create concerns for 
foreign investors, including U.S. firms. 


-- Tanzania\'s economy remained vulnerable due to a drought in 
late 2005 that continued through the first quarter of 2006, 
affecting both the agricultural and energy sectors (nearly 50 
percent of the power supplying Dar es Salaam is 

hydroelectric). The economy was also slowed by the rising 
world market prices of oil and other essential commodities. 


-- In 2005, both the cost of starting a business and the 
number of days to start a business continued to decrease, 
based on the Millennium Challenge Corporation Scorecard for 
candidate countries. However, there was only a slight 
decrease in the expense of obtaining a business license, 
while the cost of electricity remained high. In addition, 

power rationing has been in effect for up to 12 hours per day 
in Dar es Salaam and many regions for three to six days per 
week since late May 2006. 


Il. Political Reforms, Rule of Law, and Anti-Corruption 
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A. Major Strengths Identified 


-- President Jakaya Kikwete was elected to a five-year term 
and took office in December 2005. President Kikwete has made 
the elimination of corruption and advocacy for good 
governance among his top priorities. Tanzania signed the 
Millennium Challenge Threshold Agreement in May 2005, 
accepting a USD 11.9 million program which is being 
implemented by USAID. This two-year program will: 1) 
strengthen rule of law for good governance; 2) address 
corruption in the public procurement system; 3) establish a 
Financial Intelligence Unit; and 4) strengthen the capacity 
of civil society. 


-- In 2006, under President Kikwete\'s administration, 
Mainland Tanzania continued on the path toward a more open 
press, able to report on political, business and economic 


Column 3 
issues with little fear of retribution. 


-- The Anti-Corruption Bill prepared by the Prevention of 
Corruption Bureau and the Law Reform Commission in 2004 has 
been approved by the Cabinet and will be submitted to 
Parliament in November 2006. This bill will strengthen the 
Prevention of Corruption Bureau and facilitate the 

prosecution of public officials accused of bribery or 

corruption. 


-- The GOT continued efforts to strengthen the judiciary 
system which has been historically under-funded. In 2005, the 
budget received by the judiciary was 55 percent of its 
allocated budget, an increase from 2004 when the judiciary 
branch received only 49 percent of its allocation. 


-- In coordination with the President\'s office, the 

judiciary took steps to promote anti-corruption, organizing 
seminars to sensitize magistrates and court clerks to 
corruption issues under the National Anti-Corruption Strategy 
Program. 


B. Major Issues/Problems Identified 


-- The national judiciary is formally independent; however, 

the judicial branch is often slow and inefficient. Also, 
occasionally on the Mainland and more often in 
semi-autonomous Zanzibar, the judicial systems are subject to 
executive interference. 


-- While the new administration is working to augment 
transparency and good governance, corruption remains one of 
the major difficulties encountered by foreign investors, 
including U.S. firms, in Tanzania. 


-- Press freedoms in Zanzibar remained restricted, with the 
media dominated by state-run newspapers, radio and 
television. However, Mainland newspapers and 
television/radio programs are available in Zanzibar. 


Ill. Poverty Reduction 
A. Major Strengths Identified 


-- The GOT\'s Poverty Reduction Strategy--the National 
Strategy for Growth and the Reduction of Poverty (NSGRP) also 
known as \"Mkukuta\"--was adopted in 2004 through a broad 
participatory process. The Mkukuta focuses on 1) growth and 
reduction of poverty; 2) improved quality of life and social 

well being; and, 3) good governance and accountability. 
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-- The GOT also has developed a broad policy framework, 
\"Vision 2025," which sets targets for economic growth and 
poverty eradication by the year 2025. 


-- In November 2005, Tanzania was selected by the Millennium 
Challenge Corporation (MCC) as a qualified MCC Compact 
country. The GOT submitted a MCC Compact proposal to the 
Millennium Challenge Corporation in August 2006, which is 
currently undergoing a due diligence study by MCC on economic 
feasibility and sustainability. 


B. Major Issues/Problems Identified 


-- In 2005, Tanzania\'s GDP per capita income remained low, 
approximately USD 340. Recent macroeconomic growth has yet 
to make significant inroads to reduce rural poverty. The 
economic growth rate has slowed slightly in the first three 
quarters of 2006 due to electric power shortages and an 


DAR ES SAL 00001694 003 OF 004 


inflation rate of nearly 6 percent. 


-- Basic infrastructure in the power and water sectors 

remains poor; some progress was made in the last twelve 
months in road and bridge construction. Tanzania\'s overall 
trade volume is comparatively low at approximately 22 percent 
of GDP. 


IV. Workers\' Rights/Child Labor/Human Rights 
A. Major Strengths Identified 


-- Workers in Tanzania have the right to associate, form 
unions, and bargain collectively and these rights are well 
respected. 


-- Implementing regulations for the Employment and Labor 
Relations Act passed by the Union Parliament in April 2004 
were being drafted with input from NGOs, trade unions, and 
employers. The 2004 Act establishes criminal punishment for 
employers of child laborers as well as forced laborers. Once 
these regulations are in effect, the Act can become fully 
operational. 


-- Tanzania has ratified the eight core conventions of the 
International Labor Organization (ILO), including Convention 
182 on the Worst Forms of Child Labor. The GOT recently 
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reformed labor laws in order to make progress under the 
auspices of the international Program for the Elimination of 
Child Labor. 


-- Tanzania has focused on combating the worst forms of child 
labor in agriculture, mining, and prostitution. The GOT 
continues to work well with NGOs to fight child labor. 


-- The GOT took steps to improve its human rights record 
over the last twelve months. In 2005-2006, judicial officers 
began to accelerate cases in the higher courts. 


-- The Minister of State for Union Affairs and the Chief 

Minister of Zanzibar agreed once the Union Parliament amends 
the Human Rights Commission legislation to include a review 
by the Zanzibar House of Representatives, the Commission 
would function in Zanzibar as well as on Mainland Tanzania. 


-- Over the past twelve months, there were no reports of 
killings in police custody. 


B. Major Issues/Problems Identified 


-- During the year, there were reported cases of police 
officers\' threats, torture or other mistreatment of suspected 
criminals and prisoners. 


-- Prison conditions remained harsh and life threatening. 
Arbitrary arrest and prolonged detention remain problems. 


-- The judicial system in many instances did not provide 
expeditious or fair trials. 


-- Starting in July 2006, the GOT began to send home illegal 
immigrants (those without Tanzanian resident permits) to 
neighboring countries. The first phase, ending in October 
2006, will be voluntary; thereafter, non-Tanzanians who do 

not regularize their immigration status will be forcibly 

expelled. Some cases were also reported of the GOT refusing 
persons who were seeking asylum in Tanzania. 


V. International Terrorism/U.S. National Security 


A. Major Strengths Identified 


-- The GOT continues to cooperate closely with the U.S. 
Government in the War on Terrorism. 


-- To combat terrorist financing, the GOT continues to 
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fulfill its obligations according to the UN 1267 Sanctions 
Committee. 


-- In 2005, the Ministry of Finance finalized an Anti-Money 
Laundering bill which has been approved by the Cabinet and 
will be introduced into the next session of Parliament in 
November 2006. 


B. Major Issues/Problems Identified 
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-- None 


RECOMMENDATION ON TANZANIA\'S AGOA ELIGIBILITY 
Tanzania continues to be eligible for AGOA. Under President 
Kikwete, the GOT has shown stronger commitment than ever 
before to AGOA eligibility criteria. Privatization and 

reforms to improve the business environment have accelerated, 
as Tanzania continues on a path toward a fully market-based 
economy. The GOT made efforts to strengthen the rule of law 
and protect workers rights in 2006, including improvements in 
the judiciary, finalizing the Anti-Corruption bill and the 
Anti-Money Laundering bill. The GOT worked closely with the 
Millennium Challenge Corporation to submit its Compact 
proposal on time, which itself is an indication of Tanzania\'s 
commitment to stimulate the economy and reduce poverty. 
Finally, the GOT continued to cooperate with the U.S. in the 
war on terrorism through the training, discussion and 
implementation of bilateral and regional cooperation on 
counterterrorism efforts. Important areas for further 
improvement include timely prosecution of senior officials 
implicated in corruption, and improvement in Tanzania\'s human 
rights record, particularly in regards to trafficking in 

persons and expanding press freedoms in Zanzibar. 
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1. Summary: On September 17 - 20, 2006, PA Kuwait hosted U.S. 
Speaker on women and politics, Dr. Sarah Brewer, for a five-day 
intensive speaking tour in Kuwait. The associate director of 
American University\'s Women and Politics Institute effectively 
engaged Kuwaiti female political activists ranging from progressive 
liberals to religious conservatives during her four-day program. 

The feminist intellectual enthused women activists as well as future 
leaders at a variety of women\'s and youth organizations. The 
speaker\'s engagement with Kuwaiti audiences generated new ideas for 
advancing democracy, including proposing MEPI projects, stimulated 
networking between Kuwaiti USG-funded exchange participants, and 
encouraged linkages between American and Kuwaiti universities and 
organizations. End Summary. 


Program Description 


2. Dr. Sarah Brewer, the associate director of the Women and 
Politics Institute at American University in Washington, D.C., 

visited Kuwait September 17-20, 2006. She conducted rousing, 
impressive lectures on women and politics before mixed audiences of 
students and faculty at the American University of Kuwait (AUK) and 
the Gulf University for Science and Technology (GUST). The speaker 
spent time with members of The Women\'s Network, a liberal, 
professional women\'s rights organization helping them to refine 

their goals and objectives. She learned details about the campaign 
process and the aftermath of the elections from former candidate and 
president of the Kuwait Economic Society, Dr. Rola Dashti. Dr. 
Brewer aided Post\'s alumni networking efforts by delivering remarks 
at the Alumni USA event in honor of Kuwaiti USG-funded exchange 
program participants (IVLP, VolVis, Fulbright, and MEPI) on the 
importance of nurturing the next generation of leaders, strategies 

for establishing links between U.S. and Kuwaiti institutions and the 
value of U.S. higher education. Hosted by the Ambassador and 
organized by PD, this special USG alumni reunion was attended by 
more than 250 prominent guests representing a broad swathe of 
Kuwaiti society. 


Reinvigorating the Audience 


3. Dr. Brewer delivered an uplifting, encouraging message of hope 
and perseverance: \"Do not give up your fight and do not lose your 
momentum. There is an opportunity for Kuwaiti women to hold 
political office, as in other countries in the region.\" She 

discussed the possibility of incorporating a \"quota\" system, to 
ensure their participation in future parliamentary elections. She 
encouraged Kuwaiti women and youth to pursue education in the U.S. 
particularly at her alma mater American University. She also 
promoted the idea of working with her Center, raising the 

possibility of co-sponsoring MEPI projects and conducting distance 
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education programs on leadership and civil society for Kuwaiti 
women. 


Supporting Movement in the Right Direction 


4. Dr. Brewer engaged in dialogues with more than 400 Embassy 
contacts at program events, including an exclusive luncheon with 
eight female candidates and activists in the 2006 elections. Her 
two lectures were well attended and welcomed by students and 
faculty. Many female students appreciated her stirring remarks and 
viewed her as a positive role model. Her talks received excellent 
press coverage including a full page, in-depth exclusive interview 
appearing in the Kuwaiti daily, \"Al-Rai Al-Aam\" on October 1. Dr. 
Brewer also met with the ten-member board of directors of the 
Women\'s Cultural and Social Association, one of the leading, 
progressive Kuwaiti women\'s NGO\'s that supported women\'s full 
political emancipation, a struggle originating in the 1950\'s. Her 
program was publicized in the following articles, spreading her 
message to varied audiences throughout Kuwait: 


-- 9/20/06, GUST lecture, Kuwait Times (circ. 35,000), p. 4, 1/4 
page, 1 photo 

-- 9/20/06, GUST lecture, Al-Qabas (circ. 70,000), p. 16, 1/2 page, 
2 photos 

-- 9/20/06, GUST lecture, Arab Times (circ. 40,000), p. 3, 1/4 page, 
2 photos 

-- 10/01/06, exclusive interview, Al-Rai Al-Aam (circ. 80,000), p. 

16, full page, 2 photos 


Advancing Mission Goals 


5. A lively, energetic and motivational speaker, Dr. Brewer 
effectively addressed a number of key issues pertinent to the 
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Embassy\'s MPP goals, including stressing the importance of women\'s 
political participation, organizing and political activism; 

energizing political activity post-election; encouraging democratic 
practices and embracing civil society values in Kuwait. Moreover, 

Dr. Brewer\'s interactions with Kuwaiti political activists broadened 
awareness of American society and values, particularly those that 
support universal civil rights. She also conducted youth outreach 

and encouraged Kuwaiti students to pursue higher education in the 
U.S. 


Surprising Impact 
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6. Participants maintained that Dr. Brewer\'s highly-interactive 
speaking engagements increased their awareness of women\'s rights and 
the importance of achieving social, economic, and political 

equality. One conservative female activist and leader of a leading 
Islamic women\'s organization, the Islamic Social Reform Committee, 
summed up her personal sentiments by briefly uncovering her \"hijab\" 
(scarf), flashing her shiny black hair, and calling Dr. Brewer \"our 
sister\" in the struggle to gain equal rights both socially and 

politically. On a lighter note, she told Dr. Brewer that \"We receive 
numerous visitors who want to write about us, but we never see any 
of their publications or hear from them again.\" She added that she 
was pleased to see that the Embassy is offering an opportunity to 
hold a dialogue with a scholar such as Dr. Brewer with \"no strings 
attached.\" 


Establishing Links for Future Engagement 


7. The conservative Kuwaiti woman assured Dr. Brewer that as women, 
\"We all have much in common and that we all have but one God.\" The 
visitor was well received, exchanged ideas freely, and was briefed 

on women\'s social development programs in Kuwait. Dr. Brewer 
encouraged the society to correspond with her at the Women\'s Center 
at American University and the young women responded 
enthusiastically to her offer to stay in touch and communicate via 

her website at http://wandp.american.edu/. 


Dynamic Exchange 


8. Dr. Brewer successfully and eloquently engaged Kuwaiti men and 
women, as well as diverse groups of students and faculty. As a 

result of her program, she inspired many Kuwaiti women to consider a 
career in politics and leadership. Her visit afforded the Embassy 
access to otherwise conservative and alienated audiences. She 
generated increased good will toward the Embassy and reiterated our 
support for Kuwaiti women\'s achievement of full political and social 
participation in Kuwaiti society. Dr. Brewer helped the Post to 
advance democratic principles and encouraged direct linkages with 
American universities and educational institutions and organizations 
in Kuwait. She discussed the idea of organizing a joint DVC training 
program for women on leadership with American University, The Kuwait 
Economic Society and AUK to be funded by MEPI. 


Choice Speaker 


9. Embassy thanks IIP/NEA for arranging Dr. Brewer\'s visit to 
Kuwait as a U.S. Speaker for an extended program. Dr. Brewer was a 
superb interlocutor on topics related to democracy, women\'s rights 
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and political empowerment. Post highly recommends Dr. Sarah Brewer 
to other posts working on similar MPP goals and hope to see her 

return to Kuwait to advance some of the program ideas she initiated 
during her meetings with Kuwait women leaders. 
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1. (C) On October 16, Refcoord Addis learned from UNHCR and other 
sources that a case of polio had been discovered at Dadaab refugee 
camp. The case, the first in Kenya in twenty years, was originally 
identified on September 23 by GTZ doctors at the camp. GTZ doctors 
turned the information over to the Kenyan Medical Research Institute 
(KEMRI) for confirmation. KEMRI, in turn, forwarded the test results 
over to the World Health Organization (WHO) in Nairobi, which later 
passed the information to WHO-Geneva. This convoluted screening and 
confirmation process meant the results only got back to UN offices in 
Nairobi on Friday, October 13. A meeting was held the following day 
with UNHCR, UNICEF, WHO and the Ministry of Health to relay the 
information and discuss a coordinated response. According to UNHCR, 
a press release will be issued the afternoon of October 16 by the MOH 
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and UNICEF, which will acknowledge the case but not provide 
information about the location or the nationality of the infected 
person. 


2. (C) The infected person appears to be a young Somali girl, who 
remains in the hospital in Dadaab\'s Ifo Camp. According to the GTZ 
medical director, the child had been with a family of new arrivals 

that had entered the camp more than a month earlier. UNHCR\'s Acting 
Residential Representative Eddie Gedalof has ordered a further review 
of the girl's medical records as well as the entire family\'s 

registration records for the camp. UNHCR will also intensively 

interview the family and surrounding neighbors to determine if the 
registration information is accurate. They will also determine 

whether the family had returned to Somalia recently or had any 

visitors from Somalia, and whether the family had switched 

registration cards with anyone or in some other way had falsely 
portrayed themselves as recent arrivals. A combined UN-MOH team will 
be flying to Dadaab on October 17 to further investigate the issue. 

In the meantime, no journalists will be allowed into the hospital to 

see or photograph the girl. 


3. (C) Comment: This polio case comes at a very difficult time as the 
GOK (and local media) are already grumbling about the steady stream 
of new arrivals fleeing Somalia. There have been reports of Somalis 
being refused entry and harassed by local police authorities - though 
this appears to be a local issue and not a government policy. The 
Ministry of Security has also threatened to move all new arrivals 
across the country to Kakuma for security reasons. The fact that a 
Somali refugee is reportedly responsible for the first case of polio 

in Kenya in twenty years will only add to GOK reticence to assist 
Somali refugees. In addition, based on this case, the GOK could 
threaten to prevent entry of asylum seekers from Somalia. End 
comment 
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1. Summary: Independent Belarusian pollster Manaev September 25 
gave Poloff results of his fifth post election survey conducted in 
August. Opposition coalition presidential candidate MilinkevichYs 
support rating dropped 8.8 points since March to 11.6%, whereas 
President Lukashenko\'s support rating remained at 55%. The 
majority of respondents (63.5%) accept Lukashenko\'s decisions as 
president and claim he can be trusted. Sixty-six percent of 
respondents believe providing material support/welfare to the 

people was more important than implementing democracy and 56% 
believe a strong leader provided more to citizens than good laws. 
Fifty-five percent of respondents admitted they were often or 

always afraid to express their political opinions in public. Most 
respondents (79%) do not want a union with Russia at the expense of 
Belarus\' independence, although many would sacrifice Belarus\' 
independence for an improved economy. End summary. 


2. Independent polling service (IISEPS) director Oleg Manaev 
presented Poloff the fifth of six opinion polls conducted on August 
15-25 (Ref A). IISEPS interviewed 1515 people in the August 
polling. The margin of error was 3%. 


Milinkevich Ratings Decline 


3. IISEPS\' survey results continue to indicate that Lukashenko 
received the majority of votes in the March presidential elections 
and Milinkevich received approximately 20%. However, fewer 
respondents today would vote for Milinkevich as president than they 
did during the March elections. 


\"Whom did you vote for in the 2006 presidential elections ?\" 
March April June August 

Lukashenko 64.9%) 63.1 61.9 55.5 

Milinkevich 21.4 188 19.9 20.4 


Kozulin 5.0 7.3 5.9 4.8 
Gaidukevich 2.2 5.2 33 3.0 
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VIf elections were tomorrow, whom would you vote for?\" 


April June August 


Lukashenko 60.3(%) 54.3 55.5 
Milinkevich 18.4 13.6 11.6 
Kozulin 3.7 3.7 3.2 


Lukashenko Leadership Satisfactory 


4. Approximately 50% of the respondents voted for the 2004 
referendum allowing Lukashenko unlimited terms as President. When 
asked why they would repeatedly vote for Lukashenko, the 
respondents answered as follows [Respondents allowed to choose 
three responses]: 


He fulfills his duties and not necessary to replace him 29.8(%) 


No other suitable candidate 22.4 

He worries about people like me 20.6 
Afraid that it would be worse with another president 17.9 
He is moving toward a union with Russia 12.0 

| personally like him 9.9 

He defends us from the West 8.1 


Those who would not vote for Lukashenko (23.8%) answered as follows 
[Respondents allowed to choose three responses]: 


He has already demonstrated all that he is capable of  13.2(%) 


| am tired of him 11.8 

His participation in the elections was illegal 11.5 
He is leading Belarus to disaster 10.5 
He had a fallout with the West 9.4 
He is not fulfilling his promises 8.8 

He exhausted his possibilities 7.8 
There are more suitable politicians 7.0 


5. Sixty percent of respondents trust Lukashenko. When asked why, 
respondents answered: 


He successfully solves the country\'s problems  31.6(%) 
No one else can solve the country's problems 16.4 
He will hopefully solve Belarus! future problems 13.2 
Other reasons 1.7 


\"Do you accept the actions of.\" 
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\"Lukashenko\"  Ythe government" 


Yes, without question 29.5(%) 21.0 
Yes, more or less 34.0 34.8 
No, more or less 18.3 20.9 
No, without question 13.9 16.1 


\"In your opinion, what qualities are characteristic of the current 
Belarusian government (respondents can choose more than one 
answer) ?\" 


Close to the people 30.4(%) 


Bureaucratic 25.5 
Strong and firm 23.6 
Legitimate 23.1 
Criminal and corrupt 20.3 
Honest and open 16.9 
Effective 13.3 
Unprofessional 12.8 


Educated, intellectual 11.8 
Distant from people 10.8 
Competent 9.9 


6. Forty-nine percent of those polled believe Lukashenko\'s and his 
government\'s arbitrary rule has decreased over the years, but many 
recognize that they rely heavily on security forces to preserve 

their rule. 


\"In your opinion, whom does Lukashenko rely on [Note: respondents 
allowed to choose three responses]?\" 


Military, Ministry of the Interior, BGKB  48.6(%) 


Pensioners 41.4 
Presidential vertical" 37.0 
Simple people 34.2 
Villagers 30.0 
Government officials 20.5 


Democracy Takes Backseat to a Strong Leader 


7. Sixty-six percent of those polled agree that material welfare 
should be provided to citizens before Belarus should even consider 
democracy. In addition, 56.2% of respondents believe a strong 
leader can give the country more than can good laws. 


\"In your opinion, what is more necessary for the country [Note: 
respondents allowed to choose three responses]?\" 


Column 3 

Strong government 47.2(%) 
Strong leader 42.4 
Cultural/spiritual revival 26.7 
Revival of national traditions 22.5 
Democracy 20.5 


Political Freedom 


8. The majority of respondents (55.5%) knew that former 
presidential candidate Kozulin was sentenced to 5.5 years in 
prison. However, the respondents reactions to Kozulin\'s 
conviction were divided: 


V[If you knew of Kozulin\'s conviction], how do you feel about the 
court\'s decision?" 


The verdict was not just 26.6(%) 
The verdict was just 24.3 
It does not concern me 22.4 


\"According to the court, Kozulin was convicted of malicious 
hooliganism and organizing and participating in group actions that 
violated public order. In your opinion, were the court\'s reasons 
for convicting Kozulin sincere?\" 


Kozulin\'s conviction was politically motivated 41.6(%) 
| agree with the court\'s reasons 33.0 


\"What moves should be made against people and groups whose opinions 
and activities you do not agree with?\" 


Allow them to carry out activities within the law 51.8(%) 
Ban their activities 26.6 

Limit public actions and meetings 13.8 

Limit their access to the media 13.0 
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\"Are you ready to openly express your political opinions?" 


l am never afraid 41.9(%) 
Sometimes afraid 35.5 
Often afraid 22.0 


Russian Union 
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9. According to IISEPS, 45.4% of respondents would vote for the 
Belarus-Russian Union if a referendum were held today and 34% would 
not. The vast majority of those polled (78.5%) are not in favor of 
Belarus integration with Russia should it mean the loss of 

Belarus independence or sovereignty. Although Belarusians prefer 
other relationships with Russia than full integration, many would 

make concessions if it meant economic development. 


\"What relationship between Belarus and Russia do you prefer?\" 
Neighborly relations of two independent governments 41.4(%) 
Union of independent governments 41.5 


Formation of one government 14.8 


\"If a referendum is held on the Constitution act of the Belarus- 
Russian Union, how would you vote?\" 


For 44.4(%) 
Against 27.8 


\"What is more important - improving Belarus\' economic situation or 
preserving Belarus\' independence?\" 


Improving economic situation 48.5(%) 
Preserving independence 41.9 


\"If the referendum results called for Belarus to become part of the 
Russian Federation, how would you respond?\" 


Agree with the results because they cannot be changed 35.8(%) 


Protest/demonstrate to change the results 8.8 

Move to another country 3.4 

Ready to defend Belarus\' independence with weapons 2.4 
No answer 49.6 


\"If a presidential position was created for Russia and Belarus, who 
would you vote for?\" 


Lukashenko 43.5(%) 
Putin 22.5 
Milinkevich 1.5 


\"If there was a referendum tomorrow on the integration of Belarus 
into the EU, how would you vote" 


Against 41.3(%) 
For 36.5 


10. Standard of Living 
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\"In your opinion, how has Belarus\' economic situation changed in 
the last year?" 


Improved 37.5(%) 
Not changed 45.8 
Worsened 12.5 


“How will Belarus social-economic situation change in the coming 
years ?\" 


Improve 40.8(%) 
No change 36.2 
Worsen 12.0 


\"In your opinion, how do people live in neighboring countries 
[compared to Belarusians]?\" 


Better Same Worse 
Latvia 34.1(%) 23.3 21.9 
Lithuania 33.1 25.0 21.9 
Poland 462 225 14.9 
Russia 21.1 446 23.6 
Ukraine 84 29.3 50.6 


11. Information 
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\"How often do you watch the following TV channels" 


Everyday Often Rarely 
ONT (BYR) 50.9(%) 32.1 13.1 
RTR (Rus) 37.5 426 16.7 
NTV (Rus) 35.0 390 21.3 
ORT (Rus) 30.0 35.7 30.3 
BT (BYR) 37.5 40.2 16.4 
Cable TV 18.9 27.5 40.6 
Local TV 13.7 42.1 34.2 
TV-6 (Rus) 8.7 33.0 47.8 
Satellite TV 8.7 25.9 53.5 


\"How often do you listen to the following radio stations?\" 
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FM (BE, Alfa, 

Radio-roks) 27.6(%) 27.1 40.9 
GOB radio 24.1 183 49.1 
Local radio 12.2 14.6 63.8 
Russian radio 5.6 144 67.8 
Radio Liberty 

(Belarusian) 4.3 114 73.7 
(Russian) 2.2 99 77.3 
Western radio 2.5 8.1 78.3 


\"Do you use the internet?" 


Everyday 5.8(%) 
Several times per week 8.0 
Several times per month 9.0 
Several times per year 4.5 
No 66.4 


\"If you use the internet, where do you have access?" 


At work/school 8.5(%) 
Home 13.1 
Internet caf 5.1 


\"What information source do you trust the most?\" 


TV 52.6(%) 
Press 31.7 
Personal contacts 27.1 
Radio 24.5 
Internet 10.8 
Comment 


12. The GOB\'s active propaganda campaign and blockade of 
independent media is successfully convincing Belarusians that 
Lukashenko\'s strong hand and government can provide a better life 
than democracy. However, the respondents\' responses to many of the 
polling questions, including their feeling of powerlessness in 

reversing referendum results, indicate that they understand the 
Belarusian \"paradise\" has come at the expense of their political 

rights as citizens. 
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R 170502Z OCT 06 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC 4494 

INFO RUEHKA/AMEMBASSY DHAKA 9501 

RUEHGV/USMISSION GENEVA 1427 

RUCNDT/USMISSION USUN NEW YORK 0459" "UNCLAS COLOMBO 001710 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR IO/UNP AND SCA/INS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, KTIA, UNGA, CE 

SUBJECT: SRI LANKA SUPPORTS POSTPONING UNGA VOTE ON RIGHTS 
OF INDIGENOUS PEOPLES 


REF: A) STATE 169257 B) COLOMBO 01020 
This message is sensitive but unclassified. 


1. (SBU) The Australian High Commission approached us 
regarding joint delivery of reftel demarche, to which we 
agreed. Poloff accompanied Australian Deputy High 
Commissioner and political officer to a meeting on October 13 
with Sumedha Ekanayake, Deputy Director for UN and 
Multilateral Affairs at Sri Lanka\'s Ministry of Foreign 
Affairs. The Australians took the lead, and providing copies 
of ref (a) non-papers. We, in turn, emphasized that the 
absence of a definition of indigenous peoples was a 
fundamental flaw that could easily encourage self-selected 
population subsets to disregard national laws. 


2. (SBU) Ekanayake responded that Sri Lanka has no 
strongly-held positions on this matter and would likely go 

along with an emerging consensus. However, Ekanayake said 
some members of the Asian group, particularly Bangladesh, 
have significant objections to the text. Barring the 

emergence of an Asian group common position, he undertook to 
instruct the Sri Lankan permanent representative in New York 

to push for postponement of the UNGA vote. 
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SIPDIS 
SIPDIS 
DEPT FOR EAP/MTS, DS/ATA AND DS/IP/ITA 


E.O. 12958: DECL: 10/12/2016 

TAGS: PHUM, PREL, PGOV, PINR, KDEM, KISL, SMIG, ASEC, MY 
SUBJECT: SABAH: POROUS BORDERS; PROBLEMS WITH FOREIGNERS; 
UNHAPPY UMNO COALITION PARTNER 


REF: A. KUALA LUMPUR 1862 
B. KUALA LUMPUR 1935 


Classified By: Political Section Chief Mark D. Clark for reasons 1.4 (b 
, d). 


Summary 


1. (C) The police, political leaders, a human rights official 

in the East Malaysia state of Sabah recently expressed their 
concerns to us about rising crime and the security impact 

from the high number of foreigners - both legal and illegal - 
residing in the state. Sabah\'s Acting Police Commissioner 
said illegal migrants and other foreigners committed three 

out of four violent crimes in the state, but he did not 

address terrorist threats or transnational crime syndicates. 

On other issues, a Sabah state minister from Prime Minister 
Abdullah Badawi\'s political party, UMNO, criticized the PM\'s 
intellectual capacity and said the PM\'s inner circle gives 

him \"bad advice.\" The minister predicted the UMNO national 
assembly in November would be \"a timid affair.\" One of the 
16 commissioners from Malaysia\'s government-funded national 
human rights commission (Suhakam) told us the government 
views Suhakam as Va pest.\" Seconding other comments from the 
Suhakam commissioner about the large influx of foreigners 

into Sabah, two state assemblymen expressed trepidation about 
the state\'s security situation. The pending U.S. Border 

Control Assessment Initiative (ref A) will assist our efforts 

to better understand the security ramifications of Sabah\'s 
porous borders and identify ways the U.S. can assist. End 
Summary. 


Police Face Challenges from Criminals - And Parliament 


Column 3 


2. (C) Sabah\'s Acting Police Commissioner, Mohd Bakri Zinin, 
told us on October 4 that \"illegal migrants and other 
foreigners\" account for about three-fourths of violent crimes 
committed in the state. He said almost all the crime was 
locally based and that transnational crime syndicates were 
\"not much of a problem\" in Sabah. Zinin notably did not 
address the issue of terrorists either located in or 

transiting Sabah. When asked about the potential for human 
trafficking into the Malaysian federal territory island of 

Labuan, near Sabah\'s western coast, Zinin stated flatly, 
\"There is no trafficking problem in Labuan. Those women are 
all volunteers who claim to be victims when caught.\" (Note: 
Septel addresses prostitution on Labuan. End Note.) 


3. (C) Zinin criticized a recently enacted amendment to the 
criminal procedure code that eliminated prosecutors\' usage of 
police-obtained confessions in trying criminal defendants. 
Confessions are now only admissible if done in front of a 
magistrate. Zinin said the amendment \"will hurt our ability 

to get convictions.\" He stated, \"As a result, weWll likely 

make greater use of (Malaysia\'s four preventative detention 
laws), even though we know this will bring criticism from 
Suhakam and the NGOs.\" (Note: The laws he referenced are the 
Internal Security Act, Restricted Residence Act, Dangerous 
Drugs Act, and Emergency Ordinance. They allow the police 
and the internal security ministry to jointly incarcerate 
individuals for extended periods without trial, in cases 

where police lack sufficient evidence to obtain a criminal 
conviction. From our local sources, we believe 700 - 1,000 
Malaysians suspected of criminal activity are currently 

jailed under the Emergency Ordinance alone. End Note.) 


UMNO Minister Swipes at Prime Minister Abdullah... 


4. (C) While making unsolicited comments about Prime Minister 
Abdullah Badawi\'s public image and job performance, Sabah\'s 
Minister of Youth and Sports, Masidi Manjun, told us, 

\"Abdullah is not an intellectual and is a bit slow in his 

thinking.\" He said the PM is \"getting bad advice from his 

inner circle\" regarding both the content and \"scripted 
shouting\" of some of his latest speeches to his ethnic Malay 
political base. Manjun, who formally headed Sabah\'s primary 
government-funded think tank (the Institute of Development 
Studies), told us of a private comment made by former PM 
Mahathir during a recent trip to Japan. Mahathir reportedly 

told a senior Japanese politician, \"Japan is the home of the 
rising sun, and Malaysia is home to the rising son-in-law.\" 

This was a reference to PM Abdullah\'s son-in-law Khairy 
Jamaluddin, who serves as the deputy president of UMNO Youth. 


Column 3 
With Mahathir\'s recent failure to be elected as an UMNO 
delegate at the party\'s national assembly in November, Manjun 
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predicted the assembly will be \"a timid affair,\" with no 
major pronouncements or surprises. 


...And Foreigners in His State 


5. (C) Manjun complained that Sabah was \"flooded with 
foreigners.\" He singled out Filipino Muslims from Mindanao 
as \"especially troublesome.\" He said, \"They are not as 
devout as us.\" He told us the state\'s Filipinos were \"using 
our social services and not integrating into society,\" and 

that \"vagrancy and violence\" were rampant within Sabah\'s 
Filipino community. He called Sabah\'s maritime and land 
borders \"very porous\" and expressed concern that Sabah\'s 
foreign residents were starting to become politically active. 
He acknowledged, however, the economic importance of Sabah\'s 
foreign population. With regard to SabahWs large number of 
illegal foreign workers, estimated to total over 750,000, 
Manjun said, \"We need them here, or our economy would 
collapse." 


Fallout from UMNO-Fueled Population Boom in Sabah 


6. (C) UMNO\'s main Sabah-based partner party, PBS, remains 
publicly indignant about UMNO grants of citizenship and 
related voting rights during the 1990s to over 600,000 
foreigners (predominantly Muslims from Indonesia and 
Mindanao), in return for those individuals\' votes in Sabah\'s 
state assembly elections. Two PBS state assemblymen, Ching 
Eng Leong and Samson Chin Chee Tsu, told us on October 4 that 
former PM Mahathir began the initiative prior to the 1994 

state assembly election, in order to ensure UMNO\'s political 
takeover of Sabah. UMNO\'s control was further solidified 
during the 1999 state election, as UMNO granted more 
foreigners citizenship and voting rights under what came to 

be known as \"Project MahathirA" According to Samson, PBS 
switched from its opposition party status in 2000 and allied 
itself with UMNO. Ching said, \"UMNO had completely taken 
over by that time. They paid off our party leaders and 

several assemblymen in cash, and threatened to freeze our 
constituencies out of federal and state funding if we didn\'t 

join them.\" Since 2000, the state assembly has remained 100 
percent controlled by the UMNO-led coalition; opposition 
parties in Sabah have no elected representatives. 


Column 3 


7. (C) Suhakam recently researched the allegations 
surrounding Project Mahathir and concurred with PBS\' 
findings. According to Suhakam, Sabah\'s legal resident 
population increased 362 percent to 2.6 million from 1970 to 
2000, compared to a population increase of only 135 percent 
over the same time period in the neighboring state of 
Sarawak. This substantial increase in Sabah\'s legal 
residents excludes an influx of over 750,000 foreigners 
holding invalid identity cards and visas - or no documents at 
all - according to Suhakam. According to Samson, a 
UK-educated lawyer whose electoral district encompasses Tawau 
on the east coast near the Indonesian border, Filipinos and 
Indonesians outnumber Malaysians 3 to 1 along Sabah\'s east 
coast from Sandakan to Tawau. He said, \"The security 
situation in the area is not good.\" He also claimed that 
corruption in Tawau is rampant among police and immigration 
officers. He said it had \"tripled over the last 30 years.\" 

He and his wife recently refused to attend an event that 
gathered public and private sector leaders on the resort 

island of Mabul, off the east coast of Sabah, as he feared an 
attack on the gathering by Mindanao-based Muslim extremists. 
The event took place without incident. 


Government Ignores Suhakam 


8. (C) With regard to the plight of Malaysia\'s largely 
impoverished rural indigenous persons in Borneo, Suhakam\'s 
Vice Chairman and resident Commissioner in Sabah, Simon 
Sipaun, echoed the sentiments expressed to us by his fellow 
Suhakam commissioner in Sarawak (ref B). He said he spends 
most of his time on indigenous persons\' issues and lamented 
the governmentVs lack of support for Suhakam. He said, 
\"We\'re viewed as a pest.\" Sipuan told us that prisons in the 
state are \"50 percent to 75 percent overcrowded\" and that 
about three-fourths of all prisoners are illegal migrants and 
other foreigners. He described conditions in the state\'s 

three illegal migrant detention centers as \"overcrowded and 
generally poor.\" Sipuan felt the large number of Filipinos 

on the state\'s east coast represented a potential security 
threat \"if they decide to become more politically active, or 

if parts of Mindanao become more autonomous.\" 
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Comment 


Column 3 

9. (C) Among all Malaysian states, Sabah faces uniquely 
severe border control and related security pressures. 

Filipinos and Indonesians move easily - and often illegally - 
between Sabah and their respective home countries. UMNO 
leaders in Sabah and Kuala Lumpur will likely continue to 
remain silent with regard to the deleterious effects of 

Project Mahathir, as this initiative achieved its primary 

goal (UMNO political dominance) many years ago; they consider 
it \"old news.\" In any case, a significant reduction in 

Sabah\'s foreign-born population could only be reversed in the 
near term through an UMNO-led effort to round up and deport 
the very workers that drive Sabah\'s natural resource-based 
economy. While Malaysia periodically launches campaigns to 
expel illegal workers, even PBS\' leaders concede this is 
highly unlikely to be carried out to the point of seriously 
harming the states economy. The U.S. Border Control 
Assessment Initiative (BCAI) focused on the Sulu and Sulawesi 
sea areas of Malaysia, Indonesia and the Philippines will 
enhance our understanding of the security challenges facing 
Sabah and ways we can assist. We currently are working to 
obtain GOM approval for the Sabah field portion. 
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E.O. 12958: DECL: 10/17/2016 
TAGS: PHUM, PGOV, KJUS, KCRM, ID 
SUBJECT: REVISED DRAFT CRIMINAL CODE WORRIES ACTIVISTS 


REF: JAKARTA 07584 
Classified By: AMBASSADOR B. LYNN PASCOE, REASONS 1.4 (b) and (d) 


1. (C) Summary: Legal analysts and NGOs told us that the 
latest draft of the revised Indonesian Criminal Code (KUHP) 
continues to include controversial provisions on the 

protection of government officials and state ideology from 
defamation, and the criminalization of pornography. They 
feared that these provisions could be used to suppress 
freedom of expression and to impose \"public morality." NGO 
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activists said that the President and the Ministry of Law had 
not changed these provisions, despite intensive lobbying 
efforts by human rights activists. Observers - including Law 
Ministry officials - expect the KUHP to languish in 

parliament (DPR) for two to three years as legislators debate 
the code\'s more controversial provisions, giving us a window 
of opportunity to influence KUHP\'s final form. End Summary. 


CONTROVERSIAL SECTIONS REMAIN UNCHANGED 


2. (C) Bivitri Susanti, Executive Director, Center for 

Indonesian Law and Policy Studies, asserted that, despite 
several meetings between NGOs and the Law Ministry, 
government officials had not incorporated civil society\'s 
feedback on the KUHP, which remained virtually unchanged from 
last year\'s version (reftel). Describing Indonesian civil 
society\'s main concerns as \"the defamation section which 
could be used to enhance government power at the expense of 
society or the press, the attempts to prescribe morality 

using anti-pornography, and the death penalty itself\", she 
anticipated that the KUHP would pass from the President\'s 
office to parliament without any substantive revisions (note: 
some Indonesian NGOs oppose the death penalty and believe it 
should be eliminated by the new KUHP). However Susanti 
believed that the bill would incite \"chaotic debate\" in the 
parliament and languish there for at least two to three 

years. She noted that this gave civil society, as well as 
interested foreign governments, a chance to influence the 

final shape of the code. In this context, Susanti encouraged 

us to \"fund a seminar\" on the criminal code and to invite 

\"key legislators, civil society activists and government 

officials to this conference.\" 


KUHP MAY ENGENDER MUCH DEBATE IN PARLIAMENT 


3. (C) Mardjono Reksodiputro, Secretary, National Law 
Commission and a former member of the committee that drafted 
the KUHP said that the President Yudhoyono and \"certain key 
advisors\" remained deeply uncomfortable with provisions of 
the KUHP related to criminalizing pornography, as this 
represented \"legislating morality.\" However he asserted that 
the President had few reservations about other sections of 

the code deemed controversial by NGOs and the media - those 
related to defamation of government officials and state 
ideology, and the continuation of the death penalty. 

Mardjono said that the President would not make changes to 
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